
 
 
 
 
 
30 GLOBAL BUSINESS LEADERS – 5 TAKEAWAYS 
CYBERSECURITY AMD FUTURE OF DIGITAL ECNOMY 
 
On 08 February ICC convened 30 Chairs, board members, and C-suite executives 
representing companies from the US, Europe, and Asia-Pacific for the third edition of 
our ICC Board Briefing Series. This installment was organised to discuss the work of 
the UN General Assembly related to cybersecurity and how that work could more 
effectively address cyber-insecurity and the risks facing the private sector from 
transboundary cyberattacks. Collectively the attendees on the call manage firms with 
over $1 trillion in global turnover and include some of the world’s leading companies 
trading globally.  
 
This edition was chaired by Paul Drechsler CBE (insert proper affiliations) 
 
Takeaways 
 

1. How international law applies online fundamentally matters to industry as 
it underpins the network of trade and other agreements that facilitate 
global commerce. Governments therefore have an obligation and a special 
responsibility to improve trust online, especially regarding their own behaviour 
towards other States. 

Cybersecurity- and cybercrime is therefore a shared issue for the private 
sector (SME to large corporates) and governments because there are no 
geographic borders for cyber challenges. 

2. Enhanced Collaboration between Government & Private Sector is needed. 
–There is a need for more opportunities to exchange information between 
governments and the private sector, so government negotiators working on 
cyber issues better understand the practical application of the outcomes of 
multilateral negotiations. This is key to improve trust online and reduce risks – 
and ultimately to ensure that those who abuse the online environment are 
caught and face appropriate sanctions. 

3. Existing agreements between governments to address criminal activity 
rely upon largely outdated, 20th century agreements. These Mutual 
Assistance Treaties (“MLATs”) need to be updated so they can allow countries 
to collaborate in real time when abuses take place both to stop attacks when 
they happen and to ensure that “online crime doesn’t pay” due to lack of 
sanctions. 

4. In agreements on cyber governments should concentrate more on the 
practical application of international law online, and increase transparency 
of how national governments view their responsibilities to refrain from 
harmful acts. For governments to understand the impact of their behavior they 
should work more closely with the private sector to further implement norms, 
rules and principles governing how states deal with one another online. 
 



5. SMEs and Developing Countries Inclusion – No solution will be sustainable 
unless SMEs and developing countries are included in the process as key 
stakeholders. 

 

6. Fostering Trade with Cybersecurity & the Digital Economy– Countering 
cybercrime and enhancing digital economy must be focused on fostering global 
trade- which is rule based and works for everyone.  

Opportunities for future action and priorities identified during the conversation: 
 

1. Governments need to prioritize agreement on how the norms, rules and 
principles of state behavior that the UN has adopted apply in the real 
world. The level of implementation of these can have a profoundly beneficial 
impact on trust online. Opportunities for the private sector to better influence 
global understanding of how implementation would create a more trusted 
online environment should be stepped up.  

2. Governments need engagement from the private sector to view 
cybersecurity differently than the traditional disarmament focus 
government negotiators are used to. For example, vulnerabilities in ICT 
products, including IoT devices, not just as a consumer protection issue where 
those vulnerabilities allow such products to be used as part of large scale, 
multinational botnets which attack systems in other countries. Companies have 
a key role to play to help negotiators better understand the threat landscape 
that they face. 

3. There should be greater transparency and information sharing by 
governments of ‘zero day’ exploits and other vulnerabilities in ICT 
products which they become aware of, so that these may be addressed 
more quickly by firms responsible for their products. This is in the interest of all 
parties. Greater attention in advocacy with UN member-states on this point 
would be welcomed. 

4. Mutual Legal Assistance Treaties need significant improvement in order 
to allow online crime to be effectively addressed. These agreements tend 
to be very out-of-date and companies are therefore asked to do the legally 
impossible or legally hazardous – handing over user data in one jurisdiction 
where it is illegal for them to do so in another, for example. More advocacy 
from the private sector is needed to address this. 

 
5. Efforts to negotiate an international treaty on these issues should not be 

a priority – it takes too long and the level of mutual agreement on key areas 
amongst the world’s governments is still too limited for an ambitious outcome. 


