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How Clarabyte Supports R2 Standards

R2:2013 Data Sanitization Requirements

“  establishes responsible recycling (“R2”) practices for the recycling of The R2:2013 Standard
electronics globally. By certifying to this Standard through an accredited third-party Certification Body, 
electronics recyclers can help prospective purchasers of their services (customers) make informed 
decisions and have increased confidence that used and end-of-life electronic equipment are managed 
in an environmentally responsible manner, protective of the health and safety of workers and the 
public, and that all data on all media devices is secured until destroyed. Thus, certification to R2:2013 
allows electronics recyclers to highlight their value to customers, employees, their community and the 
public.”

How does Data Sanitization impact R2:2013 certified
organization?

According to the , “Data Sanitization is the process of International Data Sanitization Consortium
deliberately, permanently and irreversibly removing or destroying the data stored on a memory device 
to make it unrecoverable. A device that has been sanitized has no usable residual data, and even with 
the assistance of advanced forensic tools, the data will not ever be recovered. There are three 
methods to achieve data sanitization: physical destruction, cryptographic erasure, and data erasure.” 

Depending on the type of media and the condition of the device, it is important to choose the 
appropriate data sanitization method especially if the intention is to extend the life of a device through 
resale. Although data destruction and data sanitization have similarities in their approach, they are not 
the same. Data destruction does not include verification or certification of successful destruction 
beyond forensic recovery. This means that the chosen data destruction method has not been proven to 
remove data in totality, whether that device is destroyed physically or by software. 

Visit  to read our eBook on www.clarabyte.com Data Sanitization Best Practices.

SPECIFICATION Data Sanitization Simplification
1. Tested and Full Functions, R2/Ready for 
Reuse 

(A) “Use effective test methods to confirm that 
all functions for equipment and components are 
working properly and ready for reuse, including 
properly configured with appropriate legally 
licensed software where required for operation 
of equipment and components, and device 
specific drivers within the product’s hardware...

Use appropriate data sanitization methods and 
keep a record of the outcome. 

R2:2013

“Data Destruction General Principle -- An 
R2:2013 electronics recycler shall be 
responsible for data destruction of all media it 
handles using generally-accepted data 
destruction procedures.”

To minimize risk, go above “generally accepted” 
and choose secure data sanitization.

https://sustainableelectronics.org/sites/default/files/R2-2013%20Standard%20%5BENGLISH%5D.pdf
https://www.datasanitization.org/
https://clarabyte.com/
https://clarabyte.com/collections/ebooks/products/physical-destruction-vs-secure-data-erasure?variant=30589845930036
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(b) “An R2:2013 electronics recycler shall 
document its data destruction procedures and 
include this documentation as part of its 
EHSMS.”

Document data sanitization procedures and 
produce auditable reporting to prove 
compliance.

Clarabyte supports R2:2013 Requirements

Clarabyte’s suite of software tools were built in high-production environments to support the strict 
quality assurance standards required by the electronics recycling industry. Our infinitely scalable tools 
range from secure data erasure of computers or smart devices to data erasure validation, all with 
tamper-proof reporting to assure compliance with the R2:2013 or any of the most strict data protection 
regulations. 

Click here to learn more about ClaraWipe Pro www.clarabyte.com or visit  to schedule a demo.
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