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Purpose of document

To provide pre-requisites to run L1 biometric device on Windows System.
Pre-Requisite for running RD Service

Prerequisite for S/W

0S: Windows 10

Web Browser: Chrome (Minimum version 60), Mozilla Firefox (Minimum version v56.0), and Edge

Prerequisites for H/W
MSO 1300 E3 RD Sensor
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RD Service Installation Steps

1. Right click on Windows_L1-L0_RDService installer and run the same as an administrator,
which will install both LO & L1 RD service on user’s system.

Name Status Date modified
Open
Windows_L1-L0_RDService: B PM
G Run as administrator
i/ Edit with Notepad++
E Classify and protect
Troubleshoot compatibility

Pin to Start

& Share
Copy Link
Manage access
View online
Version history
Always keep on this device

Free up space

7-Zip

Give access to
Pin to taskbar
[E Scan for threats

Restore previous versions
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2. After Installation below folder will be created for both L1 and LO RD service in C:\ drive.
IdemiaL1RdService folder will be created for L1 RD service & MorphoRdServiceL0Soft
will be created for LO RD service (Earlier MorphoRdServiceL0Soft folder was as it is getting
created for LO RD Service so there is no change in the same).

=9 » ThisPC » Windows (C:)

o

Name Date modified Type Size
ldemial1RdService 6/29/2023 5:34 PM File folder
MorphoRdServicelL0Soft 5/26/2023 6:25 PM File folder
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3. In case of using proxy server for L1 devices, please go to
C:\ldemiaL1RdService\RDService folder and set IsEnabled to true in
mc_configuration.xml, enter proxy server IP/URL & port and save the Configuration file.

k?xml version="1.0" encoding="utf-8"?>
J«Configuration>
<TimeOut>10</TimeQut>
<LogLevel>1l</LogLevel> <!——1(default) 2 (Error) 3 (Debug) -——>
<LoginServer>Prod</LoginServer> <!--Test PreProd Prod Stage-->
] <ProdServerDetails
<Url>prod.rdms.co.in</Url>
<Port>443</Port>
</ProdServerDetail>
|  <PreProdserverDetail>
<Url>preprod.rdms.co.in</Url>
<Port>443</Port>
</PreProdServerDetail>
] <StageServerDetail>
<Url>web.smartchiponline.com</Url>
<Port>2232</Port>
- </StageServerDetail>
] <TestServerDetail>
<Url>web.smartchiponline.com</Url> <!--testing.rdms.co.in web.smartchiponline.com-->
<Port>2243</Port> «!--2222/443-->
</TestServerDetail>
]  <ProxyDetails>
<IsEnabled>false</IsEnabled> <!--true false ——>
<Url1>192.168.1.147</Url>
<Port>B0B</Port>
</ProxyDetails>
<SubDomainName>uidai-ms-device-api</SubDomainName> <!--uidai-ms-device-api uidai-ms-device—api-11 —->
| <GuiMode>
<Mode>Init</Mode> <!-- Init | Gui --—>
</GuiMode>
<Version>1.0.1</Version>
<BPIRetryRttempts>3</APIRetryRttempts> <!--1 to 5 default is 3 -->
<NotifyCycleAttempts>3</NotifyCycleAttempts> <!--1 to 10 default is 3 -—>
<kPIRetryDelay>3</APIRetryDelay> <!--1 to 10 sec default is 3 -->

<NotifyCycleDelay>30</NotifyCycleDelay> <!--1 to 60 sec default is 30 —>
<LogSize>b</LogSize> <!-—— 0 to 20MB default is SMB—>
<EnablelLog>0</EnableLog> <«!-- 0(Disable) 1(Enable)—>

-</Cconfiguration>
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4. In case itis required to test L1 RD service into pre-production environment then please
follow below steps to configure RD service for pre-production environment.

» Goto C:\ldemiaL1RdService\RDService, open mc_configuration.xml and set
LoginServer to pre-prod like below and save the configuration (By default login
sever is set to Prod only).

<?xml version="1.0" encoding="utf-8"?>
<Configuration>
<TimeOut>10</TimeOut>
<LogLevel>1l</LogLevel> <!—1(default) 2(Error) 3 (Debug) —>
<LoginServer>PreProd<fLoginServer> <!--Test | PreProd | Prod | Stage—->
<ProdServerDetail>
<Url>prod.rdms.co.in</Url>
<Port>443</Port>
</ProdServerDetail>
<PreProdServerDetail>
<Url>preprod.rdms.ce.in</Url>
<Port>443</Port>
</PreProdServerDetail>
<StageServerDetail>
<Url>web.smartchiponline.com</Url:>
<Port»2232</Port>
</StageServerDetail>
<TestServerDetail>
<Url>web.smartchiponline.com</Url> <!--testing.rdms.co.in web.smartchiponline.com-->
<Port>2243</Port> <!--2222/443-->
</TestServerDetail>
<ProxyDetails>
<IsEnabled>false</IsEnabled> <!--true false ——>
<Url>192.168.1.147</Url>
<Port>808</Fort>
</ProxyDetails>
<SubDomainName>uidai-ms-device-api</SubDomainName> <!--uidai-ms-device-api uidai-ms-device-api-11 —->
<GuiMode>»
<Mode>Init</Mode> <!-- Init | Gui -->
</GuiMode>
<Version>1.0.1</Version>
<APIRetryAttempts>3</RPIRetryAttempts> <!--1 to 5 default is 3 -->
<NotifyCycleRttempts>3</NotifyCycleAttempts> <!--1 to 10 default is 3 ——>
<APIRetryDelay>3</APIRetryDelay> <!--1 to 10 sec default is 3 -->
<NotifyCycleDelay>30</NotifyCycleDelay> <!——1 to 60 sec default is 30 ——>

<LogSize>5</LogSize> <!-— 0 to 20MB default is SMB-->
<EnableLog>0</Enablelog> <!-- 0(Disable) 1(Enable)-——>
</Configuration>
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» Again in C:\IdemiaL1RdService\RDService folder, open rd_configuration.xml
and set RDDetail to PreProd like below and save the configuration ((By default
login sever is set to Prod only).

<?xml version="1.0" encoding="utf-8"?2>
<Configuration>
<LogLevel>l</LogLevel> <!--1(default) | 2(Error) | 3(Dsbug)-->
<RDDetail>PreProd</RDDetail> <!--Prod |PreProd| Test | Stage-->
<I555LEnabled>0</Is55LFEnabled> <!--0 for HTTP | 1 for HTTPS localhost | 2 for HTTPS 127.0.0.0 -->
<RDInterfacePath>0</RDInterfacePath> <!--0 for getDeviceInfo, 1 for info-->
<PortBegin>11100</PortBegin>
<PortEnd>11120</PortEnd>

<LogSize>5</LogSize> <!-—— 0 to 20MB default is S5MB——>
<EnablelLog>0</Enablelog> <!-- 0(disable) | 1(Enable)-->
</Configuration>

5. After making changes in configuration, please re-start Idemia L1 RD Service from services.

. Services (Local)
Idemia L1 RD Service Name Description Status Startup Type Log On As
Ty " ~£;*; Hyper-V Heartbeat Service Monitors th... Manual (Trigg.. Local System
top the service & . : :
Daucaths saice < Hyper-V Host Compute Serv.. Provides sup.. Manual (Trigg.. Local System
Restart the service &l Hyper-V PowerShell Direct S..  Provides a m... Manual (Trigg.. Local System
Q Hyper-V Remote Desktop Vi.. Provides a pl.. Manual (Trigg.. Local System
{;’; Hyper-V Time Synchronizati.. Synchronize.. Manual (Trigg.. Local Service
&k Hyper-V Volume Shadow Co.. Coordinates ... Manual (Trigg.. Local System
2# | demia L1 RD Service Running  Automatic Local System
i€ IKE and AuthlIP IPsec Keying .. ThelKEEXTs.. Running  Automatic(Tri.. Local System
i€ Intel(R) Audio Service Running  Automatic Local System
AS;’; Intel(R) Capability Licensing .. Version: 1.62... Manual Local System
-.C;*;Intel(R) Content Protection H.. Intel(R) Cont.. Running  Automatic (Tri.. Local System
& intelR) Dynamic Application.. Intel(R) Dyna.. Running  Automatic Local System
~S;’; Intel(R) Dynamic Tuning serv.. Intel(R) Dyna.. Running  Automatic Local System
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MSO Device Driver Installation

1. Now connect whitelisted Idemia L1 finger print scanner to the system. After
connecting the device to the system the device driver will be installed.

2. If device driver is not installed properly then please follow below steps:

A) Right click on This PC and click on manage

v = This PC
Collapse
J 3D Objec
I Desktop Manage
Pin to Start

= Documen
Map network drive...

¥ Download
i Open in new window
J” Music
Pin to Quick access
=| Pictures i i
Disconnect network drive...
m Videos

> % Windows Add a network location

Delete
¥ Network
Rename
1 item Properties

Version 1.0
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B) Now click on Device Manager and check MorphoSmart MSO1300E3 driver under
Universal Serial Bus Controllers .If the driver is present there with yellow warning sign(

) like below

" Computer Management
File Action View Help
o« z2m & Em

& Computer Management (Local)
v Ji System Tools

@ Task Scheduler

B Event Viewer

b Shared Folders

* Local Users and Groups

& performance

A Devace Manager
v % Storage

#* Disk Management

_'_, Services and Applications

Version 1.0

B2 kX

& WAN Miniport (PPTP) -
& WAN Miniport (S5TP)
@ Zscaler Network Adapter 1020
v |7 Other devices
Bluetooth Peripheral Device
Bluetooth Peripheral Device
NearbyServerSocket
SMSMMS
SMSMMS
SMSMMS
B4 Unknown device
= Print queues
n Processors
., Security devices
3 Secsors
I software components
| software devices
§ Sound, video and game controllers
& Storage controllers
B Systern devices
v § Universal Serial Bus controllers
§ AMD USB 310 eXtensible Host Controller - 1.10 (Microsoft)
¥ AMD USB 310 eXtensible Host Controller - 1.90 (Microsoft)
§ Generic USE Hub
& MorphoSmart MSO1300-£3
§ Standard Enhanced PCI to USE Most Controlier
US8 Composite Device
US8 Root Hub
USB Root Hub (USB 3.0)
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C) Then Right click on the device driver icon->click on Update Driver- > “Browse My
Computer for Driver Software” -> Let me Pick from a list of device drivers on my computer-
>Have Disk->Browse- >go to “C:\Morpho\MorphoSmart USB Driver” and select
“usbBioDriver.inf” in Driver search location and click on Next for completion of manual driver
installation and restart the machine for driver installation finalization

After restart, it must be shown as below in the Universal Serial Bus Controllers in device
manager:

A INNOT-6634

A
effrmm=lagie
2

U al Senal Bus controller:

9 IntelR) USE 30 eXtensible Host Controller - 10 (Microsoft
§ Intek®) USE 11 eXtensible Most Controller - 1,10 (Microsoft)
9 MorphoSmart MSO1300-£3

oosite Device

3. After successful device driver installation and proper device connection to the system
Device registration will start and user will get below popup on screen.

Message x

o Init Process started, please wait till completion
0K |

Version 1.0




<( )) | D E M |A Installation Manual - Windows L1 RD Service

4. User will get below popup on screen once INIT Process will be completed successfully.

Message *

0 Init Process completed successfully, Device Ready For Capture
i
=

Finger print Device will be in ready state once user gets above popup message.
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RD SERVICE STATUS CHECK AND BIOMETRIC CAPTURE

User can check RD service status, device info and biometric capture through shared RD test
page:

1. RD Service Status: Click on RD Service to check the status of RD Service as same
should be in Ready state.

[y MorphoRDServiceTestPage-Locz X | -
C (1] (i) File | CyUsers/g515784.CORP/Downloads/L1%20RD%20Service/Windows/Bundled%20Setup/31-Mar-2023/HTTPs-LocalHost/ Test%20

This page says

<2xml version="1.0"7>
<RDService status="READY" info="IDEMIA_L1_RDSERVICE">
<Interface id="CAPTURE" path="/capture”/>

<Interface id="DEVICEINFO" path="/getDevicelnfo"/>
</RDService>
=]

2. Devicelnfo: Click on devicelnfo to get the device detail.

im} ‘ MorphoRDSenviceTestPage-lacz. X | +

G m (D File | C/Users/g515784.CORP/Downloads/L1%20RD%205ervice/Windows/Bundled%20Setup/31-Mar-2023/HT TPs-Local Host/Test%20Pag

This page says

<?xml version="1.0"7> ~
<Devicelnfo dpld="Morpho.SmartChip” rdsld="NXP.IDEMIA.001"
rdsVer="1.0.1" dc="%ae4f09a-d435-4e0c-8d40-cba2ad2eage5”

mi="CBME3RD" mc="MIID6zCCAtOgAwWIBAGIQT
tOD7nHDavIZ62WMser6pzANBgkghkiGSwOBAQsFADCBUDERMBSGA

TUEAXMYRFMgUO1BUIQgQOhJUCBQV
IQgTFREIDIWMR4wHAYDVQQZEXVQTEQUIESPIDEGQSBTRUNUT 1IgNz
MxDjAMBgNVBAKTBUSPSURBMRYwWF

AYDVQQIEw1VVFRBUIBQUKFERVNIMSEwWHWYDVQQLEXhESUdJVEFMI

FNFUIZJQOUgREVMSVZFUIkxGzAZB
gNVBAOTEINNQVIUIENISVAgUFZUIEXURDELMAKGATUEBRMCSU4wH
hcNMjMwNTEZMDKOMDESWhcNMjMwN v
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3. Capture: Click on Capture to capture biometric of user. Once biometric will be captured,
RD service capture response will be generated in XML form.

C @ ( File | C/Users/g515784.CORP/Downloads/L1%20RD%20Sevice/Windows/Bundled%20Setup/31-Mar-2023/HTTPs-Local Host/Test%2(

' This page says

Captured Successfully

=]

After successful biometric capture from RD test page user can check
biometric capture from client application to perform the transaction in
pre-production environment.
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