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Refresher

* We ran a series of Webinars designed to

help Payroll professionals with Cyber
response

* |In this Webinar we’ll discuss an exclusive
Toolkit from the GPA designed for Payroll
professionals, and how to use it to help

protect your business and mitigate any
Issues




The problem continues to get worse...

» 75% of tech firms surveyed in 2023 said they had at least one intrusion
(Fortinet).! Of those ...
56% were malware
49% were phishing
32% ransomware

* Ildentity Theft Resource Center: Compromises rose 78% from 20222
« IBM Cost of Data Breach Report: employees in 40% of breaches?
 Ransomware is not showing signs of slowing down

* “90% of leaders believe that increased employee cybersecurity
awareness would help decrease the occurrence of cyberattacks.” *

Sources:
1 Fortinet 2023 State or Operational Technology and Cybersecurity Report

2 ldentity Theft Resource Center 2023 Annual Data

3 IBM Cost of Data Breach Report 2023
4 Fortinet’s 2023 Security Awareness and Training Global Research Brief



https://www.idtheftcenter.org/post/2023-annual-data-breach-report-reveals-record-number-of-compromises-72-percent-increase-over-previous-high/
https://www.ibm.com/reports/data-breach?utm_content=SRCWW&p1=Search&p4=43700077724064033&p5=p&gad_source=1&gclid=CjwKCAiA0PuuBhBsEiwAS7fsNaitinBSVp6F1jixe9vmJbczPDpyoiY7U1XonLEuvOZbpiyZaZMjDBoCRbcQAvD_BwE&gclsrc=aw.ds
https://www.fortinet.com/content/dam/fortinet/assets/reports/report-2023-security-awareness-and-training.pdf

Continued education and having the right response
plans in place are the key mitigation techniques

* Majority of companies invest in training
* How is your organization investing in cybersecurity training?

* Training effectiveness still requires maximum vigilance by the entire organisation
* Frequent testing of staff and post-breach protocols is essential

* Preparedness for a breach remains the key mitigation

 Remediation requires knowing what you have, where it is, and how to communicate




Introducing the GPA Toolkit
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“The creation of this toolkit was prompted by
several cyber incidents affecting the Payroll
Industry. It is designed to provide a quick but

pragmatic, actionable guide for those during C b

cyber issues or interested in how to prevent y er

them in the future.” -
Melanie Pizzey, CEO, GPA Resp()nse.

A Toolkit for Payroll Professionals

Responding to a data breach or cyberattack
involving Payroll and mitigating potential
issues in the future




The Toolkit is designed for Payroll professionals to
help you with:

 What to do in the immediate aftermath of a potential issue

* |ldentifying the types and severity of incidents
 What you can do in advance to help be prepared

» Understanding your employer's approach to cybersecurity

 How to collaborate internally to put the right protections in place

* \What Payroll can do with the data sets it has




How the Toolkit is constructed

 Introductions to the various plans and documents you need to know about
« Part | — what to do if you have had an actual or suspected issue

» Part Il — what Payroll can do to mitigate future issues and provide continuity of service
to your employees and your company

» Each section includes useful Checklists to help you navigate the path

Remember, this is not a “one time™ exercise — you should review your
processes every 6 months (or more frequently if you're undergoing
significant change)




Planning remains key with documented Incident
Response Management processes in place

Occupant
Emergency
Plan

Continuity of
Operations
Plan

Business
Continuity

Plan

Business
Recovery
Plan

Cyber
Incident
Response

Disaster
Recovery
Plan

The documents can be lengthy, but
up-front planning is critical

Work with your Cyber Response or
IT teams to ensure you understand
them, and regularly review them

Communication protocols and acting
with Urgency are critical

Ensure Payroll's unique needs are
considered




Part | - “in the moment”

e Fundamentals
e Checklist

e Classification e Key priorities
e Key e Third party

documents response

e Checklist plans
e Checklist

Each section includes a Checklist, to help you
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Part Il - “Prevention is better than cure”

e Understandi e Where’s e Methods of e Types of
ng and your data Training Testing
documentin e How you e Topics to  Frequency

g key ensure cover
processes clean copies
and systems are

maintained

Each section includes a Checklist, to help you navigate the activitie:
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Resources

The Resources section Is designed to give you templates and practical examples to help
you complete the items on your Checklist, including:

 Mapping your Payroll processes and data

« Example scenario's including what to do in advance, and what to do in the event of an
Issue

 Example communication protocols

Lastly, we've offered some general advice — if you don’t apply anything in the Toolkit to
your professional life, do apply the guidance to your personal life!




Accessing the Toolkit!

Visit the GPA Website at www.globalpayrollassociation.com

See the "White Papers” section of the website
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http://www.globalpayrollassociation.com/

Thank you!

Need help or advice”? Feel free to contact us:

Mike.Baer@baerunlimited.com or GPA Mentor web page
Tristanwoods@safequardglobal.com

You'll also find us in all the usual places!

We welcome all feedback on this event and the Toolkit itself

Melanie@globalpayrollassociation.com
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