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What is Data Integrity and Why is it Important? 
 
By John E. Lincoln 
 Originally appearing in Vol. 23, Issue 1 (February 2017) of Journal of Validation 
Technology 

Data Integrity Defined 

Data integrity can be defined as “the maintenance of, and the assurance of the 
accuracy and consistency of, data over its entire life cycle, and is a critical aspect to the 
design, implementation and usage of any system which stores, processes, or retrieves 
data… Data integrity is the opposite of data corruption, which is a form of data loss. The 
overall intent of any data integrity technique is the same: ensure data is recorded 
exactly as intended … [stored]… and upon later retrieval, ensure the data is the same 
as it was when it was originally recorded. In short, data integrity aims to prevent 
unintentional changes to information. Data integrity is not to be confused with data 
security [cybersecurity], the discipline of protecting data from unauthorized parties. 
Any unintended changes to data as the result of a storage, retrieval or processing 
operation, including malicious intent, unexpected hardware failure, and human error, is 
failure of data integrity. If the changes are the result of unauthorized access, it may also 
be a failure of data security. Depending on the data involved this could manifest itself as 
benign as a single pixel in an image appearing a different color than was originally 
recorded, to the loss of a … business-critical database, to even catastrophic loss of 
human life in a life-critical system.”  -- Wikipedia 

Data integrity is a recent concern for the medical products industries, a result of the 
increased reliance on electronic software, records and signatures, stand-alone or 
networked.  Initially there were regulations such as 21 CFR Part 11 in the U.S. and 
Annex 11 in Europe.  But more must be done to ensure the integrity of CGMP 
documents / records / data.    

As a result, the US FDA has issued the following Guidance for Industry: 

 “Data Integrity and Compliance with CGMP Guidance for Industry”, Draft 
Guidance, April 2016. 

There are many approaches to the specifics of data integrity.  Regulatory agencies 
leave the specifics up to the manufacturer, as long as the principles in the guidance are 
addressed in the resulting product and/or system.  Related data integrity issues are 
addressed by the CGMPs, specifically design control (21 CFR 820.30) for devices, and 
post-production issues by the CAPA (Corrective and Preventive Action) system, among 
others. 
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Data Integrity - Why? 

The U.S. FDA has increasingly observed CGMP violations involving data integrity 
during CGMP compliance inspections.  Adding to the problem is BYOD – “Bring Your 
Own Device” (laptop, tablet, smart phone, or other “smart” device) to the 
workplace.  These growing trends pose problems to the integrity of data. 

The increasing use of cloud (Internet)-based software to accomplish CGMP tasks, store 
/ retrieve data (data warehousing) and similar uses poses another concern.  In many 
cases, the updates, upgrades, new revisions / releases, service packs, and similar are 
automatically uploaded to a company’s systems, which can pose security risks, and 
render previous verification and validations worthless (no change control / “line drawn in 
the sand”, and subsequent analysis of change’s effect on existing V&V).  Such issues 
are troubling because ensuring data integrity is an important component of industry’s 
responsibility to ensure the safety, efficacy, and quality of medical products, and of 
FDA’s ability to protect the public health. 

FDA’s expectations / requirements with respect to data integrity include, among other 
things: 

• “Backup data are exact and complete”; 
• “Secure from alteration, inadvertent erasures, or loss”; 
• Data be “stored to prevent deterioration or loss”; 
• Certain activities be “documented at the time of performance”; 
• Laboratory controls be “scientifically sound”; 
• Records be retained as “original records,” “true copies,” or other “accurate 

reproductions of the original records”; 
• “Complete information,” “complete data derived from all tests,” “complete record of all 

data,” and “complete records of all tests performed”). 

When regulatory agencies discuss data integrity, it is to clarify its role in Current Good 
Manufacturing Practices (CGMP) for regulated medical products.  FDA expects that 
data be reliable and accurate. CGMP regulations and guidance allow for flexible and 
[patient] risk-based strategies to prevent and detect data integrity issues.  While FDA’s 
guidance documents do not generally establish legally enforceable responsibilities, they 
do describe the Agency’s current thinking on a topic and should be viewed only as 
recommendations, unless specific regulatory or statutory requirements are cited. 
However, they are ignored at a company’s peril, since they express the expectations of 
the Agency. 

ALCOA 

As emphasized by the FDA’s guidance, data integrity refers to data’s: 
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• Completeness; 
• Consistency; 
• Accuracy; 
• Complete, consistent, and accurate data should be -- Attributable, Legible, 

Contemporaneously recorded, Original or a true copy, and Accurate (ALCOA). 

Metadata 

Metadata is “data about data” -- or the contextual information required to understand 
data.   

Among other things, metadata for a particular piece of data could include a date / time 
stamp for when the data were acquired, a user ID of the person who conducted the test 
or analysis that generated the data, the instrument ID used to acquire the data, audit 
trails, etc.  Data should be maintained throughout the record’s retention period with all 
associated metadata required to reconstruct the CGMP activity. The relationships 
between data and their metadata should be preserved in a secure and traceable 
manner, and must be retrievable, e.g., to include the technology available to retrieve, 
read and/or print out such data throughout its mandated life. 

Audit Trail 

An audit trail means a secure, computer-generated, time-stamped electronic record that 
allows for reconstruction of the course of events relating to the creation, modification, or 
deletion of an electronic record, similar to the change record under the old paper / 
manual signature system.  It is a chronology of the “who, what, when, and why” of a 
record. It can include the user name, date/time of a run, parameters used, and details of 
a rework or reprocessing, if any, including change justification for that action. 

It is recommended that those audit trails that capture changes to critical data be 
reviewed with each record and before final approval of the record. Audit trails subject to 
regular review should include, but are not limited to, the following:  The change history 
of finished product test results, changes to sample run sequences, changes to sample 
identification, and changes to critical process parameters – basically lot or batch 
records. Routine scheduled audit trail reviews should be based on the complexity of the 
system and its requirements.  Audit trails are considered part of the associated records. 

Backup 

The FDA uses the term backup in relation to data integrity (and cybersecurity) most 
often to refer to a true copy of the original data that is maintained securely throughout 
the records retention period. The backup file should contain the data (and associated 
metadata) and should be in the original format or in a format compatible with the original 
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format. This should not be confused with backup copies that may be created during 
normal computer use and temporarily maintained for disaster recovery (e.g., in case of 
a computer crash or other interruption). Such temporary backup copies do not satisfy 
the requirements of the CGMPs to maintain a backup file of data. 

Best Practices for Data Integrity 

Any data created as part of a CGMP record must be evaluated by the quality unit or QA 
function as part of release criteria (or related CGMP activities, including statistical 
analysis, e.g., outliers) and maintained for CGMP purposes.  This also includes relevant 
metadata.  To exclude any data from the CGMP decision-making process, there must 
be a valid, documented, scientific justification for its exclusion. 

Further document retention includes the requirements for such records as processing 
parameters and results, and those that track actions at the record or system level (such 
as attempts to access the system or rename or delete a file).  CGMP-compliant record-
keeping practices require prevention of data from being lost, obscured or modified by an 
unknown breach. 

The FDA defines “static” and “dynamic” as they relate to record formats as follows: 

• Static is used to indicate a fixed-data document such as a paper record or an electronic 
image; and 

• Dynamic means that the record format allows interaction between the user and the 
record content.  A dynamic record may allow the user to change the baseline and 
subsequent data so that the resulting data may be presented differently, as long as 
retention and review do not differ depending on the data format.  

Paper-based and electronic data record-keeping systems are subject to the same 
requirements.  When reviewing 21 CFR Part 11 / Annex 11 requirements, it’s good to 
remember this qualifier. 

Verification and Validation 

Workflow, such as creation of any electronic record, is an action of a computer system 
to be checked through verification (individual testing*) as part of the system’s validation 
(sum total of verifications / tests to prove system compliance*). If a company validates 
the computer system to its basic functionality, but does not validate it for specific 
actions / records, it cannot be known if the workflow runs correctly. Verification of the 
workflow ensures that the intended steps, specifications, and calculations in the verified 
record(s) are accurate.  This is similar to reviewing a paper record and ensuring all 
supporting procedures are in place before the record is implemented in production (see 
the CGMPs.    

* Author’s “working definitions” 
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FDA recommends that appropriate controls be implemented to manage risks 
associated with each element of the system. These controls would be part of the 
system to be validated that includes software / firmware, hardware, personnel, and 
documentation. 

Restriction of access to CGMP computer systems is stressed both in this guidance and 
in Part 11. Appropriate controls must exist to assure that changes to computerized 
CGMP records, or input of laboratory data into computerized records, can be made 
only by authorized personnel.  This also includes the restriction of the ability to alter 
specifications, process parameters, or manufacturing or testing methods.  Such 
restrictions should be by technical means where possible, such as by limiting 
permissions to change settings or data.   

The System Administrator 

The weak spot to such controls is the system administrator.  The FDA suggests that the 
system administrator role, including the rights to alter files and settings, be assigned to 
personnel independent from those responsible for the record content. To assist in 
controlling access, FDA recommends maintaining a list of authorized individuals and 
their access privileges for each CGMP computer system in use. 

In the rare instance that the same person is required to hold the system administrator 
role and to be responsible for the content of the records, FDA suggests having a 
second person review settings and content. If second-person review is not possible, the 
Agency recommends that the person recheck settings and his or her own 
work.  Obviously all this should be documented. 

Logins 
  

Companies must exercise appropriate controls to assure that only authorized personnel 
make changes to computerized records, or input laboratory data into computerized 
records, and must implement documentation controls that ensure actions are 
attributable to a specific individual.  This is also a major issue with Part 11. When login 
credentials are shared, a unique individual cannot be identified through the login and 
the system would thus not conform to the CGMP requirements. 
 
 
Blank Forms 
  
FDA recommends that, if used, blank forms (including, but not limited to, worksheets, 
laboratory notebooks, label blanks, and other CGMP records) be controlled by the 
quality unit or by another document control method. For example, numbered sets of 
blank forms may be issued as appropriate and should be reconciled upon completion of 
all issued forms. Incomplete or erroneous forms should be kept as part of the 
permanent record along with written justification for their replacement.  Also, bound 
paginated notebooks (such as lab notebooks), stamped for official use by a document 
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control group, allow detection of unofficial notebooks as well as of any gaps in 
notebook pages. 
  
True Copies 
  
Electronic copies can be used as true copies of paper or electronic records, provided 
the copies preserve the content and meaning of the original data, which includes 
associated metadata and the static or dynamic nature of the original records.  True 
copies of dynamic electronic records may be made and maintained in the format of the 
original records or in a compatible format, provided that the content and meaning of the 
original records are preserved, and that a suitable reader and copying equipment are 
readily available.  A paper printout or static record may satisfy retention requirements if 
it is a complete copy of the original record. 
  
Control strategies must ensure that original laboratory records, including paper and 
electronic records, are subject to second-person review to make certain that all test 
results are appropriately reported. 
  
Electronic Signatures 
  
Electronic signatures may be used instead of handwritten signatures for master 
production and control records.   Electronic signatures with the appropriate controls can 
be used instead of handwritten signatures or initials in any CGMP required 
record.  Electronic signatures with the appropriate controls to securely link the signature 
with the associated record (another Part 11 requirement) fulfills this requirement. Part 
11 establishes criteria for when electronic signatures are considered the legally binding 
equivalent of handwritten signatures. Firms using electronic signatures should 
document the controls used to ensure that they are able to identify the specific person 
who signed the records electronically. 
  
Key Issue 
 
The key issue regarding this guidance as well as Part 11, pertains to electronic data 
that is generated / retained as a CGMP record.  Whenever such electronic data is 
generated to satisfy a CGMP requirement, all such data become a CGMP record.  As 
such, it must documented, or saved, at the time of performance to create a record in 
compliance with CGMP requirements.  This is a key point, and resolves much of the 
arguments put forth on various Internet forums regarding when Part 11 (or Annex 11) is 
operable.   
  
The FDA expects processes to be designed so that quality data required to be created 
and maintained cannot be modified (again, also Part 11).  The guidance provides the 
example of chromatograms, which should be sent to long-term storage, i.e., archiving 
or a permanent record upon run completion instead of at the end of a day’s runs. It is 
not acceptable to record data on pieces of paper that will be discarded after the data 
are transcribed to a permanent laboratory notebook.   
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It is also not acceptable to store data electronically in temporary memory, in a manner 
that allows for manipulation, before creating a permanent record.  Thus, electronic data 
that are automatically saved into temporary memory do not meet CGMP documentation 
or retention requirements. 
  
A company may employ a combination of technical and procedural controls to meet 
CGMP and Part 11 documentation practices for electronic systems. That is, the 
regulations can sometimes be met by off line, manual systems, such as procedures, log 
books or similar. Another example is provided, that of a computer system, such as a 
Laboratory Information Management System (LIMS) or an Electronic Batch Record 
(EBR) system, that is be designed to automatically save after each separate entry. This 
is similar to recording each entry contemporaneously on a paper batch record to satisfy 
CGMP requirements. The computer system could be combined with a procedure 
requiring data be entered immediately when generated. 
  
  
“Testing Into Compliance” 
  
“Testing Into Compliance” -- Every once in a while, the author runs into this practice on 
compliance audits, especially of non-conformance / OOS documents and V&V test 
reports.  In numerous Warning Letters, the FDA has cited the use of actual samples 
during “system suitability” or test, prep, or equilibration runs, as well as the 
aforementioned out-of-spec documents.  While it should be obvious, and a violation of 
basic statistics, the FDA prohibits sampling and testing with the goal of achieving a 
specific result or to overcome an unacceptable result (e.g., testing different samples or 
retesting a lot until the desired passing result is obtained).   
  
This practice is not consistent with CGMP (see the “Guidance for 
Industry:  Investigating Out-of-Specification (OOS) Test Results for Pharmaceutical 
Production”.   In various V&V guidance documents the Agency stresses the need to 
establish “predetermined Acceptance Criteria” for the same reason.  In some situations, 
use of actual samples to perform system suitability testing has been used as a means 
of testing into compliance. They plainly state in this Guidance that they would consider 
it a violative practice to use an actual sample in test, prep, or equilibration runs, et al, as 
a means of disguising testing into compliance.   
  

  
Falsification or Alteration 
  
An interesting point discussed in the guidance is the handling of any internal tip 
regarding a quality issue, such as potential data falsification.  Such situations cannot be 
handled informally outside of the documented CGMP quality system.  Rather, such 
suspected or known falsification or alteration of CGMP-required records must be fully 
investigated under the CGMP quality system to determine the effect of the event on 
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patient safety, product quality, and data reliability; to determine the root cause; and to 
ensure the necessary corrective actions are taken.  
  
FDA invites individuals to report suspected data integrity issues that may affect the 
safety, identity, strength, quality, or purity of drug products at 
DrugInfo@fda.hhs.gov.  “CGMP data integrity” should be included in the subject line of 
the email. 
  
Training 
  
The training of personnel in detecting data integrity issues is also required as part of a 
routine CGMP training program. Training personnel to detect data integrity issues is 
viewed as consistent with the personnel requirements discussed in the CGMPs.  
  

      

Glossary 

  

CAPA             Corrective and Preventive Action (see 21 CFR 820.100) 
CDRH             U.S. FDA’s Center for Devices and Radiological Health 
CGMPs           Current Good Manufacturing Practices (for devices it is 21 CFR 
Par 820, 
                        Quality System Regulations) 
CFR                The U.S. Code of Federal Regulation 
FDA                The United States’ Food and Drug Administration 
ISO                 International Standards Organization 
OTS                 Off-the-shelf [software] 
  
QA                  Quality Assurance 
QC                  Quality Control 
R&D               Research and Development 
SOP                 Standard Operating Procedure 
V&V               Or V [T] & V; Verification [Testing] and Validation.  Per the FDA, in 

computer science, validation refers to ensuring that software meets 
its specifications. However, this may not meet the definition of 
process validation as found in guidance for industry Process 
Validation: General Principles and Practices: “The collection and 
evaluation of data … which establishes scientific evidence that a 
process is capable of consistently delivering quality products.” See 
also ICH guidance for industry Q7A Good Manufacturing Practice 
Guide for Active Pharmaceutical Ingredients, which defines 
validation as providing assurance that a specific process, method, 
or system will consistently produce a result meeting predetermined 
acceptance criteria. 




