
Hyperledger Fabric v1.4
Everything you wanted to know…



Introduction

• Who am I?
• Kris Bennett, #BlockchainBeardGuy

• Chief Learning Officer, Blockchain 
Training Alliance

• What is Blockchain Training Alliance?
• Blockchain Training and Certification

• Partnered with Pearson VUE testing 
centers

• Exclusive Blockchain content provider

• Workshops and Consulting Services
• Help making your ideas a reality



Introduction to Hyperledger Fabric 1.4

• Blockchain Basic Terms
• Immutable

• Cannot be changed, edited, or deleted. Permanent record.

• Append-Only
• A system in which data can only be read or added. No deletes or edits 

are possible.

• Ledger
• A log or historical record of events for a particular item.

• Consensus
• The truth is assumed to be whatever the majority of participants 

believe it to be.

• What is Blockchain?
• An immutable, append-only ledger. 
• Multiple copies of this ledger are stored on nodes (computers) 

across a network.
• Nodes attempt to reach consensus on the contents of the 

ledger.



Introduction to Hyperledger Fabric 1.4

• History of Blockchain
• Bitcoin – 2009

• Ledger used to track the history of one asset – Bitcoin

• Single, shared ledger

• Blockchain 1.0 – Just a ledger, nothing more…

• Anonymous and fully-transparent

• Primary Focus: A ledger to enable and facilitate digital 
payments



Introduction to Hyperledger Fabric 1.4
A Bitcoin Transaction
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• History of Blockchain
• Ethereum – July 2015

• Ledger used to track the history of Ether
• Ledger can also be used to track ANY other asset, not just 

Ether!
• Single, shared ledger
• Blockchain 2.0 - Smart Contracts and the EVM

• Program your own logic for how events should be handled

• Blockchain as a workflow / BPM solution

• ERC20 token standard
• Standard architecture for tokenizing any type of asset

• Anonymous and fully-transparent
• Primary Focus: A platform to build consumer applications 

on



Introduction to Hyperledger Fabric 1.4
An Ethereum (financial) Transaction



Introduction to Hyperledger Fabric 1.4
An Ethereum (non-financial) Transaction



Introduction to Hyperledger Fabric 1.4

• History of Blockchain
• Hyperledger – December 2015

• No native token model (yet)

• Ledger can be used to track any kind of asset

• Multiple ledgers

• Blockchain 2.0 – Chaincode (aka Smart Contracts)

• Identity and Permissioning

• Primary Focus: A platform for building cross-
organizational enterprise applications on



Introduction to Hyperledger Fabric 1.4
A Hyperledger Fabric (Composer) Transaction



Introduction to Hyperledger Fabric 1.4

• Properties of a Blockchain (public, open, permissionless):
• Decentralized ledger

• Can store any type of data
• Shared ledger

• Immutable
• Anonymous
• Fully-Transparent
• Group Consensus

• Nodes only verify data was recorded correctly
• No ability to verify truth of the data itself

• Smart Contracts
• Ability to automate processes
• Blockchain as workflow / BPM
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• Properties of an enterprise blockchain?
• Decentralized ledger

• Can store any type of data
• Shared ledger

• Immutable
• Anonymous
• Fully-Transparent
• Group Consensus

• Nodes only verify data was recorded correctly
• No ability to verify truth of the data itself

• Smart Contracts
• Ability to automate processes
• Blockchain as workflow / BPM



Hyperledger Fabric Key Concepts

• Things to address for enterprise use:
1. Ledger should not be shared with everyone

• I don’t want to share all of my data with every participant.

2. Users should not be anonymous
• I want to know who my users are. Anonymity does not benefit me.

3. Users should not have full transparency
• I want to control which users can see which parts of my data.

4. Group Consensus should be replaced by Participant Consensus
• I don’t need the entire network to validate transactions, I can simply have the 

participants validate their own transactions.



Hyperledger Fabric Key Concepts

• Problem: Ledger should not be shared with 
everyone
• I don’t want to share all of my data with every 

participant.

• Solution: Channels
• Channels offer a way to create multiple ledgers, 

each of which can have a unique set of participants 
and permissions. 



Hyperledger Fabric Key Concepts
• An example:

• Alice manufactures consumer electronic devices.
• Alice’s products are sold in many retail stores.

• Bob owns a chain of retail electronic stores in Europe and 
North America.
• Bob’s stores sell many electronic devices.

• Alice does business with many stores, Bob is only one. 
Bob does business with many manufacturers, Alice is only 
one.
• Bob has negotiated a special low price with Alice.
• Alice and Bob wish to keep their negotiated price confidential.

• If there was only one ledger…
• Every retail store would know the price Alice was charging 

every other retail store
• Every manufacturer would know the price Bob was paying 

every other manufacturer for their products



Hyperledger Fabric Key Concepts

• What if?
• Alice could have many ledgers, and only one of 

them was shared with Bob?

• Bob could have many ledgers, and only one was 
shared with Alice?

• Alice and Bob can share a channel together
• A channel provides:

• A ledger

• A collection of Smart Contracts

• A set of permissions



Hyperledger Fabric Key Concepts
• In order for Alice’s products to get to Bob’s 

stores, we need some help…
• Charlie runs the shipping company that ships 

products all around the world.
• Charlie only needs to know what’s being shipped and 

where it’s going.

• Diane is the banker that financed Bob’s purchase 
of Alice’s products.
• Diane only needs to know the price Bob paid to Alice 

as well as Bob’s sales figures.



Hyperledger Fabric Key Concepts
• In order for Alice’s products to get to Bob’s 

stores, we need some help…
• Evelyn works for the customs agency in the 

receiving market.
• Evelyn only needs to know what’s in those shipping 

containers.

• Frank runs an advertising agency that helps Bob 
sell more items.
• Frank only needs to know when the shipment has 

arrived in the local market and is headed for the retail 
stores.



Hyperledger Fabric Key Concepts
• Channel 1 – Alice and Bob

• Contains all the details of Alice’s and Bob’s 
transactions together.

• This channel feeds data to channels 2-5

• Channel 2 – Charlie
• Contains only information about shipments leaving 

Alice’s factory for Bob’s stores.
• What is being shipped?
• Where is it going?

• Channel 3 – Diane
• Contains Bob’s purchase info from Alice
• Contains Bob’s store sales records

• Channel 4 – Evelyn
• Contains Bills of Lading and Shipping Manifests

• Channel 5 – Frank
• Contains arrived status (yes/no)



Hyperledger Fabric Key Concepts

• Problem: Users should not be anonymous
• I want to know who my users are. Anonymity does not 

benefit me.

• Solution: Membership Service Provider
• A pluggable component to a Hyperledger Fabric Network

• One per organization

• Contains list of all known human and system identities

• Gives all participants on a Fabric network an identity

• LDAP, Active Directory, oAuth are common



Hyperledger Fabric Key Concepts

• Problem: Users should not have full transparency
• I want to control which users can see which parts of my data.

• Solution: Channel Permissions and ACLs
• ACL == Access Control Listing

• Permissions made possible via identity (MSP)

• Permissions can be applied at the channel level



Hyperledger Fabric Key Concepts

• Problem: Group Consensus should be replaced by Participant 
Consensus
• I don’t need the entire network to validate transactions, I can simply have the 

participants validate their own transactions.

• Solution: Endorsement Policies
• Once identity is known, group consensus can be replaced by participant 

consensus.

• If you and I have a transactions, and we both agree on the outcome of that 
transaction why do we need anybody to help validate it?



Hyperledger Fabric Key Concepts

• Points to consider:
• Channels and Endorsement Policies give us a way to deploy 

the same business process to two different participants 
with two different sets of rules.
• Business with family friend vs stranger

• This architecture allows for democratic and disproportional 
voting scenarios on the same infrastructure.
• Wal-Mart > Supplier
• Wal-Mart = Supplier
• Wal-Mart < Supplier

• On a channeled platform, there is no one single place 
where ALL the data is stored.
• An attacker could never obtain a “God-Mode View”



Hyperledger Fabric Core Components
• Classic network computing relies on a client-

server architecture.
• Clients request information from servers. Servers 

return information to clients.

• Public blockchains typically run on a peer-to-
peer architecture.
• Every node (computer) is a peer to every other 

node.
• There are no clients and no servers. Each node is 

both a client and a server.
• P2P scales well, is extremely fault tolerant, and is 

relatively immune to DDoS attacks.
• Bottlenecked at ~10 Transactions per Second

• Visa = 70,000 tps
• Facebook = 175,000 tps



Hyperledger Fabric Core Components

• Each blockchain node performs three functions:
1. Keep a redundant copy of the ledger (or ledgers)

2. Execute any requested Smart Contract code

3. Keep all copies of the ledger in-sync
• Same data

• Same order!



Hyperledger Fabric Core Components

• What if each function has its own node type?
1. Committing Node - Keep a redundant copy of the 

ledger (or ledgers)

2. Endorsing Node - Execute any requested Smart 
Contract code

3. Ordering Node - Keep all copies of the ledger in-
sync
• Same data, in the same order!



Hyperledger Fabric Core Components

• Transaction Flow
1. An end user initiates a transaction.

2. The network verifies the identity of the initiator 
using the appropriate Membership Service 
Provider.
• Are you a valid user?

3. The network verifies the identity of the initiator 
using public/private key cryptography.
• Are you who you claim to be?

4. The network verifies the user has permissions to 
perform the transaction.



Hyperledger Fabric Core Components

• Transaction Flow
5. The transaction is broadcast to all Endorsing nodes 

on the channel.
6. Each Endorsing node executes Smart Contract code 

and returns their result to the client application.
7. The client application checks to if consensus was 

reached by examining the returned results.
8. The client application informs the Ordering Nodes 

that a new Transaction is to be recorded on the 
ledger.

9. The Committing nodes (and the Endorsing nodes) 
record the transaction on their copy of the ledger.



Hyperledger Fabric Core Components
A Sample Fabric Channel



Hyperledger Fabric Core Components
A Channel can have multiple owners



Hyperledger Fabric Core Components
A Channel can be hosted many ways



Hyperledger Fabric Core Components

• What’s New?
• Fabric v1.4.1

• RAFT Ordering Service
• Faster, less energy intensive consensus and transaction 

ordering

• The Operations Service
• New services to monitor and manage network nodes

• Enhanced support for Node.js and Java

• Private Data Enhancements
• Reconciliation

• Client Access Control



Hyperledger Fabric Core Components

• What’s Coming?
• Fabric v2.0 Alpha

• NOT PRODUCTION!!
• NO UPGRADE SUPPORT!!

• Fabric Chaincode Lifecycle
• Decentralized governance support:

• Multiple organizations must agree to the parameters of a chaincode.
• Endorsement Policy must be agreed upon before use.

• Safer chaincode upgrade process.
• Chaincode upgrade process only started after consensus reached.

• Easier endorsement policy updates.
• Change an endorsement policy without having to repackage or 

reinstall the chaincode.
• Inspectable chaincode packages.

• Chaincode packaged in easily to read files.
• Start multiple chaincodes on a channel using one package.

• Simplifies admin and maintenance



Hyperledger Fabric Core Components

• What’s Coming?
• FabToken

• New token model and management system

• Hyperledger Aries
• “A cryptographic wallet for secure storage…of cryptographic 

secrets and other information used to build blockchain 
clients.”

• Alpine Linux
• New container O/S, replaces Ubuntu Server

• Security-focused O/S

• Much lighter, smaller, faster



Hyperledger Fabric Use Cases

• How Do You Answer These 4 Questions? (y/n)
1. Do I have one or more assets I want to track?

2. Do I care about the evolution / lifecycle of an 
asset?

3. Is the evolution / lifecycle of an asset governed by 
rules and well-defined processes?

4. Am I the single voice of truth for questions about 
an asset?

See more at https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not

https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not


Hyperledger Fabric Use Cases

• How Do You Answer These 4 Questions? (y/n)
1. Do I have one or more assets I want to track?

• There's something I care about that I want to track. This 
thing can be physical or virtual. Bitcoin, digital music, food 
products, intellectual property, and usage of a service 
platform are all valid examples of an asset.

See more at https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not

https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not


Hyperledger Fabric Use Cases

• How Do You Answer These 4 Questions? (y/n)
2. Do I care about the evolution / lifecycle of an 

asset?
• It is not enough for me to know the current state of an 

asset; it is important for me to be able to see the history of 
an asset and how it has evolved over time.

See more at https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not

https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not


Hyperledger Fabric Use Cases

• How Do You Answer These 4 Questions? (y/n)
3. Is the evolution / lifecycle of an asset governed by 

rules and well-defined processes?
• An asset in my business evolves over time according to 

rules and well-defined processes.

See more at https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not

https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not


Hyperledger Fabric Use Cases

• How Do You Answer These 4 Questions? (y/n)
4. Am I the single voice of truth for questions about 

an asset?
• In most cases, as an asset evolves over time it passes 

through many hands. This means I am most likely but one 
of many custodians of an asset during certain parts of a 
larger, collectively-shared process.

See more at https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not

https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not


Hyperledger Fabric Use Cases

• A Good (potential) Fabric Use Case:
1. Do I have one or more assets I want to track?

• YES
2. Do I care about the evolution / lifecycle of an 

asset?
• YES

3. Is the evolution / lifecycle of an asset governed by 
rules and well-defined processes?
• YES

4. Am I the single voice of truth for questions about 
an asset?
• NO

See more at https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not

https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not


Hyperledger Fabric Use Cases

• Let’s Review:
1. Do I have one or more assets I want to track?

• There's something I care about that I want to track. This 
thing can be physical or virtual. Bitcoin, digital music, food 
products, intellectual property, and usage of a service 
platform are all valid examples of an asset.

• If YES, a shared immutable ledger of events affecting the 
assets you care about is likely of value.

• If NO, you're likely trying to solve a business problem 
better suited to tools other than blockchain.

See more at https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not

https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not


Hyperledger Fabric Use Cases

• Let’s Review:
2. Do I care about the evolution / lifecycle of an 

asset?
• It is not enough for me to know the current state of an 

asset; it is important for me to be able to see the history of 
an asset and how it has evolved over time.

• If YES, the permanent append-only ledger providing full 
version history of all assets and their related properties will 
likely be of significant value. 

• If NO, a database is likely a suitable data storage 
component. 

See more at https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not

https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not


Hyperledger Fabric Use Cases

• Let’s Review:
3. Is the evolution / lifecycle of an asset governed by 

rules and well-defined processes?
• An asset in my business evolves over time according to rules 

and well-defined processes.

• If YES, Smart Contracts and the ability to automate 
business processes according to clearly defined rules will 
likely add significant value.

• If NO, you're likely just looking to capture data rather than 
act on it. Technologies such as IPFS or no-SQL database 
platforms might provide greater value. 

See more at https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not

https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not


Hyperledger Fabric Use Cases

• Let’s Review:
4. Am I the single voice of truth for questions about 

an asset?
• In most cases, as an asset evolves over time it passes 

through many hands. This means I am most likely but one 
of many custodians of an asset during certain parts of a 
larger, collectively-shared process.

• If NO, a centralized system acting as a single source of truth 
is likely not an ideal fit. A decentralized authoritative 
system which is shared and collectively managed by all 
members of a business network is likely a much better fit.

• If YES, a database or other centralized authoritative system 
is likely acceptable as your organization is already the 
single voice of authority for questions around this 
particular asset.

See more at https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not

https://blockchaintrainingalliance.com/blogs/news/blockchain-use-case-or-not


Hyperledger Fabric Use Cases

• Good Use Case Patterns:
• Do not replace legacy systems, enhance them!

• Find a system that works and already adds value, then layer 
Blockchain on top of it.

• What opportunities or business capabilities open up when I 
can connect legacy systems to a larger ecosystem?



Hyperledger Fabric Use Cases

• Good Use Case Patterns:
• Databases are designed for rapidly storing and 

retrieving large volumes of data. 

• Blockchain is a designed as a transaction processing 
and logging engine.

• All else being equal, keep your data in a database 
and use Blockchain to tell you what happened to 
your data.



Hyperledger Fabric Use Cases

• Good Use Case Patterns:
• But I need decentralized content storage too!

• IPFS.io
• Protocol, can be used in internet / intranet fashion

• Storj.io



Hyperledger Fabric Use Cases

• Good Use Case Patterns:
• Persisting state across applications is difficult.

• Distributed databases give often give no guarantee that 
ALL transactions will be processed.

• This problem becomes even more difficult when 
applications / systems are owned by different participants.
• How do I safely, accurately, and quickly communicate 

changes to the state of a business object from my CRM 
system to your ERP system?



Hyperledger Fabric Use Cases

• Good Use Case Patterns:
• A common, shared, secure, immutable ledger is a 

great place to store state data for business objects!

• Integrate systems across organizational boundaries.
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A closing thought…
In a few more weeks the world will mark the 500th anniversary of the death of 

Leonardo Da Vinci.

One of the powerful lasting figures of the Renaissance his cross-disciplinary genius 
gave us art, architecture and invention. Da Vinci was uniquely gifted and 
positioned in history to be present at a time when people’s thinking around life 
moved from something that had to be short and brutish toward something that 
could be enjoyable.

The Renaissance was a time of education and study when people attempted to 
improve the world through the power of ideas. I do not think I am being too bold 
when I say that we are in such a time again. A boldness to innovate is at the 
center of the technology revolutions of big data, DLT and AI.

-- J. Christopher Giancarlo
Chairman, U.S. Commodity Futures Trading Commission


