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Making your home SECURE.

—

- FEATURES DETAILS
A

((@ e Advanced Fingerprint Technology: Synchronization
SRt Identification

e Virtual Key Access

e Access Expiry

Fingerprint access: 200
RFID access: 200

e Backup Key PIN Code access: 1000

e Security Lockout Mode Mobile App access: 1000

* Low power consumption Door Thickness: 35 -75 mm
e Emergency Power

« Data Privacy Dimension: 177 x 82 x 28 mm
e Anti-peep Touchscreen Batteries: 4pcs AA

e Voice Prompt Assistance

_ Weight: 2.5 kg
e Time and Attendance

Reversible Handle
Suitable for both left-hand and right-hand doors

Back Panel

MODE OF ACCESS

Mobile App

Left-hand Right-hand

\_A

Fingerprint

PIN Code

RFID Card

o° Workswith the
Google Assistant

Mechanical Key

» WORKS WITH
amazon alexa

SCAN ME
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Digitalhome.ph p—

Content

(I) Introduction

(IT) Software installation

3 key management « 5 card management + 9 system setting
(]ID Main functions 3.1 one-time passcode + 6 fingerprint management 9.1 key groups management
3.2 key management + 7 Bluetooth unlock 9.2 transfer admin rights
1 registration and login 3.3 deadline warning - 8 attendance management 9.3 Al customer service
1.1 security question settings 3.4 search lock record 8.1 attendance management 9.4 about the APP
1.2 login authentication + 4 passcode management 8.2 staff management + 10 gateway management
1.3 ways of identifying 4.1 permanent passcode 8.3 attendance statistics + 10.1 gateway adding
1.4 login successful 4.2 time-limited passcode 8.4 attendance check 10.2 manual
+ 2 key management 4.3 one-time passcode 8.5 property settings
2.1 lock supporting 4.4 clear code 8.6 time settings
2.2 lock adding 4.5 cyclic passcode 8.7 workday settings
2.3 lock upgrading 4.6 custom passcode 8.8 holiday settings
2.4 error diagnosis and 4.7 passcode sharing

time calibration 4.8 passcode management



(I)Introduction J——— Digitalhome.ph

Introduction

Sciener App is a management software for smart lock . This
APP can be used to manage various types of smart locks, including
door locks, parking locks, safe locks, bicycle locks, and so on. The
App and the lock communicate via Bluetooth BLE to unlock, lock,
hardware upgrade, read operation record, etc. on the App. The
Bluetooth key can also help open the door lock through the Al
watch.

Currently, the App supports Chinese (Simplified and

Traditional), English and Spanish. More languages will be supported

in the future.




(II)

Software installation

Scan to download Sciener

Software installation

The software (iOS version) can be downloaded from the
app store, and the Android version can be downloaded from
the application store of Google play, App Store, Baidu,

Ali, 360, Huawei, and Xiaomi.

2 Download it from ‘ Download it from
. APP STORE / GOOGLE PLAY
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Reset Password Login Register

1. Registration and login

Sciener users can register the account by
mobile phone and Email which currently

support 200 countries and regions on the

Passwerd world. The verification code will be sent to

user’ s mobile phone or email, and the

registration will be successful after the

verification.

Forgot Password?




Mobile App
function
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16:41 we 32 O A il @ 100% 6:42 w32 B R 16:43 2t © = _al = 100

1.1 Security question

settings

You will be taken to the security
Questions, settings page when
registration is successful. When log in
on a new device, the user can
authenticate himself by answering the

above questions.

& Security Questions Setting

@ Registration Successful.

You can Verify your Identity by Answering your Security
Questions when using a New Device

Question 1

Please type in your Answer

Question 2

Please type in your Answer

Question 3

Please type in your Answer

Please Select a Question

Where did you go the first time you flew on a
plane?

What is your QQ number?

What was the name of your first pet?

In which year was your father born?

What was the first film you saw in the theater?

Cancel

<& Security Questions Setting

@ Registration Successful.

You can Verify your Identity by Answering your Security
Questions when using a New Device

Where did you go the first time you flew on a plane? >

Please type in your Answer

What is your dream job?

Please type in your Answer

In what city did you meet your lover?

Please type in your Answer
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Login Register &«

1.2 Login authentication

Log in with your mobile phone number or
GetCode

email account on the login page. The mobile

phone number is automatically recognized by the

system and does not input the country code. If

you have forgotten your password, you can go to

the password page to reset your password. When

reset the password, you can receive a verification

Forgot Password?

code from your mobile phone and email address.
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When the account is logged in on the new mobile
phone, it needs to be verified. When it is passed, you can
log in on the new mobile phone. All the data can be

viewed and used on the new mobile phone.

Dgitalhome.ph

17:06

s Identity verification

Get Code

Please get a verification code. The code
will be sent to 13787969

Change receiving Change method




(II ) Main functions-registration and login - BT Ome.oh

verify with verification code

as shown :

1.3 Verification mode

17:06 300D i (o 73Y |

There are two ways of security S il etincstion

verification. One is the way to get the
verification code via the account number,
and the other is the way to answer the Get Code
question. If the current account is set the
"answer the question" verification, then Wil sentio 87y e oo
when the new device is logged in, there -
will be an "answer question verification”

option.
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Sciener

1.4 Login successful

The first time you use the lock lock app, if

there is no lock or key data in the account, the

home page will display the button to add the lock.
Touch to Unlock, Long Press to Lock.
= If there is already a lock or key in the account, the
o) 33 ==

SendeKey ~ Generate  eKeys  Passcodes lock information will be displayed.
Passcode
S D £

Authorized Records Settings
Admin

no lock adding the account with lock
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Sciener

HEAS
13005657 % ° Apartment assistant

The apartment assistant module can be

? : seen in the lock app only when the key

This eKey will expire in 8 day(s)

201

¥ 3604.0 comes from the apartment.

Due Date: 2018.09.12
In the apartment assistant module, you can

pay rent and repair. The landlord collects the rent

| from the Room Master APP and sends the rent bill
- One-Time . » to the tenant. According to actual usage, the bill

Records Bacscoia Assistant Settings

includes rent, water and electricity, gas, property,
broadband, etc.
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2. Lock management

The lock must be added on the app before it can be
used. The addition of a lock refers to the initialization of the
lock by communicating with the lock via Bluetooth. Please
stand beside the lock. Once the lock is added successful,
you can manage the lock with the app including sending a

key, sending a password, and so on.

’ When the lock is added, the adder becomes the administrator

of the lock. At the same time, the lock cannot enter the setup

mode by touching the keyboard. This lock can only be re-
added after the current administrator has deleted the lock. The
operation of deleting the lock needs to be done by Bluetooth
beside the lock.
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User management
You can see the customer's name and phone number
in the lock user list. Click on the customer you need, then it

will display the door lock information and room number.

B2 O T .M sCO72%

& Lock Users Expires Soon

Q 180697707!
18069770701
A

& 153705665

Q 7 1896807564

Digitalhome.ph

14:56 BT D MsCO73%

= 180697707

eKeys associated with this User

9 m503
Permanent
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2.1 Lock supporting

The Sciener App supports multiple types of
lock, including door locks, padlocks, safe locks,
smart lock cylinders, parking locks, and bicycle
locks. When adding a device, you must firstly select
the lock type. The lock needs to be added to the
app after entering the setting mode. A lock that
has not been added will enter the setting mode as
long as the lock keyboard is touched. The lock that
has been added needs to be deleted on the App
first.

9:13 e 32 © Lail I 4G CT®24%

& Choose Lock Type

ff‘,’1 H Door Lock

Padlock

Safe Lock
Lock Cylinder
Parking Lock
Bicycle Lock

Remote Control

-~

POOOOO0000COCKR

Digitalhome.ph

we 32 © Ll I 4G T 24%

Nearby Locks
MG06_20a353
M503_64d03b
J301_62ac91
K101C_5262a0
H101_e207¢c6
M301_ce571f
SX8001_c97113
J301_10790d
S202T_710c28
BLO1_39e189

M101T_093a07

AMONT ADAnQOE

&
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Add Lock Upload Data

2 ° 2 Loc k a d d i n g Upload Data to Complete the Process

Lock Name

Please turn on 3G/4G/WiFi and Touch
the - Upload Data - Button

The initialization data of the lock needs to be
uploaded to the network. The data needs to be uploaded
when the network is available to complete the entire whole

adding process.

Upload Data
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e 32O B .l CD21%

Firmware Update

2.3 Lock upgrade

. . Updating...
User can upgrade the lock firmware on the Sciener P

APP. The upgrade needs to be done via Bluetooth next 70/
to the lock. When the upgrade is successful, the original e
key, password, IC card, and fingerprint can continue to

be used. Updating... Please be Patient.
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2.4 Error diagnosis and time

calibration

Error diagnosis aims to help analyze the system
problems. It needs to be done via Bluetooth beside the
lock.

If there is a gateway, the clock will be calibrated
firstly through the gateway. If there is no gateway, it

needs to be calibrated by the mobile phone Bluetooth.

we 32O D al T ®20%

Diagnosis

Diagnostics will Upload the Config Data to our
Servers for Root Cause Analysis of the problem.
Please execute within 2 meters of the Lock.

Digitalhome.ph

2018.09.11 09:35:43

Adjust Time
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w 32O B il CD20% 9:39 32O D .l CPD20%

TTLock Send eKey

eKey Type Timed >

3. Ekey management

Recipient ’Enter Recipient's Account e

Please Enter a Name for this
eKey

After the administrator successfully adds the lock, he

owns the highest administrative rights to the lock. He can serme oo

send keys to others. Meanwhile he can increase the key Touch to Unlock, Long Press to Lock. s MRS

management that is about to expire. Q o “

Send eKey Paizzg ds eKeys Passcodes

O ¥

Records Settings
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Click the type of lock it will show the time-limited ekey,

one-time ekey and permanent ekey.

Time-limited ekey: The ekey is valid for the specified

time.

Permanent ekey: The ekey can be used permanently.
One-time ekey: the ekey will be automatically deleted once

it has been used.

eKey Type

Timed

Permanent

One-time

Cyclic

Digitalhome.ph
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as shown :

ull REEE =T 09:50 @ 7903% 45%m

3.1 One-time passcode =

The ekey sent from the Room Master APP has the
function of obtaining a one-time passcode. @

O O

Records Settings
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w3 RO D .l $TO22%

eKeys : : Clear eKeys

g key g key Reset eKeys
Permanent Permanent

Send eKey

3.2 Ekey management

The manager can delete ekey, reset ekey, send
and adjust the ekey, meanwhile he can search the lock

record.
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3.3 Deadline warning

System will show two colors
for deadline warning. The yellow
means close to expiring and the

red means it has expired.

wll PEEE =

©

M205T_4c8074
O,

&

M2 1c4a89

(

M301X_2c6945
5

M501_d22732

o}

M503C_50aeff

5

00000

09:56

@ 70%43%m

(o}

10:05 RO T s

& Lock Users

Q 18069770701
18069770701
™ Tumenslo

@& 15370566569

s black

%
" ' 18968075686

Expires Soon

Digitalhome.ph

Expires Soon

«+  black
y’ 2018.09.11-2018.09.11
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3.4 Search lock record et

Q Search

The administrator can query the unlock 2018.09.11
records of each key. 0 key

09:50:34 unlock with APP success

g 18589706961
09:31:35 unlock with APP success

123456

09:31:24 unlock with Passcode 123456
failed

123456

09:31:16 unlock with Passcode 123456
failed
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e 4. Type of passcode

&« Send Passcode

Permanent Timed One-time Erase

After inputting the passcode on the keyboard of the lock, press

the unlock button to unlock. Passcodes are classified into permanent,
This Passcode MUST BE used at least Once, within 24 Hours . . . .
time-limited, one-time, empty, loop, custom, etc.

from Current Time, or it will be SUSPENDED for Security
Reasons

4.1 Permanent passcode

The permanent passcode must be used within 24 hours after it

is generated, otherwise it will automatically expire.
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e 32 G il iH4G 4T 30%

4.2 Time-limited passcode SendPasscode @

Permanent Timed One-time Erase

Start Time 2018.09.11 10:00

The time-limited passcode can own an expiration date, which is a ‘
End Time 2018.09.11 10:00

minimum of one hour and a maximum of three years. If the validity period is
within one year, the time can be accurate to the hour; if the validity period is

more than one year, the accuracy is month. When the time-limited passcode is This Passcode MUST BE used at least Once, within 24 Hours,
after the Start Date and Time or it will be SUSPENDED for
Security Reasons

valid, it should be used within 24 hours, otherwise it will automatically expire.
After inputting the passcode, please press the lock button or # on the
right corner to lock the door.
The way to change the passcode: input the original passcode to unlock,
then input “10 # original passcode # new passcode (between 4 numbers

and 6numbers) # input new passcode again # ” .
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4.3 One-time passcode

One-time passcode can only be used for one time,

and which is available for 6 hours.

10:19 e 32O D .l C®30%

& Send Passcode &

Timed One-time Erase Custq

Generate

This Passcode MUST BE used within 6 Hours from the Current
Time or it will be SUSPENDED for Security Reasons. This
Passcode can ONLY be used ONCE.

Dgitalhome.ph
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4.4 Clear code

Clear code is used to delete all the passcodes the lock

has set, and which is available for 24 hours.

10:20

W 32O B .l C®30%

& Send Passcode G

hed One-time

Erase

Customized

Generate

This Passcode is VALID for 24 Hours from the Current Time.
Caution - All Passcodes used on this Lock will be DELETED on

using this Passcode.

Digitalhome.ph
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4.5 Cyclic passcode

The cyclic password can be reused within a
specified time period, including daily type, weekday

type, weekend type, and more.

10:22 e 32O A .l C®29%

& Send Passcode G

One-time Erase Customized Cyclic

Mode Tuesday
Start Time 10:00

End Time 11:00

Generate

This Passcode MUST BE used at least Once, within 24 Hours,
after the Start Date and Time or it will be SUSPENDED for
Security Reasons.

Digitalhome.ph




(II) Main functions-passcode management Digitalhome.ph

e 32O A Ll C®29%

Send Passcode G

4.6 Custom passcode

One-time Erase Customized Cyclic

R . Start Time 2018.09.11 10:00
User can set any passcodes and validity period he wants.

End Time 2018.09.11 10:00

Set Passcode

You can Configure your own Passcode. Your Passcode needs
to be between 4 - 9 Digits in Length. You can Configure the
Customized Passcode via Bluetooth or Remotely via a Gateway.




(II') Main functions-passcode management

4.7 Passcode sharing

The system add new communication ways of Facebook

Messenger and Whatsapp to help users share the passcode.

Send Passcode via

Q OO0 © o

Wechat

SMS Email Messenger Whatsapp

Cancel

Digitalhome.ph




(II') Main functions-passcode management

4.8 Passcode view and
Mmanagement

All generated passcodes can be viewed and managed
in the password management module. This includes the
right of changing the password, deleting the password,

resetting the password, and unlocking the password.

e 3T R . CB29%

Passcode

black 72795073
2018.09.11 10:00 kA&

70029056
2018.09.1110:00 &

53984996
2018.09.1110:00 &KX

Digitalhome.ph

w32 O R .l C®29%

Passcode Info &

Passcode 72795073 >
Name black >

Validity Period Permanent

Sender 1858 .

Sending time 2018.09.11 10:25

Records
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5. Card management

You need to add the IC card first. The whole process needs
to be done via the app beside the lock. The validity period of

the IC card can be set, either permanent or time-limited.

all PEEE T ¢ 10:39 70 % 63% m

&~ Add IC Card

Permanent L
Start Time 2018-09-1110:39

End Time 2018-09-11 10:39

Digitalhome.ph
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5.1 Card view and management

Al IC cards can be queried and managed through the
IC card management module.
The remote card issuance function is displayed in the

case of a gateway. If there is no gateway, the item is hidden.

é

all PEEGE T ¢ 10:42

IC Cards

— 19706336
2017.11.02 14:54-2018.11.02 14:54

1us. 07028844
2017.11.02 14:52-2018.11.02 14:52

. 155453906
2018.01.12 13:44 Permanent

o 4702779
2017.11.02 14:54 Permanent

34807796
2017.11.10 18:16 Permanent

B m3943989 Expired
2017.11.02 14:53-2017.12.03 15:53

" Digitalhome.ph

all PEEGE = ¢ 10:42

IC Cards

706336
2017.11.02 14:54-2018.11.Of O [= | gl [N %=1 (e 1)

7028844
2017.11.02 14:52-2018.11.0

Add IC Card

Upload IC Cards
i 1453906

2018.01.12 13:44 Permanen

14702779
2017.11.02 14:54 Permanent

o 8s/96
2017.11.10 18:16 Permanent

T o Expired
2017.11.02 14:53-2017.12.03 15:53
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6. Fingerprint management

Fingerprint management is similar to IC card management. After adding a

fingerprint, you can use the fingerprint to unlock the door.
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7. Unlock via Bluetooth

User can lock the door via Bluetooth and can also

send the Bluetooth ekey to anyone.

Two ways of unlocking the door: a. press the
unlock button on the APP; b, touch and light the

lock panel.
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Use APP to unlock

Click the round button at the top of the page to
unlock the door. Since the Bluetooth signal has a certain

coverage, please use the APP within the certain area.

Touch to unlock
You can Open the app and touch the keyboard to

unlock the door.
Click the small button to open the door remotely

when you have installed the gateway.

wll FERGE = . 10:44

& Sciener

Remaining 5%. Please replace the battery in time

YS1003_0039d3

o

™ (=) 3—
= & =
Send
Passcode

® D QD O3

IC Cards  Fingerprints  Records Settings

Send eKey Passcodes

oll FEEE =

™

o

Send eKey

J—
6=—X

[ gty

Passcodes

L0

Settings

Digitalhome.ph

10:42

Sciener

o

&
Send
Passcode

~
IC Cards

©

Attendance

©

Wristbands

6

£

eKeys

O

Records
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all PEFGE =T . 10:44 7 9 60% ™ all PEE =T 10:46

& Sciener < Settings

8. Attendance management

Remaining 5%. Please replace the battery in time Lock Number K101C 5262a0
YS1003_0039d3 MAC/ID E2:90:28:A0:62:52/4° 3

Battery = 100%

One product of Sciener is access control, which can

Validity Period Permanent

be used for company attendance management. The

Name

app contains functions of employee management,

Lock Group

attendance statistics and so on.

Lock Time

Auto Lock
A F’J §—

All door locks have attendance function. You can ) =

Diagnosis
Send eKey Paizgg dé Passcodes

turned the lock on or off in the lock setting. P———
® D D 03

IC Cards  Fingerprints  Records Settings
Delete

Qo
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oll PEEE = all FEFE T 10:52

8.1 Staff management < .

Name

Method

.. . Already has eKey
Administrator can view and management the staff

Account

information in the staff management module.

0060
1 |

I

| |
~,

.
=

@€ V@&
Ak

=]




(II) Main functions-attendance management

8.2 Attendance method

It supports staff attendance in three ways, including

App, password, and IC card.

Cancel

Method

APP

Passcode
IC Card

Digitalhome.ph
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oll PERE T 10:52 v @ 60% m |

& Early List ¥ §03

8.3 Attendance statistic

In this module, you can check the attendance of all Dally  Monthly - gugus

. . . . SUN MON TUE WED THU FRI
employees on a certain day, according to the time of arrival 0 0

Leave Early No Record

at the company. Late arrivals, early departures, and
unchecked cards are identified in three different colors.
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320D al C®29% |

8.4 Attendance check

September

MON TUE WED THU FRI

Swipe from left to right to view the staff

. 3 4
attendance on different months.

10 11
17 18
23 24 25

30

Monthly Statistics
. Late 1

. Leave Early 0

. No Record 0
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oll FEKE T 10:52

& Attendance Setting

8.5 Property settings

Staff

. Working Time
In this module, you can set the company name,

departments, working hours, working days, and holidays. Wetkagy Setting

Holiday
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all PEFE T 1m1:11

&« Work Time Setting

8.6 Time settings

Starting Time
Closing Time

The work time settings can judge if you are late or “

early to leave.
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é Workday Setting & Workday Setting

[ ]
5.7 Workday settings = @20 020
Customized One-two-day weekend Customized One-two-day weekend

Monday This Week

ol PEHE T . 1:12 ull FEEE T - 1:27 10 55%m ‘

. . . Tuesday One-day Weenkend
You can set certain workdays you want in this
Wednesday Two-day Weekend ()

module. Thursday

OK

Saturday

Sunday
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8.8 Holiday settings

You can set holidays and workdays according to
your need.

ull FEEE T

é

New year

Holiday:2019.01.01-2019.01.10
Work Days:2019.01.17

Digitalhome.ph

ull FEEE T ¢ 11:12

& Add Holiday

Name
Start Date
End Date

Work Days
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9. System settings Settings

Touch to Unlock

In the system settings, it includes touch unlock switch, group Lock Users
management, gateway management, security settings, reminder, Lock Group

transfer smart lock and so on. Gateway
Transfer Lock(s)

About

Touch unlock setting determines whether you can open the

door by touching the lock.

Delete Account
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e 32O D .l C®29%

9.1 Key groups management

In the case of a large number of keys, you can use group
management module.

Create a Group

Please enter a Name
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9.2 Transfer admin rights

The administrator can transfer the lock to other
users or to the apartment (Room Master user). Only the
account that manages the lock has the right to transfer

the lock.

w320 R

Select Lock(s)

— B 29%

Cancel

Digitalhome.ph

e 32O A Ll C®29%

Receiver

(® Personal

() Room Master

Account Enter Recipient's Account G

Caution - The Selected Lock(s) will be Permanently Transferred.

Move to Trash
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After inputting the account, you will receive a
verification code. Filling in the correct number, you

will transfer successfully.

g The account of the apartment transfer receive must be

the administrator account.

e 32O B .l C®26%

Confirm Transfer

0

180 01

180€ 1

1 Lock(s) will be Transferred

Please Enter the Verifiction Code sent to 18589706961
39

Digitalhome.ph

Lock

Introduction

How to ADD a Smart Lock?

What are the different Methods to Operate the Sma...
How do | Adjust the Clock on my Smart Lock?
Keypad v
Why do the Keypad Lights go out immediately after...
Why is the Keypad Flashing when operating the Sm...
Why can't the keypad be Activated?

Passcode

How long can a Passcode be Valid for?

What happen'’s if the User and Smart Lock are in dif...

Why dont | have an option to Configure a START / E...
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9.3 Customer service

You can contact us at
support@digitalhome.ph or visit our
Facebook page DigitalhomePhilippines



mailto:support@digitalhome.ph
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21200 = @ Gd -
e 32O B .l C®29% é

Settings

9.4 About the APP

Touch to Unlock

Lock Users ) ——
I ‘a

Lock Group

version number of the app. Sciener 6.4.1
Gateway

In the About mobile app, you can check the

Transfer Lock(s) Our Story..

Share with friends
About

Delete Account Privacy Policy

Copyright© 2020 sciener
All Rights Reserved
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10. Gateway management

The Sciener is directly connected via Bluetooth, that is why it
is not attacked by the network. The G2 gateway is a bridge between
smart locks and home WIFI networks. Through the gateway, the
user can remotely view and calibrate the lock clock, read the
unlock record. Meanwhile, it can remotely delete and modify the

password.



https://www.digitalhome.ph/products/smart-gateway-g2-add-on-to-smart-lock-to-control-via-wifi
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10.1 Add the gateway

Please add the gateway via APP

steps :

A. Connect your phone to the WIFI network which
the gateway is connected to.

B. Click the plus button in the upper right corner
and input the WIFI passcode and gateway name.
Click OK and input the passcode for authentication.
C. Press and hold the setting button on the gateway
for 5 seconds. The green light indicate that the

gateway has entered the add-on mode.

gateway
+=0nline

Gateway

0

Dgitalhome.ph

w32 O T .l CD28%

Add Gateway
WiFi Name Kejixia_Sciener

WiFi Password Enter WiFi Password

Gateway Name Enter Gateway Name
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10.2 Manual

Lock(s) connected to this Gateway
-l

After a short period of time, you

can see which locks are in their

coverage in the app. Once the lock is SRR e teeE

bound to the gateway, the lock can be

managed through the gateway.
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