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1.System installation and home page display instructions

1.1.Start service access

According to the installation instructions, after installing the software, click copy t

o copy the URL and paste it into the browser to access the system.

@ Smart Pass

Complete,Sign in!
Address: http://192.168.1.164:9000/MIPS

Suggested use Chrome Browser Sign in!

The local deployment access address is:  http://localhost:9000/MIPS/

Initial top administrator: Account: system password : 123456

R
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http://localhost:9000/MIPS/

1.2.Background interface

After the super administrator logs in the system correctly, the default working are
a of the system is mainly composed of the following parts. The interface is mainly di

vided into three large areas, including the top display area, the left main menu navig

ation area, and the right main operation area. As shown below:

i

Face Statistics Device Statistics

Total Employes Visibars Stranger
P W

2 o 0 oany : 0 T w2

Pass Monitoring Alam

® — S —— Latest Attendance

[—— Bl

@ Main function menu area: including workbench, equipment management, perso
nnel management, attendance management, traffic management, configuration,

system

@ Sub-function menu area: namely the sub-menu of each main function menu

1.3.Workbench

1) Statistics on the number of face brushes: the number of face brushes by employee
s, visitors, and strangers on the day and their respective cumulative face brushes,

the sum of the number of face brushes on the day and the sum of the cumulat
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ive number of face brushes.

2) Equipment statistics: the number of online devices and the number of offline devic
es,

3) Real-time monitoring: The real-time monitoring module automatically refreshes
after about 5s after there is new face data,

4) Last time attendance: display the pie chart of the previous time attendance distribt

tion of all personnel, click to view more to jump to the attendance record interf

ace.

Face Statistics Device Statistics
Total Employee Wisitors. Stranger < o
! 2 0l ¥ YU L4 0 9 2 Online CHfline
20 17 2200 andd Tetal - O 1 i: 811
utte
sy
Mare More

-

b MR sbcent o sk Latest Attendance
Conng

e ]
System

Real-time monitoring: The real-time monitoring module automatically refreshes af
ter about 5s after there is new face data, there is an alarm switch, when the real-tim

e monitoring of high-temperature people passing, the computer will sound an alarm
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Pass Monitoring Alarm: More >>

Q Al Employee Visitors Stranger
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2.System display and initialization

2.1.System Display
2.1.1.System display language switch

The default language of the system is Chinese (Simplified), click on the far right s
ide of the top navigation bar to switch the language. Currently, four languages includ
ing Chinese Simplified, Chinese Traditional, English, Spanish and German are supp

orted.
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English

FRAL(TER)
BB
English

=0

rak

Espariol

Deutsch

2.1.2 System display theme switch

The default theme color of the system is gray-blue version. Click the theme color

button on the right side of the top navigation bar to switch the system theme color.

Diashboand Dt backup

Face Statistics D Device Statistics

Total Employes Wisitors Stranger "
2 ... & oy 33 gi s 0 @ — o/o 0"2“ é) Og“

Pass Monitoring

Gray Bus Bhsa Light Blua Groan Red Pupk Gray
real time monitoring  4seconds passed then update data aem: . Gesmore Attendance lastday s68 more
(- Employes Vishars siranger

- - - N -
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2.2 Initial site configuration

Site settings
» 0O Click [Configuration] [Site Management] in the system to enter the site manageme

nt interface.

> 0O Click on the site name column to change the site information

Site name domam name Site 1D ite Direciory stats

Ipcalhost 1

> [OOn this page, you can change the basic information of the site, such as site name

, site directory, etc.
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Extended configuration

Basic Information

Please set the site

| Basic information settings

Site ID: 1
* Site name: Please set the site
* Site Directory: WWW
* domain name: http:f = localhost m
Site description: enter a site description )

» 0O Click [Extended Configuration], you can modify other configurations of the site, such

as pass configuration, watermark configuration, file upload configuration, etc.

Basic Information

| General configuration

Baily lima
| | Watermark configuration
Watermark stalus: Use image watemmark LiSE 1 Walenmark © No wae(mar
| L ]
| File upload configuration
Image file fypes allowed to upload 1)
* Singhe plcture M size Bt 0 ¥

Diocument fypes aliowed to upload 16

* gingle document size fimit

Types of atachunents aliowed St aliowed type

2ip

The file upload configuration is as follows:
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| File upload configuration

Image file types allowed to upload:  jpg @& @ +3 b
= Single picture file size limit: 0 MB ¥

0" means no limit, the defaultis 0
Document types allowed to upload: doc @ @ +4 »,
* Single document size limit: 0 MB ¥

0" means no limit, the default is 0
* Types of attachments allowed: Set allowed type »,

zip

* Single attachment size limit: 0 MB ¥

0" means no fimit. the defaultis 0

* Upload file storage server. @ Local server

Save
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3.Equipment management

Device management is mainly for device management. The specific location direct

ory is shown in the figure below:

DEViCB Dashboard Device *

Device B New Group

Configuration Feailod Greiiig

Status:

Advertising

Questionnaire -~ S

3.1.Device connection System

Note: When the device logs in to the background, do not stop the background

software for a long time. When the equipment continues too much records, it

will cause the system to crash.
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3.1.1.Confirm version

Before the device logs in and connects to the background, please confirm whethe
r the download is the LAN version or the cloud version. The LAN version installation
package name is smart_pass_setup_v1.**_LAN.exe, and the cloud version name is smar
t_pass_setup_v1.**_WAN.exe. For the local area network version, please read the steps
of [3.1.2 LAN-device connection background], and for the cloud, please read [3.1.3 clo

ud-device connection background] steps.

3.1.2.LAN-device connection System

The LAN version in the local area network system does not provide the entrance
of the newly-built device. When the device and the server (computer) are in the sam
e LAN, the device list page will automatically appear on the device list page after log
ging in to the LAN on the device.

> Step 1: Device login to LAN

Click the settings icon in the upper right corner of the device, enter the passwor

d to enter the settings center
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% \
System Settings Center

log in

App Settings

4
@ Pass Record
A

Face Entry

Custom
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©

O Login Settings

Password Settings

Login LAN

Page 20 of 209




Enter the computer ip address (the computer and the device must be in the same

LAN)
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© Login LAN

e
| 1

Cancel
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> 0O Step 2: Device list display

After the device successfully logs in to the system, the system device list will sho
w the device just logged in and its status is online. If it does not appear, please click
the right mouse button on the device management tab to refresh it manually. If it d
oes not appear, confirm on the device whether the server IP is entered correctly and

whether it shows login success.

Dashboard l Device

Refresh

Close

B | Batch Employee 2

Close Other
Configuration Bt iR Close All
B TR All hd Access Type
Advertising v
Device Key Dev
Questionnaire I
i JEFEISIE
F40F2B5CB6EF948

» 0O Step 3: Set the initial LAN communication password

After the device is logged in, if it is the first time to log in, you need to confirm the
initial password of the device, click the device serial number (blue font) on the list display
page, select the network configuration, and modify or confirm the initial password of the
device in the network configuration:

Note: The new and old passwords need to be the same when setting for

the first time, that is, the default old password is 12345678. Enter the new
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password 12345678 and click Save. If successful, the initial password is

complete.

Dashboard

Device

Device

| e d

S ocuice X | secnempogeeaun || oow

Configuration avicE Grouping
o S N o Status: All v Access Type: All v

Advertising w
DeviceName  F

N o  Questionnaire

Person

T102E8609FE333BC Bl 4

DLX 0

Device ® Device-Detail ®

Device details Basic configuration Recognition made Temperature&Fac

| LAN communication password

= Cld password: 12345678

* New password: Enter a new password

> Step 4 : Confirm that the system can operate the equipment

After setting the initial LAN communication password, return to the list display pa
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ge (device management), select [Other Operations] in the device operation bar, and cl
ick [Remote Door Open] to confirm whether the device is really connected to the sys

tem. If it shows that the door is opened successfully, it means that the device is succ

essfully connected to the system!

3.1.3.WAN-device connection System

O Step 1: Log the device into the WAN
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Syster_ =ttings Center

Login Management

App Settings

Pass Record

Face Add

Face Database

0,
0
I
-
Q

Custom
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©

O Login Settings

Password Settings
Login LAN

Login Cloud
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@ Login Cloud

Cloud Service IP
Fixed at 10011

Communication password (custom)

OK

Cancel

Note: The secret key here is the cloud communication password, which must be
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the same as the cloud communication password when creating a new device in step

» 0O Step 2: New Device
Note: To use the cloud version, you need to open the two ports 10011 an
d 10010 on the server.

After the device is logged in to the cloud, click the [New] button on the system |
ist to jump to the new device page, as shown in the figure below. Fill in the basic in
formation of the device in the new page, where [Cloud Communication Password] ne
eds to be consistent with the cloud communication password entered when the devic
e logs in to the cloud. Click [Connection Test], if the information is filled in correctly,

the connection is displayed successfully, click [Save] to skip to the next step.

Dashboard Device X Device-Detail X Device-Create *

@ Step 1

Save the basic information of the device and the cloud Device Information

password set by the device. After the testis successful, click
the save button; if the test fails, check whether the serial
number and password are corect * Device key

* Device name
Device group

= Access type

* Cloud communication

password

Set the callback information, set the correct identification callback server IP address
and port or domain name, and then the real-time record of face recognition can be
normally displayed in the real-time monitoring interface of the workbench. The server IP is
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the system software computer IP, and the default port is 9000. For example, you can enter

here: [Server IP: 9000]

Dashboard Device X Device-Detail x Device-Create ®

| Callback address configuration:

IP:Port/domain name

o ] om0 |

@ Step 2

Set device callback information, you can fill in server domain name or
IP: Port

Device IP, device serial number, device name, and access type are required it
ems. Input errors will affect the interaction between the system and the device.
> 0O Step 3: Confirm that the system can operate the equipment
After creating a new one, return to the list display page (device management), in
the device operation bar, select [Other operations], and click [Remote door open] to
confirm whether the device is really connected to the system. If it shows that the do

or is opened successfully, it means that the device is successfully connected to the sy

stem!

Confguration
Adwertising

i ._.-.-,‘ Questiomngire -
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3.2.Device Management

Note: The LAN version does not provide the entrance of new equipment. If the d
evice and the server (computer) are in the same LAN, the device list page will autom
atically show the newly logged-in device after logging in to the LAN on the device. P
lease refer to 3.1.3 WAN-device connection System for how to log in to the LAN.

After entering the device list, first we can see the device group on the left, which

mainly classifies devices.

device key tavice name erson numbes  photos rumber P Last achivity time onine status Bcess ype operating

Switch list: The device list is displayed in the form of a list by default. Click "Gro

up" on the left to switch the grouped device display.

3.2.1.Device List

Device List : The device list displays the collection of devices under all groups in the

current system.
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The device list includes device serial number, device name, device IP, device onlin
e status, access type and other information. Click the [Delete] button in the operation

column to delete the device.

3.2.2.Download staff

After selecting the online device, click the [Download Staff] button to download t

he staff information on the device to the background system

After clicking, it will show that the operation is successful. After waiting for 1~3
minutes, you can refresh and see the personnel information downloaded from the de

vice in [Staff]-[Staff Management].
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3.2.3.Record collection

Batch collection: After selecting an online device, click the [Record Collection] butt
on to collect all the traffic records on the selected device to the system.

Single collection: place the mouse on the [Pass Record] in the operation bar of e
ach device information, you can see the collection and view, and click Collect to colle

ct all the pass records on the device into the system.

al v Arcess lype ai

device Key deiice name PErson numDer pholos number IP Last acivily me oming status ADCESE lype operating
!

58 192 168 1 .63 2020-08-24 1004151

Click [View] to jump to [Pass] [Pass Record] to view the device's pass record.

3.2.4 . Clear the pass record

Access Type  Operation

EnferfOut B Delete her Operations =

@ Collection

10/page - prey B View Go to 1

1

Clear the pass record: Place the mouse on the [Pass record] in the operation bar

of each device information, and click [Empty]
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Empty

Note: Deleting the pass record will affect the staff's atiendance.

* Delete device record: @ Yes Na

*Status: @ Period All

* Period: Start Time - End Time

> Delete device records: the default selection is "Yes", after clicking on the process,
the pass records in the system will be deleted as well as the pass records on the
device.

> Status: You can choose to delete the pass records for a certain time period, you ca
n choose to delete all, and if you choose to delete by time period, you need to sele

ct the corresponding time period in the time period.

3.2.5.Employee batch authorization

With this function, employees can choose to authorize or deauthorize devices in
batches. The specific steps are as follows:

1.  After selecting the device, click the [Employee Batch Authorization] button,

Page 34 of 209



B Create & Dsiole batch emploves sulh | \

[EEATES a L ACCESS lpa: af hd ener e device nameisenz n
B devicokey device name: Last activity time online states Access type operating
i SFEERORESH 1851 PO20-08-29 1539 56 m EnmtenCut i Delle  Pass iecod =
SPIDOEANTAF T4AE i 2020-08-20 15:04 53 In B Delsle  Paszrecord
M4ET 120456 2020-08-29 11,3741 m EnerGut @ Dot Posarecod =
(6412454200408 14 205857 90 41 44 m Enferitiut B et Fassreceid v
Tatal 4 1lpage Prev “ Mext G tor 1

2. Click and select [Authorize] or [Remove Authorization]

authaorize

*status: @ authorize deauthorize

* auth startNumber: please input start number

= auth endNumber: please input end number

Enter the start number and end number of the employee authorization, as well as the
time period allowed on the day, and then the employees in the number range can be
authorized to the selected device. Employees can pass through within the allowed time

period of the day, otherwise, it will prompt that the authority is insufficient.
3.2.6.View custom configuration

In the device list, in the last operation column of each device list, click [View Cus

tom Configuration] to view the custom configuration that has been set for the device
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m Batch employes auth Download parsan | cord cellecton £ Remote control -~ £ Baich configuration ~
Selce grouping

Saus: Al v Acoesstype: Al v Entes The device namafaeri “
Persen  Photos
Duevice kay Dwvice name 2 P Last activty tme Online status Access type Operating

fumber  numbes

= = @ Deiste J B View cusiom o
OE34BSSARAEIANE2 WEELEE o o 192 168 1.103  2020-09-.28 123012 m EnteriCan T

Fass meond ¥ OIngs opargiions *

Tua1  10ipage Py n Net  Gow 1

Device custom parameters

Key Value

close_stranger_upload

show_dialog_temperature

un_mask_open

show_temperature._tip

screen_saver_wait_time

img_base64_upload

hide_device info

Cancel

3.2.7.Remote control

In the device list page, you can perform remote operations such as restarting, res

etting, opening the device, setting the device time, etc.
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£} Batch configuration ~

—

O Delete batch empioyee auth Downinad person | | ;= Record collection ¥ remote control -~

status all - Access lype; all i enter the device namelsenz n

_ person  photos .
aavice key device name IP Last aciivity tme aniing siatus ArCcess lype operating
number  number

IC9ZABNEO3ETIIT EEEaEE ] i) 192 165.1.136  2020-09-04 18:01:54 m Enterour @ Delele  Passrecord fr Other operations =

Total 1 f0jpage Pray n Net Gota

Multiple remote control: After selecting one or more online devices, place the mouse
on the [Remote Control] button on the device list page, and the options that can be

operated on the device will appear, as shown in the figure below

llection £ remote control ~ £} Batch confi
: g

Device restart

n Device reset
Set time
Last activity 1 Access op

Open door

2020-09-04 Ew

EnterfOut []

Total 1 10/page

Single remote control: In the operation bar of the device to be operated, place the
mouse on [Other Operations], and the options that can be operated on the device will

appear, as shown in the figure Below
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type operating

ut g Delete Pass record -

10/page : . 1

(U settime

o' Open door

3.3 . Cloud equipment management
3.3.1 . New equipment in the cloud

The specific operation of cloud system connection equipment and new
equipment can be seen in [3.1.3. Cloud-device connection

background]
3.3.2 . Employee batch authorization

The same as employee batch authorization in LAN equipment management, refer to

3.24
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3.3.3. unit deletion

After the device is removed, the system removes the traffic records and authorization
records of the device in the system.

Delete a single device.

Batch delete equipment: After selecting the device, click the [Delete] button above to

delete.

3.3.4 . Cloud device setting

See 3.3 for Equipment Settings

3.3.5 . Record collection

See 3.2.3

3.4.Device settings

Click [device key] to enter the device setting interface, the left side of the device
setting interface is the device list, you can select the device that needs to be set, an
d the right is the device setting interface, including device details, network configurati
on, basic configuration, identification mode, temperature measurement & Mask config

uration, callback configuration and device remote control.
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g Ky dyica nama parson i hotgs number 1 3 - aniice stans co5s bype & a
-
L
Consg i [ 1]
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3.4.1.Device details

Device details : Modify the device name, belonging group, device IP, and device access
type, upload the device logo, and modify the logo image in the lower left corner of

the face machine.

Dovice details Matwork Configuration  basic configuration Recognition mode  Temperature&Face mask  Callback configuration ramote

: device key

* devic e name one
device group one v

device Logo

Click uphosd image

IR 192 168.1.37

* ALCess lype Enter v
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3.4.2.Network Configuration

Network Configuration : The device's LAN communication password can be modified
. The old password must be the same as the current password of the device. The def
ault password of the device is 12345678.Note: If you change the password on the de
vice, you need to configure the LAN communication password in the network configu
ration, which must be the same as that saved on the device, otherwise communicatio

n will not be possible.

Device details Network Configuration basic configuration Recognition mode Temperature&Face mask Callback configuration remote

| LAN communication password \ .
P The old password must be the same as the device password

" old password:

* new password:

3.4.3.Basic configuration

Basic parameter setting : Set face recognition threshold, recognition distance, etc ;
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Device details Network Configuration asic configurat Recognition mode Temperature&Face mask Callback configuration remoie

N\

| basic configuration

* device name one
* Recognition distance 0.5 meters
* Recognition score = 65 +
* Recognition interval = 3 +
= |dentify recording mode Resume
* Door open delay. - 1000 +
* Multi-face detection Detect the largest face
* Recognition leve Living Monocular
* Whitelist Direct witness comparison
*Voice mode: Mot broadcast

Parameter Description

(1) Device name: set the [device name] on the device

* device name one

(2) Recognition distance

* Recognition distance: 0.5 meters

The device detects and recognizes faces within the recognition distance, and faces
beyond the recognition distance will not be detected.

The default is 1, no distance limit, as long as the device detects a face (that is, a
face frame appears), it will recognize it.

The recognition distance is not through distance sensing, but the size of the dete
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cted face frame is calculated by a function, so the recognition distance is not acc
urate.

Recognition distance 0: unlimited. Unlimited here means that as long as the face
size meets the detection requirements, the face will be recognized.

(3) Recognition score

* Recognition score &5

The process of the device's face recognition result is actually to compare the capt
ured face with the registered photo of the person in the library. If the compariso
n score reaches the score threshold, the face identity is determined.

The recognition score threshold is 65 by default, and an integer value of 60-100 i
s required. The higher the score, the higher the recognition accuracy, but the reco
gnition speed will be slower.

The device compares the same face multiple times. If the score threshold is not r
eached in the first few times, the device will not give a recognition result, so the
recognition time will be longer and the device response will be slow

If the score threshold is set to reach 85 points or more, there is a high probabilit
y that the comparison between the captured face and the registered photo will n
ot reach the score threshold, and the device cannot give a recognition result, that
is, "not recognized".

(4) Recognition interval (seconds)

* Recognition interval : &
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Time interval of repeated recognition of the same face by the device.
Default 3 seconds, maximum 60 seconds.

(5) Identify recording mode

* |dentify recording mode: Resume

1. Resuming 2. No resuming Default: Resuming

(6) Door open delay

* Door open delay : 1000

After the recognition is successful, the duration of the relay output switch signal,
silent 1000ms. When connected to the access control, the performance is: the tim
e interval from opening to closing after successful identification. The incoming val
ue requirement is 500-25500, the unit is ms.

According to the use scene, select the time interval between opening and closing
the door.

(7) Multi-face recognition

* Multi-face detection: Detect the largest face

Detect multiple faces

* Recognition |

7
-
T

Device default: detect the largest face.
Detect multiple faces: detect multiple faces and recognize them, that is, as long a

s the device detects a face, it will recognize it, and each face will have a recogniti
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on result (success or failure).

Detect the largest face: only detect and recognize the largest face among multiple
faces, that is, if there is only the largest face among multiple faces, there will be
a recognition result (success or failure), which is suitable for scenes where one per
son at a time is waiting for the gate.

(8) Recognition level

* Recognition level: Living Monocular

* Whitelist

Infrared binocular living body

* Yoice mode: Mot broadcast

Default: Monocular live detection

Do not open in vivo recognition

Turn on monocular in vivo recognition

Turn on binocular living body recognition, the recognition distance is 1.5 meters

(9) Comparison of whitelists in personal identification mode

* Whitelist: Diirect witness comparison

“\joice mod i g
YOI TG Whitelist witness comparison

Default direct authentication comparison
Whitelist authentication comparison: Read the ID number and compare the ID nu
mbers of all personnel in the database, if it exists, compare the ID; if it does not
exist, it will prompt insufficient authority.
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® Direct authentication comparison: After reading the ID card, the person ID compar
ison process is carried out directly.

(10) Voice broadcast mode, voice broadcast mode custom content

*Voice mode Mot broadcast

Vioice custom content name}

® After the device successfully recognizes the person, it will not broadcast by defaul
t
® Do not broadcast voice
® Broadcast name
® customize
B To broadcast custom content, only the {name} field is allowed, and the format
of the {name} field is fixed. Other content only allows numbers, English and C
hinese characters, and no symbols. The length is limited to 255 characters. Suc
h as: {name} welcome.
B Uncommon characters, capital Chinese characters, languages other than English
cannot be broadcast, but simple English words can be broadcast.
® Uncommon characters, capital Chinese characters, languages other than English ca
nnot be broadcast, but simple English words can be broadcast.

(11 ) Recognize text mode, recognize text display mode and customize content
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* Display mode: Display name

Show custom content mame)]

After the device successfully recognizes the person, it defaults to 1

Display name

customize

m Display customized content, only allow {name} field, {name} field format is fixe
d, other content only allows numbers, Chinese and English and Chinese and E
nglish symbols, the length is limited to 255 characters. Such as: {name}, sign i
n successfully !

If the personnel has set the time period authority passTime, the personnel will be

recognized in the non-allowed time period, and the device will display "name + i

nsufficient authority” after identifying the personnel .

(12) Serial output mode, custom content of serial output mode

* Serial mode: Open the door

Serial port output custom content: #WGlidcardNum#

After the equipment is successful, the default: open the door,

Open the door, if the device is connected to the access control, it will trigger the
door to open after successful identification

No output

Wiegand signal output personnel ID
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Wiegand signal output ID/IC card number
customize

(13 ) Stranger switch
* Stranger recognition shut down

The device is turned on by default

Off: Does not recognize strangers, that is, only registrants are recognized, and stra
ngers (non-registered persons) detected are not recognized

Open: Identify strangers

After selecting the "Identify Strangers"” option, the stranger voice broadcast mode
and stranger judgment configuration items will take effect.

(14 ) Number of stranger judgments

* Number of stranger judgments - 1

The number of failures to recognize a face as a stranger by the device, default 1 ;
Please choose an integer between 3-10 for the incoming value. 1 means fast dete
rmination but the lowest accuracy rate. As the value increases, the determination t
ime increases and the accuracy improves.

(15 ) Stranger voice mode, customized content for stranger voice

* Stranger voice mode Announce stranger warning

Custom content for stranger voice Alert, watch out for strangers

® After the device recognizes a stranger, it defaults to 2
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® Do not broadcast voice
® \oice announcement "Stranger Alert"
® customize
B Broadcast custom content. Only numbers, English and Chinese characters are al
lowed, symbols are not allowed, and the length is limited to 255 characters. S
uch as: watch out for strangers.
B Uncommon characters, capital Chinese characters, languages other than English

cannot be broadcast, but simple English words can be broadcast.

3.4.4.Recognition mode configuration

Recognition mode setting : Set the recognition mode of the face machine: single or
combined recognition modes such as face swiping, card swiping, card + face dual aut
hentication, and person-to-card comparison. Card swipe mode and card + face dual a

uthentication cannot be selected at the same time.
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Device details Network Configuration basic configuration e o mode Temperature&Face mask Callback configuration remote

Recognition mode configuration \

1:1 Recognition score - 60 +
| Brush face
Face brush mode shut down
Swipe
Swipe mode: @ s v turn on
Swipe hardware type IC card reader
Swipe transfer interface Wigan

Swipe face dual authentication:

Card face mode: § turn on
Card face hardware type 1D card reader
Card face transmission interface Wigan
| Witness model
1D card mode: @ shut down turn on

3.4.5.Temperature measurement & mask configuration

Temperature measurement parameter setting: Set whether to enable the body t
emperature detection function and temperature measurement voice broadcast functio
n of the face machine.

Mask parameter configuration: Set whether to enable the mask detection functi
on and mask voice broadcast function of the face machine (in the basic settings, the

multi-face detection needs to be set to detect the largest face).
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Device details Network Configuration basic configuration Recognition mode TemRerature&Face mask Callback configuration remote

| Temperature measurement parameter configuration

* detection mode: @ turm on shut down
* Abnormal temperature broadcast. @ tum on shut down
broadcast content: Abnormal body temperature{temperature}
* Abnormal temperature judgment value: - 37.3 +

| Mask parameter configuration

Mask detection: @ turn on shut down
Detect abnormal voice: @ tum on shut down
Detect abnormal voice broadcast content: Please wear a mask

3.4.6.Callback configuration

Identify callback settings : Set the correct IP address and port of the recognition callba
ck server to properly display the real-time record of face recognition in the real-time
monitoring interface of the workbench. The server IP is the system software computer

IP, and the default port is 9000.

Device details Network Configuration basic configuration Recognition mode Temperature&Face mask _allback configuratior remote

| Callback address configuration:
e +— Computer IP

port: 9000
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3.4.7.Remote control

Set time : Use the computer time to synchronize the device time. The device time
in the network must be the same as the computer time, otherwise it may cause error
s in the statistics of the people present.

Device reset : Clear all data in the device, including face data and related parameters

Open the door remotely : Control the face machine to open the door through the

computer.

Device delails Network Configuration basic configuration Recognition mede Temperature&Face mask Callback configuration

3.4.8.Custom Configuration

The custom configuration in the background is the same as the custom configura
tion on the device. Some configurations of the device can be changed by entering th
e corresponding key and value values. The existing custom configuration and descripti

on of the device are as follows :
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A B [ D I E

1 |@ E 167

2 high_temperature_open | frue Open the door at high iemperature, not open normally

3 _ img_baset4 upioad false Close upload image basedd

4  |stranger_open falze Close stranger open door

5 - un_mask_open frue Open the door without wearing a mask

& record_save_days 1-30 (“MTEET30) Set the number of days to save the recognition record picture
7 _ temperatura_unit F2 Fahrenheit shows temperature in Fahrenheit

&  [high_temperature_alarm | true Set high temperature alarm sound

9 . ui lor2 1: First set 2. Second set

10 Jomy WaQ Increase wg2d configuration: default 34

H _ value 26 or 34 Increase wg2d configuration: default 34

12 |out_232 yS1=0=) Customized RS232 output information

13 . hide_device_info frue Infermation hiding configuration at the bottom

14 cloze_upgrade frue Close upgrade configuration

15 _ fixed femperature falze Whether to enable the temperaiure cormection configuration. the default is on | off
16 | fxed_min_temperature (20-349) Temperature correction lower limit configuration, default 33

i F .ﬂ.=‘ed_ma,‘._1ernﬂera1ure (35-449) Temperature correction upper limit configuration, default 35.7
1§ | close_stranger_upload frue Configure to close unfamiliar data reporiing

18 | show _temperature_tip frue or false Whether to display forehead temperalure

20

21

Single setting:
Click on the device display list, click on the serial number (blue font) of the device that
needs to change the custom configuration, then enter the device setting interface, click on

custom configuration, as shown in the figure below :

ire Record x Device tevice-Telail

Maiis Metwork Configuration Basic configuration Recognition made Temperature&Face mask  Callback Configuration  Advertising Configuration Custom configuration

| Device customization settings

Custom configuration Add configurafion -~
4 s et

Click [Add Configuration] in the custom configuration, select the common
configuration (key and value, value is the value), picture configuration (key and value,

value is the picture) to be added. Enter the corresponding value and click Save after
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adding it to change the custom configuration of the device

ftalls  Network Configuration  Basic configuration  Recognition mede  Temparature&Face mask  Callback Configuration  Advertising Configuration 1stom configuratio

| Device customization settings

Custom configuratic

3.4.9. Bulk device settings

Click [Device], [Configuration Management] to configure multiple devices, such as
masks, logos, and temperature measurement. The locations are as shown in the figur

e below:
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ﬁ & Dashboard Alam
Device

Dashboard
Device @ Create ‘ [i]

Configuration result

Configuration nz

o
wy

Config

o

System

The display list is shown below :

CREE | 6 oooe || figusation log C—
Caonfiguration fesult All - [ Ihie confguratinn nams n

Configuration name Configuration type Remarks

Logo Logo configuration =

Step 1: Create a new configuration: Click the [New] button in the display list to cr
eate a new configuration. In the new page, you need to fill in the configuration nam

e, configuration type, remarks, etc., as shown in the figure below
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Create

* Configuration name:

* Configuration type:

Remarks:

Select

basic configuration

Identify configuration

Temperature configuration

Iask configuration
Callback configuration
Advertising configuration

Logo configuration

Step 2: Set up the detailed configuration: After creating the new configuration, the

newly added configuration will appear on the list page. Click [Detailed Configuration] in

the operation bar of the configuration column. The example below is the Logo

configuration. The detailed configuration is shown in the following figure: (If [

Configuration type] For test configuration or other configuration, other configuration

details page will appear)
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device Logo

A
e

Click upload image
Suggested 480 * G40PX

\

Step 3: Batch configuration: After saving the configuration details, go to the devic

e display list (click [Device], [Device Management]), the specific location is as shown i

n the figure below:

f Device £z
Dashboard
Device .

Configuration

L J
o+

Sl Advertising v

Q)
Attendance

=
-
Pas:

The device list display page is shown below
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@ Delte batch emplayes auth wlead parson | | ‘= Record collection £ remole control ~ £ Balch configuration ~
stafus: all - Access type: all v enlar he devics namelseriz n \

person holos
Evice key euice name a1 actviy time online status cress Operatin.
d d o =] I fivity line stat A type perating
number  pumber =

ERGOYFEALIH EEHELTS 365 362 192 1681153 2020-059-12 1222910 m Enter/Cut @ Delet=  Pass record » Other opsraiions »

D321 SFERBDEBESE ERELES 1 i 192.166.1.132  2020-09-12 15:21:27 m EnterOul B Delslz  Pass record w OMer operations »

Toial 2 10lpage - Prey n Mt Go to 1

1) On the device display page, select one or more online devices, place the mouse

on the [Batch Configuration] button, and the type of batch configuration will appear

{3 Batch configuration ~

basic configuration
Identify configuration
Temperature configuration
Mask configuration

& record « Other ope

Callback configuration

Advertising configuration cord v Other ope

Logo configuration

2) Select the configuration type of the configuration newly created in the first step, s
uch as logo configuration, all configuration names with the configuration type as log
o configuration will appear, select the name that needs to be configured to the devic

e, click processing, and the configuration of the batch device is completed .
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Batch configuration

Configuration name: ‘ Select Ao ‘

I Logo
/ EToTT ded

3.4.10. EU Health Code Configuration (EU Health Code Equipment

Support)

Description of the setting parameters of the EU health codes:
1. Vaccine certificate rule settings:

1) Vaccine expiration check setting switch: By default, by opening, the
device will check the vaccine information in the health code. If the vaccine has
passed the effective number of days of the vaccine, this person can not pass.

2) Vaccine Effective Time Setting (unit: day): The default is 270 days.

3) Vaccine antibody effective check switch: By default, by opening, the
device will check the vaccine information in the health code, if the vaccination
time has not reached the effective time, this person can not pass.

4) Days of effectiveness of vaccine antibodies: The default is 15 days.

5) The number of vaccination limits can be set to:

a) Itis not allowed to pass
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b) All vaccines are allowed to pass (default)
c) Some of the vaccine is also allowed to pass
d) Pass is also allowed without a vaccine

2. Nucleic acid detection rule setting:

1) Nucleic acid test expired check switch: Turn off by default, the device
will check the nucleic acid detection information in the health code, if the
detection time is more than valid days, this person can not pass.

2) Effective days for nucleic acid detection: The default is 15 days.

3) The detection result limit can be set to:

a) Itis not allowed to pass
b) Nucleic acid normal normal pass (default)
¢) Nucleic acid irregularities are also allowed to pass through
3. Rehabilitation rules settings
1) Rehabilitation rehabilitation limit can be set to:
a) Itis not allowed to pass
b) The rehabilitation certificate is allowed within the validity
period (by default)
c) The rehabilitation certificate is not valid and is also allowed to
pass
4. Privacy settings
1) Display vaccine information switch: turned on by default

2) Record the EU code information switch: turned on by default
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Device-Detail

] Device Dashboard
Dashboard
o Detalls  Network Basic  Recognition mode — Temperafure&Face mask  Callback  Advertising  Custom  Remofe
Dayvice ter
Configuration | Vaccine certificate rule setting
&
accing expiration check: C’ Disabled

Bl Acvertising
Antibody validation check: C, Diisablad

Frmneee  Questionnaire
- Limits on the number of vaccinations:
e Al the vactines were given bsfors they were allowsd tap v
Pass
-
L] i — .
Conlig | Nucleic acid detection rule setting
Detection overdue chesk: (T Disstiea
System
Limitstion of test results:
Nucleic acid is normally allowed fo pass
| Rehabilitation rule setting:
Rehabilitation restrictions:
Mucleic acid is nommally allowed to pass
| Privacy setting:
Show vaccins infarmation: (. Erzbies
Record EU code information: @) Ersties
————— W = L p— T T = m )

3.5.Advertising management

3.5.1.Advertising information

Click [Equipment], [Advertising Management], and go to the advertising managem

ent module to add and delete advertisements. The location is shown in the figure bel

ow:
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&

Device Dashboard Rule = Festival
Dashboard
&) Device Create ‘ I Delete ‘ ‘ au
Device
Configuration
- Type @ Piease select an ad t v
Bl Advertising A
{T) — Adverising 1D
Attendance e SR
- Ad authorization o
159
10089
System
The advertisement display list is shown in the figure below:
- n \-
Advertiging 1D Ad naime image Type Sort aperate
182. E mage 4 @ Delste
15588 E maE 2 8 Dol
10082 lestd image 0 Delate
s Tk Hlipage Pre n M

New advertisement: Click the [New] button to jump to the new advertisement page, as

shown in the figure below: Note: [Sort] requires a number to be selected. After

Page 62 of 209



authorization, the device will play advertisements in the order of the order value.

*AdID:
* Ad name. Support numbers, letters, length 1~32 bits
* Ad type: image video
Sort —_ 1 -+ T te

Save And Continue m .

Advertisement type: When the advertisement type is image, the new page is as show

n below:
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*AdI1D:

*Ad name: Support numbers, letters, length 1~32 bits
*Adtype: © image video
1AdImage: (Please upload pictures in jpg, png, jpeg format, and the size does not exceed 500kl
i:-u‘-l .:
|

Click upload image

Suggested 480 * 40PX

Sort - 1 t

Modify ad: Click on the ad name (blue font) in the display list to jump to the page to

modify the ad

rEEs s il r-em H= i
16226 wE 4 7 m
15568 T 3 § o
10088 i | & e
23= | WEE —= [l = ==

Modify the page as shown:
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*Ad ID: 1587

* Ad name: testd
*Adtype: @ image video
* Ad Image:

Sort - 1 +

m\

3.5.2.Clear all ads on the device

On the display page of the advertisement list, click the button [Clear Device Ads] a

nd select an online device to clear the advertisements on the selected device.

Anveriising 10 Ad name image Type son operate
1587 _ mage 1 @ Calals
126 ﬁ mage # Do
15569 E mage & Dk
10089 Tiage 1 @ Delele
Tiesal 4 ipage n Wzl Ga in
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3.5.3.Advertising authorization

Step 1: Select advertisement: In the advertisement information, after selecting the
advertisement that needs to be authorized to the device, click the [Authorize] but

ton, as shown in the figure below:

PR | 6 Dolotc | | pulhorize ‘lear device ade
Type Pleass sglect an ad lype =
B AdvenisingiD Ad name Image TVp Sart perate
B| ise7 _ mage: | @ Delets
] 16226 raus ﬁ Fmage ] & Dalats
\ -
15589 tgstd E mage 2 @ Delete
1006 [ - Wnage 1 @ Dalals
Tatal & blpage - Prey n Next Ga o 1

Step 2: Select the device: After clicking [Authorize], the page as shown in the figure
below pops up, and the status bar selects authorization or deauthorization, and select
s the online device in the online device list, and clicks the [Process] button. The selec

ted ad is authorized to the selected device

authorize

*Status: @ Authorization Deauthorize

* Online device list: Please choose from list

Device Name
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After authorization, you can click [Ad Authorization] in the navigation bar to view the

authorization status and details, as shown in the figure below :

Davice Autheszation bype Al

" p - © " 3 @ -
4 ; 2 b I+ £ 5] =
a Q a L) = L] a a a a

1ipage [, 2 3 4 e 5

Click [Details] in the operation bar to view the details of the authorization information just

now, as shown in the figure below:

authsate All

Advertising IC Ad name device name status Emor message
1 > Naw I u

18226 & N ithorzahan ik d Moithi

Step 3: Configure ads:
Single device configuration: After authorization is completed, click to enter the device

display list, the location is shown in the figure Below
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Device Cashboard
Dashboard
Device ,
@ New grou
Configuration

Advertising ~

= Advertising

= Ad authorization

1)The device list display page is as shown in the figure below, click the serial number

(blue font) of the device to be configured to enter the configuration interface of the device

ficar & remate control 4 Balch configimation ~
Stalus: all ¥ Accesstype: all v Enter ine devICE Ramersenz n

person  photos
device key device name 1] Last activity time online status Access typs operating
number  number

o Delete batch employee auth | | Download person |

n
P

C52480BO3ET il'-'- Device Name o 4] 192 168.1.136  2020-08-04 19.05.06 E EnterfOut B Dokle  Passrecord v Omer operatons

2) Click [Advertising Configuration] in the configuration to start the advertisement, and set
the type of advertisement to be played on the device, the type of device split screen, the

picture rotation time, etc., and click Save, the setting is successful
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Device details  Network Configuration basic configuration Recognition mode  Temperature&Face mask Caliback configuration remote

| Advertising configuration

penad @ s C Tum on

Spit screen type € ll scre Dual screen

sement lype @ Ima vKIED Plciurne video mixing

iclure rotation time - 5

Show sysiem time ne O ves

m
e

3.6. Questionnaire management

For some functions of the questionnaire, please install the apk versio
n v1.41.4.0 with the face recognition device to use the customized versio
n of the questionnaire. If other apks do not have this function, please ig

nore.

Part of the function of the questionnaire is: After setting the questionnaire inform
ation and topic information in the questionnaire management, the questionnaire can
be authorized to be displayed on the device. The questionnaire will pop up when so
meone passes through the authorized device. After answering the questionnaire infor
mation, you can check the specific information and whether the answer is correct in t
he questionnaire answer. After turning on the questionnaire alarm switch, when the p
asser makes an incorrect answer. The system will send a questionnaire alert email to
the recipient's mailbox. For how to set the email, please refer to [7.6. Mail Service Se

ttings] and [7.5 Alarm Settings]
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Device Dashiboard Questionnaiie Answer  x  AnswerDefal  » Questionnaiz Manage

Desice o Delste
Configuration
Stamws Al v =nter the Code of Titke
Adverising W
Quesiinnnaire Code Questionnaire Title Effective Til

uestionnaire i "
4] 4 il EsH 20201001

= 111 2020-10-1
« Question Manane
+ Auih record

+ {uesfionnaire Recc

3.6.1.Generate "a questionnaire"

The questionnaire management part is divided into questionnaire information, top
ic information, synchronization records, and questionnaire answers. A real questionnair
e is composed of questionnaire title, questionnaire topic, questionnaire topic options,
etc. How to generate "a questionnaire" and authorize it to use the device? Proceed a

s follows :

>0 Step 1: Create new questionnaire information

f Device u oE
ashooant
m Devica
- Configuraton
.
-
Frsen Addverlising
i Duestienraiie Cose Quesionnane TR Rereark Srag Hangie
«©
ey qusstonnaie o~ _— o — p
—
e « v [l
Pass
+ Questan Manage
-
e + Auth r2card Tz Ylipage n
Contig
+ Questonnare Recd
Sysiem
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Click the [Create] button on the page, enter the necessary information for the new
questionnaire and click Save to create the new questionnaire information, as shown in

the figure below:

Create

* Questionnaire Code:

* Questionnaire Title:

* Effective time period: Start Time - End Time

Remark:
4

Cancel Save And Continue

At this time, the questionnaire only has the number, title, etc.,, and there is no topic inf
ormation. You need to create new topic information and select the topic to belong to the
guestionnaire.

>0 Step 2: Create new topic information
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DeViCE Dashboard Cluestionnaire Answer b A
mchhnard
ﬂ Device
Configuration
;+ Must answer All
Person

Advertising v
Question title

Ny Questionnaire -~

= Queslionnaire Manz o

L « Auth record

« Questionnaire Recc

Click the [Create] button on the topic information page to create a new topic

information, and select the questionnaire title to which the topic belongs (for example: the

title of the questionnaire information created in step 1), as shown in the figure below (the

figure below is an example, specific questions and options Please adjust the content

according to the actual situation):
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Dashboard Question Manage b Questionnaire - Create ®
* @uestion titie Are there any fever symptoms within 14 days?

* Questionnaire name T -

* Must answer () Enabled

Single selection Add option

Default Correct option

Default Correct option

In this example, only one question is created. In actual operation, several questions can
be created, and the questionnaire can belong to the same questionnaire.

> 0 Step 3: View questionnaire information
Click into the questionnaire information to view the questionnaire information after

adding the question; click [Details] in the operation bar of the questionnaire you want to
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“ DB‘JICQ Drashboard Quiestion Manage L Cuigstionnare - Creale K Questonnaine Manags ™ Ouiestionnaire - Detail
B Deavice B Creste | B Delsle
Device
Configuration
= Slatus All b Ervier the Code or Tile n
? Adverising
Cuestionnaire Code Cuaslionnaire Tide Effective Time Remark Statlus Handlie
= " Duestionname =
- 100 e | 2020-10-01 00000 - 2020-10-31 000000 @D enatied

.

10ipage

The details of the questionnaire are shown in the figure below:

Test

Question 1: Are there any fever symptoms within 14 days?

Options: Yes Mo

Question 2: Test

Options: Yes No

Cancel

>0 Step 4: Authorize to the device

W Desl @ Demis

Click Open on the status bar of the questionnaire information that requires authorizat

ion, and the authorization box will pop up
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f Davica
sasnsoan
(1] Davice
rvee
Configurason
-~
Pers g <

e | Questionnaire A

e

iy + Cuestn Manage
"‘_ - AR record

e - Guestonnaire Recs
£ 3

Cashpoand Gusion Manage GUEStNNAING - Gleak Catssannaie Manages Questnnain - Dl
@ Creale B Delol
Sty Al n

Queslionnare Code CQuestannairs Tie Efiechve Time Remark Slatus Hanme
AN 20201001 000300 ~ 2020-10-31 HE00 00 [ o= B Dot Ieiese
Test B Duiete

In the pop-up authorization box, select the device that needs to be authorized, and click

“Success” , which means that the questionnaire is successfully authorized to the device

>0 Step 5:

Authorize

View authorization records

Click to the synchronization record, you can view the record just authorized

L Devica Dasmooard Question Manage Quessonazre - Creats Dusgtionnain Manage Cuestionnaire . Datan Aatn record
b
(6] Device Thme Tnteival Stan Time Erd Time
Dovice:
Canniguration Mo Type Siatus Creaie Time: Cperaling
a
st Adverising - 22 [T — 202
Bl 16 [C-2 0 Synchroneation completen B Dotsts
- R -
A P — - W [EE-2 Synchionizaiion completed B et
= « Questicnnaire Man:
e » Question Manage 254 (MR SYNCANOMZATI0N Eompien @ e
L] 253 [e8-2 SNChONGEaNIon compiaten 2020-10-22 141953 B Dubis
oy
« Cuestionnaie Rece
Tt 10ipage n Gt

All authorized records will be displayed on this page. Click the [Details] button in each

column to view the details of the information in the just authorization. If the status in the
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authorization details shows "Authorization Successful”, it means that the questionnaire is

successfully authorized to the target device, and you can go to the device to pass

verification!
Dashbozrd Qusstan IJR-'\."._CJE' Clsestionnains - Creats Qusstionnake Kanages % Cusstonnaire - Deiall Auth secord Detail
AunSae Al
(Zpestonnalre code iike DEice name Status Esror r':ss.—'\.age
1001¢ PEFH AE S

AUTROMEATON SUCCERden

3.6.2.Questionnaire information

The information content of the questionnaire is the questionnaire number, question

naire title, valid time, remarks, etc. The display page is as shown below:

J‘_‘.." & Questionnaire - Creale Quesioneaire Manage duestonnare - Dotal ALth recon otal
Tititsenim
B
i Oevice
B
Configuration
5 ES
Persan Niaiis
= Ouestionnaire Code Qusstionnalre Tiie Rema Status Handie
©
PINEEREN  Questionnaire -~ o) .5 &
a—
- () Disabh -] [ ]
Pass
« Qlsestion Manage:
W + Aln reco Oipag ﬂ
Loy
+ Qusstionnaire Recc
Syssen

Click the [Create] button on the displayed page, add required options in the pop-u

p box, and click Save to create a successful
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Create

* Questionnaire Code:
* Questionnaire Title:
* Effective time period: Start Time - End Time

Remark:
e

Cancel Save And Continue Save

>0 Modify

On the displayed page, click the questionnaire number (blue font) whose questio

nnaire information needs to be modified, as shown below:

f Davice Dashooaid Questir Manage  » Oueslicanaire - Create.  « Questannaie Manage  « Questionnare - Dl fuilh recond. Dtail
hisoard
« oo IR
Device
Configuration
Sttus Al v Enter the Coce of Tie | a |
Advertising ~
Questionnaire Code Cuestionnaire Tide Efiectve Time Remark Staws Hangie
o Quest Tees BRESHH 2020-70-01 0000000 - 2020-10-31 000KS0 WD Essttea B et B Dot
P
= 2020-10-01 00,0000 - 2020-10-31 0000 00 B Dok B oo @ Dok
Pass
+ CHieslion Manage
W AL ront a2 ibiage « [ e
Conig
+ Cueslionnaine Rece

Enter the content you want to modify in the pop-up edit box, click save to modi

fy successfully
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Details

* Questionnaire Code:
* Questionnaire Title:

= Effective time period: 2020-10-01 03:01 - 2020-10-31 00:0

Remark:

P

Cancel Save I

» Detele

Single delete: Click the delete icon in the operation bar of each row to delete the qu

estionnaire information in this row

Status Al - Enlet the Code oc Tile n
Quesiionnare Code Quesionnare Tile Effective Time Remark Slatus dande
Jape AT 2020-10-01 000000 ~ 2020-10-51 000000 D Ereoime
10011 Test 2020-10-01 00:00:00 — 2020-10-31 00.00.00 (B Usabien @ Detal @ Deiste
Toteh 2 page Pray n Feanl G e

Batch delete: check the box in front of each column of questionnaires, after

selecting multiple questionnaires, click the [Delete] button to delete the selected

guestionnaire information
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States Al v Enter the Code or Til n

Questionnaine Code Questionnaire Tille Efective Time Remark
o0 MESH 2020-10-01 000000 ~ 2020-10-31 00:00000
(1163} Test 20209001 00000 ~ 2020-10-31 000000

» Detail

Status Handle

Todal 2 10ipage Pre:

Click the [Detail] icon in the operation bar of each column to view the question an

d option information of the questionnaire

@ Create (7] late

Status  AH v Enler the Coge of Tille n

- | Questionnaire Code Questionnaire Tile Eneclive TIme Remark
=] 2020-10-01 00.00.08 — 2020-10-31 00:00:00

/] oo Test 2020-10-01 0C.00.00 - 2020-10-31 00.00:00

The details of the sample questionnaire are shown below:

Status Handis
& =7 @ ostad & Daiete
(B Uizabied B Dstsd & Deies

Wpsgs - Puay n
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Test

Question 1: Are there any fever symptoms within 14 days?

Options: Yes No

Question 2: Test

Options: Yes No

Cancel

» 0O Authorization
The authorization function is to authorize the questionnaire information to be use
d on the device. Click in the status column of each column of questionnaire informati

on on the displayed page:

L] Devica Dasnhboara uestion Manage -« Qsesbonnaie - Creals Questionnaire Manage Crestionnare - DStal = Awin recom Dstai

- 8 oo

Devioe

Canfiguration

& States Al v Eriles e Code or Tee

Bl Anvetising

- = uesticnnae Cooe CHsestonnne Tie Eftzctive Time Reman Satus Handk
PN (.c:c1i 0
MiEfidance S s e R 2020-10-04 000006 = 20 O B D= B Dokta

= = a B o @ o 8 oo

e + Question Manage

L] « Aulh recard Tol#2  tlipage P Musd  Gan

« Cuestonnare Reco
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3.6.3. Question information

Create
Click the title management display page, click the [Create] button to jump to the

new page

]

Meachbuinain g

De"u"ice Dashboard Question Manage X Questionnaire - Create b

_ﬁ Device

Configuration
® Must answer All v Cluestion fitle/Questionnaire name ﬂ

i+

bceson Advertising o

Question title Belonging to the guesti

uestionnaire -
Attendance RS Are there any fever sympioms within 14 days?  Test

!
=
i
-
i
[
3
A
B
3
Lf

= Questionnaire Man: ear— =

{RRIERY =il

L - Auth record
Config Test Test
= Questionnaire Recc

System

The create page is as follows:
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Dashboard Question Manage x Questionnaire - Create x Questionnai

* Question title

* Questionnaire name

lease select the name of the questionnaire v

* Must answer (JJ Disabied

Single selectio
in:

b 24

Enter the title of the question, select the name of the questionnaire, choose whether
to answer or not, click the [Add option] button, you can add different answers to the

question, and set the correct answer, as shown in the figure below:
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Dashboard Question Manage w Questionnaire - Create ® Questionnaire Manage * Questionnaire

* Question title Have you been in contact with a fever patient in 14 days

* Questionnaire name  Test v
* Must answer (@) Enabled

Default Correct option

No Delete

Default Correct option

Cnly ore default option and the correct oplion can be selected for single-choice questions

3 TS

3.6.4. Questionnaire synchronization

The questionnaire synchronization records the details of the questionnaire authori

zed to the device, as shown in the figure below:
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Device Dashbea DTN MaEnage O
ST
u Dievvic Time Tnhenal Zqart Tme P
. Configuralion
: o e Staws
Pnin
Sl overtising o .
) . D
e Crueshonnaire " .
a y A .
—w « Quesionnare Man:
P s
- Ceishon Manage =
@ Do

-, |
Cealig

+ Questonnare Recc
s | v |

Click the details button in the action bar to view the details:

Device s Clsestion Manage Cuesstion naire: - Creale Cisesstionnaire Wanage Clissstionnaire - Dl
Dizshboasd
B AumSae AN
Confguration = " i i ag. e
:’ Juestornaine code ithe Device name Satus Ermor message
IEE0 -
Pemon Advertising o 101 AT Faoe iEE Aoz ation sieroseten

@
" ot Tiipage u

M CQusstionnairs

itendan
= - Cueslionmae Man,
= Ouestion Manage
-
L]
i

» Questionnzss Recc

3.6.5. Questionnaire answer

The questionnaire answer records the details of the answers to the questionnaire

and the status of the answers after the equipment is passed through.

Device

§ ﬁ Devica

Conkguraton

e EHE Snd Tim
Rl cortsing

"T'| Cuestiol e Til Repiay Name: Temperalure s Time
W () cslonnaie |

R stranger Iaoe-idin

] + Quessonnsre Mar o ¥

L]

Gonng e

System

Click [Answer Details] in the operation bar to view the details of personnel's answer
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Clreasann mre Manags Cuestonnare - Denai Auth peara Dot Csestennas Anw

Cekics nashaanna Questien Marage iesbomaire - Croate
Ciashbaard
] Devica e Tl
Devica
. Confguration W= e m
A
v
Advertsing y o Jre— 10 ¥

I Quesbonnaie -~
o e
— + Questonnaire e

+ Qimenon kanage

w + il recond

Click the [Export] button at the top to export records for a certain questionnaire and a

certain device.

&

Dashboard

L
-

Person

©

Aftendance

-
.
Pass

-

Config

o

System

Dashboard Questionnaire Answer

Device

Device

Configuration

Please input replay name n Questionnaire Title

Photo

Advertising s
Questionnaire Title

Questionnaire .~

Test

- Questionnaire Man:

= (]

- Question Manage st

= Auth record
Test
ML
L= b
plLUjRRS

-y R

Questionnaire Manage

Replay !

stranger

stranger

stranger

stranger

stranger

stranger
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Vote answer export

" Questionnaire Title: Questionnaire Title

Device Name: Please choose gevice

The format of the exported excel questionnaire record is shown in the figure below:

Al - = replayName
4 | B | G D E F | H
& l rapl aylana ; tenperaturs answerTime Are there any fever synptoms within 14 days? Tast
stiranger 36.7 2020-10-23 10:14:47. 0 e Ha
z
stranger 36. 6 2020-10-23 10:15:14. 0 He Yes
3
stranger 36.7 2020-10-23 10:15:00.0 Tes o
4
5 |
6 |
T .
8|
9
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4.Personnel management

4.1.Staff management

The employee list is used to manage employee information, such as viewing, addi
ng, editing, and exporting employee information. Add employee information individual
ly and batch Volume adding operation; batch adding operation requires batch inform

ation import first, and then batch portrait import.

4.1.1.Add employee information individually

Steps :

1) In [Employee List], click the "New" button to enter the employee add page ;

2 ) Fill in basic information and alarm information such as personnel ID, name, gender
, group, mobile phone number, ID number, date of birth, etc., and click "Save" to co
mplete the creation of the employee after adding a face recognition photo.Each empl

oyee can add up to three photos
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Note: The alarm information here is for the personal alarm function service. After
the alarm information is set here, you need to turn on the alarm switch in [System-A
larm Settings] to turn on the personal alarm function. For specific operations and inst

ructions, please read 7.5 [Alarm Settings]

Dashtroard

(] S | Basic info P-"

Dievice

Person Dashboard Employes x Employee - Add

Visitor * Person 10 Sunpor numMBbers, [Eers, lengin 1-64 nas

GEEU  RestrictedList
* MName Special symDOts are not supponed

Authonzation -~

|0 cargC card Support numbers, [EHers, kength 1-32 bits
D you nesd attendance C‘ Disabied
Fate recognilion avatar

Syshedm)

Click uploa

The group belonging to Fleasa OsE Employes g
Expire fime Mease selerl eapiration fi
Phaone Flease mput the phone numbe
|obpect Cbyect] Please input your email
....... -~ S,
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@ Person Dashboard Employee * Employee - Add %
Dashboard
Click upload image
E Employee Suggested 480 * 640PX
Device
Visitor
- The group belonging to Please choos v
Person RestrictedList
@ Expire time Please selec n time
Authorization -~ o R
Attendarnce
pr -
-
et Phone  Please input the phone number
A
LT
Config [object Object] |  Please input your email
System Gender © Male Female
Birthday Please choose birthday
Entry date Please choose Entry date
I | Alarm info I/
Temperature alarm (CJJJ) Disabled
switch:
Notification email Between mailboxes with; interval
&
settings

T

Instructions for uploading facial recognition photos :

Upload from local

Click "Upload from Local" to open the local folder and select the jpg and png fa
ce photos in the folder

Remarks: portrait photo specifications

1. Please choose a frontal headless photo in the past three months with a clear

head and even light exposure;
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2. The recommended size is 640 px * 480 px, and the size does not exceed 500k
b. Only jpg and png file formats are supported ;
3. Faces need to account for more than 1/3 of the photo to avoid blurry photos,

wearing sunglasses, excessive beauty, and rotation of the avatar;

4.1.2.batch Import employee information

Operation steps:

In [Employee List], click the "Batch Import-Employee Information” button to enter
the bulk information import pop-up window

1) The first step is to click "Download Template" to download the excel template
file to the computer, the file name is "Personnel_import_template.xls", Then fill in empl
oyee information in batches;

Note: The format for entry date and birthday is such as: 2019/6/6, 2019/12/21

2 ) In the second step, click "Upload Excel file", select the excel file that has filled in
the employee information, and upload the file.Shows the status of successful upload,
and displays the file name;

3) The third step is to click "Start Import". After the import is completed, it will promg
"Successfully import personnel information in batches"; after the import is completed,

return to [Personnel List] to view the imported personnel information.
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batch import employees

note ; Please check the file name. If the file name contains Chinese, it will cause t
he file to display abnormally in UNIX and LINX systems. Supporied upload format
5 xls, xIsx; the form must be filled out in a template format and the columns canno

t be modified; the first line of the form is the column name.

Download template : Employee information import template

*Me: Upioad Excel file

Repeat processing : @ Cover existed employees
Skip existed employees

Cancel

How to start import

® Overwrite existing employees: Import the file twice or more, and the duplicate emplo
yee information will be overwritten

® Skip existing employees: duplicate employees, the employee information imported
for the second time will be skipped

Import failure exception description

® The content or format of the uploaded excel file is wrong and does not meet the
template specifications. Click to start importing, and it will directly prompt "File uploa

d error”

Page 92 of 209



4.1.3. Import portraits in batches

Operation steps: In [Employee List], click the "Batch Import-Photo Information” b
utton to enter the batch import portrait pop-up window

In the first step, click "Select File Compressed Package" to open the window for s
electing a folder and select the file to upload;

The second step, click "Start Import”,

batch import employee’s photes X

nole : The naming of the porirait file needs (o comespond 10 1he personne! 10, and

Description of portrait import rules:

® [Portrait file naming] The name of the portrait file needs to correspond to the persor
nel ID, and the corresponding portrait information can be viewed in the personnel lis
t after the upload is successful;

® [Format size limit] Only two file formats, jpg and png, are supported, and the file

size of each portrait must not exceed 500k. Files that do not meet the requirements

will be Not imported
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® [Portrait Limitation] The face needs to occupy more than 1/3 of the photo. Please
choose a frontal photo without a hat for the past three months. The portrait is clear
and the light is evenly received, so that the portrait cannot be used

Face recognition

® [Select folder to upload] After satisfying the above conditions, put the named portrai
photo in the designated folder, and select the folder to import;

Description of portrait import failure

® The file size of a picture does not meet the requirements, after modification, it can

be re-imported

4.1.4.take photo

Select the photo button on the right side of the [Employee Management] list, sel
ect the online device in the Bullet frame, and click Process to take a photo on the d

evice. After a few seconds, refresh the page to display the employee photo.
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4.1.5.Refresh employee information

Right-click in [Employee Management] and click the "Refresh" button to refresh al

| employee information in the list to the latest state.

4.1.6. View employees and editors

® View employees
You can click View in the operation bar at the end of the employee list to view

employee details, employee track, employee QR code, etc

> View details ,click to view details

Page 95 of 209



Person info

Face recognition avata

r.

PersonID: 10011
Name:

ID card/IC card:

Do you need attendanc yes
e:

Shiftto work:  Default

The group belonging t
o:

Expire time:

GE‘HdE‘f F female

Phone:
E-mail:

Birthday

Cancel

> View the track to view the corresponding traffic record of the employee
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nids i 2l
B Exporl ~
EFer e nane of e pers n lgenmy: Al v Entyiype Al v Grupname  Pleaase Cow THTIE Interval Star Daie = i Dite
Group na
Photo Name Identity i Temp Pass E\"De Device Mame Entry T\fpe Cand No Wear a mask Other Time.
me
Empioye
= 1 o 6.5 Fare recoanition WETATs in 2021-02-27 104126

Tatal 1 Toipaga - Pray n Nasxl Galo 1

> View the QR code. When a new employee is created, the corresponding QR ¢

ode is generated. Click View QR code to view the QR code information of the

employee

® Staff editor
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On the details page, edit the content to be modified. You can modify the basic i

nformation and photo information of the employee. After modifying the information,

click Save.

Employee - Modify

Dashboard Employee %

Person

* person ID 2356

jeam

Visitor
* name

ID card/iC card

Altendance
Do you need attendance () Disavlec

Pass
Face recognition avatar

Click upload image

* the group belonging to FITerT

expire time

phone

email

gender @ male female

4.1.7.Delete employees individually and in batches

@ Single delete
In [Employee List], after corresponding employee information, click the "Delete" b

utton on the right to delete the employee.

®batch deletion
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In [Employee List], select the employee information to be deleted in batches, and
click the "Delete" button next to "New" to delete these employees in batches.
Note: When an employee is deleted, the authorization of all devices of that perso

n will be cancelled accordingly

4.1.8.Employee group management

® New group

On the left side of [Employee List], first click to select the group name that need
s to add a subgroup, then click Add Group, fill in the group name, and click OK to ¢
reate a new group

® Add, rename and delete groups

Find the group name to be modified on the left side of [Employee List], right-clic
k, and select one of the new, rename and delete functions according to your needs t

o operate

Person Dashboard Employee Employee - Modity =

@ photo employee |D name

m 2356

- 12234 i
@
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Select personnel and click the Batch Group button to open the Batch Group page

to select a group, and you can modify the personnel group in batches.

Baich grouping

Group Lelonging to

4.1.9.Employee authorization

Steps :

The first step, after selecting the employees who need to be authorized, click th
e authorization button ;

The second step, is to select the authorization type in the pop-up window.

The third step is to select the devices that need to be authorized (multiple choic
es are available)

The fourth step, select the type of transit time, (choose to obtain from the pers
onnel information will be configured according to the transit time in the personnel d

etails)
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The fifth step, select the time period for the employee to pass (multiple time peri
ods can be selected, up to three) , If you don’ t fill it, you can pass

The sixth step at any time period of the day by default, and click Process.

authorize

“status: @ authorize deauthorize

* online device list : Please choose from list

Allow time period : FHEBE = E ik

The sixth step, you can view the information of the successfully authorized pers
onnel in the [Auth Record] of the general [Authorization] , or click the device name o

n the left to view the authorization information of all personnel on the device.
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The seventh step, you can check whether the authorization is successful in the [A

uth Status] of [Authorization].

Note: If an unregistered photo of a person is created on the device (mainly for d

rawing cartoons) and both a person created and a registered photo will be displayed

L.
Dastboard
= Empiayes Aulbenzatin fype &l - | T menw St T AT

i

Wissor
pes Sta e
&

Persar Hestnciadl st mpy i B b
A iotation Eumpiye nsherzatke Het .<. B
: ’ FrenE——— s i a@ o

+ Auith Fecor 2 Empy e Sz Nt synee o o
-
" ; Empityes auhorzat Nt symices o

Crty)

i

The eighth step, if the status shows that it is not synchronized at this time, you

can click the details on the right to view the reason for the failure of an employee's

authorization.

Note: You need to make corresponding changes based on the error message for

the retry button to work
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ALThS e Al

PErson numaer Device name Status Emor message Cperation

13233 WEMLEE Authorizaton failed Device 15 not anbine

4.1.10.Employee information export

Click [Employee Staff] on the page to export all staff information on the current

page as excel files

Cashiboard Employee

= . & Nalsle - - Authonze Export pholo G i /
[ = coac JECTERRNMN & oo e s I e
b L P TP . n
Please input emplioyes IC

les

Number  Photo Empioyee D Mame Phone Emall Cperation
12 = o i\ 100895 Taka photo @ Deiss
» il

Totaf 1 10ipage Pray . Manl Ga to

Employee export

* Status: Partial export Export all

The exported excel format is:

a1 - B || hmployee 10 freguire 4l

.-l_A_l: 3 B | S i B _____E | e Ll L H i 1 |  — 1 L. L L L
4 | Ernuyee ID frequee] | Name (requires) DA o numie Gender {ronuied)  abe phane numbes Ml Sarthday Eniry dote Belongng 1o the goup D yois e Stien dance Alteniaecs shit
T
2| Mo Jadte Famals Yan Defauk;
LN
|
L)
71
8|
Ch
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4.1.11 Batch grouping

Batch edit selected groups of people

® Person

Wisitar w Empinyee groUp

Blackist L men

0§ Phcty
P authorization
1854
e ST AT
324508454
bt TN \
onkg 191 5
o3 1234567 B
1 IAEETH

Baich grouping

Group Lelonging to

Qperaton

....... & o

e o @ Doer W
won Do o

------ o o Mew
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4.1.12 . Move to the blacklist

On the employee list display page, you can set employees to blacklist users allowed,
but messages are sent to the receive mailbox, Note: After moving to the blacklist, all the

relevant attendance records of the current staff will be cleared.

Move to the blacklist user steps are listed below :

System

Single move to the blacklist: Click the [Move to the blacklist] of each employee, and

click the confirmation in the pop-up prompt box to move the employee to the blacklist

Batch move to the blacklist: select multiple employees, and then click [Move to the
blacklist] at the top of the display list to move the selected employees to the blacklist in

batch
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4.2 .Visitor management

The visitor list is used to manage employee information, such as viewing, adding,

editing, and deleting visitor information.

4.2.1.Add visitor information individually

Steps:

1) In [Visitor List], click the "New" button to enter the guest add page;

2) Fill in the person ID, name, gender, belonging group, mobile phone number, ID
number, etc., add the face recognition photo and click "Save" to complete the creatio

n of the visitor.
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L]

Dashboard

&)

Device

-

Person

System

Person Dashboard

Employee * name

1D card/C card

Visitor - Add ®

Support Chinese, English, numbers
Support numbers, letters, length 1~32 bits

Face (Pleas

recognition

avatar

gender

phone

purpose

come from

* Interviewee

name

car number

Number of

Click upload image
Suggested 480 * 640PX

© male female
Please input the phone number
Please input your purpose
F input your cor n
Please input interviewee name
Please input car number
Blease input the number of visitors

Instructions for uploading facial recognition photos

Upload from local

Click "Upload from Local" to open the local folder and select the jpg and png fa

ce photos in the folder

Remarks: portrait photo specifications

1. Please choose a frontal headless photo in the past three months with a clear

head and even light exposure;

2. The recommended size is 640 px * 480 px, and the size does not exceed 500k

b. Only jpg and png file formats are supported ;
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3. Faces need to account for more than 1/3 of the photo to avoid blurry photos,

wearing sunglasses, excessive beauty, and rotation of the avatar;

4.2.2.Refresh visitor information

Right-click in [Visit Management] and click the "Refresh" button to refresh all visit

or information in the list to the latest state.

4.2.3.Visitor details and editing

®Visitor details

In [Visitor List], find the visitor you want to view and click the name to enter the
details page to view specific visitor information.

® Guest edit

On the details page, edit the content to be modified. You can modify the basic i
nformation and photo information of the visitor. After modifying the information, clic

k Save
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Dashboard

System

= Organize
Device
Role
o
-+

Person User

®©

Altendance

System Setting

— System Info

Dashboard

* name

1D card/C card

Face

recognition

avatar

gender

phone

purpose

come from

* Interviewee

name

car number

Number of

Visitor x Visitor - Modify x
Hisjssjis
Support numbers, letters, length 1~32 bits

Click upload image

Sonpeatad AGN ® SADEY
uggested 4ol © oaliEs

female

Please input car number

4.2.4.Delete visitors individually and in batches

® Single delete

In [Visitor List], after corresponding visitor information, click the

n the right to delete the visitor.

® batch delete

"Delete" button o
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In [Visitor List], select the visitor information to be deleted in batches, and click t
he "Delete" button next to "New" to delete these visitors in batches.
Note: When the visitor is deleted, the authorization of all devices of the person

will be cancelled accordingly

4.2.5.Visitor authorization

It is basically the same as the steps for employees to collect, please refer to 4.1.9

[Employee Authorization]

4.2.6 . Move to blacklist

On the visitor list display page, visitors can be set to a blacklist. Blacklisted users
are allowed to pass, but emails will be sent to the receiving mailbox. The steps to m

ove to blacklist users are as follows :

Move to the blacklist individually: Click [Move to Blacklist] in the operation bar of each

visitor, and click OK in the pop-up prompt box to move the visitor to the blacklist
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Move to the blacklist in batches: Select multiple visitors and click [Move to Blacklist] at

the top of the display list to move the selected visitors to the blacklist in batches.

Phato MName Phone Purposs Come fram Interviewes Status Opesatian
Jad ermanently effectre B hove 16 resticted Jis &
———)

4.2.7. Visitor QR Code

The purpose of the visitor's QR code is: the host adds a visitor to the system an
d authorizes it to the device, uses a QR code generator to generate a QR code from
a link, and then provides the QR code to the visitor, and the visitor scans the code t
o fill in the ID After verifying the visitor' s information, the visitor’ s exclusive QR co
de is generated, and the visitor can pass through this exclusive QR code on the devi
ce.
» O Step 1: Add visitors and authorize them to the device. For how to add visit
ors, please read 4.2.1 Adding Visitor Information and 4.2.5 Visitor Authorizatio
n
» 0O Step 2: Use a QR code generator to generate a QR code with the link. (The
QR code generator can be searched on Google or Baidu, no tools are provide

d here), this link is:

IP/domain name: port+"/qrcode/IdentifyCheck.html ? lang="+language (ch, es, en, ko)

Here IP/domain name: port is the IP/domain name: port displayed by the system
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browser address at this time,

lang is the language, ch is Chinese, es is Spanish, en is English, ko is Korean,

For example, link 192.168.1.28:9000/grcode/IdentifyCheck.html ? lang=ch, use this link
to generate a QR code with a QR code generator. (The QR code generator can be se
arched on Google or Baidu, no tools are provided here)

> 0O Send this QR code to the visitor, and the visitor will scan the QR code and

enter the ID verification information. If they are consistent, an exclusive QR co
de will be generated. The visitor can use the QR code to pass (the visitor' s
mobile phone and server require In a local area network).

Note: If the LAN version is used, the guest mobile phone needs to be in the sa

me LAN as the computer, and there is no restriction on the cloud.

4.2.8 . Batch import of visitor information

Operation steps: in [visitor List], click "Import-> Batch Import Visitors" button to enter
the batch information import pop-up

1) The first step, click "Visitor Template" to download the excel template file to the
computer with the file name " Visitor Template. xlIs", then batch in visitor information;

Note: Date format is like : 2019/6/6,2019/12/21

2) Inthe second step, click "Upload Excel file", select the excel file that has filled in the
employee information, the file uploaded successfully, display the successful upload status,
and display the name of the file ;

3) Inthe third step, click "Start Import", prompt after import completion "to
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successfully import the personnel information”; after completing the import, return to

[Personnel List] to view the imported personnel information.

Baich import visitor

Mole + Flegrie chick the M s

Description of how the import begins

® Overcover existing visitors: import files, duplicate employee information will be
blocked

® Skip Existing visitor: Repeat employee, second imported employee information will
be skipped

Import failed exception description

® The uploaded excel file content or format does not meet the template specification.

Click to start import and directly prompt "Upload file error”

4.2.9 . Batch import of photo information

Operation steps: In [visitor List], click the "Batch Import-Photo Information" button to

enter the batch import photo pop-up

The first step, click "Upload ZIP Package", open the selection folder window, select the
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file upload;

The second step, click on Start Import.

Baich impert photo

Mote : The mame of the phota mest comespond 1o the person I, The uploaded 2

3 M stioules Srectly compriess i pholo and cannot contain nestsd fodens

Portrait import rules description:

e [Portrait file naming] The naming of the portrait file needs to correspond to the visitor
number. After uploading successfully, you can view the corresponding personnel portrait
information in the personnel list ;

®[Format Size Limit] Only jpg and png file formats are supported and files with each
portrait file size must not exceed 500k, will not be imported ;

®[Portrait Limit] The face should account for more than 1 / 3 of the photos. Please
choose the front bareheaded photo in the past three months, with a clear head and
uniform light, to avoid the head picture can not be used for face recognition ;

®[Select Folder to upload] After meeting the above conditions, put the named portrait
photos in the specified folder, and select the folder for import;

Portrait import failure description

e A picture file size does not meet the requirements, after modified, can be reimported
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4.2.10 Visitors' QR code export

Export the QR code generated by the visitor ID, which can be used to scan the code

for identification.

‘ Dashboard Visitor
Dashboard

B

Delete H & Authorize H Bl Move to restricted list

i Visitor name

@ Photo Name Phone

Qrcode ‘

Purpose Come from Inten

0.00¢
-
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4.3.Blacklist

PerSD n Dashboard
Dashboard
Device
Visitor
Please i
Phot

©
Attendance

Authorization P

System

feame phane remark

When creating a new blacklist, you need to select the type of access (no access,

access warning). After setting to prohibit access, the blacklist will not be allowed to p
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ass. After setting the access warning, the blacklisted person will be allowed to pass b
ut will send a warning email to the recipient. mailbox. Create as shown in the figure

below:

Dashboard Blacklist - Index = Blacklist - Add ®

* Name

1D card/IC card

Face
recognition
avatar
Click upload image
Suggested 480 * 640PX
Gender @ sale Female

Phone

Please input the phone numbe

* Pass type

Remark

Pass waming

Scamcome | =<

After creating a new blacklist user, you need to authorize to the device. If the ac
cess type is [Access Warning], you need to set the sending and receiving email addre

sses of the alarm. Please read the following for the specific operation steps.
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In System->Alarm Settings, after turning on the blacklist alarm switch, the system
will automatically send emails to the recipient mailbox for the blacklisted personnel.
Note: You need to turn on the mail service settings first, please refer to [7.6 Mail Ser

vice Settings]

@ System Dashboard Alarm %
Dashboard
; Temperature alarm switch: Disabled
g Organize 2 a»
Device -
blackList alarm switch: ) Enabled
Role i (
)
-+
Person User Notification language Chinese \ v
© .
System Setting
Attendance Notification email settings
i Alarm
-
Pass )
Mail
-
LT
Config System Info

4.4. Palmprint management

Palmprint management is used to manage the palmprint information of employees
and visitors. You can view the palmprint input, collect, distribute, and clear the palmprint

of employees. ( Support for palmprint versions above v1.41.6.4 )
4.4.1. Palmprint list

Click personnel > palmprint management to display the palmprint list page to view the

palmprint entry of employees and visitors
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4.4.2. Palmprint collection

Click the operation type acquisition button in the palmprint list, pop up the palmprint

collection page, select online equipment, click the processing button to collect palmprint

on the device

Collect

Cinlire device st
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4.4.3. Palmprint synchronization

Click the [synchronize] button to pop up the [palmprint synchronization] page. After
selecting [issue] and [online device], click [process] to synchronize the palmprint
information of personnel to the device, and select [clear] to clear the palmprint

information of corresponding personnel on the device

Synchraized

* Dhfilies Gevice st

4.5. Fingerprint management

Fingerprint management is used to manage the fingerprint information of employees
and visitors, can check the fingerprint entry status, collect, issue, and clear the fingerprints

of the personnel. ( Fingerprint version device support)
4.5.1. Fingerprint list

Click People -> Fingerprint Management to display the fingerprint list page, and you can

view the fingerprint entry status of employees and visitors.
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4.5.2. Fingerprint download

Select a person and click the fingerprint download button, and the fingerprint download

page will pop up to select an online device, and click the process button to download the

fingerprint information of the corresponding person on the device.

Person

i r 0

Misitar .
mul prern Nam ﬂ PersonType. Al v FogersamE: Al

Blackist

Palm

Authorization
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4.5.3. Fingerprint synchronization

Click the [Sync] button to pop up the [Fingerprint Synchronization] page, select
[Download] and [Online Device], click [Process] to synchronize the fingerprint information
of the person to the device, select [Clear] to clear the fingerprint of the corresponding

person on the device information.

Synchraized

4.5.4 Fingerprint removal

Click the fingerprint clear button in the fingerprint list to clear the relevant fingerprint

information of the corresponding person on the selected device.
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5.Attendance Management

[Attendance Management] The module is used to customize attendance rules, que
ry and export all personnel's attendance records, attendance statistics and working ho
urs statistics. If a company needs to use the attendance system, and want to display
the calculated attendance, the following points must be ensured:

A: The attendance shift is set in the system

B: Personnel information opens the attendance and selects the attendance shift [s
elect the shift in the personnel information]

The data source on which time attendance is based and the device's pass record.
If you have two devices for attendance check-in, set the access type of one device to

" n

in", only use for work check-in, and set the access type of the other device to " "“O

n

ut” is only used for clocking in after get off work, and the calculated attendance da
ta will be more accurate. If there is only one device used for attendance clocking, yo

u need to set the device access type to "no type", that is, the access/access type. Th

e access type is a device feature, please modify the settings on the device details pa

ge.
5.1.Attendance rules

Take Care : If the system is needed to count the company's attendance, please open
the system every day and ensure communication with the attendance equipment (i. e., the
network is smooth and the personnel identification records from the attendance

equipment). If the system is not opened for a long time, the attendance cannot be counted
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correctly counted.

5.1.1.Period Setting

The main information contained in the Period includes: Period name, Period segm
ent (working time ~ working time), overtime rules, etc. The page of shift segment dis
play is as shown below. Click the delete icon at the end of each column on the page
of Period segment display to delete the Period information of this column.Select the

box in front of multiple columns to delete the selected Period information.

> Click the “create” button at the top of the page ,create period setting pa

ge can be opened.

Pennd se COmmute onee 3 ity Commute wice 3 day Carmiute e lnes a day

Qwertime rules Work day work fours Tull o + Houwrs, Leave work ale 1800 s work day overtime

Holday T estival work hours full: 0 t Flnute, And s1ar work earlier D300 Leave work 1aie 18:00 Is Qverime

® Name :
1) Custom input Chinese, English and Numbers

® Period Setting :
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In the shift setting, you can choose several times a day for commuting, up to thr
ee times a day, the first commuting time is shift 1, the second is shift two, and the t
hird is shift three. By default, you need to check in and calculate attendance every ti
me you go to and from get off work. The commuting time should be set in chronol

ogical order, as shown in the following figure:

Dashboard Shift * Shift - Add
* Name
Period set Commute once a day Commute twice a day

The first time: Working hours: 09:00 Off work time 18:00
The second time: Warking hours: 18:00 Off work time: 22:00
The third time: Working hours 23:00 Off work time 02:00
Late at work 0 +  minutes is not considered late. Early at work 0 +  minutes is not considered early

Overtime rules Work day work hours full 0 +  Hours Leave work late 18:00 is work day overtime

Holiday/Festival work hours full: 0 +  Minute, And start work earlier 09:00 Leave work late 18:00 is overti
Is default Yes onN

® Overtime Rules

1) You can manually enter/select the time required for working overtime and the time
point of leaving the office;

2 )You can manually enter the required overtime hours of general holidays and holidays
as well as the on-off/off-hours;

» Click the work time name information (blue font) to display and modify th
e detailed information in that shift, as shown in the figure below, the detailed inf
ormation of the dayShift (example) can be modified on this page, click save to re

direct to the shift display page.
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Diashboard Shift Shift - Modify

* Name Defaull

Period Se Commite twice a day Commute three times a day
The Tirst lime. Working hours. 0g00 O WOk time: 18.00
Laie at wark 15 t minutes is not considered laie. Early at work  — 15 minutes 1s not considered eany.
Qvertime nules Waork day work howrs full  — g +  Hours Leave work lale 18:00 is work day overtime
Holiday/Festival wark hours full: 380 +  Minute, And start work earier 0500 Leave work fat= 18:00 15 overtime

Is default @ Yes No

5.1.2.Festival Setting

Click the delete icon in the operation to delete the current holiday. Select the bo
x in front of multiple columns to delete the selected holiday information.The followin

g picture shows the display page for the holiday setting:

Stan & Finish Date Resmark e

» Click the "Create" button at the top of the page to open the page of new

Festival Settings;
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Create

* Festival Nmae:

Start & Finish Date: L starnt time = end time

Remark:

> Click the column of festival name (blue font) to display and modify the det
ailed information of the festival , as shown in the picture below. The detailed info
rmation of Christmas (example) can be modified on this page. Click save to modif

y and jump to the festival display page successfully.

Details

Festival Nmae: Christmas

Start & Finish Date: 2020-12-25 - 2020-12-26

5.1.3.Holiday Setting

In the general holiday setting, you can customize the time of various general holi
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days by clicking the “Create” button, click the delete icon in the operation to delete
the current general holidays, select the box in front of multiple columns, and delete t
he selected information of multiple general holidays.The following figure shows the di

splay page for the general holiday setting:

m Croatn i Detele

Hokday Name Rest Day Hanie

Sotursay Fus Oy Suncay Fus Oy —

> Click the "Create" button at the top of the page to open the new holiday

setting page;

Create

* Holiday Name:

Rest Day: Mon Full Day
Tues Full Day
Wed Full Day
Thurs Full Day

Fri  Full Day

Sat Full Day

Sun  Full Day

o | e |

> Rest Day : Single or multiple choices from Monday to Sunday are available for
custom defined weekly fixed rest days

» Click the holiday name (blue font), the detailed information in the holiday
can be displayed and modified, as shown in the figure below (for example), can b

e modified on this page, click save to modify the successful jump to the holiday
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display page.

Details

Holiday Name: weekend

Rest Day: hMon Full Day
Tues Full Day
Wed Full Day
Thurs Full Day
Fri Full Day
Sat Full Day

sun  Full Day

5.1.4.Configuration

Attendance configuration is used to set employee's hourly salary, daily salary, pub
lic holiday salary multiples, holiday salary multiples, etc. The salary in 5.4 [Working H
ours Statistics] is calculated based on the salary in the attendance configuration. The
attendance configuration page is shown below:

Note: The attendance configuration in the system is empty by default, and the sa
lary is not calculated by default in the working hours statistics section. After editing a
nd adding hourly wages, daily wages and other data on this page, click Save, and 5.4

[Working Hours] will calculate the salary. [Working Hours] For details, please refer to

catalog 5.4.
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Attendance Dashboard Working hours ~ x Configuration
Dashboard

B Rule I *Hourly Salary: = — 0.00 =
Device

- Shift
- * Daily Salary: | — 0 +
s - Festival

®© < Holaay * Holiday Salary Multiple: =~ — 0.0 +
+ tendance + Configuration

— Record * Festival Salary Multiple: ~ — 0.0 -

Statistics i
o
Config Working hours

5.1.5 . Schedule setting

The shift scheduling setting is used to set the daily attendance shifts of employe
es. To use this setting, you need to select attendance when creating employees. The
shift scheduling setting list displays the current month's shift scheduling by default. A
fter setting public holidays and festival days, the word off will be displayed in the cor

responding date column

Page 131 of 209



ﬂ Attendance Ciashboarnd Shift sefting # Employes ® Empioyes - Add
Dashboard
E Riila -~ ] |
Dieviice
- Shift
» 0
-
P - Festival
= Holiday I
P Sa— Maith
- - Configuration
Oparat]
# Name s} ouThur 02iFn oS 04/5un 0s/Man DEITuEs 077vied UBIThUr  D¥FR 10rsat 1isSun 2
1
Pass = Y = o i P g PRI Sl =
. - Unsched  Unsched  Unsched  Unsched  Unsched  Unsched  Unsched  Unsched  Unsched  Unsched  UNSChed g oo
Racord 123 000 B e
e uled uted uled uied ulza uled ulza uied uizd uled uled :
w
Config Statistics
ol 1 1Digage (=% Gown 1

Working Hours
Syslem

Presence Statistcs

Ask For Leave

Set shift: click New button to open the new shift setting, select employee or emp
loyee group (selecting employee group will schedule all employees in the group), wor
k shift and shift date (multiple choices are allowed), and then click Save button to se
t employee shift. After setting, employee attendance will be analyzed according to th
e shift rules, If there is no shift arrangement, it will be analyzed according to the atte

ndance shift selected when the employee is created
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Create

* Choose & type : Fersonns sslechion Group selection

* ‘Shift 1o work :

" Date :

Delete shift information: click the delete button in the figure to reset the shift arr
angement of the month selected by the employee, and reset the shift arrangement o

f the current month by default

! | Attendance Dachboard Shift selling Employee Empioyee - Add
yshboa
B Rule . @ Create B Delgie O import ~ K&
= Shift
2 B t b ault, srd a o I Trar
P . Fa 1 1 the parsonnel it zaleulats 4
@ = Holiday
Employes ILVEmloy2E mama n Ronlh Pease select morth
e = Gonfiguration
Cperali
= « Shift sefing Name D OWThur  DZFR DWSat 04/Sun 05fMon 06Tues  O7AMed O&Thur  DFn 1sa 11/5un
Pass
;i Unsched | Unsched | Unsched  Unsched  Unsched  Unsched | Unsched  Unsched  Unsched  Unsched  UNSCRed g paie
Record 123 00 o
ﬁ uwed wied UFza uled uled uied upzd uled wied uled ubed
Canfig Statistics
Total 1 1page v Prey n (LR Goko 1
Q‘ Working Hours
System

Presence Statistics

Ask For Leave

Import: import employee scheduling settings through Excel

Steps: 1. Download the template and fill in the employee name, employee ID (re
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quired) and shift information

2.To import the shift schedule, click excel last time, select the completed e

xcel sheet, and then click Import.

Attendance

Rule ~

- Shit

+ Festival

« Haliday

+ Caonfiguration
+ Shifi s2ting

Record

Statistics

‘Working Hours  +

Prasence Statistics

Ask For Leave

Dashboard

o o I

Shift sefting A

Employee B

ampiaie dowrdnad

Shin sehiedule [mpodt

T QZFn 0sa
Linsehed Linsched Unsched
uhed ulad uled

Template
* Antach personinfia Notfing

*Menth :

Employee - Add ®

miation of the current mond
J
et inodith
Q4/Sun oaMen
Unsched  Unsched
wled wled

Export by group

.I-:FK“:EI m

05/Tues

Unsihed
ukad

O7wed

Ursehed

bled

O/ Thur

Unzched
uled
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en o the atlsndznce sehect
Operai
=] 1vsat 1175un
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L T

i ovd v -1
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40 1 1
41 I

HER + .

Import

*Repealdeal | @ Cover exisied employees

* File: Upload Excei file

5.2.Attendance Record(Save for 120 days by default)
5.2.1. Attendance record list

[Attendance Record] module includes the attendance record of corresponding emplo
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yees by time period, grouping query and employee name query, and the list file of e
xported query results is downloaded to the local. The attendance record display page

is shown in the figure below.

R . * - a e . o 1 i a A -H o]
Tevice
st
A m Time intesval Start Dale End Date Sths M

Stalstics
Group nay al g b
Working hours
s ¥ 0
A Statistics of absaniaa:
— Stabstics of absanles s B A
Pass
m o~
LT
oty B A
q i B Aooessioe
Symom
n
m o~
141 B~

® Date of Attendance

1) The date of attendance record before the current date (excluding the current date)
is displayed by default;

® First Punch/Last Punch

1) The employee's first opening time of the day is displayed in the first punch, and
the employee's last punch of the day is recorded in the last punch. If the employee

does not punch on the day, no data will be displayed.

Time intenval

Empicyee Name Group Namg DCiate af Allendance First Punch Last Punch Stams OverTime{h)
Jads prodict group 2020-08-10 0

(4141 technical group 2020-08-10 2020-08-10 05 0000 2020-08-10 21 1500

dix [pradiect group Absen 1

Jade product group Absenc: 0

Iy technical group 2020-08-11 1214 58 2020-08-11 12°15:32 Absence 0

dix product group \bsen 0
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® Status
1) If the employees clock in and out of the office on the same day, the status bar
will show “full attendance” .
2) If multiple shifts are set up, for example, the working time of shift one is 08:0
0, if it is late, the status bar will display as late for shift one; the same for shift two
and three
3) If multiple shifts are set, such as the departure time of the shift is 12:00, if lea
ving early, the status bar will display as leaving early; the same is true for the second
shift and the third shift
4) If the employee is absent from work in a shift (such as being late and leaving
early, it is also regarded as absent), the absence of shift in the status bar will be dis
played, and the absence of other shifts is the same;
5) If the employee has to work overtime on that day, the status bar will display the
“overtime” work on that day.
6 ) If the date falls within the scope of festival or holiday, the status will display "festiva
/holiday overtime";
7)) If the employee has to work overtime on festival/holiday, the status bar will show
“festival/holiday overtime” ;
8 ) If multiple marker conditions are met on the same day, the status bar will display

multiple states.
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Time interval stan date end dale stalis Al

Emploves Name Group Name Date of Attendancs First Punch Last Punch Slalus CverTima(ny operating

Jade test 2020-08-11 Shil one sbéence  Shi huo sbsancs K Ancess datais
ade test 20620-09-12 2020-09-12 DB 4642 2020-09-12 17:46:102 & i B Access defadls

Totai 2 10ipage . Ry m Xt Gon

® export

1) Click the “export” button to download the staff attendance record form file contai

ning the current query page to the local;

5.2.2.Attendance Analysis

Click the [Attendance Analysis] button on the attendance record list page to selec

t a time period to analyze the attendance at that time

Time Interval Start Date - End Date Stams Al v
Employes name Group name Diate of atendance First punch Last punch Siatus Crver ime(h) Operating
sl 2020-10-01 2020-10-01 09:00:00 hift nne ahsznce 0 B Access detis
Itahhh 2020-10-01 Sh Wi ance (s} B Access datais
jade fesl 2020-10-01 Shift o abaanos 0 B Access delais
leg 2020-10-01 Shift one absance [ B Access dolais
ftarhin F20-10 [ B Eg
jade | [ W A %
ldg B Access o
E= 355 020-1 02 oo 2020-10-15 1 0 m B Access o
Total 8 ihipage - Go 1

1) The time interval can be selected to recalculate and analyze the traffic record of

this time period to get a new attendance record.
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Attendance Analysis

* Start Date:

* End Date:

5.2.3.Attendance Add-in Card

Click the [Add-in Card] button on the attendance record list page to replenish th

e card for the forgotten employee.

Dashboard Attendance Record
1esl
Presase e e Staf's nams n Tame itesval SatDate - EndDale Stas Al
Employee name Group name Diate of afendance First punch Last punch Sfatis Over tme(h) Operating
EF 2020-10-01 2020-10-07 05:00:00 SNl anee Absonce (4] B Access etals
ughti 2020-10-01 i) ove iwerice *] B Acosss et
|ate st 2020-10-01 Sne en absence (4] B Accmss detai
idgq 2020-10-01 it ane absence o B Acoss deies
Lighitih 2020-10-15 Shift one ahsence o I Ancess oetais
jade &sl 2020-10-1% Eihifl ore ahsince o W Adcess delais
idg 2020-10-15 o B Access detany
ZFE 2001015 2020-10-1502.00.00 20301015 183100 S nns Wl ATRAURNCE ey owplime am B Access cetans
Tetal 8 10ipage  ~ Pray Mot Gato 1

On the card replacement page, you need to select the add-in card employee, add-i
n card type (punch in,punch out), and the add-in card time. After clicking the submit

button, the attendance record list will display the new attendance record after add-in
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card. As shown below:

Add-in Card
= Emp!oyee: Please choose from list
* Add-in Card - Type: Punch in Punch out

= Add-in Card - Time:

5.3.Attendance Statistics

[ Attendance Statistics] module includes data statistics of normal/abnormal attendanc

e of employees in all time/specified time and overtime hours of working days/public

. .
holidays/holidays;
I
1T Qroups Flaass enter the smpioyes s nams n Time interval SIAr mate - end date Expint
product group
Stal Name GI’OUDG o Nomnal Late Earnly Absentesism WorkDays Cvertima(hy Holidays Ovestima) Feslivaie Cvertime(h)
technical group
Jade product g|r|u|| 10086 n 0 [+]
Idg technical LiLETH Heeiie] 1 1] [} 1 3
aix productgroup 10096 0 0 [} z 3
T3 ipege - Prey n Medt | Gat | 4

® Staff Group

1) In the employee grouping list, the group name and grouping information are the
same as the grouping data in the [Employee List]. The data changes in the employee
list are synchronized in real time. After selecting all groups, the attendance statistics

of all employees will be displayed on the right side. Click the sub After grouping, onl
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y the employee attendance statistics in the sub-group will be displayed;

® Normal, late\early Absenteeism

1) By default, it is selected to display the statistical data of the month before the quen
date, which respectively display the employees' normal days, late arrivals, early depart
ures, and absences. If there is no record of the corresponding status within the query
time range, it will be displayed as O0;

® workDays OverTime(h) . holidays OverTime(h), festival OverTime(h)

1) By default, the statistical data of the month before the query date is selected
to display the accumulated overtime hours of employees working overtime on workin
g days/public holidays/holidays. If there is no record of the corresponding status with
in the query time range, it will not be displayed;

® Export

1) Click the export button to download the employee attendance record form file

containing the current query page to the local;

5.4.Working hours

Working hours statistics is to calculate the working hours of the employee today (dail
y statistics) and this month (monthly statistics) based on the employee's entry time a
nd exit time, and can calculate the salary. The location of working hours statistics is s

hown in the figure below:
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Aﬂendanﬂe Dashboard

Dashboard
& Rule " '
Device
- Record _
-+ * Holiday !
Person .
Statistics

* Festival !

orking Hours A~

« Daily Siatistics

« Monthly statistics

Presence Statistics

Ask For Leave

The working hours statistics page specifically displays the employee ID, name, and
working hours (the cumulative working hours of the month are displayed by default) as

shown in the figure below:

Emplayee 1d Emplayes name ‘Working hours (hours} Salary

DOperating

10086 Jane 240
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» 0O Working hours: By default, the accumulated working hours of employees in the

current month are displayed

» 0O Query: Under the [Export] button on the displayed page, you can enter the em

ployee’ s name and select the month in the search bar to query working hours

> 0O Salary: The system default salary is empty, and the salary will be calculated afte

r setting [Attendance Configuration]. For details, see 5.1.4 [Attendance Configuratio

n].

( Set according to the actual situation, the following figure is just an example):

]

Dashboard

-

Device

o
-+

Prmnn

Attendance Cashboard Configuration
Rule ~ * Hourly Salary:
- Shift
* Holiday Salary Multiple:
- Festival
= Holiday

Record

Statistics

Working Hours  ~

- Daily Statistics

The salary in the working hours statistics is:

* Festival Salary Muttiple:

0.00 +

0.0 +
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» 0O Details: Click on the details in the working hours statistics list to see the emplo
yee' s working hours details for the month, showing the employee’ s starting tim
e, ending time, and working hours per day (minutes) in the month, as shown in t

he figure below :

5.5.Presence statistics

The position of the statistics part is as follows :
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o .
‘ Attendance Dashboard Presence stafistics i £
Dashboard

ﬂ Rule NG Staff groups Employee ex

Device
- Record -
- Time interval
Statistics

It

Working hours

- Presence statisties

= Presence stafisticy

5.5.1.Absence statistics

Absence statistics refers to the number of employees who are not present until a
certain time, and displays general basic information of the employees. If there is a pa
ss record, the time when the employee is out will be displayed. The display page is s

hown below :
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> O Personnel export: Click the [personnel export] button at the top of the list to export
the persons who are not present in excel file format.

» 0O Time interval: select the end time. For example, 2020-10-30 12:00: 00, the list will sho
w employees who are not present as of 2020-10-30 12:00: 00. If no time is selected, the

default is the current day.

5.5.2.Statistics of people present

Corresponding to the staff who are not present in 5.5.1, the statistics here are th

e staff who are present up to a certain time, so I will not repeat them here.
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5.6 . Ask for leave

Cashboard

Attendance
Dashboard
E Rule s v Staff gro
Device
Record BES
o Y
Statistics

DooC

Working hours
g

Presence stafisties

Ask for leave

The leave management part is for employees. If you select the employee to creat
e a new leave request on this page, the employee’ s attendance status on the day o
f leave will be displayed as: "leave".

The display page is as follows :
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Flease enter employes numbenna Manin 1 Flease seiect manin
[0} Groups Siaff name Event type Start time End Time Sialus Cause Remarks Crperation
985 00000 heheheh Business rip 2020-12-05 2000-12-12 Passed B Delete
Fersonal leav
185 YYYN duan 2020-12-04 202012412 Passed @ Deleis

e

Tolal 2 10page - Prav n Mt Gato

» 0O New: Click the [New] button at the top of the page, and a window for crea

ting a new leave message will pop up. Fill in the corresponding information, c

lick the [Save] button below, the new creation is successful.

Create

* Person: Please choose from list

*Type: @ Askiorleave Business trip

*Subtype: @ Personal leave Sick leave

= Start & Finish date: E Start Time - End Time

Remark:

Cancel

> 0O Modify: Click on the employee name column (blue font) to view the employ
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ee’ s leave details and modify the leave information.

Details
Person: 986 heheheh

Type : Ask for leave © Business trip

Start & Finish date: — 2020-12-05 = 2020-12-12

Remark:

» 0O Delete: Select the check box in front of each column and click the [Delete]
button at the top to delete the selected leave information, or click the delete

icon behind each column to delete the leave information in the column.

B Create fi Delete l
Pleass enter empluyee numberng n Mondh Please select month

13} Groups Elall namea Event type Start lhme End Tirme Slatus Cause Remarks Crpiaration
985 000 heheheh Business ip  2020-12-09 2020-12-12 Passed
Persanal leay
T8 WYY dizan 2020-12-04 20201212 Fassed & Delela
2
Total 2 10ipage -~ Pray n Mant Goto 1
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6.Pass management

Note: there is no traffic record after the device login, please check the device

settings-> callback configuration set the device callback address.

6.1.Pass record

Delete the traffic record: Delete the selected record

T

8o 7
- [B-R=] L]
{§° ¢

K

je o gl
L

View all the identification records on the device, through device grouping and de
vice filtering. The data body temperature value is greater than or equal to the [Abnor
mal temperature judgment value] of the temperature measurement parameter configu

ration in red font, and less than green font;

Page 150 of 209



Pass record export: Click the pass record [Export] button on the page to export the

existing pass records in the system to the computer in excel file format.

pheia Hare dentity rmperalure P type device name Eniry type Creatian lime

The following figure is the content of the exported excel file

B g n E r a n | 3 3 ! '] ] o P a E s
pus
Hwin

deves asis e Pass iy - Tewad tse (=2 IE G Famas 3

g tmdpmeidivw  EMCRMBRSUIET4I?  Fan imompiee L

AR At e m e

SE3

EEEEN
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6s refresh of the pass record: When someone passes through the online device of the
system and the pass record is generated, the newly generated pass record can be
refreshed manually. Turn on the 6s refresh switch on the page to refresh it manually, the

pass record will be refreshed every 6s

Additional information bar click to view: click the view button in the additional

information bar to view the IC card, ID card, QR code and other content information.

-
2
§
B
®

Device Mame Eniry Type Cant Mg Wear & magk Cner T

u
1
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Details

Basic information of personnel

First name : \ -Tf'

Last name : N
Birthday : 19%

Rehabilitation information

Recovered disease or pathogen : COVIl
Date of first positive test result : 2021-04

Start time of the certificate validity penod : 2021
End time of certificate validity period : 2021-
Certificate issuing authonty : Ministero ¢
Country : IT

Certificate unigue identification ; 011T2DD286273907
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6.2.Capture record

f
‘ F}ass Dashboard Visi
Dashboard

=] Pass Record Device Name Al

Device
Capture Record

©

ﬂl‘l'll.nnri.-::l nirs

-
-
Pass =
EEE
ap
|

The snapshot record shows the face photos captured by the device. This page on
ly displays the captured photos, the device that captured the photos, and the capture
time. You can query the captured photos by device name or time period. The specific

page is shown below:
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Pass Moniter

M Access confral

6.3.Pass monitor

The monitoring board is divided into smart board and temperature board. The s
mart billboard displays the graphical information of people entering and exiting the s
ystem today and in the past seven days, and the temperature billboard displays the

graphical information related to temperature.

Page 155 of 209



Dashboard

G

| ]
-+

Person

Q)

Attendance

LT
Config

o

System

Pass

Pass Record

Capture Record

Fass Monitor

= Pass Monitor

« Temp Monitor

6.3.1.Pass Monitor

Fa

Dashboard

Tempern

Bia

Cuestion

After

Mot

This page displays the graphical information of people entering and leaving the

system today and in the past seven days, as shown in the following figure:

Page 156 of 209



| Comeomnnn Intelligent temperature monitoring

08-10

Seven days In/out Today Pass Statistics
-

p— — —
/ ™ ' ."{/ Y b
f f \
Employee l‘ Visitor k L—‘-lmger) Total High
Temperature
\ \ 4 \
LA N0/ \o 1

P . o 0

Recent Pass

Todays infout statistics

" imployee In

6.3.2 . Temp Monitor

This billboard displays graphical information related to temperature, as shown in t

he figure below :

Temperature Normal " Abnorma All exceptions
measurement today
Toual: 53 Person umes: o1 T ot 0 Perse 4 Total: O Person tmes [Dems]

The last 7 days epidemic icon
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6.4 .Access control

Access control management mainly sets the pass time of the device. The default pass
is all day, and a maximum of three time periods can be added in a day. After the device

is configured with access control rules, access is prohibited outside the time period.

6.4.1 .Holiday management

This module mainly sets the access control management holiday dates, and can c

onfigure the holiday travel time in the access control rules

After clicking the new button, open the new page and select the holiday name (r

equired) holiday type (required) start and end date (required) After remarks, click the

save button to create a new access control holiday
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* Festrval mame =

* Hooday ype :

= Siarl & Finsh date

AEnar

Click the corresponding holiday name in the type to open the holiday details pag

e and modify the details

Datails
Festival name © &3

Hooday oype T @ Type O

Slar & Finish tate 20240401

Amna

Click the delete button to delete
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Pass L]
D Pass Record
L
Caplura Record
Hame Headay Type S1an & Fintes date — —
Parsm Pass Monmor - S B
] -
prsnneees  Access confrol -~ _
—_
Access ik
w + Auiforization
Coosg
Syaein

6.4.2 .Access control rules

Set the passable time period for the specified week or holiday type, and up to 3

time periods can be set in a day

pags Daaknoarg Access mike
(=] Pass Record a
t
Caplura Record ﬂ
Bl o honitor
Aule Enabie device Create Time Cperanng
(L)
PO 1:cccs control _ o thwrcalom [ Oei
B0
-h‘_ + Hihy W
= J— :
a ALtnonizass
. izasen Do ¥
Sysein

Click the New button to open the new access control rule page, fill in the rule n

ame (required), set the pass time period for the day of the week and the holiday typ
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e (after the holiday type is selected, all the corresponding types of time in the holida
y management will be set), do not select The default is all-day access, select 00:00-00:0

0 to prohibit all-day access, and add up to three time period settings in a day

Daarnoarn Access mike
L Pass
szt

s
=} Pass Racord Ruke
Do
Captura Record
- apkura Record >
o Fass Montor <
Arcess confrol -~
?
e
a ALtnonizas .
Coni .
J >
&
s >
° >
....... >
>
?
>

Click Rules in the access control rules list to open the details page, and you can

modify the rules

Pass Dasmbaarn Aeress i
£
| Pass Radond d
tiesvicy
Caplura Record
' =
Bl Fass Monifor
Aie Enatie device Create Time Cperatng
Access confrol -~ D R o=
3 + bah e
[
W oz
Ui ’
B
Sysem
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L Pass Daatooarg Access nike
* Ruke
(=] Pass Rocord =
Caplura Record Manday
-
i Pass Monitor
M Access confrol Tumstay
3 + Hehsay
P Wecnesoay
b + Aulhorizagon
v Trusstay
Sy ape Fo
Al
Swunday
Hediday
{cHiay
IS
Haliday3

Click the Authorize button

Click the Details button to open the rule details page

Mooy

To

To

™

To

to authorize or deauthorize the specified device

WOOWOWOWV VYV WYV WY

12221322

O0:00-2% 59

12EER

OF-45-1048

D0:00-23.59

DXC0-23.59

O000:23 59

OR-33 59

DOFCO-F3 55

OO0-2759
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Maneay -

ThEsogy

tnesiay

TSRy

Freay :

iy

Sumdy

Hosday 1

Heotesy

Hoatay :

6.4.3 .Authorization information

View the authorization status of access control rules

Pass

Pass Racord

Caplura Record

Pass Monitor

Arcess control

+ Hhsy

+ Acest

>

Daafnaan Habaay "

Autharzaton

ey«

Type

Uresynchecnize

N hranize

Cresticnnare synchionizaian

e senCivonizalion

e mynehmnizaio

nEE SYCIONZE

Upynchemnize

Cueslinnnse

hecnization

AmEhmia

0002349

121322

ar42.0.42

Q0002339

00002352

Ho0a-23 58

a00N-23 59

O000-25.59

2358

Detaib "

F2atus.

Syre hroedeation compheted

Sy Aonzal

compietsd

Sy hronzation complesed

Sy hioczatir =

compieted

£omp

Sy hmeizalon compisted

Sy hrsAzaton com pestad

Syr hmearalion compesed

campietad

T4 165616

0415

2ORTM-15 165673

65045

FO104-15 1542 40

210415 1B 4553

FORILAAE AR AT AT

P15 T2 ST

415 165017

D415 154852

ipags

Ciperation
[ E-=18
B Oeuin
Y

B Do

B Denn

w K2 e
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Dashboard

Pass

Pass Record

Caplura Record

e Fiiles DEvit s pame

Pass Monmor

s ®

Arcess confrol

+ by

¢ Access

Stans

Emer message

Page 164 of 209



7.System Management

7.1.0rganization Management

[Organization Management] The module is used to manage the internal organizati
onal structure of the enterprise and the management of enterprise user information.
The hierarchical relationship is created and managed by the system or the enterprise

administrator. The page is displayed as shown below:

» Create an organization

1) Only one top-level organization can exist in the system, and that organization has
the highest authority. The top-level organization can modify information, but cannot
delete and modify permissions;

2) Click the New button to fill in the content and complete the new organization

Page 165 of 209



Create

* Parent organize: Please Choose

* organize Name: Please enier a new organize name

organize No.: Please enter the organize No.
Principal: Please enter the name of Principal
Telephone: Please enter the telephone number
Please enter fax
organize Description::

Virtual: Yes O No

Cancel Save And Coniinue m

» Member management

Click "Member Management” in the operation of the displayed page to enter the
member management display page. The left side of the page displays the tree-shape
d organization structure that has been created. You can create new organizations and
query members by organization on the left, and the members of the organization, th

at is, the basic information of the user, are displayed on the right

 Add B Remova
& Creals B ]
Facial Recognitio
o (ot User Name Telephone Exmall Handie

VecTwibkgy e 1 E72299 com B Femous
ety 1BEZD B Remee

SR 18520860010 BT292008/@qq com
Tota 3 10ipags Frey n Mewt  Gols 1
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Click the “Add” button in the member management, select the desired member
from all users in the system, and click Save to add the user to the organization. Rem

ove function (omitted)

Add Member

organize All User Name n

.. User Name organize

test00D2 Facial Recognition

test001 Facial Recognition

system Facial Recognition

Total 3 10/page n MNext Go to 1
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7.2.Role management

Sy St em Bashboard Role
Dashboard
o r
Device
Crganize All
User
Role Name
Q
Menus o
Altendance tesil?
Setting
estD
Alarm
Mail
Logs v
System Info

[Role management] It is used to create and manage roles. Roles are used to control
the various business function modules and functional operations of users in the syste
m. It is composed of different functional operation permissions.

> Role description
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Each enterprise can create one or more roles with different scopes of permissions,
which are used to perform different functions for different users under the corporate
organizational structure; what permissions does the corresponding role have, if the us
er belongs to this role, it also has the permissions of the role.

> List of roles

The list of roles is shown in the figure below:

Cgantze AD - Plaass smertha Role Nam ﬂ

Rolke Name Qrganize Creater Create Time Handie

. - & Member Manage
Organization Name system 20201121 11:07 59

2 Member Mansg2
@ Authorny Marage B Delete

Tt 2 10ipage Prav n oot Gote 1

Qrganization Name system 20201121 110752

> Creating Role

enter [Role management] , Click on [Create] Button, Pop up [Create] page;

Fill in the role name, and save the organization and role, and click the [Save] but

ton to create a new role.
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> Role modification
Click on [Role Name] enter [Role-Modify] page , Left and right to select the role to
be modified for the role list, Character information on the right , Editable role name ,

organize , Role description, click [Save] button after modification to save the modified infor

mation.

] System Daahsoard ol - Modny Systemingg = System Senng Irganize Feale
Chrsdyczant
(5] Qrganize @ Cresta 8
thes
: - o
L User
o) fcie Hame arganize Creater Handin
by System Setting
Attoniamin I:I
sysier 2 B0
- System Infa
=
P
: - g o -
L1
Conlg

o |— Cosbwoars Rele Moy
"

=
tiesvice
s Rk =
o User

i System Sating

System Infa

- Z =
D
L
ooy an
£ Titte 0-05.08 14°34.29
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7.2.1.Role permission assignment

Click [Permission Management] on the role list page or click [Permission Manage

ment] on the role editing page to assign role permissions

Creals Time Opemation

Organize

Organization Mame

m Delste
* Role Mame: fest
* Organize: Organization Name v
Role
P
Description

Creater. system

Cteate Time: 2021-01-29 10:32:44

The authority assignment page is divided into menu category authority assignment and

device group authority assignment

» Menu permission assignment

When assigning permissions, assign permissions based on the menu name. You c

an access the menus with permissions, but you can't access the menus without permi

ssions, as shown in the figure below.
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The permission assignment page is as follows, and the permissions you have are checked

Menu category permissions Device group permissions

I o Permissionedit I

v All permissions

» Dashboard

b Person

> Attendance

> Pass

g Configuration

> System

Click [Edit permissions] to check or cancel the corresponding permissions, and click [Save

at the bottom of the page] after editing
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Device group permissions

All permissions
» & Dashboard
» @ Device

& Person

» @ Attendance

Caonfiguration

[~

> 0O Assignment of device group permissions

System

The device group permissions are assigned to the device group as a unit, and the role
is assigned to the device group permissions. If you have the viewing permission of the
device group, you can view the device group and all the devices in the device group and
modify and delete them. Without the viewing authority of the device, the device group will
not be displayed in the device list, and the devices belonging to the device group will not
be displayed.

The device group permissions page is shown in the figure below. The permissions you

have are in the checked state. Select or cancel the device group and click Save to modify it.
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Menu category permissions Device group pern

Device Group e View
9 12 L

13

14

7.2.2.Role Management-Member Management :

Click the member management in the operation bar of the role management list

or click the [member management] button on the role modification page to enter the

[role-member management] page.

System Dashbaary Rale - Modry Hemae
ks =
o o
et
-.‘ ISET NaET Emeait e
Foron T .
1002 22 LR
Systam Setting S1H .
s Systam Info
- (1]
= Dipage
W
Conlg
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System
(5] Qrganize
L
-
o
Lo User
@ . :
i System Satting
Attondance
— Sysiom Info
e
s
L1
Config

[Role-Member] interface , The left part is the role list, you can select the role, click

the [Create] button above, and the [Create] pop-up window will pop up to create

a new role.

Dashboard

Roie Hame

andin

System
(5] Qrganize
L
-
o
Pty User
i - "
System Satting
Adnon &
— Systam Irfa
s
L]
Gorg

Dashboard

User add role

On the right is the user list, view the user information in the selected role, click t
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he [Create] button, the [Add Member] pop-up window will pop up, in the user list

, select the user to add to the selected role,

Omganze. Al - Please enter e Role Mam:

rams arganize Creater Creale Time Operation

& Mambar Manage
Organization Mame system 2021-01-20 10c32:44
@ Authorty Manags & De

Tortl 1 1bipage - Prev n Maxt

Add Member

Delete user in role

Click [Delete] button to delete users in the role
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r Dashbaard Rk - M
Clacaes
Qrganize — e -
oSl EESEL s
tiesvice e dllighib il
Fomon YR
@ ;
= System Satting g i —
Attondancs o —
Sysiom Info

7.3.User Management
7.3.1.User permission assignment

Note: The top-level user system belongs to the top-level organization, does not b
elong to any role, and has all permissions. This user can only modify part of the info
rmation and cannot be deleted. In addition, the user is not allowed to change the rol
e, organization, and authority assignment or modification of the currently logged-in a
ccount.

User assignment permissions are similar to the steps of role assignment permissio

ns. If the user selects a role, the user will also have the permissions that the role has

Click [Authority Management] in the operation bar of the user list or the [Authori
ty Assignment] button on the user modification page to enter the user authority assi

gnment page
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@ Creals © Enable @ [izable & Delet

Status All v Crpanize All Raie Al o B
Mame Crganize Role Creater Cleater Time Slatus Operaton
B Reset password
Organezahon Name System 202140129 103331 ) Enabla
* © anage | B Deele
Crganization Name admin 2020-05-13 161827

= Reset Password @ Assign Permission m Deleie ‘

UserName: test

* Organize: Organization Name v
Role: Please Choose v

Telephone:

Email:

lanied

status: @D

Creater:  system

Create Time:  2021-01-29 10:33:31

Permission allocation is divided into menu category permissions and device group
permissions

» [0 Menu category permission assignment

When assigning permissions, assign permissions based on the menu name. You can ac
cess the menus with permissions, but you can’ t access the menus without permissions, as

shown in the figure below.
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The permission assignment page is as follows, and the permissions you have are checked

Menu category permissions Device group permissions

» Dashboard

> Device

> Ferson

> Attendance

> Pass

k Configuration

> System

Click [Authorization Edit] to check or cancel the corresponding permissions. After editing,

click [Save] at the bottom of the page
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Device group permissions

All permissions
& Dashboard
» @ Device
» @ Person
& Attendance

» @ Pass

System

» 0O Assignment of device group permissions

The device group permissions are assigned to the device group as a unit, and the role
is assigned to the device group permissions. If you have the viewing permission of the
device group, you can view the device group and all the devices in the device group and
modify and delete them. Without the viewing authority of the device, the device group will
not be displayed in the device list, and the devices belonging to the device group will not
be displayed.

The device group permissions page is shown in the figure below. The permissions you

have are in the checked state. Select or cancel the device group and then click Save to
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modify successfully.

Menu category permissions Device group permissions
Device Group View
@ 12 @
13

7.4.System settings

The system setting part is divided into body temperature configuration, general ¢

onfiguration, and other configurations
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) Diashboard Sedting o

Dashboand
E | Temperature configuration
Device
* Temperature display type © @ Calsius Fahrenheit 1T
-
Person | Pass config
Save the picture of the pass Enabise
Attendance record :
Atendanoce switch : Eratias (7]
" @ o= O
e
Pass Hide ID numbes (TR teeatie
o
LT

PassRecord savelays :
Config - 62 +

PassPhoto savelays -

Caily person limit :

| Other Configuration

System logo

Cilck upinad image

Bd 32~ TP

Background image of login papge :

Cilck upinad image

System header Logo :

Chck upicad imags
P N

=y

» Temperature configuration:
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The default unit displayed in the system is Celsius, if you change it to Fahrenheit

here, all temperature units of the system will be switched to Fahrenheit.

Temperature configuration

The system defaults to Celsius, please choose whether
* Temperature display type: @ Cels Fahrenheit | to display Fahrenheit according to the device configurati
on

> Pass configuration:

Save pictures of traffic records : By default on, pictures of traffic records will not be
saved after shutdown.

Attendance switch is turned on by default. After it is turned off, the system will
no longer perform attendance on employees, and the attendance analysis will becom
e invalid and unavailable.

Time check record saving days: 120 days are saved by default.

Hide ID number: disabled by default, only the last four digits of the ID number i
n the pass record will be displayed after opening.

PassRecord saveDays :is 0, which means it will be kept permanently. The number
of days can be set, then the pass record in the system will only be kept for the corr
esponding number of days.

Daily limit: The default is 0, which means unlimited people. After setting, after th
e number of passers reaches the set number, the device with the access type of in a
nd out will announce that the number of people has reached the upper limit, and th

e door will no longer be opened to allow people to pass.
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| Pass config

Attendance switch: (D)

m

Hide ID number (JJJ) Disabled

PassRecord saveDays: = 0

Daily person limit: = 0 +

Displays the language selection switch : It is on by default, and the top right language

selection bar is closed

| Language settings

Display language selection (j Enabla

Other configuration : Set system logo, login page logo, system header logo

System

ngAnize Other Configuration
. i
Rola

User

L)
Altondane)

Systam Infa

System identification :

[Format size limit] Support ico format, The recommended size is 32 * 32 px, and
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the recommended file name is favicon

1

Illd x-face-owl x + -—— .

&« “C A F==| 192.168.1.55:8083/#/system/setting

A System Dashboard Pass Record  x System Setting

=] Organize Qther Configuration

System logo:
Role ¥s 9
Person User
System Setting

e System Info
* Login page Logo:

e
L

Config

% 1 ff}\

System % \j_':,w/

* System header Logo:

log in page Logo :
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| iy

"3

Click upload image

Suggested 32 7 32FPX

Background image of login page: FPlease upload JPG, FNG, GIF, BMF, JPEG 1

System header Logo:  Please upload JP

[Format size limit] Support jpg, png , gif , bmp , jpeg format , Suggest 373 * 540

pX

System head Logo :

[Format size limit] Support jpg, png , gif , bmp , jpeg format , Suggest 110 * 22
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7.5.Alarm settings

Alarm settings Set the recipient address of the email, and the conditions for send
ing the email, such as sending emails at high temperature, sending emails without w
earing a mask, sending emails from the blacklist, etc. The sending mailbox is set in 7.
6 Mail Service Settings. If you want to use any function of email alarm, you need to

fill in this part of the alarm settings and the 7.6 Email service settings.
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S '}"Stem Dashboard Alarm b

Dashboard
. Temperature akanm switch:
& Organize
Device
Mask alarm switch:
Role
RestrictedList alarm switch:
User
L : Cluestionnaire alamm switch:
O System Setting
Attendance
Mail

Motification email setting

System Info

7.5.1.Global Alert

Click [System] [Alarm Settings] to turn on or off the alarm function. The page is

as follows :
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ashboard

I o=

@ O o=
(O o=

e 28

» 0O Temperature alarm switch: After turning on this switch, you need to enter th
e temperature alarm threshold, such as setting 37.5. When the temperature of
the pedestrian exceeds 37.3, the system will send a high temperature alarm e

mail to the set recipient mailbox.

Temperature alam switch: ﬁ ) Enabled

Temperature alarm {hreshold: ‘ = 913 T

» 0O Mask alarm switch: When this switch is turned on, when the passer-by doe
s not wear a mask, the system will send a mask warning email to the set reci
pient mailbox for alarm (the device needs to open the mask for detection)

> 0O Blacklist alarm switch: After turning on this switch, when the blacklisted pe
rsons pass, the system will send a blacklist alarm email to the set recipient m
ailbox

> [0 Questionnaire alarm switch: This function corresponds to the [equipment] [
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Questionnaire management] function. After turning on this switch, if the questi
onnaire answered by the passer is wrong, the questionnaire error alarm switch
will be automatically sent to the set recipient mailbox

> 0O Attendance alarm switch: This function corresponds to the attendance part
of employees punching in. If the employee selects the corresponding attendan
ce shift, after turning on this switch, the list of late arrivals will be sent to the
set receiving mailbox at 22:00 every night, and the format of the sending The

content is shown below:

020/12/ 120 ttedance late enployee info:

Employee PerszonlNo Due time Eeal time Total late time
= 12546 09:20:00 11:21:10 2.02 hours
) 54678 09:20:00 11:21:29 2.03 hours
izl 96541 09:20:00 11:21:36 2.03 hours

FEE 9874 09:20:00 11:22:13 2.04 hours

>0 Device offline alarm setting: When this switch is turned on, when the device i
s offline, a reminder email will be sent to the set recipient mailbox. O Device off
line alarm setting: After this switch is turned on, when the device is offline, a re

minder email will be sent to the setting. 'S receiving email

> Switch for sending daily traffic log emails: All traffic record attachments csv for
mat the day before sending.

> Pass-through record mail delivery time:Set the time to send traffic record messa
ges.

> No valid vaccine alarm switch:When this switch is turned on, send an alarm mes
sage when the identification person's vaccine message is invalid.
> 0O Outgoing address: The outgoing e-mail address of the mail sent by the sys
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tem can be opened, added or modified in [System] [Mail Service Settings] (ple
ase read 7.6 Mail Service Settings)
» 0O Recipient address: The recipient’ s email address is in the “notification mai
Ibox setting” in the alarm settings, as shown in the figure below. After clickin
g Add, you can enter the recipient address, and you can set up to ten recipie
nt addresses.
Dashboard Alarm
Temperature alarm switch:  (JJ) Disabled
Mask alarm switch: (JJ) Disabled
RestrictedList alarm switch:  ((JJJ) Disabled

Questionnaire alarm switch: () Disabled

Notification language Chingeze v

Motification email settings Please set the recipient email, please click "Add

1807915844@qq.com

> 0O Sending content: The content of the email sent by the system is the con
tent in the [Configuration] [Message Template]. In the alarm settings, you can cho
ose to send the existing Chinese template or English template in the [Message Te

mplate] to the recipient mailbox, as follows As shown
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Dashboard Alarm

Temperature alarm switch: C’ Disabled
Mask alarm switch: (CJJ) Disabled
RestrictedList alarm switch: () Disabted

Questionnaire alarm switch: (CJJ) Disabled

Notfification language Chinese o

Chinese

Motification email settings English

1807915844@qgq.com

7.5.2.Personal Alarm

The personal Alarm is that when a designated employee passes through the devi
ce and the temperature exceeds the set temperature, the system will automatically se
nd an email to the set mailbox. Turning on this feature requires two steps:

Step 1: Add alarm information in Employee Management-Employee Information, t

urn on the alarm switch and set the alarm receiving mailbox.
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Dashboard Attendance Record * Employee * Employee - Modify *
Person Py POy .

Device

Visitor

The group belenging to test v
RestrictedList
— Expire time Please select expiration tim
Authorization R 5 A e
Phone Please input the phone number
o~
L1
Eouig [object Object] Please input your email
System Gender Male Female
Birthday Please choose

Entry date Please choose Entry date

| Alarm info /

Temperature alarm @) Enavies
switch:

Notification email 1807915844@aqqg.com; maoling1939@163.com;

settings

Step 2: In the system-alarm setting, turn on the temperature alarm switch and se

t the temperature alarm threshold and notification language.

S‘}it@m Dashboard Ajanm
Dashbord
0 Gngoiiies femperature atarm switch: @) Enstiss
Device
Rola Temperature 2lamm ihreshold: = ITF
P Usar L I
RestrictedList aarm switch!  ((JJ Dsavled

Systam Satting
Attendance Motmcation Enguage Engiish ¥

Alarm
Mail Mitcation email selings Please s the 1 it email, please ciick "Add”

Conig System Info

o =

After setting steps one and two, the personal alarm service can be turned on. When
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employees who have set alarm settings pass, the system will automatically send an e
mail to the notification mailbox (staff information-notification mailbox in the alarm inf

ormation) when the temperature exceeds the set temperature.

7.6.Mail service settings

The mail service setting is the email address sent in the system, and the receivin
g email address is set in [7.5 Alarm Settings].
Mail service settings are in [System] [Mail Service Settings], the location is as foll

ows
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S'y’Stl.’-".-l’T‘I Dashboard

ashboard

_ * Whether to open the mail service: @ Yes
Organize

Bole * POP3/SMTR/IMAP Server: smip.163.c
User
* Port: 465

System Setting

* Shipping Account; madoling19s<
Alarm

= Email Password: sssssssssansnn

System Info
Whether to use SSL protocol: @ Yes

wWhether to use TLS protocol Yes [ o

oo |

The mail service setting page is as follows :
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Dashboard haail *

* Whether to open the mail service: @ Yes Mo

* POP3/SMTRIIMAP Server: Please enter the POP3/SMTPIMAPR server

*Port: Please enter the porl

* Shipping Account: Please enter the shipping account

* Email Password: Please enter vour email password

Whether to use SSL protocol: @ Yes Mo

Whether to use TLS protocol: Yes O No

Mail service switch: You can choose whether to open the mail service

Sending mailbox information:

The outgoing mailbox information needs to be checked in the mail service provid
er. For example, the 163 mailbox needs to be checked in the POP3/SMTP/IMAP settin
g page in the mailbox, and the POP3/SMTP/IMAP service needs to be enabled in the
mailbox.

(1) POP3/SMTP/IMAP server

Please fill in according to the server address listed in the sender's mailbox server,

which is usually listed on the mail service provider's settings page. Please select the v
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erified server according to the mailbox's protocol.

(2) Port

Please fill in according to the port number listed by the sender’ s email service
provider, usually listed on the mail service provider' s help page, if not listed, 465 de
faults to the https protocol, and 465 is recommended;

(3) Shipping account

Enter the name of the mailbox that needs to send mail; Note: Due to the differe
nt automatic judgment strategies and mechanisms of each mail service provider, if th
e newly registered mailbox is used as the sender to send mail frequently, various rest
rictions of the mail service provider may be triggered;

(4) Email password

Enter the mailbox password that needs to send emails. Note: Different mailbox se
rvers may have different requirements. For example, 163 mailbox and QQ mailbox ne
ed to open the authorization code separately on the account setting page, and then
fill in the authorization code; the right side of the input box Click the icon to switch
the password plaintext/ciphertext display;

(5) Whether to use SSL protocol, TLS protocol

Please select the protocol type according to the type supported by the sender’ s
mailbox server. Usually it will be listed on the mail service provider' s help page. The
system only supports SSL\TLS two protocols, and you can only choose one of the tw
o protocols. Choose a different POP3/SMTP/IMAP server for the protocol suggested b
y the mailbox service provider.

(6) Mail inspection
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After filling in all the parameters and information, you can click the [Test Sending]
button to check whether the email is sent and received normally. If the sending is su
ccessful, it means the filled content is correct. Just click Save; if the sending fails, ple
ase check the filled content or contact After-sales personnel help deal with.

Here is an example of the settings of 163 mailbox and outLook mailbox:

163 mailbox needs to fill in the content as :

* Whether to open the mail service: @ Yes Mo
* POP3ISMTPR/IMAP Server: smtp. 163.com
* Port: 465

* snipping Account |

* Email Password: srrarrrrransnars
Whether fo use SSL protocol:. @ Yes Mo
Whether to use TLS protocol: Yes O No

N

Authorization code

Fill in the outLook mailbox as :
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Dashboard ail ®

* Whether to open the mail service: @ Yes No
= POP3/SMTPRAMAP Server: outlook office365.com
* Port: 995

* Email Password: sexusreass
Whether to use S5 protocol: Yes O No
Whether to use TLS protocol: @ Yes No

m ~ Mailbax Inspection

7.7.SMS settings

If you need to use the function of sending SMS, please apply for an account on
a third-party SMS platform and recharge to obtain apiKey, fill in the account informat
ion in the system, and apply for the SMS template before it can be used normally. Pl

ease contact after-sales personnel for assistance.
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‘ S},"Stl.‘—"..m Dashboard
Dashboard
Organize
Face St:
Role
-+
-
® |
Logs v
Alarm
Mail Pass Mc

e
Ry

i

T

System

= Settings

= Send Record

Setting

System Info

7.7.1.Settings

The settings on this page are equivalent to sending SMS, the receiving SMS phon
e number is filled in [7.5. Alarm Settings], currently only supports high temperature S
MS notification.

SMS service providers support two platforms, Yunpian and umssoft. If you need t

o use them, please apply for an account or apiKey from the service provider.
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The page when the service provider chooses the cloud :

© Thes : i = . it
* Whether to open the SMS Yes O Ne
service:
* SMS service provider: yunpian
* SMS area: Domestic Foreign
* SMS signature: Please input SMS signature
* apikey: Please input apikey

The page when the SMS service provider chooses umssoft :

ps
@ The - L | t 15 1 " it
*Whether to open the SMS Yes © No
service:
* SMS service provider: umsSoft v
* 8MS platform account: Please input Usemame
* SMS platform password; Please enier passwol

Whether to enable SMS service: disabled by default, if yes, it will turn off the function

of sending SMS

SMS area: can be selected according to the information applied to Yunpian
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SMS Signature: Smart Pass

ApiKey: can be selected according to the information applied to Yunpian

SMS platform account: Please fill in the umssoft account

SMS platform password: Please fill in the password of umssoft

[7.5. Alarm Settings] set the recipient's short phone number, as shown in the figure bel

ow !

System Dashboard Alarm x
Dashboard
: Temperature alarm switch: Enabled
& Organize 4 L@
Device
Role Temperature alarm threshold: = 37.3 +*
o
Person
Eset Mask alarm switch: (P Disabled
© N
Attendance g Blacklist alarm switch: () Disabled
o= I-":‘-”ﬂ!lTl I Questionnaire atarm switch: (P Disabled
Pass
Mail Attendance alarm switch: (CJJJ Disabled
.
By
Config
SMS -~ Motification language Chinese hd
'n + Settings
Notificati il sett Please enter the recipient mailbox, use between multiple
« Send Record olimcation email setlings Hiease enier the recipient mallbox, use between muliple
m Xes, separate
Setting
#
System Info
Receive SMS settings: Please enter the phone number to receive SMS, use
between multiple nun S’ Sepa
7
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7.7.2.SMS sending record

After the message is sent, you can view the record of the message sent on this
page, and find the record according to the conditions. The specific page is shown in

the figure below :

7.8. Log management

Monitor and record the operations in the system. Users can view different operati
ons and requests sent on the system at different times on this page. It is divided int
o system log and business log. The operations related to system settings are system
logs, and other operations related to equipment, personnel and attendance are busin

ess logs. Log management location is as follows :
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A

System
Dashboard
=] Organize
Device
Role
&
-+
Menus
Setting
Alarm
o
LT
Config Mail

Lo

Logs

- System Log

- Business Log

System Info

Dashboard

Operator

Request path

[GET] !

[GET]

[GET]

[GET]

The system log display list is as follows:

admin/s

fadmin/n

fadmin/m

fadminfo

fadmin/c

fadmin/a

radmin/n

fadminin

fadminfo

fadmind's
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Dashboard Sysemlog x

Cperalr n Operationfype Al v Resus Al v Time Trienal Start Time : End Time

Request path Event e Operlinfjpe et Operatr Clent P Respursedme  Operafin ime

| GET] /adminisysteminto System event Query Suocess SsEm 152 168.1.72 3ims A2 100544
[GET) /acminmenusres System event Query Suceess §ystem 192.168.1.72 12ms 20112100549
[GET) fadminroies/page System event Query Sucess SYiEM 192168072 Tms 2011210556
[GET] /acminomsiree System event Query Srcess 3ystem 1982 165.1.72 ms 2020-11-4210.05:86
[GET] 2dminConiigloba System event Quey Sucess gystem 192168172 ms pil/ LR ER A
[GET] fadminzlam_tonig System event Query Sucess system 192168172 10ms 2012100545
[GET) /zdminimessage flpage Sysiem event Quesy Surcess SysiEM 182.166.1.72 oms H20-4442 100541
[GET) /acminimessage {piage System event Query Sueess System 192 100.4.72 ms 202012100600
|GET] fadminiorslist System event Query Suocess Sysiem 162 166.1.72 ms HNAT0055T
[GET] admin/siesires System event Query SULCEss system 192 166.1.72 4ams 2204142100541

Tal% g v Py n2 34w N Net Gib

Click the request path (in blue font) to view the details :
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Detail

Request Path:

Operation Resulis:

Log Category:
Event Type:
Operation Type:
Operator:

Client IP:
Response Time:

Operation Time:

Operating System:

Browser Type:

User Agent:

Request Parameters:

[GET] /admin/system/info

Success

System Log

System event

Query

system

192.168.1.72

3Tms

2020-11-12 10:05:44
Win 7

chrome 86

mozilla'5.0 (windows nt 6.1; wow64) applewebkit'537.36 (kh
tml, like gecko) chromef/36.0.4240 111 safarif337.36

{t

Cancel

7.9.System message

system message : View basic system information
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Sy i
System Dashboard ystem Info
Dashboard
ﬁ Organize Software Name: Site Name
Device
Role Version: 1.2.0
*
-t
Person User System: Windows 10
© JOK Version:  1.8.0_161
Menus v
ftendance
Database Type  MySQL
P :
= Setting
Piss Database Port: 3308
Alarm
]
LT}
Config Mail
ﬁ' Logs v
Systel

7.10. data backup

Data backup function module: Back up and restore the system database. It is strongly

recommended: Before restoring the data, please back up the existing data and download

= Dashbaarn ouKe
System

a Qrghnize
Rols

Porsm User
Fiie name Barkup time Remark Operating

L]
=
Ll sus
Synem
Setting

System Info

Data backup: Click the data backup button, fill in the remarks on the data backup page,

and click the save button to back up the existing data of the system.
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daia backup

Remark

Data file download: Click the download button in the list operation bar to downlo

ad the corresponding recorded data file to the local computer.

f System Dashbaary Oovicg = Dot beckup
Rola
. ] L
I
o User
. File name Elackup time Remark Operabing
Logs v
RS et _tace_owi_toal_ 1615660785032 xbak 20210429 N 3829 Oownices | B Rosover 8 Dsaa
= Toin brachuy i face,_owi_root,_ 1615650450557 sdbak 20210429 04138 & Dowicer B Fecove W Doteie
Alarm
[T 3l fipage Pry n W G
1 Mail
n‘ SMS
Sy
Satfing
System Info

The data file format is .tdxbak

. tdx face owl-2021429-1887 td«
bak
TDXBAK 30if

Data recovery: Click the restore button in the list operation bar to restore the system
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data to the data at the backup time.lt is strongly recommended: Before restoring the data,

please back up the existing data and download it.

L System Dashboar Devke  # Datn Dackip
(=] Qrgnize B ot backup B Dt resionbon
Rola
. @ oyl
&
iz User
File name Backup time Remark
£ Logs
x Ieh_tace. o _toal_ 1615660782632 hxbak 20210429 118813
e Tatn timchug — "
B 1, tace_oul_ 100t 161 566490652 Snak 2001-04:29 0RAT:38
Alarm
] 2 tipage Prov n =
N il
¢' EMS
Syt
Setting
System Info

Data restoration: Click the Data Restore button, on the data restoration page, click the
Upload button, select the downloaded .tdxbak file, and restore the data.lt is strongly

recommended: Before restoring the data, please back up the existing data and download it.

Data restoration x

Dt restivaion @
on ak Nies can be uploaded. A 13 strongly recomm

ended Before resitring data, please backup existng da

a
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