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C4I-Connect

Technical Specifications

VoIP Standards & 
Protocols

SIP, RTP
RFC3261, RFC3515, RFC2617, RFC3310, 
RFC1889, RFC1889, RFC1890 

Voice CODEC G. 711, G. 729

Voice quality improvements Echo cancellation, VAD, adaptive jitter buffer

QoS DiffServ

Voice Quality MOS >4.3

Call setup <200 ms

Latency <50 ms

Jitter <20 ms

Reliability & 
Availability

System MTBF >20 years

Availability .99999

System Interfaces Radio-Audio and PTT 6-wire

Telephony line FXO-10, FXS-10, 2-wire (LB, BCA, BCB), 
2/4-wire E&M
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C4I-Connect
VoIP-Based Communication for Net Centric Warfare
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   Key Features

Voice Communication System 
(VCS) 
The C4I-Connect enables converged 
communication between different 
radio networks, telephony devices 
and intercom users, as well as 
pre-defined and ad-hoc conference 
calls.

Easy to Use Operator Interface 
The voice terminal is available in 
various configurations and form 
factors. PTT-based voice session 
activation uses both physical and 
touch-screen PTT.

Centralized and Remote 
Management of System Radios and 
Other Communication Elements 
C4I Connect consists of a 
communication manager suite 
which remotely manages all system 
radios and other communication.  

The communication manager 
supports dynamic or automatic 
assignments of physical radios to a 
user (voice terminal) and to specific 
missions.

Single-site and Muti-sites 
Architecture Flexibility 
C4I Connect can be easily increased 
from a few sites and dozens of 
users to hundreds of sites and 
thousands of users. Users can 
login to the system regardless of 
their location.  The system allows 
the user-whatever his location-to 
run his mission by accessing any 
authorized communication element 
in the system.

Future Technology: Capitalizing on 
Industry Standards 
C4I Connect makes use of 
the industry’s most advanced 

C4I Radio Control Gateway C4I Connect Voice Terminal

Shipboard Communication System Air Defense Control Centers Command & Control Centers

standards, such as IP and VoIP.  
Capitalizing on the industry’s 
leading technologies reduces 
system maintenance and costs 
for upgrading, and additionally, 
facilitates integration with other 
combat communication systems.

Secured Voice Communication at 
Military Standards 
C4I Connect includes several 
security walls to protect the system 
and its content.  All voice sessions 
are secured.  Only authorized 
users are given the key allowing 
authorized participation.  In 
addition, C4I Connect activates 
stringent terminal and user 
authentication to further protect the 
system from security breaches.



The C4I-Connect system is an 
advanced, Radio/Voice-over-IP 
(RoIP/VoIP) communication system 
for military command and control 
applications. The system provides 
access to various types of UHF,  
VHF, HF and SATCOM radios. 
In addition, C4I-Connect enables 
intra-site and inter-site voice 
communication among operators.  
C4I-Connect implementation 
makes maximum use of COTS 
building blocks and industry 
standard protocols such as SIP/
RTP. Moreover, to meet the tough, 
mission-critical requirements 
of military customers, Rafael 
developed specialized technologies 
that complement and enhance 
the COTS building blocks, while 
maintaining interoperability.

These unique enhancements 
provide several operational 
advantages over traditional voice 
systems:

Unifying all types of 

C4I-Connect

Benefits

High availability-no single point 
of failure

Perfect voice quality

Remote radio control and 
mission assignment

Secure solution to meet military 
requirements

Field proven solution

communication devices-radio, 
intercom, telephony-into a single 
operator terminal with uniform 
operational methods

Ability to join any radio or voice 
session from anywhere (over IP), 
by any communication device

Centralized, automatic 
management of radio resources 
and their optimal allocation to 
missions/operators 

Use of standard, low-cost IP 
infrastructure

The C4I-Connect is used today as 
the ideal communication solution 
for:

Command and control centers - 
fixed base, transportable and 
mobile ground headquarters

Air traffic / mission control 
facilities

Shipboard communication 
systems

C4I-Connect Overview

VoIP/RoIP Soft Switch

The C4I-Connect VoIP/RoIP soft 
switch (VRSS) combines the 
functionality of enhanced SIP soft-
switch and a network management 
server. The VRSS serves as a 
powerful conference bridge with 
the ability to manage multiple 
conference calls simultaneously, 
with mixed participant type - radio, 
intercom, telephone.

Benefits

Powerful conference bridge for 
radio, intercom and telephony

PTT-based call initiation

Secure voice sessions

Field scalable

Smooth interoperability with SIP 
phones and SIP PBX

Radio and network management, 
provisioning and fault detection

Voice Terminal

C4I-Connect offers a state-of-the-
art voice terminal providing the 
operator all communication needs 
using a simple operation based 
on an intuitive Graphical User 
Interface (GUI). The voice terminal 
serves as a means for the operator 
to conduct voice calls with users 
over various radio networks and/or 
telephony systems. The voice calls 
are PTT (push to talk) initiated and 
can be extended to multiple-user 
conference calls. Communication 
officers can remotely control and 
configure the mode of usage, radio 
channel set-up and other system 
parameters of the voice terminal.

Benefits

Unified operation for radio, 
telephony and intercom 
communication

PTT-based voice session 
activation

Flexible and intuitive human-
machine interface

Various form factors

User and terminal authentication

Telephony and Radio Gateway

The radio control gateway serves 
as the interface point between the 
IP network and radio transceivers. 
It conveys voice, signaling and 
control data in a form appropriate 
for each type of radio.

The telephony gateway connects 
fixed or mobile telephones (non-
IP) to the C4I-Connect network. In 
addition, the telephony gateway 
connects the C4I-Connect to 
external, non-IP PABX or PSTN 
systems. The interface with these 
external systems is standard trunks.

Benefits

Smooth integration with: 4/6-
wire radio, 2/4-wire analog line, 
ISDN PRI and BRI, MFC-R2

Easily upgraded to new radio 
models

High density


