


All you need to know about GDPR

The General Data Protection Regulation (GDPR) is a legal framework that sets guidelines for the
collection and processing of personal information of individuals within the European Union

The GDPR sets out the principles for data management and the rights of the individual, while
also imposing fines that can be revenue based. The General Data Protection Regulation covers
all companies that deal with the data of EU citizens, so it is a critical regulation for corporate
compliance officers at banks, insurers, and other financial companies. GDPR will come into
effect across the EU on May, 2018.

It also addresses the export of personal data outside the EU. The primary objectives of the
GDPR are to give control back to citizens and residents over their personal data and to simplify
the regulatory environment for international business by unifying the regulation within the EU.



NEW GDPR UK LAWS COMING INTO FORCE BY APRIL 2018

The past decade has witnessed a drastic increase in the amount of digital information we create,
capture and process; but it has been nearly 20 years since the UK’s data protection laws were
last updated, and it came in the form of the 1998 data protection bill. Fast forward 20 years and
these laws have become obsolete; no longer fit for purpose.

The British Government has signed into law, the General Data Protection Regulation (GDPR).
The regulation is all about giving people easier access to the data companies hold about them,
as well as a clear responsibility for these organisations to obtain the consent of users whose
data they collect. The implication is that companies covered by the GDPR will be more
accountable for their handling of people's information. Hence, if an organisation doesn’t
comply with the GDPR, it can be fined.

Under the new regulation, noncompliant companies that experience data breaches could get
fined up to €310,000! An over 100% increase in the average maximum cost of a data breach
from 2014. Let that sink in for a while.

The new policy will take effect from May 2018, and all data processing companies whether big
or small should prepare for significant changes



Within this past 12 months, there were millions of data breaches recorded affecting user details
across many social platforms such as Yahoo, Myspace and LinkedIn. Even SMEs are not left out
either contrary to popular opinion that SMEs are not affected by hackers due to their smaller
headcount and profit margin relative to multinationals. The truth is that any company that is
not investing in security, training and data compliance about how to work securely is an easy
target. In other words, you might not have the same prospective significance to a hacker, but
you might be a lot easier to hack.

What’s worse? Small businesses will get the same fines and penalties from the GDPR. Once
GDPR swings into effect from the 28th of May 2018, they could be fined anywhere between €10
million or 2% of your global turnover or €20 million or 4% of your turnover depending on the
extent of the breach.

Put these exorbitant fines together with the cost of the time you will be out of business, add
that to the loss of earnings, customers, confidentiality breaches, damage to reputation and
most companies would be out of business for good. A shocking revelation from studies
conducted by the Federation of Small Businesses shows that over 65% of small businesses have
experienced data breaches as a result of cybercrime. In essence, a small business will be a victim of
four cyber-crimes every two years.

It’s important to keep in mind that the GDPR is not just primarily about data security; but also
an incentive to encourage correct use of data by processors.

WAY FORWARD FOR COMPANIES?

The introduction of the new regulations may see a tremendous challenge for enterprises, but it
also presents an opportunity for change. It represents a chance to take the appropriate steps to
prepare for the new rules which according to Zach Thornton, External Affairs Manager from the
DMA should be viewed as a chance for digital transformation. Hence, companies should
endeavour to get the ball rolling in making the necessary changes before the May 2018
deadline.

INITIATE A THOROUGH AUDITING.

It is essential that you embark on a detailed assessment exercise to discover where a data audit
could save your business. Be honest about what qualifies as personal data; this includes any
information that can be used to identify an individual such as a name, address, IP address... you
name it. Also involved are sensitive personal data encompassing genetic data, information
about political and religious views, sexual orientation, and more.



You must be accountable for whatever information you hold, whether old emails or data lists.
In addition you need to know where it’s held, whether you have appropriate permissions and
what processes are involved in the procurement and security.

INCLUDE EVRY PART OF YOUR BUSINESS;

After embarking on a thorough scrutiny, the next step is to engage people at every level of the
business and educate them on why their section of the firm is involved. A recent study by PWC
revealed that over 30% of small businesses suffer data breaches due to the carelessness of their
staff. Hence, it is important that you include other parts of the firm ecosystems such as external
platforms like Dropbox or One drive that may be used by your staff.

GET RID OF EXCESS DATA.

You should take care to delete any data that you don’t need; it’s better to be safe than sorry.
Also, It is risky to hold anything you don’t use or is out of date. Saving data that you are not sure
will be useful someday doesn’t help anyone, least of all your business, in fact, the idea here
should be; if you don’t have a specific purpose for it, throw it out.

DO NOT ASSUME

Educate yourself properly on the appropriate guidelines for what is obtainable in regards to the
general Data Protection Regulations. Also endeavour to understand the nitty-gritty of the
regulation, especially as relates to being able to provide justification and permission for
customer records. The policy includes a “right to be forgotten” which enables an individual to
request the deletion or removal of their data when a company has no convincing reason to hold
it.

MOVING ON

Whether you like it or not, the GDPR has come to stay, and come May 2018; the regulations are
going to be in full effect, and the earlier your company embraces it, the better. It is best to see
the new policy as what it is; a chance to make your business more secure, transparent and
trusted than it was before. As long as your company collects, processes or stores data in the EU
for EU citizens, GDPR will affect the way these data are collected and stored, and you need to
be compliant.

Companies that will be affected more are businesses that engage in digital marketing, but the
positive side of it is that it opens a new opportunity to gain more trust and confidence from
your customers.



Our Services
HOSTED VOIP

A virtual PBX is the modern alternative to costly, clunky PBX equipment that is tied to one
location. Unite your whole company with a virtual PBX that is hosted in the cloud. Learn more
about hosted PBX

MUSIC ON HOLD

Music on Hold plays recorded music or marketing messages while your callers are on hold to
give your business a professional edge. Learn more about music on hold.

AUTO ATTENDANT

Auto Attendant is a powerful automated VoIP business service that replaces the need for a
receptionist. Learn more about the benefits of an auto attendant

EXTENSION DIALING

Call anyone in your company just by dialing their extension number, even if they work in
different locations with extension dialing.

RING GROUPS

A softphone transforms your computer, mobile or tablet into a feature rich, web based phone.
Make, take and transfer calls and more using recommended apps, and it’s included at no extra
charge. Learn more about the Softphone.

VOICEMAIL TO EMAIL

Voicemail to email is great way to save time and be more responsive to your clients. Your
voicemails are delivered right to your email box as audio files so you can listen to them right
away. Learn more about Voicemail-to-Email.

BRANCH OFFICE

Branch Office gives you the ability to segment extensions on a virtual PBX into groups that can
represent physical or virtual branches of your company. Each branch has its own unique branch
directory and IVR script. Learn more about Branch Office



CALL QUEUING

Ever call a company and hear a recorded message something like this? “Please remain on the
line and your call will be answered in the order it was received.” That’s call queuing. It places
your callers in a queue while your agents or employees are busy with other calls.

VoIP phone service feature

EcoVoIP is a cloud-based business phone system created especially for organizations that
require professional communication features without having to own and manage an onsite
telephone system.

Free Internet Calls:With our Business VoIP telephone system internet (or VoIP) calls are free
and unlimited. Enable your co-workers to talk to each other for free, whether they are in the
next room, building, city or on the other side of the world - they are just one extension away

Virtual Number in UK: Keep your current number with our easy porting process. No more call
forwarding chargers when you move premises to another location easy and seamless
operations.

Queue Call Back: On the days when your business experiences high call volumes, Queue Call
back helps to improve your customer’s experience by letting them choose between requesting
a call back or leaving a voicemail. These callers are automatically added to an outbound call
campaign where they are contacted by the available team member. This solution has been built
to tailor for your business needs

CRM Integration: Complete CRM interface solutions for Salesforce and Zoho many more to
integrate with CRM screen popping controls

Call Whisper: These controls allow supervisors to monitor on-going calls for an increased
awareness of the customer’s experience and enhanced customer resolution rates. This call
management feature allows supervisors to listen in and join users’ conversations.

Call Recording: Our platform provides both automated and event-driven recordings. Event can
be triggered by dialing a code during the phone conversation or by a UnifiedAPI request. On
highly regulated environments, call recordings can be started unconditionally and also with an
encryption option available.



Our Amazing Products

AVAILABLE VOIP PHONES & OTHER HARDWARE

that will improve the functionality of VoIP calls

CISCO IP PHONES

The Cisco IP Phone is a cost-effective, high-fidelity voice unit designed
to improve your organization’s people-centric communications, while
reducing your operating costs. It combines an attractive new
ergonomic design with “always-on” reliability and secure encrypted
communications.



POLYCOM BUSINESS MEDIA PHONES

A range of specialist, multi-featured desk VoIP phones that connect
to your LAN or Broadband (ADSL) router. Each phone offers a range
of innovative options, with prices starting from just GBP £85.00.

DECT IP HANDSETS

The Voice over IP revolution is underway – and you can take advantage
of cost-efficient internet telephony with the attractive Dect IP cordless
phones. Featuring an integrated answering machine, this smart hybrid
phone is the ultimate in modern communication.

YEALINK PHONES

Yealink HD technology enables rich, clear, life-like voice
communications, outsourced management options, flexible
deployment and third-party communications applications. As a cost
effective IP solution, it helps users to streamline business processes,
delivery a powerful, security and consistent communication

experience for small and large offices environment



NETGEAR

The Netgear Desktop Switch provides power and data from a
single point, using Power over Ethernet (PoE) over a single

Cat-5 cable.

DRAYTEK VIGORSWITCH

The Draytek VigorSwitch P2261 is a high-performance, fully-
managed, layer 2 Gigabit Ethernet switch with PoE (Power over Ethernet). Its specification is
packed with advanced features to aid reliability and switching performance to your network
and is ready for the next generation with both IPv4 and IPv6 support.

JABRA HEADSETS

The Jabra Headsets lets you focus on the conversation, not
technology, with intuitive features that adapt to your
environment and movement



BILLIONWIRELESS ROUTERS

With the Billion Wireless Routers you can connect a 3G/4G LTE USB modem to either one or
both of its built-in USB ports, allowing you to watch movies, download music or access e-mail
no matter where you are.

We have more Fascinating services we offer, visit our website for more information. It is time you take
your Organization to the next level, wait for no one, there are lot of competitions, take that action now
and make your clients feel you are in the era of the latest technologies to provide them all comfortability

they always desire.

Make that happen with ECOVOIP.
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