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THE PHISHER’S GUIDE TO THE INTERNET

INTRODUCTION

Thank you for selecting my book. I really do appreciate 

it and truly hope that you enjoy it. Keep in mind that this 

book was written with a beginner in mind and that it will 

not be going into depth on any particular topic. It’s meant 

to give you a general overview of the web technology you 

may encounter as a web designer/programmer/marketer, 

or as somebody who works with web designers/developers/

marketers. Perhaps you’re just interested in learning more 

about how the web works, which is just as awesome.

Hopefully my straightforward approach will provide you 

with the knowledge you were looking for, or perhaps just 

plant the seed for personal growth. Either way, enjoy.
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INTRO TO THE WEB

WHAT IS THE WEB?

The web is widely considered to be an amazing and 

wonderful “thing.” It provides us with information, education, 

entertainment, and outlets to focus our energies. Our society 

as we know it today would crumble without the internet, 

literally. While many consider the internet to be a singular 

entity, or “thing,” that is as far from the truth as you can get. 

In actuality, the internet is a very large network of computers, 

servers, switches, routers, and cables that route pieces of 

information around the world at unimaginable speeds. 

Let’s look at a quick example of how it works. You sit 

down at your computer to send a friend an email. Once you 

hit send, that email is broken up into millions of tiny little 

bits that are sent into the world. Once these tiny bits leave 

your computer, each tries to find the fastest way to its final 

destination, sometimes taking a very different path from 

the other pieces. While this email should be delivered to its 

recipient moments after you send it, there are occasions when 

some of these bits get lost and delay delivery. Once all the bits 

have arrived at the other side, they are reassembled into one 

piece and delivered to your recipient’s inbox. Yes, this is an 

oversimplification of a complicated process, but you get the 
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idea. Whether you’re sending an email, watching Netflix, or 

just surfing the web, the concepts are the same.

The internet allows us to communicate, to share, and 

to connect with millions of others in countless different 

ways. The problem is, most of us don’t know how to take 

advantage of a fraction of what is available. Many people 

take web design/programming courses but never get into the 

technology behind the internet that will allow them to do 

their jobs more efficiently and effectively. 

So if that’s the internet, what is ‘the Cloud’? The Cloud 

IS the internet. Originally the term was a throwback to the 

90s when people would use an image of a cloud to represent 

the internet when creating network diagrams. Of course, 

the term has really grown beyond this description. When 

people refer to the Cloud these days, they are generally 

referring to distributed and virtual computing. Rather than 

having data centres filled with servers, companies are using 

virtual systems to allow a service to expand and grow as 

required. While the majority of small business users won’t 

ever foray into this type of system, it is becoming much more 

commonplace for larger businesses, and we will see many 

more small businesses adopting it in the future as traditional 

hosting solutions move towards such services.
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This book will take you through many different 

technologies, from web browsers to programming languages 

and general security. It is not an advanced book that will get 

into the murky depths of these technologies, but it will give 

you a basic level of understanding that will greatly assist you 

in your day-to-day activities. Let’s get started!

THE ISP

For you to connect to the internet, in any form, you need 

to have an internet connection provided by an ISP, or Internet 

Service Provider. While most people have connections in 

their homes and in their workplace, you could also connect 

via freely available wireless ‘hotspots,’ though this is not a 

very good solution for users that want full-time, reliable 

access to the internet. Your connection type may differ 

depending on your physical location, but the most popular 

connection types are ADSL (over-the-phone lines) or Cable 

(via ... CABLE!), though some metropolis cities are beginning 

to receive very high-speed Fiber Optic connections directly 

to their homes. 

In many larger cities you will also find public wireless 

hotspots that allow you to connect to them free of charge 

(though many force you to watch a commercial or integrate 

some other form of advertising into the experience). In some 
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cases, as with Shaw in Calgary, AB, ISPs provide hotspots 

specifically for their customers, allowing their customers’ 

home internet connection to essentially follow them around 

town. The point being, even if you don’t have internet at 

home, you are still able to connect in many other locations, 

from a friend’s place to corporate locations and retail outlets.

When an ISP sets up a connection to your house 

(or when you connect to a wireless hotspot, or a wired 

connection anywhere else) you are assigned an IP (Internet 

Protocol) address for that device. This, like the address 

on your house, identifies you as the user of that particular 

connection and allows you to connect to the internet through 

the ISP’s very large infrastructure. We will get more into IP 

addresses in the Modems and Routers section.

Each ISP offers different types of connections that can 

vary greatly in services offered. When selecting an ISP, you 

are usually going to make a decision based on connection 

speed. Selecting the correct speed should be done based on 

your usage, or usage projections. If you plan to do a lot of 

media streaming, then a faster connection is probably the 

right choice. If you’re just doing email, then the basic, or lite, 

packages might be more your speed.
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Personally, I upload and download a lot of large files and 

I stream video media to and from my house. Since I don’t 

have cable (in the television sense), I have to pay more for my 

internet connection. (This is the case with many companies—

you get better pricing for bundling services.) I am paying 

$80/mo. for a 50Mbps1  connection. While this may be 

overkill for many, I find it just right for my needs, though 

I may need to upgrade to something that offers me more 

bandwidth2  as well.

Many ISPs will include ‘value added services’ such as web 

hosting and email. While these may be fine for basic users, I 

highly recommend using a third party service for any kind 

of business web and email hosting needs. A Gmail account 

will provide you with much better service and more features 

(such as using your own domain.com email address). Plus, if 

you ever moved out of that provider’s service area, you would 

have to change your email address, so that’s another benefit of 

having a Gmail account as your main email.

1 A 50Mbps connection is fast enough to download an entire HD movie in under 
4mins. 
2 Bandwidth is the amount of data sent to and from your account. It is based on 
total usage of all internet traffic through your modem.
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MODEMS AND ROUTERS

When you sign up for internet service in your home 

or office, you are provided with a ‘modem’ or combination 

modem/router that ties you into the ISP backbone. 

Depending on your provider (i.e. telecom or cable), you 

will also need a phone or cable connection to your house or 

business that will connect this modem to the ISP’s network. 

The modem will also allow you to create your own network 

within your house.

The first step with your modem, router, or any new 

equipment really, is to RTFM (Read The Frigging Manual). 

It will guide you through the basic setup of your network. 

The modem itself sends signals to and from the ISP and will 

have its own IP address. You will only get one IP address 

per household3 and, as previously mentioned, the IP address 

identifies you to your provider so they can track your usage. 

While this IP may change from time to time, many people 

will have the same address for many years. (I have had the 

same address for almost 2 years.) For a variety of reasons, 

companies will usually retain their records of who had what 

IP for a longer period of time.

3 You are essentially getting one IP per modem. 



13

The router portion (whether it’s built directly into the 

modem or you’re using your own) will take that one IP 

provided by your ISP and split it into multiple internal IP 

addresses that it provides to each of the devices in your house 

that you connect to the router. An IP address, can be one of 

two variants, IPv4 and IPv6. While you will most likely see 

IPv4 addresses, IPv6 is starting to gain traction around the 

globe since we are running out of IPv4 addresses.

IPv4 Formatting: xxx.xxx.xxx.xxx or 25.255.255.2  

IPv6 Formatting: xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xx

xx or 2001:0db8:0000:0000:0000:ff00:0042:8329

The numbers, or numbers and letters will vary depending 

on your provider. The IP provided to you is generally referred 

to as an external IP address because it resides outside of 

your household or business. If you are unsure of what your 

external IP is, you can go to WhatIsMyIp.com and you will 

be presented with your IP address and some basic details 

about your connection. 

Take a look at the following network diagram as an 

example. It shows how devices on your internal network will 

have an IP that is a subset of the router’s IP. In this example I 

am assuming that you are using your own wireless router in 

addition to your modem. (Some providers have Wireless, or 



14

THE PHISHER’S GUIDE TO THE INTERNET

WiFi, built directly into their modems.)

The back of most routers and wireless routers will offer 

3-6 ethernet connection ports that are used to hardwire4  

your devices to it. They look like large phone cables5  and 

can connect to your computers, printers, and other network 

devices. The modem I have from my ISP has a wireless 

router built in and offers 4 ethernet ports. Anything that is 

connected to that router, wireless or wired, is considered to 

be part of my network. 

4 When you connect a computer to the network with a cable, it’s hardwired.
5 If you’re of a generation that remembers phones that plugged in.
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If I come to your house and you give me your wi-fi 

password, I am then part of your network. Aside from giving 

me access to your internet, your wi-fi password also gives 

me permission to access any other device on your network 

with the right credentials. There are routers that allow you to 

segment off ‘guest traffic’ to provide you with better security, 

so check for that feature if you plan on letting those you 

might not fully trust into your network. (Just think of all the 

things I might find poking around your computer during that 

“bathroom break” if I got access.) There are always legitimate 

reasons to let people on your network—for printing, to share 

files, etc., etc.—just be careful. Networking is like sex these 

days, you never know what you might get or lose ...

Something you will notice right away is that your router 

has its own internal IP when you get it, and it’s usually 

192.168.1.1. You will see other default IP’s depending on the 

manufacturer, but this is one of the most commonly used. 

Every IP the router assigns will be a subset of that address 

(192.168.1.xxx), ranging from 2-255.

Each device also has its own unique ‘MAC address’ 

(Media Access Control) that ensures that the same IP doesn’t 

get used for multiple devices (just like two cars can’t have 

the same license place or VIN). For example, when I am at 
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home, my phone has an IP address tied to my home network 

through wireless (that starts with 192.168.1.x). If I leave my 

house and connect to my cellular provider’s network, I will 

be given a different IP address, and if I connect to a wireless 

network at work, I will be given a different IP yet. The MAC 

address of my device prevents others from getting the same 

IP and conflicting with me, causing connectivity problems. If 

you think your home network is difficult to manage, imagine 

networking over a billion computers a day!

While you can get very in-depth with networking, most 

people will set up their router using DHCP (Dynamic Host 

Connection Protocol) to dynamically create and manage 

their IP addresses for home and small business needs. What 

this means is that the router “automagically” handles the 

creation, distribution, and use of these IP addresses to the 

devices connecting to your network so you don’t have to. 

When the router detects a new device it basically says, “Hey 

there, welcome to the network. Here, have an IP!” Of course, 

only people who were hardwired, connected via wireless, 

or hacked you would be able to access the devices on your 

network. There is usually a lease time setup on the use of the 

IP addresses and if a device failed to use it within this period, 

it might no longer be able to use it. Setting up a device with 

a static IP address will ensure it gets that same address every 
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time it is connected to the network, regardless of its idle time. 

Static IP addresses are reserved for specific MAC addresses 

so no other users will be able to use that IP. The lease will not 

expire and will always be held for that device.

If for some reason there is an error with the DHCP 

server (read: the router), you may get an IP address, but it 

may not be usable. If you see an IP address that starts with 

169.254, you will not be able to access the internet. Check the 

troubleshooting portion of your manual to remedy this issue.

Very few people ever login to their routers to set them up 

properly, or to secure them properly. At a MINIMUM you should 

be login to change the default password. The default password is 

known to anybody with access to the manual (read: everybody 

with Google). If I can access the admin side of your router, I 

could make your network my bitch and you would never know, 

until your ISP cuts off your service asking why you’re sending out 

excessive amounts of spam/porn from your computers.

Networking can get complicated and messy very quickly 

and in-depth usage is beyond the scope of this book. 

Understanding the basic concepts behind your network 

though, is key to understanding the internet as we move 

forward. Now that we know the basics of a router and modem 

and how they create small networks, let’s move on to the URL!
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THE URL

When most people “go on the internet,” what they are 

really doing is browsing the web. While there are numerous 

other ways you could possibly be connected to different parts 

of the internet, we are going to focus on browsing (or surfing) 

right now. 

In order to visit a website, you need both a web browser 

(which we will cover shortly) and a ‘URL’ (Universal 

Resource Locator) for the site you want to visit. In reality, 

the URL is pointing to an IP address that is specific to the 

web server it’s pointing to; the URL simply makes it easier to 

remember and find websites. 

You’ve seen URLs (also known as domains) many times 

before, and they are generally formatted like one of the 

examples below: 

www.kraymitchell.com  

or  

http://www.kraymitchell.com 



19

If the site is using a secure connection you might also 

notice it formatted with https instead of just http. Let’s break 

down the different parts of the URL. We have the protocol, 

the subdomain, the name, and the TLD (or Top Level 

Domain).

(http:// Protocol) (www. Subdomain) (kraymitchell 

Name) (.com TLD)

First we have the ‘protocol’, http or https. This stands for 

‘Hyper Text Transfer Protocol’ and refers to the method that 

allows web sites to be read by the browser. Any time you 

access a website, whether you actually see this or not (some 

browsers hide this now, since you don’t really need to type 

it in manually anymore), your computer is communicating 

and talking with the web server using the Hyper Text 

Transfer Protocol. As previously mentioned, if the website 

is using a secure connection (using SSL)6  to protect its data 

transmission, then you will also notice a small lock in the 

URL bar and perhaps a green or blue bar depending on your 

browser. 

The second part of a URL is WWW. This stands for the 

‘World Wide Web’ and is actually a ‘subdomain’ of the  

 
6 Secure Sockets Layer. We will cover this later in Domains and Hosting under 
Basic Server Security.
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URL. Any URL can have a subdomain, and that subdomain 

can be anything, as long as it’s setup correctly on the web 

server (where websites store their files). For instance, many 

companies provide their employees with webmail to check 

their email from any computer using a subdomain like mail.

companyname.com or webmail.companyname.com.

When you see a subdomain (other than the default www) 

being used, you would very rarely put www in front of it. 

In fact, you rarely need to use www at all anymore, for any 

domain. The majority of times that a website WON’T work 

without the www, I have found that they are Windows-based 

servers that were not setup properly to protect against this.

You can generally save yourself a lot of time and effort 

by not typing in www. when surfing. Sure, it’s only four extra 

characters that take a couple seconds to type in, but think of 

how many seconds you’re wasting every day, week, month or 

year. That’s a lot of funny cat videos you’re missing out on!

The last part of the domain is the ‘TLD’ or Top Level 

Domain. The most common is the .com but I’m sure you have 

seen some of the many other options currently available. We 

will talk a bit more about these shortly.
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FRONTEND VS. BACKEND

Get your mind out of the gutter. Yes, it sounds dirty, 

but web design/development can be broken down into 

two areas, ‘Frontend’ and ‘Backend’ (or Front End/Back 

End). Depending on who you talk to, you will find different 

descriptions of what each entails. You will always find 

differing opinions, just as you will find multiple ways to 

accomplish things in HTML, so do not take these as gospel. 

To me, frontend development takes care of everything that 

the user sees, whereas Backend takes care of the overall 

functionality but is invisible to the user.

FRONTEND

When you visit a website, any website, it looks a certain 

way. It has menus, it has graphics, and it has text. This is 

considered to be layout and design. While users don’t see the 

code itself, they see the result of the code when they visit your 

website. Even if you don’t do any markup or code and are just 

working on the graphics that will be used on the website, I 

still consider this to be frontend work.

While I have often thought of JavaScript as a Backend 

technology, with the advent of libraries such as jQuery, it is 

becoming exponentially easier for frontend developers to add 
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some basic functionality to their HTML websites. While you 

can use jQuery to add some features such as sliders, calendar 

date pickers and form validation, they are still fairly basic in 

the grand scheme of things. I still like to keep JavaScript in 

the Backend.

BACKEND

By itself, HTML really doesn’t do much; it doesn’t 

have any functionality. For instance, you cannot create a 

functioning search on your page with HTML only. You 

cannot create a user login with HTML only. Yes, HTML and 

CSS are used to create the look and feel of the search box or 

login form, but they will not function. Don’t worry, I will 

cover what HTML and CSS are in the Markup and Languages 

section.

In order to make something actually work on a website 

(beyond moving between pages via links), you need to delve 

into the Backend. This usually requires using some kind of 

programming language (such as PHP, ASP, Ruby, Python, 

etc.) and is usually used in conjunction with some kind of 

database (such as MySQL, PostgreSQL, MicrosoftSQL, etc.) 

to store and retrieve the data.
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The combination of a programming language and a 

database has made the web what it is today. It’s a much 

different beast than it was in the 90s when a majority of 

websites were fairly static and built in HTML only. Backend 

really made the web come alive and opened the door for web 

based, or cloud, applications. 

From adding search and logins, to allowing people to like 

and share across social networks, backend development can 

turn your dreams into reality (or nightmares, depending on 

how you look at it). 

While many designers/developers can pick up Markup 

(HTML) fairly quickly, some of us are just unable to grasp 

programming at all. I fall into this category, I am frontend all 

the way. It’s always a good idea to have a good programmer 

in your rolodex7  if you are only interested in frontend work. 

It’s always nice to have somebody to help with backend issues 

you can’t handle yourself.

While this is only a brief overview of frontend and 

backend, I hope it gives you better insight into the differences 

between the two.

7 For those youngins’ reading this, a rolodex was a place to keep all your contacts 
before they invented the iPhone.
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WEB BROWSERS

In order to surf the internet we need to use a ‘web 

browser.’ A web browser is a program that allows a user to 

access the World Wide Web (WWW). It gives you the ability 

to visit different websites and to view the content that is 

presented there. While “the web” has been the most popular 

way to access the internet almost since its inception, it is 

quickly becoming secondary to other methods.

When you’re on a website, you are really seeing the 

browser’s interpretation of the code used to build the page in 

front of you. The browser is going through what a developer 

or programmer has written and then displaying, to the best 

of its ability, a page that can contain text, graphics, links to 

other types of documents (such as PDF or Word Doc Files), 

or links to other websites. While websites used to be built 

using mainly HTML, there are many other languages that the 

web speaks, and we will introduce a couple in Markup and 

Languages.

While there are standards for building websites that have 

been set forth by the ‘World Wide Web Consortium’ (or 

W3), there is no requirement to follow these standards, nor is 

there anybody that polices websites for bad code. Even when 

websites are built using these standards, each web browser 
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can interpret a website differently, causing slight variations 

from browser to browser. For web designers, this is one 

of the largest problems: ensuring their sites look the same 

(or mostly the same) across all browsers. If you’re already 

a web designer, you know what I’m talking about; if you’re 

just getting into web design, you will learn to hate Internet 

Explorer (more commonly referred to as simply IE, or it’s 

nickname Internet Exploder).

Before we take a look at some of the most popular 

alternative browsers, I want to talk a little bit about how to 

properly use a web browser (because I am shocked by the 

number of people I see doing it wrong), and what happens 

when you visit and login to your favourite websites. If you 

are using one of the browsers that have an omnibox (the 

omnibox is the URL bar and Search box combined into a 

single field), you can ignore this part, but if you’re using an 

older browser (or Firefox at the time of this writing) with a 

separate search box, let’s talk for a minute.
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Take a look at the following screenshot taken from 

Firefox. You will see that there is a field8  for entering the URL 

of a website and a search box that is defaulted to Google. (You 

can change what engine you’re searching with by clicking the 

little arrow next to the Google icon.) 

 

 

When somebody asks you to go to a website, let’s say 

kraymitchell.com, you should type this address in the URL 

bar (where it says Search or Enter Address) and hit enter. 

Doing this will take you directly to the website in question. 

For some reason, however, people enter the URL into the 

search field. Rather than going to the website, you are brought 

to Google search results instead. 

8 This field is an omnibox where you can also search, but Mozilla has opted to keep 
the search box as well.



27

You might be thinking, “What’s wrong with doing this?” 

Well, you are causing yourself extra work and therefore are 

less productive. Instead of going right to the website, you are 

adding the additional step of having to click the link after 

your search is performed. No, this doesn’t take long, but 

think about how many times you do this in a day, a week, a 

month... get it? 

In today’s world where everybody is connected and 

constantly on the move, those precious few seconds can take 

away from more important tasks, especially if that task is 

taking a few moments to yourself, away from the digital goods.

VISITING A WEBSITE

So what happens when you visit a website? Let’s take a 

look at what happens when you visit a website and what is left 

behind after you do.

When you tell your browser to visit a website, you are 

essentially tell it to read the files located on the web server. 

The browser reads the HTML code (or one of many other 

languages, which we will talk about later) and then displays 

the website to you. But what’s going on behind the scenes?
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BROWSER CACHE

As soon as you visit a website, the browser will ‘cache,’ 

or store, some of the files and graphics locally on your hard 

drive. A cache can last anywhere from a few minutes to a few 

weeks or longer depending on how often you surf the web 

and how often you visit a particular site. For instance, if you 

are visiting Facebook on a daily basis, the browser will retain 

these files longer than it will for a website you only visit once. 

But why is it keeping these files at all?

When you visit a website, you ask the web server (we 

will talk more about servers in the next chapter) to send you 

the files so you can view them. If you visit the website more 

than once, it really doesn’t make sense to keep sending you 

the same files over and over again, so the browser caches 

the most common files and only asks the server to deliver 

anything that has changed since the last time you were there.
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This helps to reduce the time it takes for a website to load 

for you and puts less stress on the server delivering the files. 

If it’s a small website that only gets a few hundred visitors a 

week, it’s not that big of a deal, but for websites that get tens 

of thousands—or hundreds of thousands—of people stopping 

by every week, that’s a lot of extra calls to the server and a 

lot of extra bandwidth. (See Web Servers under Servers and 

Protocols for more information.)

COOKIES

No, these aren’t the cookies that you dip in milk and 

enjoy by the fireplace; they are digital containers that retain 

information about you. Cookies allow websites to remember 

you when you come back. Cookies will remember things 

like if you were logged in when you last visited, if you had 

items in your shopping cart, or if you had clicked on certain 

buttons or objects while you were there.

You will hear some people talk about the evils of cookies, 

but let’s face it, if we had to continually login or redo things 

every time we visited a website, we would get easily annoyed 

and probably reduce our web usage. You don’t really need 

to worry too much about cookies being on your computer 

unless you are visiting suspicious or malicious pages. Cookies 

cannot do things like install malware or viruses on your 
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computer, though they can track your browsing history; this 

potential privacy concern prompted Europe to pass laws that 

require websites to notify you if they use cookies.

From EcommerceExpo.co.uk Website

Don’t get me wrong, it is possible for cookies to be stolen 

and the credentials to be used to login to a website as you, 

but if the programmer has done their job right, and proper 

security is in place, it’s a lot less likely to occur. If you’re 

really worried about it you can turn your cookies off in your 

preferences, but it will seriously degrade your web surfing 

experience. I do a LOT on the web and have never had my 

cookies stolen, so you should be fine. Just like in real life, 

don’t let your fears stop your enjoyment of the internet.
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WHY USE OTHER BROWSERS?

What browser to use is really a personal preference, 

but many people (especially those who are not technically 

savvy) will end up using the one provided to them by their 

computer’s manufacturer. For Mac users, this is Safari; on 

Windows, it’s Internet Explorer. The majority of users who 

remain locked into the default browser are usually not aware 

that other options exist.

Many people wonder why they should bother using 

another browser. What’s wrong with the one that they have? 

Well, if you’re using Internet Explorer (IE10+ are much 

better than their predecessors), there are numerous different 

reasons you might want to switch browsers, or maybe you 

just prefer one over the other.

For many years, FireFox was in the top contender spot 

to unseat Internet Explorer as the top browser, but that was 

before Google decided to throw their hat in the ring with 

Chrome. While each browser has its own strengths and 

weaknesses, let’s take a look at a few reasons why you might 

want to move away from the default browser that came with 

your system. 
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GOOGLE CHROME

Originally released in December of 2008, and only for 

Windows, Chrome quickly gained traction and became many 

people’s browser of choice. One of the top features that made 

Chrome stand out from the competition was its ability to run 

multiple tabs independently from each other and its very fast 

speed.

Most tabbed browsers would crash if one of the tabs 

failed or locked up and the entire browser would need to 

be closed (or forced to close). With Chrome, the idea was 

that each tab essentially ran on its own and if one of the tabs 

crashed, you could simply close that tab without disrupting 

the rest of the browser. This feature is called Sandboxing and 

has since been adopted by many other pieces of software 

(including the Macintosh operating system).

Google’s main purpose with Chrome was to provide a 

fast, simple, and secure browser to the masses, and that’s 

exactly what they did. I personally use Chrome as my default 

browser.

As with a fine wine, Chrome got better with age and 

implemented some more great features. If you have a Google 

account (if you login to any of Google’s services, from Gmail 
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to YouTube, you have a Google account) you can sign in to 

Chrome and take advantage of browser syncing. This allows 

you to have your bookmarks, history, extensions, and settings 

with you no matter which device you are browsing from. 

For instance, if you add a new bookmark on your desktop 

computer and are using this sync service, when you login to 

Chrome on your laptop or mobile device from the road, that 

new bookmark will be available there too. It’s super easy to 

use and makes your digital life a lot more portable.

Google was also the first to implement the Omnibox, 

combining the URL bar with the search box and making 

it easier to search and access websites from the same box. 

Nowadays, most browsers are using an Omnibox method to 

simplify the user experience (and to reduce the number of 

searches you perform for valid domain names as described 

earlier).
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FIREFOX

The first real competitor in the browser wars going up 

against the likes of Internet Explorer and Netscape Navigator 

(the original big browser, long since extinct), Firefox has been 

a formidable foe since the beginning. Launched in 2004 as a 

successor to the widely popular Netscape Navigator, Firefox 

had a dedicated base of users from the beginning. By 2006 

it was sporting tabbed browsing, an extension manager, and 

inline spell checking. It was getting better with every release 

and was already taking users away from the IE Powerhouse.

By allowing third party developers to create extensions, or 

add-ons, for their browser, Mozilla allowed the capabilities of 

Firefox to grow quickly through an army of the open source 

community. Users really responded to having creative control 

over their browser, especially when they were offered Themes. 

With add-ons such as Firebug in their arsenal, Firefox quickly 

became a favourite among web developers for allowing them 

to write and review their code quickly and efficiently. I still 

prefer Firefox and Firebug for web development.
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Still in the running for top three browsers, Firefox has 

many of the same features that Chrome has, including Pinned 

Tabs, Syncing, add-ons, password managers, and a simplified 

browsing experience. If you are looking for a new browser, 

you should really spend some time with Firefox and see what 

you think.

SAFARI

Safari was Apple’s response to the lack of a decent web 

browser for the Macintosh Operating System back in 2003. 

It provided a fast and slick browsing experience for its users 

and also became available for Windows in 2007. While there 

were numerous beta versions released throughout 2003, 

Safari became the default browser on Mac OS X as of 10.3 in 

October of 2003. In 2005 Safari became the first browser to 

pass the Acid2 test (promoted by the Web Standards Project 

to outline flaws in HTML rendering) and was one of the first 

browsers to support rich media and HTML5/CSS3. 
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Safari was built on the WebKit rendering engine. WebKit 

is  not only used to power the Safari and Safari Mobile 

applications for Apple, but has also been the default choice 

for Google Chrome browser, as well as the BlackBerry 10 and 

Tizen mobile operating systems. While Chrome is no longer 

using WebKit, it was quite the nod for Apple that they started 

that way.

Still the default browser for the Mac OS and iOS systems 

for Apple, Safari has grown into an amazing browser that 

keeps pushing the limits of web browsing for its users. 

Every release sees great new features and significant speed 

increases. 

The latest version touts much higher speeds and lower 

memory usage than both FireFox and Chrome. It also 

includes syncing functions similar to the other top browsers 

using Apple’s iCloud system to keep everything up to date 

across all your devices. While I have been a Mac user for 

many years, I have never used Safari as my main browser. It’s 

nothing personal, it’s just never really been my go to browser, 

perhaps because of my years of using FireFox and Chrome.
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INTERNET EXPLORER

The 500lb gorilla in the room. Well, kind of. Internet 

Explorer (or IE as it’s more commonly known) comes pre-

installed in the Windows OS, and has for many, many 

years. Because of this, and the high adoption of Windows in 

general, IE quickly rose to be the most popular web browser 

back in the day. These days, while it’s still installed on all new 

Windows based machines, many people are opting to use one 

of the many other third party browsers out there.

If you have any friends who are web designers or 

developers, you have probably heard them cussing out IE 

on a regular basis. Almost since its inception, developers 

have unanimously hated IE. Despite having HTML and CSS 

standards in place, Microsoft seemed to think that these 

standards didn’t apply to them. Websites that rendered 

beautifully in other browsers, looked like crap in IE. Hence its 

nickname, Internet Exploder.

The worst offender by far was IE6, which was adopted 

globally when it was released as one of the most advanced 

web browsers of its time. Yes, for the time, it was a great 

browser, but it quickly became obsolete and didn’t keep up 

with new standards. 
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For years developers were forced to spend extra time 

using hacks to make their designs work properly in IE. Many 

people (including myself) opted to charge additional fees for 

this service, and in some cases deliberately overcharged in 

order to get people to stop supporting these versions so users 

would be forced to upgrade to versions that worked better 

with new standards (such as IE 9 and 10). Now at version 

11, Internet Explorer is functioning well enough that web 

developers and designers don’t scream in terror (as often) 

when cross browser testing.

WEB/CLOUD APPS

We all know that without applications, computers are 

essentially useless. The wide variety of applications available 

for all the Operating Systems (Windows, Macintosh and 

Linux) are what make computing what it is today. From word 

processing and spreadsheets to programming and graphic 

design, there is no computer without applications ... or is 

there?

Over the past few years we have seen a major shift from 

disk-based applications to web, or cloud based, applications. 

Also called Web Apps, these applications are similar to the 

applications we are used to, but instead of them running 

locally on our computers, they are running on the web itself. 
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Companies are taking advantage of distributed computing 

to allow users to run these apps quickly and easily from afar. 

While many people assume that the internet is required to run 

these apps, the majority of web apps have an ‘offline’ mode that 

gives you the ability to continue your work when you’re not 

near an internet connection. Let’s take a look at a few examples.

Adobe announced this year that it will no longer be 

offering boxed versions of its software. Now you must sign 

up for its subscription service, dubbed ‘Creative Cloud.’ You 

can sign up for a suite of applications or on a per application 

basis. While signing up for Photoshop only is quite a bit 

cheaper than the suite ($19.99/mo. vs. $49.99/mo. on annual 

subscription plans), many people are choosing to go with the 

complete plans for access to a wide variety of programs that 

were not previously available in box sets.

Whereas you used to install from a disk, once signed up 

to Creative Cloud you can then install any of the software you 

have access to directly from the web, saving space on your 

shelves that used to be filled with boxes of outdated software. 

You are immediately notified of updates and can easily install 

new software with the click of a button. While an internet 

connection is required for installation, it is not required to 

run the software itself.



40

THE PHISHER’S GUIDE TO THE INTERNET

While Creative Cloud is an example of a hybrid cloud 

service (apps come from the cloud but require you to locally 

install the software) there are numerous pieces of software 

that run directly in web browsers. Let’s use Pixlr.com as 

an example. This online photo manipulation and editing 

software offers a range of options for different skill levels and 

does not require you to install anything to get started (though 

they do offer Desktop and Mobile versions as well). Simply 

select your preferred editor (from simple to advanced), 

upload your photo or image and you can begin editing 

immediately.

Just because you install software on your computer, 

doesn’t mean it’s not cloud software either. Dropbox is a great 

example of this. This online backup software has you install 

something on your computer that gives you a Dropbox folder. 

While it looks like any other folder on your computer (minus 

the Checkmark or Loading icon), it behaves much differently. 

Anything you put in this folder gets uploaded to the Dropbox 

servers. Once it’s uploaded, you have access to these files from 

any computer with internet access; simply go to Dropbox.

com and login. You also have access on any device on which 

you have installed the Dropbox application (such as your 

iPhone or iPad). Not only does Dropbox store these files for 

you, and give you access anywhere, it also gives you a very 
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easy way to share files with friends, family, and co-workers. 

You can upload a large file and then simply share the link for 

somebody else to grab it.

This is very similar to how Google Drive functions as 

well. You can access all of your files and documents from 

any device with internet access, or which has the Google 

application installed. Going a bit further, Google also allows 

you to edit certain files online using web based software, 

putting them in direct competition with Microsoft and their 

Office apps. 

As you can see, the Cloud is all around us and offers us 

some amazing options for work and for fun. The entire world 

is starting a transition to using the cloud more and more, 

and while some people love it, some people hate it and are 

worried about things like privacy, security, and outages. What 

happens in 10 years when you decide to switch services? Can 

you take your stuff with you? What if the servers are hacked? 

Are backups in place?

The Cloud ushered in many solutions, but it has also 

opened up the floodgates with new questions and issues that 

must be solved by the future generations of technologists.
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DOMAINS AND HOSTING

DOMAINS AND DNS

In order for you to have a website, you are going to need 

both a ‘domain’ and ‘web hosting’ (as previously mentioned 

in The URL). We will cover the basics of web hosting services 

shortly and will go into a bit more detail on web servers 

themselves in the Servers and Protocols section. For now, we 

need to understand the basics of a domain name and how it 

works. You will sometimes see or hear the term FQDN, or 

‘Fully Qualified Domain Name’ that refers to the domain as 

well.

You can think of a domain as being similar to the address 

on the front of your house. It identifies that building as a 

specific place and allows people to find you easily. Just like 

a house, a domain has additional identification options, 

but they are a lot more difficult for the general public to 

understand and remember. Unlike a house though, you can 

change your domain later if you like (though it can be a lot of 

extra work, and cause confusion with your visitors). Having 

a domain doesn’t give you a website, it just gives you that 

domain, or URL. You don’t need to have hosting or a website 

ready to own a domain. You can purchase this whenever 

you are ready and keep it as long as you pay for it (You can 
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pay by the year, and some companies will offer multi-year 

discounts). 

If you’re looking for a specific domain name, and it’s 

available, REGISTER IT! Domains these days, especially 

ending in .com, are very popular and tend not to be available 

for long. In fact, I have found domains I wanted that were 

gone hours or days later when I went to register them. If it’s 

available, take it before somebody else does.

You don’t really get anything else with your domain name 

when you purchase, you get the name and that’s it. While 

you are probably aware of the TLD (Top Level Domains) 

such as .com, .ca, .us and .net, there are literally thousands of 

different domain extensions available through the numerous 

countries across the world as well as a series of new domains 

such as .guru and .photography that were recently released.

When you initially purchase a domain it will remain 

‘parked’ with the registrar9 until you are ready to use it and 

update your NS (Name Server) records or more advanced 

DNS (Domain Name Servers) records to tell the domain 

where it should be pointing. If you visit your domain right 

after you purchase it, you may notice a holding page with 

information on it, or it’s just a page of ads. This is setup by 

9 where you registered your domain.
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the registrar and is nothing to worry about. If you don’t have 

a website yet, you don’t need to worry about this and can 

leave it parked for now. Even if you purchase your domain 

and hosting at the same time from the same company there 

will be some kind of holding page that will display until your 

website has been set up and is ready for use.

Using ‘DNS’ (Domain Name Service) records such as NS, 

ANAME, CNAME, TXT and MX records, you can ensure 

your domain is properly pointing to where your website is 

hosted. These options can get very complicated very quickly, 

but I will give you a brief overview of each of them. Please 

note that I will cover NS records under the Web Hosting 

section.

When changing DNS records, you are generally asked 

for a Hostname/Host (your own domain, this is sometimes 

represented as simply @), a record type (A, CNAME, MX, 

etc.) and a value.
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ANAME RECORDS

The ANAME, or address record, allows you to point your 

domain to a specific IP address. Your main domain, such as 

yourdomain.com, can be easily mapped using advanced tools 

with your registrar. Chances are that you may never need to 

modify or edit an ANAME record. My own domain is setup 

with an ANAME record pointing to my server because I am 

using Advanced DNS records and I am using CNAME and 

MX records pointing to the services for my web hosting, my 

business email and my email deliverability.

For an A record, your Hostname/Host would simply be 

@ (Or your domain formatted as domain.com depending 

on your service provider) with a Value set to the IP  address 

of your server (You will need to get this from your hosting 

provider).

With the rapid depletion of IPv4 addresses, you will start 

seeing AAAA records that will allow you to point to an IPv6 

address. I’m sure some larger companies are already doing 

this, but I have not personally seen one in the wild yet.
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CNAME RECORDS

CNAME stands for ‘Canonical Name’ and while the 

ANAME allows you to point your domain to a specific 

IP10 address, the CNAME allows you to point to a different 

domain. Many people refer to this as an alias, which acts 

similar to a desktop shortcut on your computer. Without 

getting into the nitty gritty, this can potentially help you 

decrease loading times by reducing the amount of calls or 

lookups that are done on a particular IP.

A great example of using CNAME records is Google for 

Work. If you are a paid user of Google, you can setup your 

own subdomains to point to the Google Service of your 

choice. So when you type in mail.yourdomain.com you are 

brought to Google Webmail, a very handy option to have. 

Your Hostname/Host in this case would simply be mail and 

the value would either be an IP address or a FQDN such as 

ghs.googlehosted.com as is the case for Google for Work.

10 Internet Protocol
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TXT RECORDS

The ‘Text Record’ is exactly what it sounds like, a record 

filled with text. While this can be used for a variety of 

purposes, the TXT record is commonly used to assist with 

email spam and fraud. You could also use it to verify domain 

ownership for things like Google Webmaster Tools.

If you are sending out any kind of emails on a regular 

basis from your domain using a third party SMTP server, you 

might want to look into adding ‘SPF’11 and ‘DKIM’12 TXT 

records to prevent people from sending unauthorized mail 

from your domain. This is beyond the scope of this book, 

but your SMTP provider will provide you with all those 

details. If you were setting up a TXT entry for an SPF record, 

the hostname could be just your domain, while the value 

would look something like this v=spf1 a:mail.example.

com -all. For a DKIM entry, your Hostname could look like 

this mailsample._domainkey.mywebsite.com while the value 

would look like this k=rsa;p=MIGfMA0GCSqGSIb3DQEBA. 

Your email hosting provider and/or your SMTP service 

will be able to assist you with this.

11 Sender Policy Framework
12 DomainKeys Identified Mail
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MX RECORDS

Mail Exchanger records are specific to email and define 

how mail is sent for your domain. Each MX record points to 

a server, or backup server, that is configured to process mail 

for your domain. These records tell the mail how to route 

itself from your server to its final destination. If these records 

are configured incorrectly, your mail could be lost in the 

ether.

While most servers will have one or two MX records, you 

could have many more. The servers are each given a priority 

number to ensure the proper servers are being used in the 

correct order. The examples below are Google’s MX records as 

well as a backup MX record from Dyn.com. You can see the 

priority number first.

1  aspmx.l.google.com

5  alt1.aspmx.l.google.com

5  alt2.aspmx.l.google.com

10  aspmx2.googlemail.com

10  aspmx3.googlemail.com

20  mx2.mailhop.org
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If you run your own mail server (or if your email is of 

high importance) I would highly recommend looking at 

some kind of MX backup solution that will hold your mail 

in limbo (Rather than returning a bounce error) until your 

server is back up and running. A very handy feature if you 

need to do routine maintenance, or your server unexpectedly 

goes down.

WEB HOSTING

When you have your website ready, you are then ready 

to get ‘web hosting’. This is essentially a container to put 

your website in on the internet, a place for the files. In the 

house example I gave above, the domain is the address that 

identifies the building while the hosting would be the house 

itself that contains your stuff (website). Always research a 

hosting company before making a purchase from them, 

especially in the areas of uptime and support. Remember, 

24/7 support is a MUST, the internet is not a 9-5 kind of 

thing.

Don’t bother paying for hosting until you have something 

to put there, otherwise, you’re paying to host nothing. Of 

course, many people will end up getting hosting and placing 

a single page up with their logo saying, “coming soon.” While 

I don’t mind this practice, if your website isn’t already in the 
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works, or if you won’t be releasing it in the next 30-60 days 

then don’t tell people it’s “coming soon,” because it’s not.

When you sign up for hosting, an important piece of 

information the hosting company will give you is the ‘NS’ 

(Name Server) records. You will use these NS records, 

formatted like a domain (example: ns1.hosting.com and  

ns2.hosting.com), to point your domain to that server. If you 

change your hosting, you must remember to update your NS 

records with your registrar. 

If you opt to get hosting from the company that you 

purchased your domain from then you don’t need to change 

or modify your NS records at all, unless of course you move 

hosting providers. While this can be convenient, some 

registrars do not make good hosts and vice versa. I used the 

same registrar for many years because I liked their domain 

manager.
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SHARED HOSTING

For the majority of websites, ‘Shared Hosting’ is the most 

popular and cost effective option. Many hosting companies 

will provide a year worth of Shared Hosting for under $100, 

but don’t let price be your guiding light. Yes, you can find some 

very cheap hosting, but sometimes you get what you pay for.

With a shared host, you are provided with some kind of 

‘control panel’ that will allow you to easily administer your 

server to perform tasks such as adding emails, databases and 

additional domains or sub domains. The entire process is 

fairly easy and straightforward and does not require a lot of 

technical knowledge to accomplish.

Shared hosting derives its name from the fact that you 

are sharing a server with others. How many others is the big 

question. You could be sharing the server with a hundred 

other people, or a thousand. Before you ask, yes, this could 

cause some serious performance issues with your server if 

one of those people is getting a lot of traffic. Most decent 

hosting companies will ask users taking up too many 

resources to move to a better server configuration; bad hosts 

will let it slide. I have been using Shared Hosting for many 

years as I have never had the traffic that would require a 

better server. 
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You will also notice that many hosting providers offer 

‘unlimited’ usage, but this is not quite accurate. At a certain 

point, when you’re using too much traffic and bandwidth 

and start slowing down other users you will be asked to 

upgrade to a better server. Unlimited is only unlimited until 

it starts affecting others. Each hosting provider is different 

in the features they offer, but the majority will offer the most 

common technologies that are required for the majority of 

users out there. 

While we all want our websites to be popular and have 

heavy traffic, that’s usually not the case for most users right 

out of the gate. Just get yourself some basic hosting and go 

from there. If your server crashes because of too much traffic 

... well, that’s a GOOD thing. You can always apologize to 

your users if this happens: “I’m sorry, you made me more 

popular than I ever could have imagined.”

Aside from a full-on server crash, if you are noticing that 

your website is loading slowly, or you’re having other issues 

with your website and support is unable to provide a decent 

solution, you should probably start to look at switching 

hosting companies or upgrading to a higher level. 
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VPS HOSTING

Moving up from Shared hosting, the next logical step 

is to move to a ‘VPS (Virtual Private Server). While this is 

similar to shared hosting in that multiple websites can share 

the same server, a VPS allows it to act independently, as if it 

were on its own machine. While an issue with one website 

could take down an entire shared server, since each VPS has 

its own ‘container’ on the server, its resources are allocated on 

a per user basis and you don’t have to worry about what other 

people are doing on your server.

One of the issues you will run into with a VPS server is 

the sheer complexity of the setup and maintenance. While 

many users can maintain a Shared server without issue, you 

may need quite a bit more expertise to setup and work with 

a VPS server. When I had a VPS for a high traffic website, I 

hired a Linux professional to set it up for me. (This may not 

be required for all hosting providers though.)
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If you really think that your website is going to be 

popular out of the gate, or if you’re helping a client upgrade 

their server to meet demand, then VPS is the step right 

before getting a dedicated server. While Shared hosting can 

be had from $2-$40 a month, you are looking around $40-

$100 (minimum) on average for a VPS solution. This is not 

including setup costs if you are unable to do it yourself.

DEDICATED HOSTING

Dedicated hosting is the last step before some serious 

hosting upgrades that we won’t be covering here. A dedicated 

solution means that you have an entire server to yourself. 

Nobody else will be using this server in any way, and you 

have full control over it.

Right out of the gate you get to select everything from 

Operating System (Linux, Windows) and the server software 

you choose to run on it (Apache, IIS, Tomcat, etc.) to how 

much RAM and storage space you wish to have. Similar 

to VPS, setting up a dedicated server is a complicated and 

time-consuming process that is not for the faint of heart. It’s 

recommended that you have an IT professional who has the 

knowledge to properly setup and configure the system for the 

best performance.
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SERVERS AND PROTOCOLS

OVERVIEW

There was a time when a single server could power a 

lot and run many different services. These days, a single 

server is a minuscule drop in the massive ocean that is the 

infrastructure powering the internet.

Think of a server like your own personal computer. 

While similar in many ways, servers are generally built to be 

workhorses that can handle many different tasks, or focus on 

one specific task or service. Depending on the size of your 

website (or application) you could be using a single server or 

a cluster of servers to power it.

Let’s think about Facebook for a minute. Back when 

Zuck started Facebook, he was running it out of his dorm. 

As it grew, so did the requirements to run it, it needed to 

scale. While there are many different ways to host a website 

on servers, Facebook doesn’t use a ‘hosting company’ to 

keep up and running; it has its own data centres (think of 

a Costco, but filled with computers) worldwide running on 

over 60,000 servers13! Yowza. Google is even more impressive; 

you can check out details at http://www.google.ca/about/

datacenters/. 
13 https://www.datacenterknowledge.com/the-facebook-data-center-faq-page-2/
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When you put more than one server together to work in 

conjunction with another, this is called clustering. You can 

get many servers working together to share the workload, 

making it perform better and allowing it to serve more 

and more users. If you’re having trouble with this concept, 

let’s look at it from a different perspective. Painting is a 

boring and time-consuming task. One person can easily get 

overloaded and bogged down trying to paint a large house 

by themselves, but as you add more people to the task, it 

becomes easier and more productive. 

I’ve mentioned a server’s ability to perform different 

tasks. We’re going to cover a few of the most common tasks, 

or services, related to the internet. The Web server, the email 

server, the FTP server and Database servers. While there are 

MANY more different types of services out there, I want to 

focus on these specifically.

Let’s take a look at each of these options and what they 

do.
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PORTS

When you hear me talk about Ports, they are presented 

in number format (IE Port 21, Port 153, etc.). Each service 

runson a different port from other services so there are no 

conflicts. You can think of ports as roads. There are many 

different roads, but each road is dedicated to a certain type of 

car. For instance, Port 80 is dedicated to the http protocol.

WEB SERVER

When we talk about web servers, we are specifically 

referring to servers that allow connections over HTTP 

(Hyper Text Transfer Protocol) and are specific to serving 

web pages. While web servers can be dedicated servers with 

no other duties, sometimes the server will also be running 

FTP, Email or Database servers. As each of these are covered 

separately, we will assume that this web server is only 

running the single service.

When it comes down to it, there are really two major 

players in the web server game, Apache and IIS (from 

Microsoft). Yes there are many more than this, but chances 

are you will see these two before you see any others and they 

are most likely what you will be working with to start.
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Regardless of what server software is being used, a web 

server still performs the tasks in a similar manner. The server 

stores, or ‘hosts’, a websites html files on its hard drive. It 

listens on port 80, which is the port assigned to the HTTP 

protocol, for any requests for the particular website(s) hosted 

here. 

When that request is made, the server sends those files 

to the person who made the request via their web browser 

and they see the website. This of course is how a web server 

works in its simplest form. There are many different add-

ons and plugins that can be used on your web server to add 

functionality.

If you wanted to run websites built on Joomla!, Drupal 

or WordPress, for example, you would need to have PHP 

installed on your server in order for the websites to function. 

This goes for both Apache and IIS web servers.
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APACHE

The Apache project is an Open Source project aimed 

at bringing a secure, feature-rich and enterprise-level web 

server to modern operating systems. While the majority of 

servers running Apache are using a UNIX based operating 

system, it will run on some versions of Windows as well as 

Novell. (We won’t be covering Novell here).

Installing and configuring an Apache system is not for 

beginners; it is a time-consuming, complicated, and tedious 

process. There are many different features and modules 

available to enhance and expand its abilities, but given the 

current state of security and the web, you really want to make 

sure you know what you are doing if you will be setting up 

Apache to ensure that your website will not only be secure, 

but perform to the best of its abilities. 

If you would like to know more about Apache, check out 

their website at: http://httpd.apache.org/.
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IIS

More commonly known as IIS, the ‘Internet Information 

Services’ is a robust and flexible software solution for 

Windows Servers. Those who know me know that I am a 

Windows hater from way back, so my choice of servers will 

always be Apache, or other non-Windows offerings. That 

being said, IIS has its place and is commonly used to host 

Active Server Page (ASP) based websites.

While it still requires some decent knowledge to setup 

an IIS system, it is made to be easier than Apache by design. 

While Apache really forces you into using the Terminal 

(read: text based code) to do much of its administration, IIS 

provides users with a GUI14 for ease of use.

The IIS server also has a swash of additional technologies 

and extensions that can be used on the server to increase its 

abilities, such as PHP and the .NET Framework (another 

Microsoft technology).

14 Graphical User Interface
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As previously mentioned, you will generally find 

more Apache-based servers than IIS, but it also depends 

on the type of environments they are found in and what 

technologies the IT people prefer when selecting their 

solutions. You can find out more about IIS on the official 

website at http://www.iis.net/

OTHERS

Yes, there are a lot more web server systems out there 

but this book is only meant to go through the most basic 

and general systems that you are likely to encounter as a 

web designer. While I personally have never used anything 

aside from Apache and IIS since starting my web career in 

1997, your circumstances may be different and, depending 

on what you are doing, you may need to research some of the 

alternatives out there.

Some of the Web Servers you may want to explore are 

Nginx15, Cherokee16, Bauk17, LightTPD18 and Hiawatha19  to 

name a few in no particular order.

15 http://nginx.org/en/
16 http://cherokee-project.com/
17 http://www.bauk.ws/
18 http://www.lighttpd.net/
19 https://www.hiawatha-webserver.org/
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BASIC SECURITY AND ANTISPAM PROTECTION

The WWW is getting more like the Wild Wild West 

everyday. It’s full of criminals and scammers out to get you 

wherever possible. In this section we will look at some basic 

options you can use to protect your web server from attacks 

and spam.

HTACCESS

The .htaccess file is a very powerful file, and can be used 

to do some basic security for your website. It resides at the 

root level of your website (in the same location as the index.

html file). The period at the start means that it’s an ‘invisible’ 

file. You may have to change settings on your web host or in 

your FTP client if you are unable to see this file.

While there is a LOT that you can do with the .htaccess 

file, we will only be covering some basic security options right 

now. You should usually use higher-level security measures 

than .htaccess when securing your servers. 
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This is just a quick example and you can find much more 

about .htaccess and its other functions should you require it. 

If you don’t understand what a piece of code does, it’s a good 

idea not to use it without checking with somebody first. It’s 

very easy to take down an entire website with an improperly 

configured .htaccess file.

PREVENT DIRECTORY BROWSING

If people can’t see your files and folder structure, it makes 

it more difficult to plan an attack. While this is not an end all, 

be all security fix, it’s a quick and easy thing that you can do 

to prevent people from seeing inside your directories.

Simply add the following code to your. htaccess file.

Options All -Indexes

That’s it! One line of code will stop people from viewing 

your directory structure via a browser. Yes, some hosts have 

this kind of protection built in, but it never hurts to have an 

extra lock on the door!
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PHP.INI

Just like the .htaccess file, there are some things that you 

can do with your php.ini file (for PHP applications only, of 

course) that will help you to prevent certain types of attacks 

on your website. If you want to get more into PHP Security, 

there is a great guide over at PHPsec.org20.  This is a much 

more advanced guide, but can really help if you are getting 

heavy into PHP.

Below you will find the most common modifications to 

php.ini file for added security. You may need to contact your 

hosting provider to find or create your php.ini file for your 

server if you don’t see one when logging in via FTP or via 

your hosts File Manager.

DISABLE ERRORS

If your server is displaying errors for everybody to 

see, then a hacker can potentially garner some private 

information that will help them in an attack. Turning off 

error display is a great start to preventing information 

disclosure. Locate display_errors and make sure it is set to 

Off.

display_errors = Off

20 http://phpsec.org/projects/guide/
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DISABLE GLOBALS

While global variables are from the php3 days, it never 

hurts to ensure that this door is closed. While it should 

be closed in newer versions of php, extra security is good. 

Simply ensure that your register_globals is set to Off.

register_globals = Off

DISABLE FUNCTIONALITY

There are certain PHP functions that you don’t want 

users, or your developers, to use due to the potential 

security issues involved. The easiest way to combat this is 

to disable them. This is a more advanced option and you 

should review with your developer or host to ensure that 

you are not disabling things you need, and to ensure that the 

biggest security risks are closed. You will add and modify 

the disable_functions area of your php.ini file, separating 

different functions with a comma. The following example was 

taken from madirish.net21.  

21 http://www.madirish.net/199
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disable_functions = php_uname, getmyuid, getmypid, 

passthru, leak, listen, diskfreespace, tmpfile, link, 

ignore_user_abord, shell_exec, dl, set_time_limit, 

exec, system, highlight_file, source, show_source, 

fpaththru, virtual, posix_ctermid, posix_getcwd, 

posix_getegid, posix_geteuid, posix_getgid, posix_

getgrgid, posix_getgrnam, posix_getgroups, posix_

getlogin, posix_getpgid, posix_getpgrp, posix_getpid, 

posix, _getppid, posix_getpwnam, posix_getpwuid, 

posix_getrlimit, posix_getsid, posix_getuid, posix_

isatty, posix_kill, posix_mkfifo, posix_setegid, 

posix_seteuid, posix_setgid, posix_setpgid, posix_

setsid, posix_setuid, posix_times, posix_ttyname, 

posix_uname, proc_open, proc_close, proc_get_status, 

proc_nice, proc_terminate, phpinfo
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AKISMET

If you are running a blog, or any type of website that 

allows comments, then you should really look at integrating 

Akismet into your system. If you’re running any of the 

big CMS systems like Joomla! or WordPress, there are 

numerous plugins to assist you in integrating it into your site. 

Otherwise, you may need to consult a programmer.

Akismet is a great service because it learns from the 

hundreds of thousands of sites it protects. When it detects 

new forms of spam, you are automatically covered. It will save 

you lots of time and effort in filtering and removing spam 

from your website. 

While it’s free for personal websites, they do have very 

reasonably priced packages for small and enterprise business. 

You can visit their website at Akistmet.com for additional 

information.
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CAPTCHA

You may not know its name, but you know what it is. 

Anytime you have been asked to “type the letters into the 

box” to prove you’re not a robot, you have just filled out a 

‘Captcha.’ 

Unfortunately, these types of checks are needed these 

days, because bots (automated computers) will visit websites 

and fill out forms with spam information. They can do it 

rapidly and repeatedly, filling your inbox or comments with 

spam in minutes.

This is a standard Captcha, which may not look exactly 

like this, but will look very similar and contain letters, 

numbers or words. There are hundreds of different solutions 

for this type of Captcha from many different vendors. Many 

plugins for CMS systems that allow user input will have some 

kind of protection like this.
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You will probably recognize the next type of Captcha 

as it’s the most popular one around. Acquired by Google in 

2009, reCAPTCHA is a very cool solution because not only 

are you are protecting your website from spam, you are also 

assisting in digitizing text, improving maps, and annotating 

images.

Many of the words are from books that could not be read 

by computer, or from Maps images. Not only are you helping 

to preserve history, but also improve Google Maps accuracy! 

How cool is that? You can sign up at reCAPTCHA.net.

CLOUDFLARE

The Cloudflare service is a very cool system. In an 

attempt to provide additional protection to website owners, 

they inadvertently discovered that their service also helped 

speed up users’ websites! Not only can they protect you 

from internet attacks, they can protect you from comment 

spam and provide you with SSL they will increase your 

performance!
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They offer basic free services as well as paid services for 

additional protection. While fairly easy to setup, many first 

time users may have difficulty understanding the DNS setup 

procedure even if they don’t actually have to change anything.

When you sign up, Cloudflare scans your domain and 

presents you with some DNS information. Most websites 

won’t need anything beyond what they provide here, but if 

you are unsure it’s a good idea to consult with somebody 

before proceeding. If you do decide to go ahead, you will 

need to change your Name Servers to the ones provided by 

Cloudflare with your domain registrar.
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SSL AND TLS

These days you really can’t be too careful online. If you have 

any form of login or allow any type of submission from your 

visitors on your website, then you should be using SSL/TLS to 

encrypt the traffic. SSL stands for ‘Secure Sockets Layer’ and TLS 

stands for ‘Transport Layer Security’. While it’s still referred to 

as SSL, the majority of new certificates (SSL 3.1+) will show that 

the connection is using TLS (as seen in the image below). I will 

continue to use the term SSL for this section.

So why do you need SSL? By default, if you do not have 

an SSL certificate on your server, when you (for instance) 

login to your website, your username and password are sent 

across the network as Plaintext. This book is in Plaintext, also 

known as just (plain) text. If a hacker were able to tap into 

your connection when you logged in, they could easily grab 

your login credentials.
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By adding an SSL certificate to your website, that 

information is encrypted before it is sent. If that same hacker 

was on the network when you logged in, they would be able 

to steal the encrypted information, but it would require a 

LOT of work in order to crack your username and password. 

Unless you have some seriously top secret information, or 

have really pissed somebody off, it’s really too much work for 

most hackers to bother with.

If you are using SSL with a Content Management System 

such as Joomla! or WordPress you will need to make sure that 

once your certificate is installed, you set any plugins or menu 

items that have forms or logins to use the secure connection.

FTP SERVER

The ‘File Transfer Protocol’ is a method of transferring 

files across the internet. Most commonly, FTP is used to 

send files to a web server though it is also used by different 

industries, such as the graphics industry, to transfer large files 

to and from clients or print facilities. It is a reliable protocol, 

but not overly secure by default. You are required to have an 

FTP Client in order to properly connect to an FTP server. 

Yes, there are other possible connection methods, but an FTP 

client is recommended.
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The basic FTP protocol sends username and password 

details in plain text, which is not a secure method of 

connecting. For added security, it is recommended to use 

either FTPS or SFTP. You can secure username and password 

transmission with the use of FTPS, which uses SSL/TLS to 

encrypt your data (an SSL certificate would be required for 

this). The other option for secure transfers is SFTP or ‘SSH 

File Transfer Protocol’ (though sometimes referred to as 

Secure FTP).

SFTP not only encrypts the username and password, but 

also provides secure transmission of commands and data 

making it the most secure option. Your FTP server would 

need to support FTPS or SFTP in order to function.

Using an FTP server requires some basic information: the 

server/host you want to connect to (in domain or IP form: 

kraymitchell.com or 192.168.1.22), the username (in some 

cases, the username will be formatted as an email address), the 

password, and the port. The default port for FTP is 21, though, 

depending on the server configuration, it could be anything. 

There is a wide range of FTP client software out there 

that will allow you to connect to an FTP server. While you 

COULD potentially connect using a web browser, it’s highly 

recommended to use an FTP client for the best reliability. My 
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personal favourite FTP app for Mac is Transmit, but if you 

are looking for something free, check out Filezilla Client. It’s 

available for Windows and Mac and is free software.

While the features of FTP clients can vary greatly, for the 

majority of users any FTP program will work well for them.

EMAIL SERVER

Just like you can have a web server without an email 

server, you can run an email server without a web server. 

In the majority of cases, it is preferable to do this as 

having dedicated hardware to perform dedicated tasks will 

provide better performance and make things easier for 

troubleshooting, and make sure everything doesn’t go down 

if something happens.

There is a wide array of Mail Server software that is available 

with a varied range of features and compatibility. We will not be 

covering the majority of the features here, but a few of the most 

common things people look for in a mail solution are spam 

filtering, contacts, webmail, list servers and good security.

Similar to how a web server connects using the HTTP 

protocol, email has a series of protocols that it uses to 

communicate: POP, IMAP, SMTP and MAPI. Let’s take a look 

at them.
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IMAP

‘Internet Message Access Protocol’

One of the most popular protocols today, IMAP makes it 

easy to maintain our email in our multi-device society. IMAP 

keeps messages on the server, but allows you to access copies 

from any of your devices. Your email client usually remains 

connected to the email server as long as it is running. The 

active connection allows for better response times and more 

of an ‘on demand’ experience. Like POP, IMAP is mainly 

used for retrieving email, while SMTP is used for sending.

With IMAP, the messages on the server are considered 

the originals and any messages downloaded to devices would 

be copies. Your email clients still communicate with the 

server and pass information about the message back and 

forth so its status remains consistent. All of your devices will 

have the same messages and display the same status (i.e. read 

or flagged). You also have the ability to create folders directly 

on the server to organize your mail. Those folders would be 

accessible from all your devices as well.

For instance. You get three new emails while at your 

desktop. You respond to the first then go to another room, 

grab your tablet and launch your email client. You will see 
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those three messages, one of them has been read and replied 

to, but the other two still show as unread. If you delete a 

message from any device, it will be moved to trash and no 

longer show in your inbox on any device (though, depending 

on the server settings, the Deleted items may still be available 

for a certain period of time).

When using IMAP, you are generally connecting via port 

143 for unsecured connections and 993 for connecting over 

SSL (Secure). It can be used for both receiving and sending 

email, but most servers will use SMTP for sending.

POP

‘Post Office Protocol’

One of the first protocols for email, POP was prevalent 

during the era of dial-up internet when connections were 

spotty and unreliable. Unlike IMAP, you are only connected 

to the server when retrieving your email. It’s a simpler 

protocol than IMAP and makes setup and administration 

easier.

The names stems from its functionality, as the server acts 

much like a Post Office, holding your mail until you pick it 

up. Once the mail has been retrieved, the mailbox is then 

empty until you get a new message. 
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This method doesn’t work well with the multi-device 

world today because once you get your messages on your 

desktop, if you open your mail on your phone, those 

messages won’t be there, like somebody else already “grabbed 

the mail.” While some POP servers will allow you to keep 

a copy of messages on the server, the message that was 

downloaded to your device is considered the original, the 

opposite of how IMAP works. POP also does not provide the 

ability to create folders; this would need to be done locally on 

every device and you would also have to organize your mail 

on each device. 

The POP protocol uses port 110 by default or via port 995 

when using an encrypted connection. It can be used for both 

receiving and sending email, but most will use SMTP for 

sending.
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MAPI

‘Messaging Application Programming Interface’

This is a proprietary protocol from Microsoft that is 

specific to Microsoft Exchange Servers. It provides additional 

functionality that allows it to utilize specific features of an 

Exchange server such as shared address books and calendars 

as well as public folders. MAPI uses RPC22  for dynamically 

assigned port numbers. Unless you are running an Exchange 

server, you wouldn’t be using this option.

SMTP

‘Simple Mail Transport Protocol’

For the most part, both POP and IMAP are used for 

retrieving email while SMTP is a delivery only protocol. 

Understanding why you would use SMTP over POP/IMAP 

for sending mail is another topic that is beyond the scope 

here.

By default, SMTP uses port 25 and 587 for 

communicating and uses 465 to communicate via SSL.

22 http://technet.microsoft.com/en-us/library/ee332317(v=exchg.141).aspx



79

DATABASE SERVERS

‘Databases’ are the backbone of any good system. They 

are what holds most of the information for whatever it is tied 

to, whether it’s a website or an application. For instance, when 

you use an application that stores and retrieves data (think a 

blog or inventory control system) that information is stored 

in a database. This database is run from a database server 

and connects to the front facing application that the end user 

interacts with. A couple of the most popular database server 

software that you may recognize are MySQL and Microsoft 

SQL Sever.

As with an email and web server, a database server can 

be run on its own hardware or share resources with other 

applications. Whenever possible, for best performance and 

reliability, it should be run independently.

Information in a database is written, read, and exchanged 

back and forth. It can store and retrieve massive amounts 

of information in record speeds. If you’re having trouble 

thinking about a Database, think about Amazon. All of its 

products, descriptions, reviews, orders, affiliates, suggestions, 

and transactions are stored in databases. (On an epic scale of 

course!)
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Creating and maintaining databases can range from fairly 

basic to incredibly complicated (as per the Amazon example), 

but with the right application they can greatly increase 

productivity and usability, and reduce your costs.

LOCAL DEVELOPMENT WITH LAMP

While you can easily work in basic HTML off your local 

hard drive, once you graduate to using a programming 

language, either a content management system or custom 

code, you are going to need some additional technology 

to run it locally. While ‘local development’ can get quite in 

depth and complicated, if you are looking to do any kind 

of web development using PHP and MySQL, then a simple 

LAMP stack is all you need to get started. Think of it as a web 

server in a box!

A what now? LAMP! No no, nothing cute like the 

bouncing Pixar lamp, it stands for Linux, Apache, MySQL 

and PHP. These are the most common technologies on web 

servers and by installing them locally on your machine, you 

then have access to a ‘web server’ for development or testing 

that can be taken with you. While you could setup each of 

these technologies individually on most modern computers, 

it requires a lot of work, and in many cases requires the use 

of the ‘terminal’ and in depth knowledge to get installed and 
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configured. A LAMP stack greatly simplifies the process and 

allows you to run these technologies with ease.

There are numerous different LAMP stacks available on 

the market, but I am going to mention the big three. MAMP 

(Mac and Windows), WAMP (Windows only) and XAMPP 

(Linux, Mac, Windows and Solaris). Each package is free 

and has it’s own set of followers, and the debates can get 

heated during discussions of which is a better solution. My 

answer to which is better: whatever one works best for you. 

My personal preference is MAMP, and I have purchased a 

MAMP PRO to support projects even though I don’t really 

use the PRO features.

Each one of these systems will provide you with 

everything you need to install Joomla!, WordPress or Drupal 

(or any other php/mysql based system). In some cases you 

may need to pay extra for additional features. For most users 

though, the free versions are more than enough to get started. 
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CONTENT DELIVERY NETWORKS

The ‘Content Delivery Network’, more commonly referred 

to as a CDN is a series of servers located in different areas 

around the world. When users attempt to visit your website 

or application when you’re using a CDN, they are given the 

content from the closest server to their location.

This helps to increase the speed and performance of your 

website or app. For instance, if your website was hosted on a 

server in Texas and a user loads your page on the West Coast 

of Canada, it would load slower than if it were being loaded 

from a server located in Seattle. While you wouldn’t host your 

entire website on a CDN you would host things like images, 

CSS and Javascript files.

There are many different companies that provide different 

levels of CDN services, but some big names that you may 

have heard are Amazon AWS (Amazon Web Services) and 

Rackspace. Again, most beginners wouldn’t use something 

like this, but any advanced websites or apps with heavy traffic 

would probably have some kind of CDN in use.
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MARKUP AND LANGUAGES

OVERVIEW

There are many different programming and markup 

languages that make up the world wide web. While you could 

argue which is better until you are blue in the face, the best 

option is the one you know and are comfortable with. Certain 

applications could require using certain languages, but for 

the most part, it’s a choice. That said, if you require a dynamic 

website, basic HTML is not the solution you will need.

We will review a couple of the most popular languages, 

but there are many more than those listed here. If you want to 

know more about any particular language, check out the links 

provided in each section.

FRAMEWORKS

There are many different ‘Frameworks’ available for 

both HTML and a majority of the programming languages 

out there. Basically, a Framework is a starting point. It gives 

you everything you need to do rapid development on your 

application or website. I will use Bootstrap as my example 

here.
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Bootstrap is a web (HTML/CSS/JavaScript) framework 

for building responsive websites using a mobile first design 

strategy. When you download Bootstrap, it gives you a series 

of CSS, Font and JavaScript files to reference in your HTML 

file. Once you have these references in place, you can take 

advantage of everything Bootstrap has to offer.

By simply adding specific class attributes to your 

elements, Bootstrap will provide pre-determined layouts 

and design for specific text and elements on your website. 

The image below gives you an example using the <button> 

element.

Normally, to get buttons to look like they do above, you 

would need to write a bunch of CSS to achieve this. With 

Bootstrap, simply providing the class btn and one of the 

extended options for colors such as btn-success, you can 

quickly and easily get your website up and running.
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One of the biggest features of Bootstrap is the ability to 

create a complex responsive grid for your layouts. You will be 

able to choose what is displayed on different devices such as 

mobile vs. desktop and define how that layout is presented on 

each device (such as 4 columns on desktop, two columns on 

mobile). 

Bootstrap is a robust and in-depth framework that is 

well-maintained and developed. They also provide you 

with lots of documentation for getting started. Head over to 

GetBootstrap.com to find out more or download.

VERSION CONTROL

Version Control, also known as repositories, are mainly 

available in two flavours, ‘GIT’ and ‘SVN (Subversion)’. While 

most beginners won’t use them, advanced users, especially 

development teams, use them all the time. While SVN used 

to be the leader, many people have switched to GIT in recent 

years.

When you’re working on a project, the ability to track 

changes and revert to older versions or lines of code can 

save your life. In its simplest form, when you make a series 

of changes, you commit them to the repository. For every 

commit you make, an ID number is assigned to that change. 
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When you have multiple users working on the same project, 

each commit is attributed to a specific user.

When you get more advanced, you can do things like 

branching and merging with your repository. Let’s say you’re 

working on a new website and you want to add a new feature, 

but don’t want to break anything in the current version. You 

would create a branch for this new feature. This essentially 

makes a copy of all your code and sets it aside. If you decide 

you don’t want to work on that new feature anymore you can 

switch to a different branch or go back to the master.

Once you have completed the new item you were working 

on, you can then merge it back into the master. Basically, 

you’re taking that separate branch you made to work and 

including it in the main code. 

You can have local repositories and you can sync them to 

the cloud through a service such as GIThub or Beanstalk. Of 

course, you could host your own repository in the cloud too. 

If you are working with a remote team of programmers, an 

online repository is a must. It will allow all users to keep up 

to date on the latest changes in the code base and add their 

own changes back in. You can also have permissions set so 

that only the main administrator can do things like merge 

branches back into the master.
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Again, this is a very simple overview of what can be a 

very complex system. There is lots of information available 

around the web on both GIT and SVN should you want to 

explore them more.

HTML

HTML, or ‘Hyper Text Markup Language’, is the building 

block of the internet. It was the original language of the 

web and is still heavily used in static websites as well as in 

conjunction with other languages such as PHP. Despite 

many peoples belief that HTML is a programming language, 

it is not. It’s a Markup language. Without getting too 

complex, markup languages present information whereas 

a programming language provides instructions. Markup is 

much easier to learn for non-technical people.

By itself, HTML is used for the structure, or foundation, 

of a website. Just like with a house, if you have a poorly built 

foundation, attempting to build on top of it could run you 

into some serious issues (sometimes not right away either). 

Even though you use CSS for the actual layout positioning 

and design, your HTML should be well formatted to ensure 

stability and performance. It’s also highly suggested that you 

use the proper HTML tags for good ‘Semantics’23.  
23 Code written so that it makes sense and defines content correctly for search 
engines and coders.
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Once you’ve got that structure built, you can start adding 

the extras, such as CSS and JavaScript to define your layouts, 

add colours, effects and additional functionality. In the house 

example, CSS and JavaScript would be your interior design, 

upgrades and appliances.

These days you won’t see many websites that are strictly 

HTML. Even though a very basic HTML website would be 

the most optimal form of a website (it would load quickly, 

it’s responsive by nature, and supported pretty much 

everywhere), it would make for very bland experiences 

around the web. A humorous example of this is http://

motherfingwebsite.com, while the idea is sound, could you 

imagine if every website looked like this?

CSS

‘Cascading Style Sheets’, or CSS, have been around since 

the beginning of the web, but only gained popularity among 

designers and developers in the late 90s and early 2000s after 

becoming part of the WC3 standards in 1996. CSS allows 

designers to control the layout and visual design of their 

website. Everything from colours of links to typefaces and 

positioning of elements on the page, the power of CSS is 

incredible. You can think of CSS like plastic surgery: it takes 

something and changes it until it’s no longer recognizable! I 
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highly recommend checking out http://csszengarden.com 

as a prime example. Clicking the links shows you the same 

website content presented in many different ways by different 

designers. (You can submit your own layout too!)

There are four common levels of CSS that most users 

need to be aware of. The cascade portion of CSS refers to how 

the different types are used. While these descriptions may 

not make a lot of sense without understanding the basics of 

HTML, I felt it important to at least breeze over the different 

types of CSS; The browser default, inline, embedded and 

external CSS. 

The browser default defines the initial values of a website 

such as the blue links with underlines and times new roman 

font. If you have no CSS in your HTML, then the browser 

renders everything based on the defaults set by the WC3.

Inline CSS are declarations that are added directly to 

an HTML tag to affect that tag specifically, as well any tags 

nested inside if applicable. This is the most inefficient way to 

do CSS. In the cascade, inline CSS will override styles that are 

embedded or contained in external style sheets.

Embedded CSS are declarations for CSS contained 

inside the <head> tags of your HTML and applied to all 
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tags, or targeting specific tags, through the use class and ID 

attributes. You should try not to use this method.

External CSS moves the declarations to a separate file and 

just a reference to this file is placed inside your <head> tags. 

This is the most commonly used and most recommended 

way to apply CSS. It increases efficiency and allows you to 

make site wide changes quickly by editing a single file. When 

you are adding styles to your CSS, it’s read from the top 

down, so you have to be sure not to include conflicting code 

below the code you actually want to work.

CSS will cascade from External down to browser default 

in the reverse order listed here. Embedded CSS will override 

External CSS and Inline will override both.
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JAVASCRIPT

‘JavaScript’ is a ‘client side’ object-oriented programming 

language that is mainly used in websites and applications. It 

allows you to change the contents of HTML to add effects 

or provide interactivity. Because it is client side, the code is 

executed in the browser and not on the server.

Not only can it make things slide, shake or fade, it can be 

used for things like form validation. When somebody fills out 

a form, you can use JavaScript to notify users of incomplete 

fields or to ensure a properly formatted email is included. Not 

only that, but you can generate those errors, or a successful 

completion message, without refreshing the page all through 

the use of AJAX JavaScript.

It is a very powerful language that, like HTML, has a 

series of frameworks and libraries to ease development. Some 

common names you will hear are jQuery, AngularJS, Ember.

js, Backbone.js and MooTools to name a few.

If you want to get into back end coding for websites, 

JavaScript is an excellent and sought after skill to have in your 

toolbox.
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PHP

PHP, which is a recursive acronym for ‘PHP: Hypertext 

Processing’ (originally released in 1995 as Personal Home 

Page Tools or PHP Tools) is a powerful server side open 

source scripting language. Server Side means the code is 

executed on the server before being sent to the end user. 

This allows the user to see the results of an action but not the 

underlying code that generated it. Despite being mainly used 

for server side scripting, it can be used for much more and is 

capable of running on all major operating systems and web 

servers.

Considered to be an easy to learn language, PHP is one of 

the most popular languages on the web today. It can be used 

to create things like user logins, galleries, uploads, and can be 

used to add and retrieve information from databases. Despite 

it being incredibly popular, there are many programmers who 

balk at the use of PHP. I think Mailchimp (who uses PHP) 

said it best in a blog post about their PHP usage: “Once you 

get to the scale of computing we’re at, the language you use is 

much less important than the platform you build on it.”24 

Regardless of some peoples dislike for the language, 

PHP is still going strong and powers some major websites, 

24 https://blog.mailchimp.com/ewww-you-use-php/
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including Facebook at the time of this writing. (But, like 

Mailchimp, they have developed a platform on top of PHP to 

allow them to use it at the level they are).

For more information on PHP, check out the official 

website at http://php.net/ .

OTHER

While there are many more programming languages and 

Frameworks out there (including, but not limited to ASP.

NET, Python and Ruby on Rails), I really didn’t want to try 

and give a list of everything available, just the most common 

ones that you are most likely going to hear about or use on a 

regular basis. 

I highly encourage you to review other options if you are 

getting into a language and find that it is limiting or that you 

feel you need something different to work with. You have all 

the control!



94

THE PHISHER’S GUIDE TO THE INTERNET

CONCLUSION

While I have covered a lot in this book, it really does only 

scratch the surface of these technologies. There are so many 

different areas of the web that it’s almost impossible to know 

everything about everything (and everything it works with). 

Hopefully the knowledge you have gotten here will 

put you down the right path to something amazing. If you 

really want to get into web technology in some way, this 

should show you that while you may not be interested in 

programming, there is MUCH more that can be done online 

these days. In fact, every day there are new and amazing jobs 

coming out of the web-tech sectors due to the advancements 

in technology. 

 Take hold and go forth to something great.










