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ROCHESTER FIRM

https://www.securenetworkinc.com/cnybj/
http://www.cnybj.com


2 I THE CENTRAL NEW YORK BUSINESS JOURNAL    I   JULY 5, 2021
CNYBJ.COM

WRITERS/EDITORS:
Eric Reinhardt
ereinhardt@cnybj.com
315.579.3915

Adam Rombel
Editor-in-Chief
arombel@cnybj.com
315.579.3902

Maria Carbonaro
Contributing Editor
mcarbonaro@cnybj.com
315.579.3910

COMING UP:
July 12 List: Employee-Bene� t Consultants 
July 12 Special Report: Health Care 
Quarterly/Business of Aging

July 19 List: Web-Design Firms
July 19 Special Report: Manufacturing/
High-Tech/Incubators/Accelerators

July 26 List: Leadership & Management 
Consultants 
July 26 Special Report: Banking & 
Credit Union Report

August 2 Special Report: Revitalize 
Mohawk Valley Feature Publication NEW

August 9 List: Sta�  ng Firms
August 9 Special Report: Construction/
Real Estate

August 16 List: Janitorial Services NEW
August 16 Special Report: Anniversary 
Issue

August 23 List: Cultural & Performing- 
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September 20: Revitalize Syracuse 
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September 27 Special Report:
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CNYBJ Briefs

CNYBJ 
CANVASS
Here are 
the results 
of the latest 
poll on 
cnybj.com:

TOTAL
RESPONSES: 

175

SYRACUSE — The Syracuse 
City School District (SCSD) 
Educational Foundation re-
cently announced that the 
following six people have been 
elected to serve three-year 
terms as directors on its board 
of directors:

• Rich Conway, director of sales at
Syracuse Office Environments

• Kari Krause, state-licensed real-estate
salesperson at Acropolis Realty Group

• Kenyon Black, program director for Le
Moyne College Upward Bound Program 

• Diana Clark Perez, Spanish teacher at 
SCSD Institute of Technology at Central & 

adjunct Spanish instructor at 
Syracuse University

• Rickey Brown, principal at
Diversify-NY LLC

• Tim O’Donnell, re-
gional sales manager at CMD 
Outsourcing Solutions

Founded during the 2002-2003 school year, 
the SCSD Educational Foundation is a 501(c)(3) 
not-for-profit independent fundraising organi-
zation charged with providing supplemental 
resources for educational programs in the city 
schools. Foundation board members include 
representatives of local corporations, school-
district administrators, government officials, 
and two district high-school students. 

Syracuse City School District Educational 
Foundation elects new board members

CNYBJ Data & Details

Sign up for the 
Central New York

Business Journal’s Email 
News Alerts

Visit 
www.cnybj.com

Do you usually buy 
or lease your vehicles 

(cars, trucks, SUVs 
etc.)?

Buy Used

43%

30%

Buy New

SALINA — The Lockheed Martin Corp. 
(NYSE: LMT) plant in the Syracuse metro area 
has been awarded a $24.6 million modifica-
tion to a previously awarded contract from the 
United States Navy. 

The modification to the pact is to exercise 
an option for Navy equipment, components, 
engineering services, and other direct costs, 
the U.S. Department of Defense said in 
a June 22 contract announcement. Work 
will be performed in Salina (66 percent); 
Millersville, Maryland (33 percent); and 
Marion, Massachusetts (1 percent). It is ex-
pected to be completed by September 2023. 

Fiscal 2020 Navy shipbuilding and con-
version funds totaling $4.99 million (or 
21.7 percent of the modification); fiscal 
2021 shipbuilding and conversion funds of 
$1.62 million (7 percent); fiscal 2020 other 
procurement funds totaling $1.3 million 

(5.6 percent); and fiscal 2021 other procure-
ment funds of $15.1 million (65.7 percent), 
will be obligated at time of award and will 
not expire at the end of the current fiscal 
year. The Naval Sea Systems Command at 
Washington Navy Yard in Washington, D.C. is 
the contracting authority, according to the 
announcement.

Lockheed Martin’s suburban Syracuse plant wins 
nearly $25 million modification to Navy contract 

The board of directors 
of Berkshire Hills Bancorp, 
Inc. (NYSE: BHLB), parent of 
Berkshire Bank, recently ap-
proved a quarterly cash dividend of 12 cents 
a common share. 

The dividend will be payable on July 8, to 
shareholders of record at the close of busi-
ness on June 29. 

At Berkshire Hills Bancorp’s current stock 
price, the dividend yields about 1.7 percent 
on an annual basis. 

Boston–based Berkshire Hills Bancorp has 

$12.8 billion in total assets 
and 118 branches, primarily 
in New England and New 
York. 

Berkshire Bank has more than $621 mil-
lion in deposits in the Utica–Rome metro 
area through its 12 branches, good for a 
12.55 percent share of all deposits in the 
market, according to FDIC data as of June 
30, 2020. It ranks No. 5 in market share in 
the region. Berkshire Bank has nine branch-
es in Oneida County and three offices in 
Herkimer County.

Berkshire Bank’s parent company to pay 
quarterly dividend on July 8

Lease Used

8%

Lease 
New19%    CNYtweetstweets

SBA @SBAgov
Be on the alert for email phishing schemes. 
Reminder: SBA only communicates from email 
addresses ending in http://sba.gov. Learn how 
to report suspected fraud: https://sba.gov/
fraud

iSecurity @iSecurity
iSecurity: What is Pretexting? Simple & E� ec-
tive Social Engineering Attack http://dlvr.it/
S2gPCg #CyberSecurity #whatis #cybersecurity

DeepFriedCyber @DeepFriedCyber
How to conquer synthetic identity fraud: 
http://dlvr.it/S2gP1y #cybersecurity #infosec

Small Business Trends @smallbiztrends
How can you know if your sta�  is enjoying their 
work? 10 #smallbiz experts from @YEC share 
their tips. https://zcu.io/9OxX #management

Mark C. Crowley @MarkCCrowley
One Take On #WFH: “They’re viewing it as a 
punishment to come back into the o�  ce & 
they should be viewing it as a perk to back in 
the o�  ce, both for social & emotional issues 
as well as #career growth and income growth.” 
— Tom Gimbel, CEO of Sta�  ng company, 
LaSalle Network

Lolly Daskal @LollyDaskal
How to Make Your Employees Feel They Belong 
— @LollyDaskal:  https://bit.ly/374PZKl 
#Leadership #Management #HR #Success 

Prabir Jha @PrabirJha
Welcome & onboarding are #HR processes 
that many companies work at getting better. 
And rightly so. But when I probe on how they 
are improving the exit experience, the process 
and the feeling, many companies do not have 
the same energy. It is a pity. This has a more 
lasting e� ect.

Barclay Damon LLP @BarclayDamonLLP
“NY Appellate Court Dismisses Claim for 
Purely Economic Losses Arising From Motor 
Vehicle Accident” — Learn more in this #torts 
& #products liability defense alert: https://
barclaydamon.com/alerts/ny-appellate-court-
dismisses-claim-for-purely-economic-losses-
arising-from-motor-vehicle-accident

NFIB @NFIB
NFIB and #smallbiz applaud today’s U.S. 
Supreme Court decision in TransUnion LLC v. 
Ramirez. “NFIB is pleased the Supreme Court 
once again ruled that all plainti� s need to 
su� er actual injury to be compensated.” —@
NFIBLegal’s Karen Harned. https://n� b.com/
content/press-release/homepage/supreme-
court-decision-protects-small-businesses-
from-possible-frivolous-lawsuits/ #SCOTUS

Hancock Estabrook @HancockLawLLP
Labor & Employment Law Alert: New York 
State Passes Amendments to the HERO 
Act https://hancocklaw.com/publications/
labor-employment-law-alert-new-york-state-
passes-amendments-to-the-hero-act/ 

New York SBDC @nysbdc
Eligible #SmallBiz in #NYS a� ected by the 
COVID-19 pandemic can now apply for grant 
funding up to $50,000 at http://smallbusiness-
recovery.com

TonyBodoh @TonyBodoh
Brave leaders stretch to grow beyond that 
which they have achieved because they 
know customers will always want more than 
they just received. http://TonyBodoh.com 
#smallbusiness

Here are some recent tweets that 
came across the @cnybj Twitter feed, 
o� ering cybersecurity, HR, legal, and 
small business tips.
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digital business
marketplace

The ideal place to promote your 
business inexpensively and effectively.

Visit cnybj.com/business-marketplace

Syracuse’s Digital Hyve now 
operates as wholly owned 
subsidiary of Rochester firm                                                         
BY ERIC REINHARDT
ereinhardt@cnybj.com

SYRACUSE — Digital Hyve, a digital-mar-
keting agency with offices in Syracuse and 
Rochester, is now operating as a wholly 
owned subsidiary of a Rochester firm.

Butler/Till, a women-owned, employee-
owned, marketing agency, on June 24 
announced that it has acquired the Digital 
Hyve, which operates its Syracuse office 
at 126 N. Salina St. 

The deal closed in mid-June, Jeff 
Knauss, co-founder and CEO of the Digital 
Hyve, tells CNYBJ in an email. The com-
panies didn’t release any financial terms 
of their deal.

Under the terms of the agreement, 
Digital Hyve will retain its brand and 
become a wholly owned subsidiary of 
Butler/Till. Kimberly Jones — who was 
appointed president & CEO of Butler/Till 
in 2020 — will serve as president & CEO 
of the combined agency. 

Also, Digital Hyve employees will join 
Butler/Till’s employee stock-ownership 
plan (ESOP). In the deal, Digital Hyve’s 
56 full-time employees have joined Butler/
Till, Knauss says. Prior to the acquisition 

deal, Butler/Till had about 200 employ-
ees, according to Knauss.

“Digital Hyve is a natural fit with our 
culture. They, too, share a passion for 
their people and are committed to creat-
ing a caring, compassionate workplace. 
Like our employees, they embrace in-
novation, cutting edge technology and 
provide top-notch client service,” Jones 
said. “Butler/Till has been committed 
to continually making strategic invest-
ments to expand service offerings for 
our clients and strengthen a culture of 
agility and adaptiveness. The acquisi-
tion of Digital Hyve is an exciting oppor-
tunity for employees and clients of both 
organizations as we continue to usher 
in a new era of growth, innovation, and 
transformation.”

Both firms will continue to operate in 
Rochester, Syracuse, and New York City. 
Digital Hyve has operated offices in both 
Syracuse and Rochester, while Butler/Till 
also has an office in New York City.

The acquisition makes the combined 
organization “one of the largest indepen-
dent marketing and media agencies in 
the country,” per the news release. It also 
“diversifies” Butler/Till’s capabilities, and 

“expands its reach” within the small and 
mid-size business market and into new 
sectors, including retail, automotive, food 
and beverage, government, education, 
travel, tourism, and hospitality. 

The deal also “strengthens the agency’s 
commitment” to 100 percent employee 
ownership.

Knauss and Tanner
Under the terms of the agreement, 

Knauss and Digital Hyve COO Jake 
Tanner will serve as consultants 

through the end of 2021, a term that 
could be extended, if need be, Knauss 
tells CNYBJ.

Knauss notes that both he and Tanner 
plan to leave the company in 2022. Knauss 
says he’s an investor in multiple compa-
nies and will continue public speaking and 
consulting work until he decides on his 
next endeavor. Tanner has recently start-
ed another company called Unplugged 
Game Store in Chittenango, which com-
petes in the collectible card and game 
space, according to Knauss.       
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Jake Tanner (left), COO of Digital Hyve, and Jeff Knauss, CEO of the Digital Hyve, are pictured in this 2015 CNYBJ file photo. 
Both Knauss and Tanner will serve as consultants after Rochester–based Butler/Till acquired Digital Hyve, the business 
that Knauss and Tanner launched.

SyracuseServes 
network seeks to 
help city veterans                           
BY ERIC REINHARDT
ereinhardt@cnybj.com

SYRACUSE — SyracuseServes 
is a network that seeks to con-
nect veterans and their families 
to local community providers to 
ensure care, resources and ser-
vices are “easily and successfully 
navigable.”

Syracuse University (SU) 
is working with the City of 
Syracuse on the initiative. The 
overall goal of SyracuseServes is 
to “maximize collaboration and 
enhance efficiency” for the re-
gional network of providers, the 
school said.

The coordination center is 
headquartered in the Daniel and 
Gayle D’Aniello Building at the 
SU’s National Veterans Resource 
Center (NVRC), which is locat-
ed at 101 Waverly Ave. on the 
Syracuse campus.

Supported by a $500,000 
grant from the New York City–
based Mother Cabrini Health 
Foundation, SyracuseServes will 
support the city’s veterans and 

military-connected population 
first through a “coordinated ap-
plication to final service deliv-
ery.” Military families will have 
access to “efficient and timely” 
support, as well as access to a 
range of needed resources.

J. Michael Haynie, SU’s vice
chancellor of strategic initiatives 
and innovation and founder of 
the IVMF, said he is proud to 
launch a program that will serve 
local Syracuse veterans and their 
families, including the many who 
study and work on the campus.

“This grant is one example of 
how we’re bringing the vision of 
the NVRC to life in a practical 
way, leveraging the facility and 
the IVMF’s expertise to serve the 
social and wellness needs of vet-
erans and families right here in 
Central New York,” Haynie said.

The Syracuse network will use 
lessons from AmericaServes’ 
17 other communities, includ-
ing Rochester; Dallas; Seattle; 
Charlotte, North Carolina; 
Pittsburgh; New York City; and 
Washington, D.C. Some services 

include help with benefits from 
the U.S. Department of Veterans 
Affairs (VA); employment assis-
tance; education; transportation; 
mental/behavioral health re-
sources; and housing.

The IVMF — which Syracuse 
describes as the first interdis-
ciplinary academic institute in 
higher education dedicated to 
advocacy, research, support for 
military veterans and their fami-
lies — “identified the need” for 

coordinated care for military 
families, the school said. IVMF’s 
research indicates that navigat-
ing services is the “biggest chal-
lenge” in transition — rating 
higher than finding employment, 
adjusting to civilian culture, and 
overcoming financial challenges.

“Because of SU, the City of 
Syracuse is fortunate to be home 
to IVMF, one of the nation’s top 
centers of support for the post-
service lives of the nation’s mili-

tary veterans and their families,” 
Syracuse Mayor Ben Walsh said 
in a separate news release. “The 
IVMF’s AmericaServes program 
is a proven model for coordinat-
ing the resources available in 
local communities for veterans 
and their families. I am grateful to 
Chancellor Kent Syverud and Vice 
Chancellor Haynie for answering 
the community’s call to establish 
a SyracuseServes network here in 
the City of Syracuse.”         
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Syracuse University’s Institute for Veterans and Military Families (IVMF) and the City of Syracuse have launched SyracuseServes, a network of 
providers that can help veterans in the city of Syracuse with needed resources. SyracuseServes is part of the national AmericaServes initiative, an 
IVMF program.

http://www.cnybj.com/business-marketplace
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Seneca Foods net sales rise 
nearly 10% in latest fiscal year
BY JOURNAL STAFF
news@cnybj.com

MARION —  Seneca Foods Corp. 
(NASDAQ: SENEA, SENEB) — a Wayne 
County–based provider of packaged fruits 
and vegetables, with facilities across the 
U.S., including Geneva — reported that
net sales for the 12-month period ending
March 31 rose 10 percent to $1.47 billion
from $1.34 billion for the prior year.

The company attributed the overall in-
crease in sales in the period (which it 
calls fiscal-year 2021) to increased sales 
volume of $74.2 million, as well as higher 
selling prices and a favorable sales mix of 
$57.6 million. Both factors were present in 
its canned-vegetables business.

Gross margin as a percentage of net 
sales increased from 10.6 percent in fis-
cal 2020 to 15.8 percent in fiscal 2021 
due to the favorable impact of higher 
selling prices and an improved selling 
mix “outweighing the negative business 
effects of a smaller than planned pack and 
incremental expenditures incurred for 
precautionary and safety measures taken 
for COVID-19,” the company said in its 
earnings report issued on June 11.

“Fiscal 2021 was a year of contrasts. While 
increased pandemic demand for our prod-
ucts led to record financial performance it 
was overshadowed by the suffering and loss 
from the virus by many of our employees, 
their families and our communities.” Paul 
Palmby, CEO of Seneca Foods, said.

Seneca Foods says it holds the larg-
est share of the retail private label, food 
service, and export canned-vegetable mar-
kets, distributing to more than 90 coun-

tries. Products are sold under the Libby’s, 
Aunt Nellie’s, Green Valley, CherryMan, 
READ, and Seneca labels, including 
Seneca snack chips.                                  
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Downtown Syracuse Continues to Thrive 
Following a Year of Uncertainty
D owntown Syracuse is at the heart

 of the Central New York com-
 munity and is the vibrant cen-

ter of a region on the 
rise. While the past 
year created significant 
economic hardships or 
delayed growth for so 
many small business-
es, it is truly exciting 
to see so many people 
returning to explore, 
eat, shop, and work 
downtown.

As people return, 
they are coming back 

to an urban center that continues to 
evolve and grow as new retail and res-
taurants open, and development projects 
and investments take shape. During the 
pandemic year, downtown welcomed 30 
new retail businesses. In just the last 
two months, new restaurants Luna Loca, 
Guadalajara Mexican Restaurant, and Day 
Bird have opened. Earlier this spring, 
downtown’s first full-service grocery 
store, the Syracuse Cooperative Market, 
opened at the Salt City Market. 

In all, nearly $80 million in invest-
ment activity was completed during the 
pandemic, with another $172 million in 
development currently underway or an-

nounced. In 2020, 281 new residential 
units were completed, providing room for 
downtown’s population to grow another 
12.5 percent. Additionally, more than 112 
units are under construction right now.

This economic activity is a welcome 
sign as is the return of workers to down-
town offices, both critical components of 
a full economic recovery following the 
COVID-19 crisis. Yet, there is more we 
can all do to ensure downtown’s small 
businesses, and arts, entertainment, and 
cultural amenities thrive. This summer, 
I encourage you to be a tourist in your 
own community. Go out to eat and shop 
downtown, visit the weekly farmers mar-
ket, or take your family to a museum. 
Buy tickets to be there when the cur-
tains rise at the Landmark Theatre and 
the Redhouse.

If this past year has taught us anything 
it is that we are resilient, and together we 
can make an impact when we support one 
another. As we begin to see the light at the 
end of this crisis, let’s continue to invest in 
our community to make sure this recov-

ery is accelerated and sustained.
To learn more about the progress 

downtown, download the 2021 Downtown 
Committee of Syracuse’s annual report 
(https://downtownsyracuse.com/sites/
default/files/2020-2021%20Annual%20
Report.pdf), or visit downtownsyracuse.
com.           

Robert M. Simpson is president and CEO 
of CenterState CEO, the primary economic-
development organization for Central New 
York. This article is drawn and edited from 
the “CEO Focus” email newsletter that the 
organization sent to members on June 25.

ROBERT M.
SIMPSON 

CEO Focus

“In all, nearly $80 million 

in investment activity 

was completed during 

the pandemic, with 

another $172 million in 

development currently 

underway or announced.”

Finger Lakes village receives 
financing and grant for 
clean-water project
BY JOURNAL STAFF
news@cnybj.com

INTERLAKEN — A village in Seneca 
County is one of the recent recipients of 
financing and grants to support vital water-
quality infrastructure projects across New 
York state.

The New York State Environmental 
Facilities Corporation (EFC) approved 
$26.7 million in grants, interest-free loans, 
and low-cost loans at its June 24 meet-
ing. The funding supports municipalities 
that are working to update their aging 
drinking water and wastewater systems 
and improve utility services for residents 
with “innovative, cost-effective financing 
solutions,” according to a June 25 news 
release from the office of Gov. Andrew 
M. Cuomo

The Village of Interlaken in Seneca
County was approved for nearly $3.9 mil-
lion in short-term, interest-free financing 
through the Clean Water State Revolving 
Fund, and more than $1.2 million in 

Water Infrastructure 
Improvement Act (WIIA) 
grant funding for waste-
water-treatment plant up-
grades and improvements.

Three other clean-water 
projects in Western New 
York, one drinking-water 
project in the same region, and one clean-
water initiative downstate also received 
funding. 

“The funding announced today and the 
critical projects it supports are invest-
ments in the future of New York’s cities, 
towns, and villages and will protect the 
environment, bolster local economies, and 
improve overall quality of life for genera-
tions to come,” Basil Seggos, Department 
of Environmental Conservation 
Commissioner and EFC board chair, said 
in the release. 

The financings are subject to Public 
Authorities Control Board (PACB) ap-
proval and are scheduled for consider-
ation at PACB’s meeting in July.                

Seggos

https://spectrumlocalnews.com/nys/central-ny


JULY 5, 2021   I   THE CENTRAL NEW YORK BUSINESS JOURNAL
CNYBJ.COM

I    5   

See the USAF Thunderbirds, USAF A-10 Thunderbolt, 
US Army Golden Knights and more! JULY 17 & 18

NOON - 4 PM
DRIVE-IN STYLE

TICKETS SOLD PER VEHICLE  
AVAILABLE ONLINE ONLY

BINGHAMTONAIRSHOW.COM

Search committee will help Clarkson find next president                                                                             
BY ERIC REINHARDT
ereinhardt@cnybj.com

POTSDAM — Clarkson University plans 
to form a search committee to find a 
successor to current president Anthony 
Collins, who plans to step down following 
the 2021-22 academic year.

Collins, the university’s 
16th president, has served 
as its top official since 
2003, per a Clarkson news 
release. 

The committee will in-
clude trustees, faculty,
staff, students, and alum-
ni. The search committee 

will provide details on the full commit-
tee membership and the process guiding 
the search for Clarkson’s 17th president 
“when available,” the university added.

A Clarkson faculty member since 1982, 
Collins has been a “booster” for economic 
development in the North Country and 

throughout New York State, and a “na-
tional advocate” for higher education, the 
university said.

“President Collins’ contributions to 
Clarkson University have been extraordi-
nary and will prove to be enduring. He 
has exceeded the broadest measure of 
success, leaving the institution in far better 
shape than when he accepted the role of 
president. In addition to advancing many of 
the metrics typically considered in assess-
ing institutional success, Tony’s leadership 
throughout the challenges wrought by the 
pandemic in 2020 and 2021 has been out-
standing,” Tom Kassouf, chair of the board 
of trustees, contended in the release. 

About Collins
Under Collins’ leadership, the Vision of 

a Clarkson Education and Clarkson@125 
have “guided strategic initiatives which 
have been substantially realized over al-
most two decades,” the school said. 

Clarkson’s Potsdam hill campus has 

been expanded both physically and in 
“academic reach,” while the downtown 
campus has been “repurposed to advance 
interdisciplinary entrepreneurship,” with 
the recently added Lewis School of Health 
Sciences and the “economic revitalization” 
of the village of Potsdam. 

Outside Potsdam, Clarkson has expand-
ed geographically in recent years, with 
new graduate and professional programs 
accessible at its Capital Region campus in 
Schenectady and at the Beacon Institute 
for Rivers and Estuaries on Dennings 
Point in Dutchess County.

A native of Australia, Collins earned an 
undergraduate civil engineering degree 
from Monash University in Melbourne, 
Australia. He then worked for Australian 
Consolidated Industries and the Utah 
Development Company before earn-
ing master’s and doctoral degrees from 
Lehigh University in Pennsylvania. 

After earning his Ph.D in 1982, Collins 
launched his career at Clarkson, progress-

ing from assistant professor of civil and en-
vironmental engineering to full professor, 
department chair, dean, vice president for 
academic affairs, and provost. 

During that time, he received awards for 
outstanding teaching, research, and advis-
ing, as well as lecturing internationally, and 
authoring more than 90 publications.

He currently serves as chair of the 
Association of Independent Technological 
Universities (AITU), is emeritus chair of 
New York’s Commission for Independent 
Colleges and Universities (CICU), serves 
on the board of the Business Council of 
New York State, is president of the Seaway 
Private Equity Corporation, and was pre-
viously nominated to serve on the advi-
sory board of the Saint Lawrence Seaway 
Development Corporation. 

Collins has also served on a number 
of New York State advisory task forces 
as well as co-chair for the North Country 
Regional Economic Development Council, 
Clarkson said.           n

Collins

BY ERIC REINHARDT
ereinhardt@cnybj.com

SYRACUSE — A firm that’s developing a 
low-altitude airspace-monitoring service 
is getting acclimated to its new head-
quarters at 1014 North Geddes St. in 
Syracuse’s Inner Harbor area and making 
plans for growth.

The business started operations in a 
basement in Camillus for a few months be-
fore moving to a space at 1153 W. Fayette 
St., and now making it to the new location.

Hidden Level held a ribbon cutting to 
acknowledge the opening of its new two-
story, 10,000 square foot facility in the 
Inner Harbor area. It includes office space 
along with laboratory and manufacturing 
facilities for developing its proprietary 
sensor systems. 

The company says it started transition-
ing operations to its Geddes Street loca-
tion in early April. 

Hidden Level plans to hire about 15 
people in the next year, “effectively dou-
bling” the company’s employee count.

“This new facility will allow us to con-
tinue to innovate and develop new cutting-
edge sensor technology and services that 
will help our customers improve airspace 

safety,” said Jeff Cole, CEO at Hidden 
Level. “Central New York is our home, 
and we are proud to be bringing jobs and 
innovation to this community.”

Besides the new headquarters and hir-
ing plans, the firm says it has also closed 
on a $17.6 million in series A investment 
and was involved in recent test flight ac-
tivities with NASA Ames Laboratory. 

The new investment will enable Hidden 
Level to advance development and de-
ployment of its sensor technology and 
services.

The Mountain View, California–based 
NASA Ames Research Center has been 
working with Hidden Level on drone-
traffic management and advanced aerial 
mobility applications of the airspace moni-
toring service (AMS) data feed. 

In May, Hidden Level conducted tests of 
its AMS for NASA Ames, using Onondaga 
Lake and surrounding areas as a surro-
gate for Mountain View. Testing consisted 
of numerous UAS flights over Onondaga 
Lake while Hidden Level’s network of sen-
sors monitored and reported the location 
of each drone. A UAS includes a drone 
and equipment used to control its flight. A 
drone is also referred to in the industry as 
an unmanned aerial vehicle, or UAV.         n

Hidden Level settles into 
new Syracuse headquarters               
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Jeff Cole, CEO of Hidden Level, speaks during the firm’s formal-opening ceremony held June 21 at its headquarters at 
1014 North Geddes St. in Syracuse. Also pictured (from left to right) are Syracuse Mayor Ben Walsh; James Licata, VP 
of strategy and partnerships at Hidden Level; Gary Dominicos, CFO at Hidden Level; and Joe Nehme, representative 
from the office of U.S. Senate Majority Leader Charles Schumer.

Default cloud-security 
tools may not protect data 
enough, expert says
BY JOURNAL STAFF
news@cnybj.com

T he business benefits of moving to
 the cloud come with risk and 
 default cloud-security tools may 

leave businesses vulnerable, a cybersecu-
rity expert says.

“Many cloud providers offer de-
fault cloud security tools,” says 
Jennifer Mazzanti, CEO, of eMazzanti 
Technologies, a greater–New York City–
area cybersecurity and cloud-services 
provider. “But these free tools can leave 
companies vulnerable.”

In an article on the firm’s website 
(https://www.emazzanti.net/default-
cloud-security-tools/), Mazzanti cites the 
example of Windows Defender as a se-

curity solution that she contends falls 
short in some areas like blocking phishing 
sites. She then urges business leaders to 
choose effective security solutions such 
as encryption, security automation, access 
management, and data loss-prevention.

Mazzanti warns that the new cloud 
landscape many businesses are embrac-
ing to facilitate remote work and collabora-
tion “brings new risks.” 

“For instance, in a public cloud, one 
server may store data from multiple 
companies. And, while cloud providers 
generally place a priority on security, no 
system can promise complete protection. 
A single successful breach of a cloud pro-
vider could have disastrous effects for 
dozens, even hundreds, of companies,” 
she notes.           n

http://www.binghamtonairshow.com
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“Health-care costs are an issue both for the 
government and for our larger economy.”  

          —Sylvia Mathews Burwell

I am officially raising red flags of
 significant concern for the future of 
 the New York state and United States 

health-care delivery 
system. 

Fact #1: The U.S. 
is rapidly approaching 
20 percent of our gross 
domestic product 
(GDP) on health care. 
Preliminary estimates 
for 2020 have the 
country crossing the 
18 percent threshold. 
As you may know, the 
U.S. has always been, 
since the adoption 

of Medicare and Medicaid in 1965, the 
leader in percentage of GDP devoted to 
health care. When compared to other G-7 
industrialized nations, in certain cases, we 
are double our G-7 colleagues, some of 
whom have yet to cross the 10 percent 
threshold for GDP.

Fact #2: The recently passed New 
York State (NYS) budget for the fiscal 
year beginning April 1, 2021 included a 
budget, for Medicaid only, of $83 billion. 
Total NYS budget expenditures are 
expected to be $212 billion, which makes 
Medicaid close to 40 percent of total New 
York State expenditures. Post-pandemic 
Medicaid eligibility in New York state is 7 
million residents, or about 33 percent of 
the population.

I have been writing this column since 
1996 and have been involved in health-care 
finance for 48 years. To be clear, I am a 
social liberal and a fiscal moderate. For 
most of my career, I have been and continue 
to be in a minority position with what might 
appear to some as a contradiction in my 
beliefs regarding social-justice issues, with 
a moderate to conservative view on health-
care fiscal policy.

You may say, “So what’s new that we 
haven’t heard many times before?” What’s 
new is that we have just experienced the 

worst public-health crisis in over 100 years. 
The impact of the pandemic will take several 
years, or perhaps a decade or more, to be 
fully understood. In my continuing homage 
to both David Letterman and more recently 
ESPN, please consider the following top 10 
topics to be important and relevant to your 
strategic plan. I believe it is appropriate for 
each health and human-services provider to 
update or modify its strategic plan between 
now and March 31, 2022. 

As one of my early mentors in the 1970s, 
Darrell Hartline, CFO of The Genesee 
Hospital, made a profound statement that 
has proven true for my entire career: 
“Health-care costs should be viewed as 
a balloon. Efforts to reform health care 
without letting air out of the balloon cannot 
result in significant cost savings, particularly 
in a society with an entitlement mentality.” 

1) Inflation
The $6 trillion that has been printed to

stimulate the economy during and after 
the COVID-19 pandemic has resulted in 
inflation-rate increases that have not been 
seen for the past 15 years. The Federal 
Reserve remains focused on a 2 percent 
inflation rate, which, you should know, 
typically excludes food and energy prices. 
The return of inflation will challenge all 
health and human-service providers in 
balancing budgets after the positive effect 
of federal stimulus has been exhausted. 

2) Demographics
Retirees and high-net worth / high-

income individuals will continue to leave 
New York state for lower/no-tax states. 
The fact that the recently adopted budget 
increased the New York State top income 
tax bracket to 10.9 percent, with 9.65 
percent rate applying to individuals with 
income above $1 million, will undoubtedly 
accelerate the geographic move of wealthy 
taxpayers to Florida, Arizona, and Texas, 
among others.

3) Employees
The current workforce crisis is

exacerbated by the fact that on average, 
10,000 people per day will be retiring in the 
U.S. through 2029. That means on average, 
300,000 individuals leave the workforce 
each month. Based on my research, I do 

not believe that the published new jobs 
report each month accurately reflects the 
fact that 300,000 jobs are being replaced 
each month. Depending upon which health 
and human-service sector is analyzed, 
most employers are now experiencing 
double-digit vacancy factors, with some 
organizations at more than 30 percent. 
This is not a sustainable model for a service 
sector that is labor-intensive and requires 
direct face-to-face contact for service 
provision. Historical vacancy factors have 
generally been in the low single digits.

4) Minimum Wage
President Joe Biden increased the

minimum wage for federal-contract 
employees to $15 several months ago. New 
York City adopted a $15 minimum wage 
on Jan. 1, 2020. These actions, coupled 
with the inflation pressures resulting 
from federal stimulus, have accelerated 
the move to a $15 minimum wage for 
almost every county in upstate New York. 
But that’s not the most difficult challenge 
for many providers. The bigger challenge 
is the salary compression resulting from 
the fact that current employees expect 
a commensurate increase in their 
wages based on length of service and 
performance in support of their employers. 
Extreme compensation examples recently 
publicized have been $200 per hour for 
traveling registered nurses and $80,000 
annual salaries to recruit registered nurses.

5) Remote
Virtually every employer is facing

the challenge of satisfying its workforce 
on flexibility regarding in-office vs. 
remote working environments. Rapid 
advancements in video-conferencing 
technologies will make it difficult for 
employers to compete for talent when 
there will be many employers offering 
hybrid or fully remote work environments. 
Competition for recruitment of millennials 
will become an extraordinary challenge, 
since that generation is known for frequent 
job, career, and geographic changes. 

6) Organized labor awakens
The convergence of each of the

foregoing topics coupled with the incredible 
communication power of social media 

may increase organized-labor activities for 
employers and employees. This is more 
likely since almost all industry service 
sectors need filling vacant positions. In 
addition, income inequality between senior 
management and front-line staff may stir 
the sleeping giant of organized labor to 
challenge non-union work environments 
throughout the country. Therefore, 
a strategic imperative that must be 
addressed with increased focus will be 
employee relations. Employees now have 
a tremendous number of options based 
on a shortage of workers throughout the 
economy. As a result, competition for 
new employees and retention of existing 
employees must be addressed with 
creative, flexible, and competitive work 
environments.

7) Telehealth
In addition to advancements in video-

conferencing technology, the by-product 
of telehealth and telemedicine services has 
been advanced by a decade in the past 15 
months. In the 1996 book “Jumping the 
Curve: Innovation and Strategic Choice 
in an Age of Transition,” it’s fair to say 
that no one predicted the technology 
advancements that have occurred in the 
past 25 years. Many technology experts 
believe that the pervasive implementation 
of artificial intelligence may result in the 
current decade exceeding the progress of 
the past 25 years.

8) Drugs
The cost and utilization of

pharmaceuticals must be subject to 
continuous evaluation by both providers 
and the individuals served. For those of 
you who still watch cable television, the 
direct marketing of what seems to be 
an infinite number of medications results 
in pressure on all health-care providers, 
particularly those with prescription 
privileges. In a recent informal survey 
of recently graduated physicians, nurse 
practitioners, and physician assistants, I 
asked for their top five recommendations 
regarding effective control over our ever-
increasing health-care costs. While I have 
spent thousands of hours in meetings 
with physicians over the past 40 years, 
one comment that each of them made 
was news to me. That is, in the current 
patient-physician interaction, there is 
incredible pressure and, in some cases, a 
perceived obligation for the practitioner to 
“do something once the patient arrives at 
the practitioner’s office”. This may include 
but is not limited to a referral to another 
physician’s specialty, an imaging referral, 
and/or a prescription for medication.

9) Tort reform
Relative to the statement above regarding

practitioner obligations to “do something”, 
my informal survey also disclosed that 
the risk of litigation in providing care to 
patients does drive increased utilization 
among the various physician subspecialties. 
For example, a prostate-cancer diagnosis 
typically involves the primary-care 
physician, a medical oncologist, a radiation 
oncologist, a urologist, and possibly a 
surgeon. We must have meaningful tort 
reform at the state level, since more than 
six decades of debate at the federal level 
have produced essentially no meaningful 
progress. 

10) Home care vs. long-term
nursing-facility care

Long-term nursing-facility care may be 
the service sector most impacted by the 
pandemic. Occupancy percentages for 
most nursing homes need to be more 
than 90 percent. One of the effects of the 
pandemic has been an increased demand 
for home-care services, even though the 
individual may be better suited and cared 
for in a skilled-nursing facility. This change 
in attitude, most frequently by the frail 
elderly and their family members, will 
continue to represent a major challenge 
for the viability of about 600 skilled-nursing 
facilities in New York state. And remember 
that the Medicaid program typically pays 
a daily reimbursement rate that is only 
about 50-60 percent of the private pay rate 
paid by individuals who are not eligible for 
Medicaid coverage. 

Certainly, there will be more to come 
in future columns on this major topic of 
health-care service delivery.           

Gerald J. Archibald, CPA, is a partner in 
charge of the management advisory services 
at The Bonadio Group. Contact him at 
garchibald@bonadio.com
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1.
SUNY Upstate Medical University
750 E. Adams St.
Syracuse, NY 13210
(315) 464-5540/upstate.edu

10,877 $1.5B health care, biomedical research, and education State University
of New York

Albany

Mantosh Dewan, MD,
President

1843

2.
Cornell University
410 Thurston Ave.
Ithaca, NY 14850
(607) 255-2000/cornell.edu

8,549 $4.3B higher education same
Ithaca

Martha Pollack, President 1865

3.
UHS
10-42 Mitchell Ave.
Binghamton, NY 13903
(607) 762-2336/nyuhs.org

6,456 $711.3M health-care provider same
Binghamton

John Carrigg, President &
CEO

1981

4.
St. Joseph's Health
301 Prospect Ave.
Syracuse, NY 13203
(315) 448-5111/sjhsyr.org

4,800 NA hospital and health-care system Trinity Health
Livonia, MI

Leslie Paul Luke, President &
CEO

1869

5.
Syracuse University
900 S. Crouse Ave.
Syracuse, NY 13244
(315) 443-1870/syracuse.edu

4,683 $1.5B private, coeducational, and residential university
dedicated to higher education and research.

same
Syracuse

Kent Syverud, Chancellor &
President

1870

6.
Walmart
6438 Basile Rowe
East Syracuse, NY 13057
(315) 434-9873/walmart.com

4,6001 $559B discount retailer with distribution center and nearly
30 stores in the region

same
Bentonville, AR

Doug McMillon, President &
CEO of Walmart Stores, Inc.

1962

7.
Oneida Nation Enterprises
2037 Dreamcatcher Plaza
Oneida, NY 13421
(315) 829-8900/OneidaNationEnterprises.com

4,500 NA Turning Stone, YBR Casino & Sports Book, Point
Place Casino, The Lake House at Sylvan Beach,

Oneida Technical Solutions LLC, Maple Leaf
Markets, SavOn Convenience Stores, marinas,
Salmon Acres, Oneida Indian Nation Outfitters,

Coop-Lafrance

Oneida Indian
Nation
Oneida

Ray Halbritter, Oneida
Indian Nation

Representative & CEO of
Nation Enterprises

NA

8.
Mohawk Valley Health System
1656 Champlin Ave.
Utica, NY 13413
(315) 624-6000/mvhealthsystem.org

4,200 NA Health care, parent organization of Faxton St.
Luke's Healthcare and St. Elizabeth Medical Center

same
Utica

Darlene Stromstad,
President & CEO

2014

9.
SUNY Oswego
7060 State Route 104
Oswego, NY 13126
(315) 312-2500/oswego.edu

4,167 $195.5M higher-education institution State University
of New York

Albany

Deborah F. Stanley,
President

1861

10.
Price Chopper - Market 32
461 Nott St.
Schenectady, NY 12308
(518) 355-5000/pricechopper.com

3,9001 NA grocery-store chain Golub
Corporation
Schenectady

Scott Grimmett, CEO 1932

11.
Crouse Health
736 Irving Ave.
Syracuse, NY 13210
(315) 470-7111/crouse.org

3,200 NA integrated health-care delivery system same
Syracuse

Kimberly Boynton, CEO
Seth Kronenberg, M.D.,

Chief Medical Officer/COO
Kim Rose, CIO

1887

12.
National Grid
300 Erie Blvd. W.
Syracuse, NY 13202
(800) 642-4272/nationalgridus.com

2,500 $19.3B energy-delivery company same
London, England

Melanie Littlejohn, VP - New
York

1950

13.
Loretto
700 E. Brighton Ave.
Syracuse, NY 13205
(315) 413-3269/lorettocny.org

2,392 NA long-term care, short-term rehabilitation, home and
community based services and senior housing for

older adults in CNY

same
Syracuse

Kim Townsend, President &
CEO

1926

14.
Samaritan Medical Center
830 Washington St.
Watertown, NY 13601
(315) 785-4000/samaritanhealth.com

2,300 $264.4M acute inpatient care, outpatient clinics, cancer
treatment, wound care, multi-specialty practice,
surgical services, ED, maternity, long-term care,

assisted living, rehabilitation and home-health care

same
Watertown

Thomas H. Carman, CEO 1881

.
Ascension Lourdes Hospital
169 Riverside Drive
Binghamton, NY 13905
(607) 798-5111/healthcare.ascension.com

2,300 NA health-care provider Ascension
St. Louis, MO

Kathryn Connerton,
President & CEO

1925

.
Arnot Health
600 Roe Ave.
Elmira, NY 14905
(607) 737-4100/arnothealth.org

2,300 NA health-care system same
Elmira

Jonathan Lawrence,
President & CEO

1888

17.
KPH Healthcare Services, Inc. (Kinney Drugs)
520 East Main St.
Gouverneur, NY 13642
(315) 287-3600/kinneydrugs.com

2,279 NA retail pharmacy & health-care services, long-term
care pharmacy, specialty pharmacy, pharmacy-
benefits management & mail-order pharmacy

same
Gouverneur

David Warner , President
and CEO

Rebecca Bubel, President of
Kinney Drugs

Stephen P. McCoy, EVP &
CFO

1903

18.
Binghamton University
P.O. Box 6000
Binghamton, NY 13902
(607) 777-2000/binghamton.edu

2,275 NA educational institution State University
of New York

Albany

Harvey G. Stenger, President 1946

19.
The Raymond Corporation
20 S. Canal St.
Greene, NY 13778
(607) 656-2311/raymondcorp.com

2,000 NA global provider of electric lift trucks, intralogistics
solutions, intelligent warehouse solutions including

automation and virtual reality

Toyota Industries
Corp.

Greene, New
York

Michael Field, President &
CEO

1922

20.
Target Corp.
3657 W. Genesee St.
Syracuse, NY 13219
(315) 233-0600/target.com

1,7551 $93.6B discount retailer same
Minneapolis, MN

Brian Cornell, Chairman of
Board & CEO

1962

21.
Upstate Cerebral Palsy
125 Business Park Drive
Utica, NY 13502
(315) 724-6907/upstatecp.org

1,750 $98M human-services agency Upstate Caring
Partners

Utica

Geno DeCondo, Executive
Director

1950

22.
Cayuga Medical Center
101 Dates Drive
Ithaca, NY 14850
(607) 274-4011/cayugamed.org

1,739 $272M health-care system same
Ithaca

Martin Stallone, MD,
President and CEO

1879

23.
Ithaca College
953 Danby Road
Ithaca, NY 14850
(607) 274-8000/ithaca.edu

1,700 NA private educational institution same
Ithaca

Shirley Collado, President 1892

24.
Syracuse VA Medical Center
800 Irving Ave.
Syracuse, NY 13210
(315) 425-4400/syracuse.va.gov

1,654 $303.1M health-care provider for veterans Federal
Government,

Dept. of
Veterans Affairs
Washington, DC

Frank P. Pearson, Medical
Center Director

1953

25.
Wegmans Food Markets, Inc.
1500 Brooks Ave.
Rochester, NY 14603
1-800-WEGMANS/wegmans.com

1,534 NA A 106-store supermarket chain with stores in New
York, Pennsylvania, New Jersey, Virginia, Maryland,

Massachusetts, and North Carolina.

same
Rochester

Colleen Wegman, CEO 1916

26.
St. Lawrence Health System
50 Leroy Street
Potsdam, NY 13676
315-261-6003/stlawrencehealthsystem.org

1,521 NA health care affiliated with
Rochester

Regional Health
Potsdam

David Acker, President &
CEO

2013

27.
AccessCNY
1603 Court St.
Syracuse, NY 13208
(315) 455-7591/accesscny.org

1,448 $50M programs for individuals with developmental
disabilities or acquired brain injuries (ABI), services
for those with mental health issues, clinical services
for those with disabilities, preschool education, and

Consumer-Directed Homecare

1603 Court
Street, Syracuse,

NY

Paul Joslyn, Executive
Director

1948
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28.
Excellus BlueCross BlueShield
333 Butternut Drive
Syracuse, NY 13214
(315) 671-6400/ExcellusBCBS.com

1,403 $6.2B health insurer The Lifetime
Healthcare
Companies
Rochester

Eve Van de Wal, Regional
President, Utica Region
Jessica Renner, Regional
President, Southern Tier

Region
Mark Muthumbi, Regional

President, Central New York
Region

1936

29.
BorgWarner Morse Systems
800 Warren Road
Ithaca, NY 14850
(607) 257-6700/borgwarner.com

1,300 $10.2B designs, develops, and manufactures automotive
transmission components and systems

BorgWarner Inc.
Auburn Hills, MI

Joseph Fadool, President &
General Manager

1880

30.
Oswego Health
110 W. Sixth St.
Oswego, NY 13126
(315) 349-5500/oswegohealth.org

1,213 $150.8M health-care system Oswego Health
Oswego

Michael A. Harlovic,
President & CEO

Duane Tull, MD, Chief
Medical Officer and

President of Physician Care,
P.C.

1881

31.
SRC, Inc.
7502 Round Pond Road
North Syracuse, NY 13212
(315) 452-8000/srcinc.com

1,100 NA products and services that help keep America and
its allies safe and strong in the areas of defense,

environment, and intelligence

n/a
North Syracuse

Kevin Hair, President & CEO
Joseph Lauko, COO

1957

32.
Colgate University
13 Oak Drive
Hamilton, NY 13346
(315) 228-1000/colgate.edu

1,001 $222.7M higher education same
Hamilton

Brian Casey, President
Tracey Hucks, Provost and

Dean of the Faculty

1819

33.
Hillrom
4341 State Street Road
Skaneateles Falls, NY 13153
(315) 685-4100/hillrom.com

1,000 $2.9B medical-device manufacturer Hill-Rom
Holdings, Inc.

(Hillrom)
Chicago, IL

Andreas G Frank, President,
Front Line Care

1915

.
Chobani
147 State Highway 320
Norwich, NY 13815
(607) 337-1246/chobani.com

1,000 $1.5B dairy manufacturing Chobani, Inc.
Norwich

Hamdi Ulukaya, Founder &
CEO

2005

.
Carrols Restaurant Group, Inc.
968 James St.
Syracuse, NY 13203
(315) 424-0513/carrols.com

1,000 NA engages in the ownership and operation of Burger
King and Popeyes restaurants

same
Syracuse

Daniel T. Accordino,
President, CEO & Chairman

Jerry J. DiGenova, VP Human
Resources

Richard G. Cross, Vice
President Real Estate
Nathan Mucher, CIO

Anthony Hull, Vice President
Treasurer CFO

Jared Landaw, Vice
President General Counsel

1960

36.
SUNY Cortland
P.O. Box 2000
Cortland, NY 13045
(607) 753-2232/cortland.edu

967 $165.8M higher-education institution State University
of New York

Albany

Erik J. Bitterbaum, President 1868

37.
Stickley, Audi & Co.
300 Towne Drive
Fayetteville, NY 13066
(315) 637-7770/stickleyaudi.com

900 NA furniture same
Manlius

Aminy I. Audi, Chairman &
CEO

Edward J. Audi, President
John F. Brogan, VP & CFO

1900

38.
Raymour & Flanigan
7248 Morgan Road
Liverpool, NY 13088
(315) 453-2500/raymourflanigan.com

811 NA furniture retailer in the Northeast same
Liverpool

Neil Goldberg, Chairman &
CEO

Steven Goldberg, Vice
Chairman

Michael Goldberg, Vice
Chairman

Seth Goldberg, President
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Buttigieg visits Syracuse 
to discuss plans for I-81
Salina says invitation 
to meet was 
“ignored”                       
BY ERIC REINHARDT
ereinhardt@cnybj.com

SYRACUSE — U.S. Secretary of 
Transportation Pete Buttigieg on June 
29 visited to Syracuse to discuss plans for 
the upcoming Interstate 81 (I-81) replace-
ment project, a visit that didn’t include a 
meeting with the Town of Salina, as town 
officials had hoped.

Buttigieg joined U.S. Senate Majority 
Leader Charles Schumer (D–N.Y.) and 
U.S. Senator Kirsten Gillibrand (D–N.Y.), 
along with Syracuse Mayor Ben Walsh, 
Onondaga County Executive Ryan 
McMahon, and other community leaders 

outside the Syracuse Center of Excellence 
at 727 E. Washington St. with the elevated 
portion of I-81 not far away across from 
Almond Street. 

Buttigieg said the work continues to 
improve Interstate 81, help it meet the 
community’s needs, and reconnect the 
communities that “were once divided” 
[because of the highway]. 

“It was 65 years ago, actually today, that 
President [Dwight] Eisenhower signed a 
bill creating the interstate highway sys-
tem. It was an extraordinary achieve-
ment, but we know that the planners 
behind it also made choices that often 
routed new highways directly through 
Black and Brown neighborhoods, doing 
lasting damage to those communities, and 
one of those highways is right next to us. 
I-81 was built … right over and through 
the 15th ward and displaced nearly 1,300 
residents from what had been a close-knit, 
middle class, Black neighborhood. Those 
who remained were cut off, in many ways, 
from opportunity. And over the next few 
decades, much like my own hometown in 
South Bend [Indiana], Syracuse lost about 
30 percent of its population. And now the 
city has been rebounding in an extraor-
dinary way. And yet these consequences 
and this legacy is still with us,” Buttigieg 
said in his remarks. 

Buttigieg also joined Schumer and 
Gillibrand in pushing for the Reconnecting 
Communities Act and to make permanent 
an expansion of the local hire pilot pro-
gram as part of the American Jobs Plan, 
which would help fund the I-81 project 
while supporting local workers and “revi-
talizing Syracuse,” Schumer’s office said 
in a Tuesday news release.

Schumer’s office said he and Gillibrand 
have been “vocal advocates of the need 
for local hire and other targeted” hir-
ing programs as part of federally fund-
ed construction. Last month, the U.S. 
Department of Transportation (DOT) 
heeded the senators’ calls to implement 
a local hire pilot program for highway 
projects. The provision passed out of the 
Commerce Committee would provide 
the DOT with the authority to turn the 
local hire pilot into a permanent author-
ity across all DOT programs, not just 
the Federal Highway Administration and 
Federal Transit Administration. 

Salina feels “ignored”
Buttigieg heard applause following his 

remarks outside the Center of Excellence, 
but officials in an adjacent community 
that opposes the current I-81 plan ex-
pressed frustration at the Transportation 
Secretary. 

In statement release June 30, the 

Town of Salina said the Buttigieg visit 
“does not discount the fact that we have 
been imploring state leaders to listen to 
our constituents’ concerns for years.”

The Town of Salina’s invitation to 
Buttigieg was “ignored,” per the state-
ment.

“There are many negative conse-
quences a grid-only proposal would have 
on our community. Our town relies heav-
ily on its proximity to Interstate 81, and 
our local small businesses stand to lose 
the most should traffic be redirected 
elsewhere. Furthermore, our local tax 
base would be devastated by this pro-
posal, and the state has continued to dis-
miss the negative economic impact that 
a community grid would have for towns 
like ours. We have repeatedly reached 
out to Secretary Buttigieg to discuss 
these issues, and we remain frustrated 
that only a select few are heard, while 
the majority of the region is ignored,” 
the Town of Salina said.         
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Community leaders, interested observers, and reporters on June 29 gathered outside the Syracuse Center of Excellence 
at 727 E. Washington St. to hear the remarks of U.S. Secretary of Transportation Pete Buttigieg and New York’s U.S. 
Senators, Charles Schumer and Kirsten Gillibrand on the Interstate 81 project.

ERIC REINHARDT / CNYBJ 
U.S. Secretary of Transportation Pete Buttigieg addressed a 
gathering outside the Syracuse Center of Excellence at 727 
E. Washington St. in Syracuse. He visited Syracuse to get a 
look at Interstate 81. 
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G  lobalization has transformed 
 our planet, again and again. It 
 touches every part of our 

lives: the food we 
eat, the entertain-
ment we enjoy, the 
ways we communi-
cate, the products 
we buy. For many 
of us, it shapes the 
way we earn a liv-
ing in an increas-
ingly connected 
and interdependent 
world.

The constant 
flow of people, goods, information, 
and ideas across national borders —
even from one side of the globe to an-
other — is a basic fact of modern life. 
Globalization makes our lives richer, 
but it also raises challenges for gov-
ernments and policymakers.

We tend to think of globalization 
first as an economic phenomenon tied 
to world trade, the exchange of goods 
and services. There’s also cultural glo-
balization: Music, art, films, and TV 
span the globe. With the internet and 
satellite communications, information 
crosses borders instantaneously.

The globalization of trade has 
been generally positive. It improves 
efficiency and expands markets, giv-
ing consumers more choices and 
businesses more opportunity. It has 
raised the standard of living for many 
poor countries. But the globalized 
economy unquestionably creates win-
ners and losers. In the United States, 
manufacturing jobs have been dis-
placed in recent years, while skilled 
workers have made gains.

Some aspects of globalization are 
negative. Terrorists strike targets 
around the world. Criminals transport 
weapons and drugs from one country 
to another. Cyber criminals target 
businesses and organizations wher-
ever they are vulnerable. And viruses 
spread worldwide [as we’ve seen with 
COVID-19].

Nuclear proliferation is probably 
the most threatening manifestation of 
globalization. Despite efforts to curb 
it, nine countries now possess nucle-
ar weapons, including Pakistan and 
North Korea. The U.S. and its allies 
worry that Iran could join the nuclear 
club. The possibility that these devas-
tating weapons could be used, inten-
tionally or by accident, is terrifying, 
even if we rarely discuss it.

Perhaps surprisingly, the term glo-
balization didn’t come into general 
usage until the 1980s, but the phe-
nomenon goes back centuries, often 
driven by breakthroughs in technol-
ogy. Some scholars trace the rise of 
globalization to the so-called Age of 
Discovery, when advances in ship 
design enabled European adventur-
ers to circle the globe and explore 
the Americas. In the 1800s, railroads, 
steamships, and factories facilitated 
trade, and the telegraph connected 

distant regions.
With globalization came global con-

flict. After World War II, the United 
States took the lead in building a 
world order to promote peace and 
prosperity. Nations joined together 
to resolve disputes under the banner 
of free trade and the rule of law. The 
institutions we helped create — the 
United Nations, NATO, the World 
Bank, the World Trade Organization, 
and the International Monetary Fund 
— are hallmarks of globalization.

Globalization seemed to gain 
favor in the 1990s and early 2000s, 
when Congress approved the North 
American Free Trade Agreement, 
and the tech boom supercharged 
the economy. There was biparti-
san sentiment that global trade and 
other aspects of globalization were 
beneficial. Thomas Friedman’s best-
seller “The World Is Flat” celebrated 
the leveling of the economic playing 
field and the growing worldwide in-
fluence of technology and entrepre-
neurship.

Attitudes toward globalization can 
fluctuate, however. President Donald 
Trump proclaimed, “America first,” 
feuded with allies, rejected trade 
deals, and imposed tariffs. But Joe 
Biden, on his first international trip as 
president, met with G-7 leaders and 
declared “the United States is back” 
as a global partner.

In the long run, the forces that 
draw the world together may be 
stronger than the ones that drive 
us apart. The COVID-19 pandemic 
showed that a virus that starts in one 
country will quickly spread to others, 
and it will take international coop-
eration to stop it. Threats like climate 
change, nuclear proliferation, and the 
plight of refugees cannot be solved 
by nations acting alone. Globalization 
will continue to advance, and the chal-
lenge is to adapt and make it work 
better for everyone.                         n

Lee Hamilton, 90, is a senior advisor 
for the Indiana University (IU) Center 
on Representative Government, distin-
guished scholar at IU Hamilton Lugar 
School of Global and International 
Studies, and professor of practice at 
the IU O’Neill School of Public and 
Environmental Affairs. Hamilton, a 
Democrat, was a member of the U.S. 
House of Representatives for 34 years 
(1965-1999), representing a district in 
south central Indiana.

Globalization 
Shapes our Lives

LEE 
HAMILTON 

Opinion
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T he announcement [on June 23] that
 the declared state of emergency for
 New York State would not be extended 

was welcome news for all 
New Yorkers.

Weeks ago, the Assembly 
Republican Conference 
called for an end to Gov. 
Andrew Cuomo’s executive 
order. Unfortunately, when 
Democrats in Albany had 
an opportunity and respon-
sibility to return checks and 
balances back to state gov-
ernment and return control 
and authority back to local 

municipalities and school districts, they didn’t act.
 For more than 15 months, 19.5 million 

people have been operating under executive 
orders, arbitrary restrictions, and emergency 
declarations. [One June 24], it finally ended. 
New Yorkers can now, at long last, return to 
their daily routines and a sense of normalcy. 
It is time to move forward.              n

William (Will) A. Barclay, Republican, is the 
New York Assembly minority leader and rep-
resents the 120th New York Assembly District, 
which encompasses most of Oswego County, in-
cluding the cities of Oswego and Fulton, as well 
as the town of Lysander in Onondaga County 
and town of Ellisburg in Jefferson County. 
Contact Barclay at barclaw@assembly.state.
ny.us. This article is drawn from a statement 
that Barclay issued on June 23.

End of state of 
emergency is 
welcome news 
but should 
have happened 
sooner

WILL  
BARCLAY 

Opinion

P  resident Joe Biden has announced 
a bipartisan $1 trillion infrastructure 
spending bill via budget reconcilia-

tion but has not told the 
American people how they 
can afford it under cur-
rent deficit-neutral rules. 
Given the massive growth 
in government spending 
due to emergency COVID 
spending, the only ap-
proach is to revive bipar-
tisan-sequestration rules 
from 2011 that prohibit 
the increase in discretion-
ary spending for a mini-

mum of three years, rather than raising taxes.
If infrastructure is a priority for govern-

ment spending, then it’s only logical that 
funds be shifted from other areas, including 
unspent COVID funds, to meet this priority. 
It would be a massive mistake to burden our 
recovering economy will killer tax increases. 
Flatlining government spending is the only 
acceptable approach to paying for any infra-
structure plan.                            n

Rick Manning is president of Americans for 
Limited Government (ALG). The organization 
says it is a “non-partisan, nationwide network 
committed to advancing free-market reforms, 
private property rights, and core American lib-
erties.” This op-ed is drawn from a news release 
the ALG issued on June 24.

RICK  
MANNING 

Opinion

Congress 
should not use 
tax increases for 
infrastructure 

“But the globalized 
economy 
unquestionably 
creates winners and 
losers.”
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JULY 8

 Greater Binghamton Chamber’s
Connect Over Lunch networking
event from 11:45 a.m.-1:15 p.m. at
California Grill, 912 Vestal Parkway
E., Vestal. This popular event takes
place the second Thursday of each
month at various venues around the
community. These luncheons give
members an opportunity to network,
display literature, and give a brief
introduction to the entire group. Space
is limited and social distancing and
safety protocols will be in place. Cost
is $18 by July 2, or $21 after July 2, for
chamber members only. Receive more
information and register through this
link: https://bit.ly/2SnPhF1

JULY 9

 Greater Binghamton Chamber Eggs
& Issues event — American Rescue
Plan: Broome County Municipalities
— from 8:30-10 a.m. on Zoom. Our
local governments will be receiving
significant funds from the American
Rescue Plan. We will be hearing
from local elected leaders about
the previous budget concerns they
had, how much funding they will be
receiving, and what those funds will be
spent on. It’s a $10 fee, members only.
For more information, use this link:
https://bit.ly/3vfcgPS

JULY 14

 Virtual Voyage Open Forum from
12-12:45 p.m. CNY ATD traverses the
world of virtual with ongoing informal
conversations providing a resource
and opportunity to learn, share,
and discuss. Topic is “Preparing for
Hybrid.” Free virtual event. For more
information, call (315) 546-2783 or
email: info@cnyatd.org. Register at:
https://cnyatd.org/virtual_forum

JULY 20

 CNY BEST Information Session
from 8:30-9:30 a.m. CNY ATD will
hold an information session regarding
the CNY BEST Talent Development
Program, recognizing excellence in
talent development and the awards-
application process. Free virtual
activity. For more information, call
(315) 546-2783 or email: info@cnyatd.
org. Register at: https://cnyatd.org/
cny_best_information_sessions

 3rd Annual Bank of Utica Chamber
Cookout from 5-8 p.m. at Twin Ponds
Golf & Country Club. The Catalyst
Young Professionals Group of the
Greater Utica Chamber of Commerce
will host this family-friendly event,
which is also a great opportunity to
bring your staff out for an evening

of summer fun with their families. 
Organizers will have fun for everyone 
including corn hole, a putting contest 
and other lawn games, root-beer 
floats, music by Townsquare DJ’s 
and more. Tickets will also include 
a traditional cookout menu of hot 
dogs, hamburgers, salads and the 
fixings. Cash bar will be available. 
Proceeds from the event will assist 
the Catalyst group. The cost for 
chamber members is $25. The cost 
for non-chamber members is $30. 
Children 12 and under are admitted 
for $10. To register, visit: https://
greateruticachamberofcommerce.
growthzoneapp.com/ap/Events/
Register/VLzAyy5P?mode=Attendee

JULY 22

 2021 Annual Company Clambake
from 5-8 p.m. at Mountain Top
Grove Clambakes, 539 Hance
Road, Binghamton. This Greater
Binghamton Chamber event’s motto
is: “You bring the people; we bring
the party.” Mountain Top Grove has
plenty of great space for proper social
distancing. Don’t forget to wear your
company apparel, as there are prizes
for the best team spirit. Cost is $55
per person and includes a buffet
dinner with hard-shelled clams (raw
& steamed), large-shelled shrimp,
charcoal rib-eye steak sandwiches,

pulled pork, beer, wine, and much 
more. Receive more information and 
register through this link: https://bit.
ly/2RT9KRK

JULY 23

 360 Virtual program from 8:15-
10:30 a.m. CNY ATD will discuss
enhancing your virtual activities’
experiences with videos, augmented
reality, and virtual reality. The cost
for CNY ATD members is $15;
non-members pay $60. For more
information, call (315) 546-2783 or
email: info@cnyatd.org. Register at
https://cnyatd.org/upcoming_program1

AUGUST 5

 Storytelling Workshop from 9 a.m.-
12 p.m. CNY ATD will be conducting
an interactive, virtual workshop
on discovering, designing, and
delivering the right stories that will
move audiences to learn and act.
The instructor is Rance Greene, story
designer and author of “Instructional
Story Design.” The cost for CNY ATD
members is $45; non-members pay
$60. For more information, call (315)
546-2783 or email: info@cnyatd.
org. Register at https://cnyatd.org/
upcoming_program
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ACCOUNTING

JILL CHARSKY has joined 
Dannible & McKee, LLP 
as a marketing coordi-
nator in its marketing 
department. She will be 
responsible for the firm’s 
CRM database, as well as 
social media, written com-
munications, event planning, and web an-
alytics. Charsky most recently served as 
the community relations coordinator for 
Salvation Army Syracuse Area Services. 
Prior to that, she held various positions at 
Aspen Dental Management, Inc. Charsky 
is also a member of the Women’s Fund of 
Central New York’s Leadership Council. 
She earned her bachelor’s degree in jour-
nalism from SUNY Brockport.

BANKING

REBECCA BRAHENEY has been named con-
troller at Pathfinder Bank. She will oversee 
all of the bank’s account-
ing operations, including 
the internal, external, and 
regulatory financial report-
ing of Pathfinder Bank, 
its holding company, and 
its subsidiaries. Braheney 
will maintain ultimate 
control over the accuracy 
and integrity of the bank’s 
financial information as 
produced by the bank’s 
accounting department. 
Prior to joining Pathfinder 
in 2017 as the bank’s fi-
nancial-reporting special-
ist, Braheney worked at Bonadio Group 
as a staff auditor, where she specialized 
in the audits of community banks and 
credit unions. She was previously named 
assistant VP, financial reporting special-
ist at Pathfinder Bank, in January 2021. 
Braheney is a CPA and holds a bachelor’s 
degree in accounting and an MBA from 
SUNY Oswego. JENNIFER WRIGHT has 
been named VP, business deposit manager 
at Pathfinder Bank. She will be responsible 
for managing the bank’s business and 
municipal-deposit products and services 
and growing the bank’s deposit balances. 
In addition, she will manage the bank’s 
merchant services, credit card, and re-
mote deposit-capture products and ser-
vices. Prior to joining Pathfinder Bank in 
2009, Wright previously worked at another 
regional bank as an assistant branch man-
ager, consumer-loan officer, and assistant 
sales manager. She is a graduate of SUNY 
Oswego and holds a bachelor’s degree in 
finance and economics. 

EDUCATION

MICHAEL MARCIANO, research assistant 
professor and director for research in 
the National Security Sciences Institute 
(FNSSI) at Syracuse University’s College 
of Arts and Sciences, was recently ap-
pointed to New York State’s Commission 

on Forensic Sciences by 
Gov. Andrew Cuomo. The 
14-member committee of
crime experts develops
standards and oversees
accreditation for the 20
public forensic laborato-
ries operating within the
state. This is the first time a forensic sci-
entist from Syracuse University has been
appointed. Marciano received a bachelor’s 
degree in biology from the University of
Rochester, a master’s degree in forensic
biology from SUNY Albany, and a Ph.D.
in structural biology, biochemistry, and
biophysics from Syracuse University.

HEALTH CARE

MAHMOUD SHAABAN, M.D. has joined 
Rome Health as a primary-care doctor 
at Rome Medical Group, located at 1801 
Black River Blvd. in Rome. 
He has 28 years of experi-
ence in internal medicine, 
with a special interest in 
coordinating and manag-
ing the care of patients 
with multiple chronic con-
ditions and complex medi-
cal needs. As a primary-care provider, he 
takes a holistic approach to his patients’ 
overall health to help them prevent dis-
ease and better manage their conditions. 
Shaaban earned his medical degree from 
Alexandria University Faculty of Medicine 
in Egypt. He completed his internal-medi-
cine residency at Temple University, at the 
Memorial Medical Center in Johnstown, 
Pennsylvania, and received his pain-
management diploma from the American 
Academy of Pain Management.

SUE SPINA has joined 
Nascentia Health in 
Syracuse as a licensed 
clinical social worker in 
its home health-care prac-
tice. She has more than 
25 years of experience in 
social work and previous-
ly worked as the program 
director for the Mohawk 
Valley Health System’s 
adult day health care and 
as a social-work consul-
tant for several providers 
in Oneida County. Spina 
continues to also operate 
a clinical mental-health private practice 
in Whitesboro. At Nascentia, Spina is 
responsible for expanding upon and de-
veloping clinical social-work programs 
that contribute to enhanced patient care 
across the organizational service line 
and insurance programs. She received 
a master’s degree in social work from 
Syracuse University. WHITTNEY REED
has joined Nascentia Health as a reten-
tion and recruitment specialist in the 
company’s human resources department. 
She has a background in hiring/onboard-
ing, training and development, HRIS data 
maintenance, and employee engagement 
for several companies. Reed most re-

cently worked in project management 
for the Redhouse Arts Center. She is the 
former VP of the United Way Corporate 
Volunteer Council and provided virtual-
learning support for young students from 
her home this past year throughout the 
pandemic. At Nascentia Health, she sup-
ports full life-cycle recruiting, screening, 
placement, and retention of quality staff 
to support the vision and goals of the 
organization. Reed holds a bachelor’s de-
gree in communication from University at 
Buffalo, and a master’s degree in human 
resources management. 

RACHEL MOORE has 
joined Microscope — a 
health-care consultancy 
headquartered in Syracuse 
— as a senior consultant 
in its reimbursement ser-
vice line. She previously 
worked for a consulting 
firm, where she provided 
numerous health-care reimbursement 
services to clients. Moore received her 
bachelor’s degree in accounting from the 
University of North Texas. 

LAW

SABASTIAN S. PIEDMONT has joined 
Tully Rinckey PLLC’s growing Syracuse 
office as an associate, where he primar-
ily practices with the municipal, educa-
tion, and labor and employment practice 
groups. Prior to joining Tully Rinckey, 
Piedmont practiced in the same areas, 
specifically handling work related to 
COVID-19 recovery for businesses and 
local governments. He also worked exten-
sively with the Onondaga County Deputy 
Sheriff’s Benevolent Association (DSBA) 
during collective bargaining and fact find-
ing between the union and Onondaga 
County, as well as assisting with defense 
of DSBA members in disciplinary mat-
ters and grievance hearings. Piedmont’s 
experience also includes a background 
in education law, having presented to 
school administrators, regarding federal 
and state complaints made against school 
districts, and how to properly enforce re-
quired law. He also provides counsel for 
labor disputes between staff and school 
administration. Piedmont earned his 
bachelor’s degree from SUNY Brockport 
and his juris doctor and certificate of 
advanced study in national security and 
counterterrorism law from Syracuse 
University College of Law.

NONPROFITS

SUSAN LAPLACA has been 
named development direc-
tor at Helio Health and the 
Helio Health Foundation, 
which supports the work 
of Helio Health. Her focus 
is on fundraising, event 
planning, and relationship 
building, with the goal of using compel-
ling stories to communicate the agency’s 
mission. LaPlaca’s philosophy of service 

to others has led her to pursue employ-
ment in human services throughout her 
career. Previously, she was the marketing 
and outreach director for Central New York 
Services and the executive director of The 
Drug Quiz Show. 

SPORTS

BEN GROULX has agreed 
to a new contract with the 
Tampa Bay Lightning and 
Syracuse Crunch. Groulx, 
53, has served as Crunch 
head coach since the 2016-
17 season. In five seasons, 
Groulx has led the Crunch 
to a 179-100-21-21 record 
in 321 games and has had a winning 
season in each of his campaigns. His 179 
wins currently ranks Groulx second in 
Crunch history. The Crunch noted that 
he has guided Syracuse to two 100-plus 
point seasons in 2017-18 and 2018-19 and 
posted the best record in franchise history 
during those consecutive seasons. Under 
Groulx, Syracuse has made the postseason 
in all three seasons with AHL playoffs. He 
led the Crunch to the franchise’s second 
Calder Cup Finals in 2017 and helped 
the organization claim the 2017 Eastern 
Conference Championship along with the 
2017 and 2019 North Division titles. Since 
2016-17, a total of 28 players have earned 
a call up from the Crunch and played 
for the Lightning. Prior to joining the 
Crunch, Groulx worked 13 total seasons as 
a head coach in the QMJHL with the Hull/
Gatineau Olympiques. He led his teams to 
league championships in 2003, 2004, and 
2008, earning QMJHL Coach of the Year 
honors for the 2003-04 season while coach-
ing the Olympiques. The Hull, Quebec na-
tive also served on the coaching staffs for 
Team Canada at the 2004 Under 18 World 
Championships, as well as the 2014 and 
2015 IIHF World Junior Championships. 
Groulx was an assistant coach for the gold-
medal winning Team Canada at the Under 
18 World Championships in 2004. He was 
also an assistant coach for Team Canada at 
the World Junior Championships in 2014 
as Canada was defeated in the bronze-
medal game by Russia. The following year, 
Groulx was the head coach for Team 
Canada, winning the gold medal and earn-
ing a perfect 7-0 record during the tourna-
ment.          

PEOPLE ON THE MOVE NEWS

Charsky

NEW GIG?
The People on the Move section 
is the best place to let all of CNY 
know about your company’s new 

hires and promotions.

Email movers@cnybj.com and be 
a part of this very popular feature, 
both in print and online. It’s free!

Braheney

Wright

Marciano

Shaaban

Spina

Reed

Moore

LaPlaca

Groulx

mailto:movers@cnybj.com
http://www.cnybj.com/newsstand
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• Major players involved in downtown’s resurgence

• Key residential developments

• The next generation of developers

• Major business and o� ice projects

• New restaurants & other downtown businesses

• Arts & culture — downtown theatre district
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The landscape of Syracuse has changed drastically before our eyes in the last decade. 
From vacant and worn buildings to luxurious apartments and an influx of businesses 

moving into the downtown area, the impact on our region has been nothing but 
positive. Now, with the pandemic, the revitalization has entered into a new era.
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CYBERSECURITY

ALBANY  BUFFALO  GARDEN CITY  NEW YORK CITY  ROCHESTER  SARATOGA SPRINGS  SYRACUSE  UTICA 
One Lincoln Center, Syracuse, NY 13202 • 315.218.8000 • BSK.COM

Cybersecurity threats increase daily, 
along with regulations to keep your 

employee and customer data secure. 
Bond helps clients shore up cybersecurity 

procedures and data privacy practices 
and respond in the wake of a breach.

Protect Your DataProtect Your Protect Your Data
CYBERSECURITY LAWYERS

State homeland-security 
grants include funding 
awards for cybersecurity                          
BY ERIC REINHARDT
ereinhardt@cnybj.com

ALBANY — The Town of Geddes, Oswego 
County, Herkimer County, Cortland 
County, and Seneca County are among the 
local governments awarded state grant 
funding for cybersecurity projects.

The program provides funding support 
for eligible counties, cities, towns, and vil-
lages to “enhance” their ability to protect, 
detect, identify, respond to, and recover 
from cyber incidents, the office of Gov. 
Andrew Cuomo said in a June 29 news 
release. 

Recipients can use the funding to 
“mitigate capability gaps” that have been 
identified through a risk-assessment 
methodology. 

The Town of Geddes, along with 
Cortland and Oswego counties were award-
ed $50,000 each. Herkimer County will 
receive nearly $48,000 and Seneca County 
was awarded $12,000, per Cuomo’s office.

The grants are part of more than $1.4 
million awarded statewide for cyberse-
curity projects. The cybersecurity grants 
were among a total of $7.4 million in state 
funding in homeland-security grants to 
support New York’s emergency prepara-
tions, Cuomo’s office said. 

The New York State Division of 
Homeland Security and Emergency 
Services manages the targeted grant 
programs, having previously distributed 

nearly $82 million through the state home-
land-security program.

Altogether, Cuomo’s office announced 
76 recipients. The funding supports vital 
training and equipment for first respond-
ers, including specialized law enforce-
ment and fire-emergency response teams. 
The $7.4 million in funding supports New 
York’s bomb squads, hazardous-materials 
teams, explosive-detection canine teams, 
and technical rescue and urban search 
and rescue teams. Funds will also help 
protect and secure critical infrastructure 
and enhance local governments’ cyberse-
curity capabilities. 

Besides the cybersecurity money, the 
City of Syracuse, Onondaga County, and 
the Village of Endicott were each awarded 
$100,000 in bomb-squad funding. This 
program helps equip and train the state’s 
12 local FBI-accredited bomb squads to 
locate and prevent potential emergencies 
caused by improvised explosive devices 
or IEDs.

“Public safety is our top priority in 
New York and this funding allows cities, 
towns, villages and counties to enhance 
their emergency preparedness capabili-
ties so they can protect New Yorkers from 
a variety of threats,” Cuomo said. “First 
responders need high quality resources 
to do their jobs to the best of their abili-
ties and this funding will ensure they can 
acquire them. We owe infinite thanks to 
these teams and anticipate these grants 

streamlining the work they do to serve 
our communities.”

The New York State Division of 
Homeland Security and Emergency 
Services provides “leadership, coordina-

tion and support” for efforts to prevent, 
protect against, prepare for, respond to, 
and recover from terrorism and other 
man-made and natural disasters, threats, 
fires and other emergencies.                   

New York State Grants for Cybersecurity
SUB-RECIPIENT  REGION  FUNDING AMOUNT

Albany County  Capital District  $43,674 
City of Albany  Capital District  $50,000 
Village of Brockport  Western NY  $29,800 
Chautauqua County  Western NY  $50,000 
Clinton County  North Country  $49,925 
Cortland County  Central NY  $50,000 
Dobbs Ferry Police Department  NYC/Metro  $8,321 
Dutchess County  Hudson Valley  $50,000 
Village of East Hampton  Long Island  $50,000 
Franklin County  North Country  $50,000 
Fulton County  Capital District  $50,000 
Town of Geddes  Central NY  $50,000 
Genesee County  Western NY  $50,000 
Village of Hempstead  Long Island  $50,000 
Herkimer County  Central NY  $47,675 
Village of Lynbrook  Long Island  $15,585 
Monroe County  Western NY  $50,000 
Nassau County  Long Island  $50,000 
Niagara County  Western NY  $50,000 
Town of North Greenbush  Capital District  $50,000 
Oswego County  Central NY  $50,000 
Village of Port Chester  NYC/Metro  $44,000 
Putnam County  NYC/Metro  $18,000 
Schenectady County  Capital District  $47,350 
Seneca County  Western NY  $11,757 
Steuben County  Western NY  $50,000 
Suffolk County  Long Island  $50,000 
City of Troy  Capital District  $50,000 
Warren County  North Country  $49,500 

TOTAL $1,415,587

BY ERIC REINHARDT
ereinhardt@cnybj.com

ALBANY — The New York State Office 
of Information Technology Services (ITS) 
says the 23rd annual NYS Cyber Security 
Conference, held June 8-9, attracted more 
than 1,300 cybersecurity professionals.

Those attending the virtual event were 
part of state and local government, aca-
demia, and the private sector. They dis-
cussed “emerging developments” in the 
industry and best practices designed to 
improve the security of New York State, 
ITS said in a June 8 news release. 

ITS describes the conference as “New 
York’s premier cyber security event.” The 
conference sought to focus on New York’s 
“longstanding commitment” to protect 

New Yorkers and businesses from cyber 
threats and improve the safety and secu-
rity of the State. 

ITS hosted the event in partnership 
with the University at Albany School of 
Business and the New York State Forum, 
Inc.

“In this digital age, cyber security is of 
paramount importance,” Angelo (Tony) 
Riddick, New York State’s chief infor-
mation officer, said. “Industry partners 
at the New York State Cyber Security 
Conference help us keep pace with the 

trends in cyber security. We must all work 
together to keep New York safe from 
cyber threats.”

The 2021 conference featured more 
than 50 sessions, many of them includ-
ing interactive discussions led by sub-
ject-matter experts in government and 
the private sector. FireEye CEO Kevin 
Mandia, whose company discovered the 
Solar Winds hack, delivered the opening 
keynote address.

The University at Albany says the 
conference is key to broadening the 

knowledge base of cyber threats and 
solutions.

“This conference is instrumental in 
improving awareness of challenges and 
new developments in the field to a broad 
audience. Now, more than ever we need 
to train and educate a new generation of 
cyber security professionals to protect 
national secrets and intellectual property 
from our determined and tenacious ad-
versaries who are constantly probing our 
defenses for vulnerabilities,” Sanjay Goel 
of the School of Business at the University 
at Albany, said. “We are thrilled to cospon-
sor the premier cyber security event in 
the Northeast and work towards our col-
lective goal of making New York and our 
nation safer.”

Mario Musolino, executive director of 
The NYS Forum, Inc., added, “Every day 
there are countless cyberattacks, aimed 
at government, industry and individuals,” 
“It is important that we understand what 
is happening and make sure that we are 
protecting our valuable assets. This con-
ference is a unique opportunity for all of 
us to learn from each other regardless of 
our level of expertise.”         

New York’s virtual cybersecurity 
conference attracts 1,300 attendees

http://www.bsk.com
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BY ERIC REINHARDT
ereinhardt@cnybj.com

U .S. Representative John Katko
 (R–Camillus) believes that 
 cybersecurity is a pre-eminent 

national-security issue and government 
and industry must work together to pre-
vent future attacks.

Katko is a ranking member of the House 
Committee on Homeland Security. On June 
9, the Congressman who represents the 
greater Syracuse area spoke to CNBC’s 
“Squawk Box” 
program to pre-
view that day’s full 
committee hear-
ing on the Colonial 
Pipeline ransom-
ware attack. That 
early-May attack re-
sulted in 5,500 miles 
of pipeline being 
shut down, causing 
large disruptions to 
gasoline deliveries 
on the East Coast. 

Katko’s office 
released excerpts 
from the interview. 
In it, he noted that the nation’s systems 
are “vulnerable,” and the U.S. isn’t doing 
enough to fight back.

“We need to do a much better job in this 
country of preparing for cyberattacks and 

anticipating what 
can happen and be 
ready for it,” Katko 
told CNBC, noting 
that the hearing 
was intended to 
make sure people 
understand what’s 
at stake. 

On the topic of 
investing in cyber-
security, Katko said 
best practices are 
“critically impor-
tant” in both the 
private sector and 
in government.

“Let’s start with the private sector. You 
need to invest in cybersecurity. That’s 
going to cost money. We don’t know how 
much Colonial Pipeline invested in actual 
cybersecurity, but every company in this 

nation probably does not invest enough. On 
the government side, we’ve got to do the 
same. The Cybersecurity & Infrastructure 
Security Agency (CISA) is completely over-
whelmed trying to deal with ransomware 
attacks and cyberattacks. Colonial Pipeline 
is one of the latest in a long line of those. We 
need to make sure CISA is properly beefed 
up,” said Katko.

He also discussed preparing for at-
tacks, noting that lawmakers “need to 
make sure” the Biden Administration and 
succeeding administrations have cyber-
security infrastructure plans in place so 
they can anticipate attacks and be ready 
when critical infrastructure is attacked — 
“much like we did in the Cold War.” 

“We have to have the same type of 
security plan ready for cyberattacks and 
ransomware attacks,” Katko said.

In dealing with the perpetrators, Katko 
told CNBC has what he calls the “five 

pillars,” and the fifth pillar is “basically 
whacking the bad guys.” The Colonial 
Pipeline attack “emanated” from Russia, 
and Katko said he finds it “very hard to be-
lieve” that the Russian government didn’t 
at least know about the entity involved be-
cause it was a “very sophisticated attack.” 

In the interview, Katko also discussed 
following the money.

“Cryptocurrency has been a game 
changer for the criminal element. I was 
a federal organized crime prosecutor for 
20 years. The hardest thing for criminals 
to do was to spend their money to hide 
the money that they made from their illicit 
activities. I applaud the FBI because they 
were able to chase the cryptocurrency 
trail probably for one of the first times on 
this Colonial Pipeline attack and get that 
money back. That needs to be the norm, 
not the exception, and we need to be able 
to do that going forward,” he said.           n

Katko: U.S. 
must do “bet-
ter job” of 
preparing for 
cyberattacks

SCREENSHOT COURTESY OF REP. KATKO’S OFFICE/CNBC

U.S. Representative John Katko (R–Camillus) on June 9 appeared on CNBC’s “Squawk Box” program, with host Becky Quick, to discuss cybersecurity issues. Katko is a ranking member of 
the House Committee on Homeland Security.

“Lawmakers need to 
make sure the Biden 
Administration and suc-
ceeding administrations 
have cybersecurity infra-
structure plans in place 
so they can anticipate at-
tacks and be ready when 
critical infrastructure is 
attacked ” 

http://www.anjolen.com
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Bhalla 
elected to 
SRC board 
of trustees
BY JOURNAL STAFF
news@cnybj.com

CICERO — SRC Inc. announced it has 
named Rajeev Bhalla to its board of trust-
ees. 

Bhalla has nearly 20 years of experi-
ence in the roles of chief financial officer 

and controller and is cur-
rently an operating partner 
at Cerberus Operating and 
Advisory Company. He has 
led global industrial com-
panies, worked as a trusted 
advisor, and been pivotal 
in executing acquisitions, 
refinancing, and restruc-

turing efforts, SRC said in a news release.
Bhalla previously worked as a part-

ner at PricewaterhouseCoopers, and 
later managed accounting and finance 

departments at Lockheed Martin, Pratt & 
Whitney, Sikorsky Aircraft Company, and 
CIRCOR International.

In addition to his position on SRC’s 
board of trustees, Bhalla serves on the 
boards of Hypertherm Inc. and Next Level 
Aviation. Bhalla is also a former director for 
the board of trustees for the Connecticut 

Region American Red Cross. He holds a 
bachelor’s degree in business administra-
tion from the University of Massachusetts 
and is a certified public accountant.

 “Mr. Bhalla has decades of experience 
as a proven financial leader,” Kevin Hair, 
president and CEO of SRC, said in the re-
lease. “He will bring industry insight and 

strategic guidance to our board, allowing 
us to be successful in achieving our mis-
sion of helping to keep America and its 
allies safe and strong.” 

SRC is a not-for-profit research and 
development company, headquartered in 
Cicero, that works in the areas of defense, 
environment, and intelligence.                 
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Stopping the 
Rising Tide 
of Identity-
Theft Cases

T he era of COVID-19 has brought
 enormous suffering and persistent
uncertainty to New Yorkers. Adding 

to both the financial 
and psychological pain 
of the pandemic is a 
dramatic increase in 
identity theft during 
the past year. 

More than 67,000 
complaints of identity 
theft were reported in 
New York state dur-
ing 2020, according 
to the Federal Trade 
Commission (FTC). 

That was a record number, up 85 percent 
from the previous year and more than four 
times the figure of a decade earlier.

Whether identity theft involves credit 
cards, bank accounts, business or per-
sonal loans, government benefits, or other 
types of transactions, it carries significant 
risk of financial loss to the victim. The U.S. 
Department of Justice reported $15.1 bil-
lion in financial losses nationwide in 2018. 
Even when there is no direct monetary 
loss, addressing the consequences of sto-
len personal information can take months 
of complicated work with banks, utility 
companies, medical offices, and others. 
Sometimes the worst damage comes later, 
when victims have trouble getting a job, 
renting an apartment, obtaining a tax 
benefit, or receiving a loan because of a 

stolen identity.
New York State has taken numerous 

steps in recent years to address iden-
tity theft, which is punishable by up to 
seven years in prison, and to require that 
businesses and state agencies safeguard 
private personal information. But clearly, 
more must be done.

Each of us can and should take com-
mon-sense steps such as making sure to 
keep Social Security numbers confidential 
and being careful to limit use of birth dates 
and other personal information in online 

communications — including social media.
Governmental and independent con-

sumer advocates offer a number of other 
recommendations for individuals.

As policy makers at all levels of gov-
ernment consider additional responses 
to identity theft, private businesses large 
and small that collect and maintain per-
sonal information must redouble their ef-
forts to safeguard such data. Social-media 
companies, whose business models rely 
heavily on personal information, should 
take steps to promote best practices, such 

as educating users about ways to keep 
private information confidential. Working 
together, we can reverse the rising tide of 
identity theft.              

Thomas P. DiNapoli is the New York State 
Comptroller. This article is drawn from 
the executive summary to a report, titled, 
“The Increasing Threat of Identity Theft,” 
which his office issued in May. To check out 
the full report, visit: https://www.osc.state.
ny.us/files/reports/pdf/increasing-threat-of-
identity-tBheft.pdf      

SOURCE: FEDERAL TRADE COMMISSION CONSUMER SENTINEL NETWORK DATA BOOKS 2010-2020
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Record Numbers of Identity Theft Cases 
Reported in 2020
New Yorkers reported a record 67,202 cases of identity theft to the Federal Trade 
Commission (FTC) in 2020—a jump of 85 percent from 2019 and four times the 
number from 2010. Nationwide reports rose sharply over the period as well, as 
shown in Figure 1. The FTC defines identity theft as one individual appropriating 
another’s personally identifiable information, such as Social Security number or 
credit card account number, to commit fraud or theft.

FIGURE 1
Identity Theft Reports in the U S  and New York, 2010-2020

Source: Federal Trade Commission Consumer Sentinel Network data books 2010-2020.
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LASTS FOREVER! 
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SECURE
TECHNOLOGY
 IS CHOOSING 
THE RIGHT MSSP.

58%
of  small and mid-sized business’s 

have experienced a data breach in 

the last 12-months.

67%
of  small and mid-sized business’s 

have experienced a cyber-attack.

*Statistics provided by The 2018 State of Cybersecurity in Small and Medium Size Businesses study, conducted by the Ponemon Institute
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M A N A G E D  I T

C L O U D  S E R V I C E SC Y B E R S E C U R I T Y

T E C H N O L O G Y 
&  S E R V I C E S

With our award-winning managed security service, you can rest assured that 

you have a cost-effective MSSP on your side. We provide that additional layer 

of protection, so that you can focus on growing your business. 

As cyber-attacks become increasingly common and sophisticated, it is crucial 

that you have a Managed Security Service Provider (MSSP) who can help you 

to limit the risk of these modern day threats. 

http://www.mapolce.com
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Independent Cyber Security 
Assessments and Services

Cyber Security Compliance 
audits and gap analysis for PCI, 
NYS DFS, HIPAA, CMMC, etc.

Risk assessments, information 
security program development, 

security policy development

Wired & wireless network and 
website vulnerability assess-

ments and penetration testing

Staff security awareness 
training and simulated phishing

Security Event Management 
and Continuous Monitoring 

CYBER SECURITY IS OUR ONLY BUSINESS

Professional and Confidential Services      315-632-4848       info@cyberd.us      www.cyberd.us

BY ERIC REINHARDT
ereinhardt@cnybj.com

ROME — Cyberattacks against critical 
infrastructure have grown significantly 
in the last few years and the numbers are 
likely to continue to rise as more systems 
are automated and connected to networks. 

That’s according to Eric Thayer, princi-
pal engineer for systems analysis and ex-
ploitation at Assured Information Security 
(AIS), which is based in the Griffiss 
Business & Technology Park in Rome.

“At AIS we regularly 
analyze the security of 
complex systems, such 
as those that may have 
been supporting the pipe-
line. We have a team that 
specializes in identifying 
weaknesses and harden-

ing safety critical systems,” Thayer said in 
a May 12 news release.

He was referring to the May 8 shut-
down of the main fuel supply line to the 
U.S. east coast following a cyberattack 
against Colonial Pipeline.

AIS — a cyber and information-security 
company serving government and com-
mercial customers that is observing two 
decades in business — says it under-
stands the importance of the computer 
systems and networks supporting critical 

infrastructure, such as a fuel-distribution 
pipeline, to be evaluated on a regular basis 
for secure design and implementation.

Ransomware is a form of malware de-
signed to encrypt files on a device, render-
ing any files and the systems that rely on 
them unusable. Malicious actors then de-
mand ransom in exchange for decryption.

“Cyber threats are constantly evolv-
ing, and it is important for companies to 
understand the impact of vulnerabilities 
before they are discovered and to be 
prepared with plans in place to mitigate 
potential threats,” said Thayer. “End to 
end vulnerability assessments and secure 
product consulting are services we often 
encourage our customers to consider. 
These services help to proactively identify 
weaknesses before they are exploited and 

we can build systems securely from the 
ground up, minimizing potential threats.”

About AIS
As of 2021, AIS has a national footprint 

with 10 office locations across the country 
and an additional five customer locations. 
Locally, it has an office at 250 South Clinton 
St., in addition to the Rome headquarters. 
AIS also has an office in Rochester.

Since inception in 2001, the company 
has completed 337 contracts and is cur-
rently fulfilling 45. 

AIS has an employee count of 300 as it 
marks 20 years in operation, per a June 28 
news release. Over the past two decades, 
AIS has been awarded 17 patents and cur-
rently has 11 filed.

The AIS “ecosystem” is a collection of 

separate entities operating under the AIS 
umbrella, the firm says. In 2016, AIS 
became majority owner of GreyCastle 
Security, a provider of risk-assessment, 
mitigation, and certification-readiness 
services headquartered in Troy in the 
Capital Region. This year, AIS supported 
the founding of AssuredTek, a growing 
company that provides support and de-
fends business systems, networks, and 
assets using an array of technology and 
professional services.

AIS focuses on research, development, 
consulting, testing, cyber-forensics, reme-
diation, and training. It works with the 
U.S. Department of Defense (DoD) and 
has collaborative ties with other defense 
contractors and more than a dozen univer-
sities.           

System 
automation to 
keeps fueling 
cyberattacks, 
expert says

The headquarters of 
Assured Information 
Security (AIS) in Rome.
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The Current State of Cybersecurity: 
Protecting the Intangible 
Hosted by Terra Carnrike-Granata 
and Andrew Frisbie 

Are You Covered? 
Proactive Controls You Need Now
Hosted by Tucker Lounsbury 
and Margaret Scopelianos

After A Breach: 
Effective Incident Response 
Hosted by Terra Carnrike-Granata,
Andrew Frisbie and Tucker Lounsbury 

Cybercrime Survivors: 
Stories & Lessons Learned 
Virtual roundtable with Terra Carnrike-Granata, 
Tucker Lounsbury, Margaret Scopelianos and 
Andrew Frisbie

Awareness, Prevention & Response
NBT Bank’s Industry Experts come together to keep you and your 
business up to date on the latest cybersecurity issues, threats, and security.

In this four-part series, you’ll learn how banking and insurance play a 
significant role in providing proactive business controls and incident 
response from our experts in the field.  

These pre-recorded videos are free and available on our website. 
We encourage you to share with your teams and connect with us 
to learn more about how we can help your business.

Cybersecurity Webinar Series

Member FDIC

Terra Carnrike-Granata 
Director of Information Security
NBT Bank 

Tucker Lounsbury, CIC
President
NBT Insurance Agency 

Margaret Scopelianos 
Director of Cash Management 
& Government Banking
NBT Bank 

Andrew Frisbie
Information Security Manager
NBT Bank

Our Expert Team

Hover your smartphone camera
over this code to access our videos
or visit www.nbtbank.com/cyber

Who should watch:
Owners, CEOs, Presidents, CFOs, CIOs, 
Directors and Managers of Operations, 
Information Security teams, Accounts 
Payable teams. 

Gather your teams for this educational series.

AVAILABLE TO WATCH NOW

Watch here!

Our Cybersecurity Videos

http://www.nbtbank.com/cyber
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SUNY Poly cybersecurity 
program places 4th in 
nationwide ranking 
BY ERIC REINHARDT
ereinhardt@cnybj.com

MARCY — Study.com’s 2021 list 
of the “Top Bachelor’s Programs 
in Cyber Security” ranks SUNY 
Polytechnic Institute’s program 
fourth nationwide. 

Dakota State University of 
Madison, South Dakota tops the 
list; New England Institute of 
Technology in East Greenwich, 
Rhode Island is ranked second; 
and Oklahoma State University 
Institute of Technology in 
Okmulgee, Oklahoma is ranked 
third, per study.com. 

In its program, SUNY Poly 
says it prepares students to 
become cybersecurity profes-
sionals for work in the “high 
demand” industry and govern-
ment sectors. The school’s re-
searchers also work with the 

Air Force Research Laboratory-
Information Directorate (AFRL/
RI), also known as Rome Lab. 
For example, professor Hisham 
Kholidy is currently working 
with the AFRL/RI as a 2021 vis-
iting faculty researcher, devel-
oping a testbed for research in 
protecting 5G systems from cy-
berattacks. 

SUNY Poly’s network and 
computer security (NCS) 
program began in 2010, in 
response to the need for cy-
bersecurity education and 
training. It replaced the tele-
communication program that 
served industry for more than 
20 years. Since then, the NCS 
cybersecurity program works 
to produce graduates for jobs 
in the statewide and regional 
cybersecurity workforce. 

The program is based in com-

puter science, and the NCS de-
partment shares faculty, courses, 
and computing infrastructure 
with SUNY Poly’s computer sci-
ence department. The program-

matic focus on computer science 
and networking helps prepare 
graduates for the largest segment 
of the cybersecurity job market, 
which is in technical positions 

such as cybersecurity analyst, 
penetration-testing professional, 
incident-response specialist, and 
network engineer, the school 
said.           
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SUNY Polytechnic Institute says its cybersecurity bachelor’s degree program has made Study.com’s 2021 list of the “Top Bachelor’s Programs in 
Cyber Security” with a number 4 ranking.

1 Thing Most Cyber Breaches Have in Common: Lack of Education

C ybersecurity breaches are nothing
 new, but several high-profile cases
 recently are bringing new attention 

to a serious and grow-
ing problem. Malicious 
actors are getting more 
sophisticated in their at-
tempts to subvert sys-
tems, using tactics such 
as spear-phishing to 
prey upon employees’ 
willingness and desire 
to be helpful. 

The average cost of 
a breach in the U.S. 
is $242 per record. 
Regaining trust and re-

pairing a corporate reputation could add 
on to that expense significantly.

The fact that this is a growing problem 
is undeniable. There are a lot of reasons for 
the rise in cybercrime, including the sud-
den switch to remote work brought about 
by the COVID-19 pandemic. But even when 
employees are in the office, it’s easy to fall 
for a phishing scam, or leave systems vul-
nerable due to poor password habits. Here 
are just a few of the top vulnerabilities:

• Weak passwords — Choosing over-
ly simple or easily guessed passwords is a 
long-standing risk.

• Unrestricted web browsing —
Accessing the web is a modern business 
tool that can have many advantages, but 

unrestricted web browsing can lead em-
ployees to accessing sites riddled with 
malware, putting your systems at risk.

• Social-engineering scams —
Social-engineering scams capitalize on 
the desire of employees to be helpful. 
Some of these scams might even happen 
over the phone, with scammers posing 
as coworkers or vendors, tricking your 
employees into disclosing passwords or 
bank-account numbers.

• Phishing, spear-phishing, and
link scams — Email scams are wide-
spread. Typically, an employee will receive 
an email that appears to be from a trusted 
source, such as a bank or vendor website, 
and will ask an employee to click a link 
to verify their account information. Once 
this process is complete, the attacker has 
access to your private information.

• Poor document control —
Unlocked file cabinets, post-it notes that 
contain the latest passwords to systems, 
storing sensitive information in easily ac-
cessible files, discarded paperwork that 
remains un-shredded, and even docu-
ments left on printers are all examples 
of weak document security that could 
compromise your systems.

• Outdated or disabled browser-
security software — Without the latest 
versions of anti-virus software in use on 
every machine, your office could be vul-
nerable.

Examining this list, it’s clear that mali-
cious actors have two primary means by 
which to gain access to your systems: 
through holes in your technology, or by 
manipulating your employees. Businesses 
are aware that this is a problem, yet still 
can struggle to implement measures that 
will harden their cybersecurity defenses. 
Why is there such a disconnect?

Cost is frequently mentioned as a factor 
in delaying cybersecurity improvements. 
Although it is true that businesses may 
have additional IT expenses, especially 
if they are still using outdated hardware 
and software, the costs of upgrading sys-
tems will likely pale in comparison to 
the financial and reputational costs of a 
breach.

The most impactful step companies can 
take in hardening their cybersecurity de-
fenses is training employees. All breaches 
share one commonality: educating people 
can reduce the rate of these attacks.

Cybersecurity training is not a one-time 

event. Rather, it is ongoing learning that 
will make the biggest difference. Short, 
frequent training will have a lasting im-
pact — and, recurrent lessons allow for 
changes to be made in training, to adapt 
as malicious actors change their tactics. 
I’m reminded of Ben Franklin’s quote: 
“Tell me and I forget, teach me and I may 
remember, involve me and I learn.” 

You’ll need to involve every employee. 
Each person who has access to email or 
who uses your computers must be trained 
— including interns, and all the way up to 
the CEO. Malicious actors have become 
very adept at mimicking legitimate web-
sites, and whether it is through a lack of 
understanding, carelessness, or unfamil-
iarity with the risks, employees are putting 
companies at risk.

Training doesn’t have to be expensive. 
Leaders should look to third parties to 
conduct training as threats and tactics so 
quickly evolve. Video training is available 
at a reasonable dollar amount, and the 
Center for Internet Security has a list of 
free resources. 

Cybersecurity training is one of the 
most essential steps you can take to 
protect your business. If you need help, 
reach out to your financial institution for 
recommendations. It, along with orga-
nizations such as the Cybersecurity and 
Infrastructure Security Agency (CISA), 
the Small Business Administration (SBA), 
and the Department of Homeland Security 
(DHS) have resources and help for com-
panies of all sizes.           

Terra Carnrike-Granata is senior VP and 
director of information security at NBT 
Bank. She is responsible for designing and 
implementing sophisticated controls to pre-
vent loss and mitigate risk, while also 
developing innovative ways to educate con-
sumers and businesses on cyber threats — 
helping to keep companies and consumers 
protected. For more information, visit www.
nbtbank.com/businessfraudinfo.

TERRA 
CARNRIKE-
GRANATA
Viewpoint

“Cybersecurity training is 
one of the most essential 
steps you can take to 
protect your business.”
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Security Solutions

People • Technology • Possibility

sales@comsourceny.com     •     315.682.4115    •    www.comsourceny.com

Turn Possibility into Reality

ComSource delivers technology 
solutions coupled with financial 
strategies to bring your business’ 
vision to life. 

As an IT solutions provider, we 
don’t manufacture technology, we 
harness it. Acting as your technology 
advocate, we’re the people behind 
the technology, designing for you and 
working with you. With trust, loyalty, 
and relationships as the cornerstone 
of our business for over 30 years, let 
us help you redefine what is possible. 

Start Today.

People • Policy • Process • Prevention
With almost every device connected to the Internet, concern around 
protecting your network and data is at an all time high. You cannot 
afford to risk unauthorized access or compromise the integrity of your 
systems. Let ComSource security experts help you prevent breaches 
before they occur. 

Every company needs a detailed security approach to prevent 
physical and virtual breaches. We can help you ensure that the 
correct people, defined processes, and effective hardware and 
software are in place to protect the integrity of both your data and 
systems.

An integrated IT security approach provides integrity of your data, 
systems, and company delivering the most comprehensive line 
of attack to ensure that your people, processes, and technology 
are aligned to your policy. Let ComSource build a unified security 
approach covering all physical, network, data, and cyber security 
controls connecting them across your entire IT network and security 
policy. At ComSource, our trained professionals will:

• Define policies to establish and maintain network
security procedures

• Conduct vulnerability tests to identify risk areas in your
IT infrastructure

• Deploy required software and hardware to harden
your systems

• Guide and mentor IT staff to recover from any breach

We deliver information 
technology solutions coupled 
with financial strategies to make 
possibility a reality.

• People • Policy 
• Process • Prevention

With almost every device connected to the 
Internet, concern around protecting your 
network and data is at an all time high. You 
cannot afford to risk unauthorized access or 
compromise the integrity of your systems. 
Let ComSource security experts help you 
prevent breaches before they occur.

SECURITY CAPABILITIES:
n Policy Development 

n Assessments & Audits

n Vulnerability &
     Penetration Check

n Incident Response

n Physical Security

n Personnel Security Training

n Breach Prevention
      & Resolution

n Post- Incident PR
     Assistance

sales@comsourceny.com   •   315.682.4115   •   www.comsourceny.com

People. Technology. Possibility.

Prevent Breaches and Ransomware Attacks and Protect Assets from the Inside Out

http://www.comsourceny.com
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Website Terms of Use and Privacy Policies
B ooming internet usage means

 that virtually every company has
 a website, and many companies 

use their website to 
enhance the user ex-
perience and collect 
information about their 
users. As a result, com-
pany websites have 
terms of use and pri-
vacy policies that were 
developed to govern the 
interaction between the 
user and the company 
through its website. 

Many businesses, 
however, developed their website’s terms 
of use and privacy policy when their web-
sites were last substantially revised, and 
no one has paid attention to them since. 
Of more concern, some companies “cut 
and pasted” terms of use and privacy poli-
cies from other websites or used template 
forms available on the internet. While 
these may be a good start, they may 
miss some key provisions that should be 
included to protect your company and 
comply with the law.

This article reviews what needs to be 
included in terms-of-use agreements and 
privacy policies for company websites so 
that you can determine whether your 
company needs to review and update any 
of the provisions in them to better protect 
your company. 

Terms-of-use agreements
These provisions are typically included 

in a hyperlink at the bottom of a webpage. 
They can also be named terms of service, 
terms and conditions, conditions of use, or 
similar phrases. The first rule about these 
provisions is that they should be easy to 
read and understand. The provisions are 
intended to be a legal agreement binding on 
the website user which establish the terms 
a user must abide by to use the website.

Terms-of-use provisions generally in-
clude:

• Agreement to use the website only
for lawful purposes (prohibits use of mal-
ware or other software that interferes with 
the content or use of the website);

• Disclaimer that the information on
the site is for general information purposes 
and there is no warranty regarding the ac-
curacy, completeness, or usefulness of the 
information. The disclaimer should extend 
to third-party content if used on website;

• Acknowledgement that website con-
tent is owned by the company and is pro-

tected by copyright, trademark, and other 
intellectual-property laws, and the mate-
rial cannot be reproduced or modified;

• If the website contains message
boards, chat rooms, or other interactive 
features, terms governing user-generated 
content so that user-posted material does 
not violate laws or company standards;

• An explanation of what information
the company may collect from its website 
users and a link to the company’s privacy 
policy;

• Notice that the terms of use may be
revised and updated from time to time and 
that all changes are effective immediately 
upon posting; 

• Email address for feedback or com-
ments relating to the website; and

• Traditional contract provisions such
as disclaimer of warranties, limitations on 
liability, governing law, and indemnification.

Note that the terms-of-use agreement for 
your website should be tailored to fit your 
website, its functionality and your company. 
Terms of use are important if accounts 
can be created on your company’s website 
because they set the rules about how the 
account system operates. Moreover, if there 
are links to social-media features, specific 
concerns about copyright infringement (es-
pecially if there is user-generated content), 
concerns about collecting personal informa-
tion of children using a site or industry-spe-
cific regulations (e.g. banking and financial 
services), there may be additional language 
that should be added to the terms-of-use 
agreement to protect your company.

“Browsewrap” vs. “clickwrap” 
agreements

A browsewrap terms-of-use agreement 
exists when the terms of use are refer-
enced on the website’s main page by 
a hyperlink to the complete provisions 
where there is a conspicuous notice that, 
by using the website, the user agrees to 
the terms of use. The website user must 
click on the hyperlink to see the terms 
that bind the user. Generally, courts have 
held that browsewrap agreements will 
be binding on the user when the user is 
encouraged by the design and content of 
the website to examine the terms available 
through the hyperlink. However, courts 
have taken disparate views on whether a 
website is, in fact, appropriately designed 
to encourage the user to click on the 
terms-of-use hyperlink. If your company 
is using a browsewrap terms of use, a 
message should be displayed in a promi-
nent position on the site’s pages, notifying 

users that the website is governed by the 
terms of use and that users who do not 
agree to the terms must not access or use 
the site. This message should provide a 
link to the full terms of use and be located 
so that users can see the notice without 
having to scroll down the page. 

A clickwrap terms-of-use agreement ex-
ists when a pop-up, or series of pop-ups, 
appear when users visit the website that 
informs them that they must review and 
agree to the terms of use to use the site 
by clicking to indicate agreement. This is 
a clearer means to show user agreement 
to the terms of use and are more likely 
to be found enforceable by a court than 
browsewrap terms. E-commerce sites 
where users are purchasing products or 
services and websites where social media 
is being uploaded or posted are advised to 
use clickwrap terms-of-use agreements to 
ensure enforceability of their terms.

Privacy policies
Your privacy policy should disclose 

your practices for the collection, use, han-
dling, and sharing of data from your users. 
Privacy policies are now required by sev-
eral federal, state, and foreign laws, par-
ticularly if your company is collecting data 
to identify individuals (e.g. email address, 
name, mailing address, social-media infor-
mation, etc.). Any third-party advertising 
or analytics provider that your company 
engages to help optimize website use 
will require an acceptable privacy policy 
be posted by your company before it will 
integrate their services on your website.

It is a good practice to have a privacy 
policy even if your company is not collect-
ing data that could identify individuals, if 
for no other purpose than to inform your 
users that you are not collecting any indi-
vidually identifying data.

Your privacy policy should be easy for 
users to read and understand. It should 
be clearly and conspicuously accessible 
on the website. A link to the policy must 
be conspicuously placed wherever per-
sonal information is collected. It should 
truly reflect the company’s actual business 
practices. The policy should not make any 
statements about the company’s privacy 
practices that may turn out to be untrue.

A privacy policy that meets the require-
ments of most data privacy-laws should 
include the following provisions:

• A description of what kind of infor-
mation you collect from users, why you 
collect it, how you use it, how long you 
store it, and what information is shared 

with third parties;
• Disclosure on whether and how you

use cookies or other tracking technology;
• Disclosure that the company may

have to release collected user information 
in response to warrants, subpoenas, or 
other legal process;

• How to request changes to, or a re-
view of, any information of the user that is 
collected and stored;

• An opt-out procedure for users who
do not want their information shared with 
third parties or used by the company;

• The method that will be used by the
company to notify users of any changes to 
its privacy policy; and

• The policy should identify the date it
was last revised.

The word “privacy” should be used in 
the title of the policy and any links to the 
policy. 

Note that if your company sells adver-
tising for its website that has click-through 
features or uses a vendor’s technology for 
analytics, those third parties may be col-
lecting user data as well and your privacy 
policy also needs to disclose the privacy 
practices of those third parties.

Template privacy policy should not be 
used for most websites. Instead, a privacy 
policy should be carefully drafted that is 
informed by the company’s actual infor-
mation collection and privacy practices.

Importantly, as technology evolves, so 
does the information that might be mined 
from company websites. Your company 
should periodically audit its compliance 
with its posted privacy policy and confirm 
that its practices, such as allowing users 
to opt-out of certain uses or disclosures 
(for example, to unsubscribe to a mailing 
list), are being followed. Failure to comply 
with what you have promised to do in your 
privacy policy exposes the company to 
potential liability.

While provisions in terms-of-use agree-
ments and privacy policies on company 
websites may look “boilerplate,” they are 
not. These must be tailored to the capa-
bilities and functions of your website and 
to the specific information that is being 
collected and stored from user use.         n

Gail M. Norris is a senior counsel in the 
Rochester office of the Syracuse–based law 
firm of Bond, Schoeneck & King PLLC. She 
works in Bond’s Cybersecurity and Data 
Privacy practice. Contact Norris at gnor-
ris@bsk.com. This article is drawn from the 
law firm’s Cybersecurity and Data Privacy 
Information Memo.

GAIL M.  
NORRIS 
Viewpoint

Expert Q&A with 
Dan Kalil

O rganizations all over the world
 are becoming increasingly 
 susceptible to ransomware, a 

constantly evolving cyber threat. With 
recent attacks on the Colonial Pipeline 
and JBS SA, it’s clear that ransomware 
not only impacts the organization that 
has fallen victim but can also have major 

implications for society as 
a whole. 

Dan Kalil, chief operat-
ing officer at GreyCastle 
Security and chief com-
mercial officer at Assured 
Information Security (AIS),
weighs in on the signifi-

cance of this malicious technology and what 
organizations can do to protect themselves. 

What exactly is ransomware?
“This evolving form of malicious soft-

ware is used by criminals, often for the 
purposes of financial gain,” says Kalil. “Its 
premise is simple — attackers will lock 

a user or organization’s files so that they 
can’t access them and will only unlock 
them if the ransom is met. Typically, a 
ransom demand has both time and money 
attached to it.”

These attacks have become increas-
ingly prevalent among government enti-
ties and critical infrastructure as tactics 
become more and more advanced.

What is the impact of  
ransomware?

“It’s the largest and most common 
threat in the cybersecurity world right 
now,” says Kalil. “Not only do organiza-
tions suffer substantial financial loss, but 
company operations can be disrupted be-
cause their files are locked and organiza-
tions can’t access them. These disruptions 
can range from minor to major, as we saw 
with the Colonial Pipeline being fully un-
able to operate.” 

According to the Washington Post, in 
recent years, ransomware attacks have af-
fected organizations ranging from banks 
and hospitals to universities and munici-
palities — almost 2,400 organizations in 
the U.S. alone were victimized in 2020. 

Attackers are increasingly targeting in-
dustrial sectors because these firms are 
more willing to pay up to regain control of 
their systems, experts say.

In the case of the attack on the Colonial 
Pipeline in May, the company was forced 
to pay $4.4 million to attackers and had to 
shut down operations for nearly six days. 
As a leading fuel provider for much of the 
East Coast, this was a massive impact. 

Who is at risk?
According to the Cybersecurity & 

Infrastructure Security Agency, anyone 
with a computer connected to the internet 
is at risk of being attacked by ransom-
ware.

“While every person and business are 
at risk, we are currently seeing ransom-
ware being used against businesses that 
have the means to pay large ransom sums 
and/or provide a critical offering that if 
unavailable, could cause significant risk 
to security, life and commerce,” says Kalil.

Individuals and organizations with ac-
cess to critical data such as those in health 
care, technology, finance, education, utili-
ties, and retail should take extra precau-
tions to ensure they are protected.

What can be done to prevent  
an attack?

“Cyber threats are always evolving 

and it’s important for 
companies to practice 
good cyber-hygiene 
that include continu-
ous identification and 
elimination of critical 
vulnerabilities that 
could be exploited as 
well as having access 
to real-time insight 
into your network op-
erations, providing 
the ability to detect 
and eliminate threats early,” says Kalil. 
“End-to-end vulnerability assessments and 
secure product consulting are services 
we often encourage our customers to 
consider at AIS and GreyCastle Security. 
These services will help to proactively 
identify weaknesses before they become 
a problem. Then, customized solutions 
can be built to minimize potential threats.”

Conclusion
While the threat of ransomware is not 

going away in the near future, it’s impor-
tant to remember there are ways to pro-
tect yourself and your organization.           n

Millie Occhionero is the digital-communica-
tions lead at Assured Information Security 
(AIS). Contact her at communications@
ainfosec.com.

Ransomware Dissected
MILLIE  

OCCHIONERO 
Viewpoint

Kalil
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W hile hacking, data theft, and
 corruption dominate the
 headlines, the threats to busi-

nesses posed by cy-
berattacks stretch 
far beyond the digital 
realm. Consumers 
are increasingly con-
cerned about the secu-
rity of their information 
that is held by com-
panies they patronize 
and are negatively 
influenced if they be-
lieve a business is not 
adequately protecting 

data. A PricewaterhouseCoopers survey 
found that 87 percent of consumers are 
willing to take their business elsewhere 
if or when a company has a data breach.

In the wake of highly publicized at-
tacks, business expenditures for cyber-
security reached $123 billion in 2020 
according to the research firm Gartner. 
At the same time, studies conducted by 
the insurance firm Hiscox found that 
more than 70 percent of businesses are 
still unprepared for a cyberattack. The 
rapid race by businesses of all sizes to 
leverage technology to improve efficien-
cy and gain competitive advantage has 
brought with it an unprecedented host of 
complex threats that most are ill-prepared 
to protect themselves against.

For centuries, entrepreneurs have had 
to overcome physical threats such as fire, 
flood, and theft to avoid being the next 
shop with a “Going Out of Business” sign 
in the front window. These risks were 
largely visible, tangible, local, and not 
likely to change quickly over time. On the 
contrary, threats to digital assets are ev-
erything that physical risks are not. They 
are virtual, invisible, global, and rapidly 
evolving. Mitigation strategies that are 
effective against a particular computer at-
tack right now might be rendered perma-
nently obsolete in the next few seconds.

While the world’s consumers create a 
seemingly insatiable demand for connec-

tivity and 24/7-anywhere access to infor-
mation of all kinds, businesses are racing 
to stay relevant in an increasingly tech-
dominated world. Unfortunately, security 
is the often-overlooked component of this 
race forward, falling victim to budget con-
straints, ignorance, and apathy.

As technology evolves, so do the threats 
to its security. The first hackers often fo-
cused on gaining access to systems just to 
prove they could. Damage to, or theft of 
data was rare. Much has changed in just a 
few short decades. Modern cyberattacks 
are coordinated, sophisticated, and well-
funded operations often run by criminal 
enterprises or even nation states. The 
goals of exploiting security weaknesses 
are largely financial, but also increasingly 
include corporate or political espionage.

Of all the modern cybersecurity 
threats, ransomware has rightly dominat-
ed the headlines. In the simplest terms, 
this attack traditionally involved “kidnap-
ping” the victim’s data in place by en-
crypting it with a password only known 
to the attacker. The data was technically 
still on the victim’s systems; however, it 
was completely inaccessible. The key to 
unlock the data would ostensibly be pro-
vided after the victim paid the demanded 
ransom. Attackers would indiscriminately 
attempt to infect millions of computers 
without regard to the importance of the 
systems, or the potential victim’s ability or 
desire to pay the demanded fee. Surviving 
a traditional ransomware attack was large-
ly a mixed bag. Sometimes victims paid 
the ransom and regained access to their 
files, sometimes the ransom was paid, and 
the key was never provided and, in some 
cases, even the attackers lost track of how 
to decrypt the files. For years, mitigation 
steps for ransomware relied heavily on 
restoring lost data from backups and 
eliminating the security gaps that allowed 
the attack to occur in the first place.

In the past few years, ransomware at-
tacks have evolved into much more sinis-
ter and sophisticated attacks. Businesses 
and government entities are now the 

preferred targets, with a preference for 
critical infrastructure and services. The 
“kidnapping in place” model has also 
been modified to include the theft of 
sensitive data and attempts to establish 
long-term, persistent access to the vic-
tim’s computer systems that can be used 
to conduct further malicious acts. Stolen 
data is increasingly being used to further 
extort the victim through threats to re-
lease it publicly if the ransom is not paid. 
This was recently highlighted when the 
Washington D.C Police Department was 
attacked by ransomware and the attack-
ers subsequently posted police officers’ 
personnel records and street-gang intel-
ligence information on the Internet when 
their demands were not met.

Contrary to the beliefs of some people, 
ransomware attacks can be prevented, 
mitigated, and you can recover from 
them. Like the attacks themselves, cyber 
protection and prevention mechanisms 
are rapidly evolving and necessarily must 
be complex and comprehensive. The 
need for sophisticated prevention, protec-
tion, and response mechanisms places 
modern cybersecurity outside the reach 
of traditional information technology de-
partments and do-it-yourself operations.

Ransomware prevention, like all other 
cybersecurity, requires a multi-faceted ap-
proach from numerous disciplines. There 
is no single tool, software, or procedure 
that can do it all. The following list high-
lights a comprehensive methodology for 
ransomware prevention and prepared-
ness:

• Be proactive. Recovery after an at-
tack is more difficult and expensive than 
preventive measures

• Engage cybersecurity specialists
• Conduct periodic vulnerability as-

sessments and penetration tests of all 
networks and systems

• Remediate all known and identified
security gaps

• Create, test, and utilize comprehen-
sive disaster recovery and business-con-
tinuity plans

• Create and test full, offline backups
of all critical data

• Create, test, and utilize incident-re-
sponse plans that address cybersecurity 
threats

• Establish retainer agreements for
cyber-incident response specialists

• Budget appropriately. Security costs
are necessary and recurring.

Cyberattacks and risks to data security 
represent a clear and present danger to 
the ability of companies of all sizes and 
sectors to grow and prosper. A single at-
tack against an ill-prepared business can 
cause crippling recovery costs and dam-
age customer confidence beyond repair. 
The takeaway from the many entities that 
have suffered and recovered from cyber 
incidents in the past is that it does not 
have to be a death sentence. In the end, 
those that are proactive, plan, and prepare 
will be the ones most likely to survive 
and thrive in this rapidly changing land-
scape.                                                      n

Tony Martino is co-founder and chief oper-
ating officer of Anjolen Inc. Contact him at 
Tony@anjolen.com.

TONY 
MARTINO 
Viewpoint

Cyberattacks Take Aim at Business “Contrary to the
beliefs of some 
people, ransomware 
attacks can be 
prevented, mitigated, 
and you can recover 
from them. Like the 
attacks themselves, 
cyber protection 
and prevention 
mechanisms are 
rapidly evolving and 
necessarily must 
be complex and 
comprehensive.” 

DOL Issues New Cybersecurity Guidance for Plan Sponsors, Others

O n April 14. 2021, the U.S.
 Department of Labor (DOL) 
 issued much-needed guidance 

concerning best prac-
tices for plan sponsors, 
fiduciaries, record-
keepers, participants 
and beneficiaries per-
taining to cybersecuri-
ty for retirement plans. 

The DOL’s guidance 
focuses on three specif-
ic topics: hiring service 
providers, managing 
cybersecurity risks, 
and online-security tips 

for participants to avoid risk of fraud and 
loss. Although the guidance was couched 
as “best practices,” it is reasonable to 
interpret it as creating minimum cyberse-
curity standards and practices for retire-
ment plans. The guidance specifies the 
duty of plan fiduciaries to protect plan 
data against cybersecurity breaches and 
attacks, and potentially signifies a precur-
sor for the DOL to assess liability for dam-
ages stemming from plan data breaches in 
the future. Although the guidance did not 
address health and welfare plans, those 
plans may also wish to consider imple-
menting these measures. 

Here is a summation of some of the key 
points raised in the guidance, as well as 
some helpful insights to be considered in 
connection with the DOL’s recommenda-
tions. 

I. Hiring service providers
Under ERISA, plan fiduciaries must act

prudently when selecting and retaining 
plan-service providers. Since plan-service 
providers are often relied upon to pre-
serve and secure plan records and par-
ticipant data, it is essential that fiduciaries 
ensure that service providers implement 
strong measures to defend this informa-
tion against potential cyber threats. When 
retaining service providers, the DOL rec-
ommends that plan sponsors make cer-
tain that vendors have sufficient security 
systems in place to guard against attacks 
and prevent potential breaches. The DOL 
offered the following suggested practices 
when contracting with service providers: 

• Security standards: Review pro-
viders’ security standards, practices, and 
policies. Request audit results verifying 
the sufficiency of their security systems 
and compare these results to industry 
standards. Plan fiduciaries should look for 
vendors who follow a recognized informa-
tion security standard that validates its 
compliance and utilize an independent 
auditor to verify information security, sys-
tem/data availability, processing integrity, 
and data confidentiality. 

• Effectiveness review: Verify the
security standards employed by service 
providers and their validation process to 
ensure their security practices comply 
with these requirements and ensure that 
their audit results reflecting compliance 
are available for review. 

• Reputation in the industry: Check
service providers’ track record in the 
industry, including any public information 
related to prior security incidents, as well 
as any litigation and legal proceedings 

related to their services. 
• Prior incidents: Consider vendors’

previous security breaches, reviewing all 
details regarding those incidents and their 
response to the attacks. 

• Insurance coverage: Review the
service providers’ cybersecurity-insur-
ance policies and their scope of coverage 
to address losses incurred from secu-
rity breaches or identity thefts. Confirm 
whether their insurance coverage will 
cover breaches caused by both their own 
workforce, as well as external attacks. 
Consider requiring vendors to maintain 
additional insurance coverage (i.e., pro-
fessional liability, errors and omissions 
liability, cyber liability and privacy breach 
insurance, and/or fidelity bond or blanket 
crime coverage). Confirm policy limita-
tions before counting on such coverage 
for loss protection. 

• Ongoing compliance: Ensure that
contracts require vendors to maintain 
their cybersecurity and information secu-
rity standards originally agreed to by the 
parties throughout the term of the con-
tract, and beyond (if applicable). Consider 
requiring notice in the event of a change 
in their systems which impacts their abil-
ity to meet these criteria, or deviations 
from their prescribed security standards. 

• Limitation of liability: Address any
contractual provisions which seek to limit 
responsibility or liability of the service 
provider for cybersecurity breaches. 

• Reporting: Require annual third-
party audits to determine compliance with 
cybersecurity policies and procedures and 
require access to the results of those 

reviews. 
• Data usage: Specifically dictate ven-

dors’ obligations to preserve the privacy 
of all confidential data, prevent any use 
or disclosure of confidential information 
without written permission, and incorpo-
rate a stringent standard of care to guard 
against the unauthorized use (or misuse), 
access, loss, disclosure, or modification of 
confidential information. 

• Records retention and destruc-
tion: Specify vendors’ obligations to com-
ply with all applicable federal, state, and 
local laws, rules, regulations, directives, 
and other governmental requirements 
pertaining to the privacy, confidentiality, 
or security of confidential information.

• Notice: Include terms requiring ven-
dors to provide notice for any incident or 
breach, specifying the timeframe for such 
notice and mandating service providers’ 
cooperation to investigate and address the 
cause of the breach. 

II. Cybersecurity best practices
The DOL has provided this list of best

practices for plan record keepers and 
other service providers to follow: 

• Have a formal, well-documented cy-
bersecurity program; 

• Conduct prudent annual risk assess-
ments; 

• Have a reliable annual third-party
audit of security controls; 

• Clearly define and assign informa-
tion security roles and responsibilities; 

• Have strong access control procedures;

LAWRENCE J. 
FINNELL 
Viewpoint

SEE GUIDANCE, PAGE 14B  4
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Celebrating 
Years as Cyber 
Industry Leaders

ASSURED INFORMATION SECURITY

In June 2001, Assured Information Security (AIS) was officially 
incorporated and we proudly hung the pirate flag outside of 
our headquarters in Rome, New York, an important symbol that 
represents longevity and daring to be different. Twenty years later, 
we continue to push the boundaries of innovation and have played 
a leading role in supporting critical cyber operations for the federal 
government, intelligence community, commerce and beyond. From 
building tools for cyber warfighters, searching for vulnerabilities in 
software to testing drones, AIS leads groundbreaking efforts in all 
areas of cyber and information security.

Advanced 
Research

AIS Capabilities

Cyber 
Operations

Intelligence 
Analysis

Trusted 
Systems

Assured Information Security  •  315.336.3306  •  WWW. AINFOSEC.COM
New York • Colorado • Georgia • Oregon • Massachusetts • Maryland • Virginia

Solutions customized for you:
• Risk Assessment
• Incident Response
• Governance/Risk/

Compliance GRC
• ISO 27001 Readiness

Let us develop your critical 
cybersecurity program.
We reduce the likelihood, impact, downtime and exposure of an attack. 
GreyCastle Security’s customer advocates are with you every step of the way 
– and all hours of the night – to ensure your networks are protected. 

• Penetration Testing
• Vulnerability Assessment
• Awareness Training
• Best Practice Cybersecurity
• vCISO

2020

GreyCastle Security is a subsidiary of AIS

Security 
Testing

2020

Learn more at greycastlesecurity.com

http://www.ainfosec.com
http://www.greycastlesecurity.com
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A look at recent news headlines
continues to show the impact that
ransomware has on our everyday 

life. Whether it be the attack on Colonial 
Pipeline which set off a potential gas-sup-
ply shortage or the attack on JBS, a meat 
packer, the news keeps coming. Last year 
in the U.S. alone, more than 100 federal, 
state, and local governments; 500 health-
care centers; 1,600 educational organiza-
tions; and thousands of businesses were 
victims to ransomware. That’s according 
to “The State of Ransomware in the US: 
Report and Statistics 2020,” published by 
Emsisoft Malware Lab in January.

That impact is also felt by small and 
mid-sized businesses (SMBs) as it was 
found in 2020 that the average cost of 
a ransomware event for SMBs totaled 
$505,827 per incident (including down-
time, lost business, rebuilding and up-
grades, etc.). The cost is only increasing, 
especially when you consider lost rev-
enue and reputational harm to your busi-
ness. According to the Beazley Group, a 
cyber-liability insurance provider, small 
and medium businesses are most at risk 
of ransomware, with more than 62 per-
cent of claims. Beazley also reports that 
ransomware attacks increased 130 per-
cent in 2020. 

In the past two years, the Cyber 
Defense Institute has assisted clients 
with ransomware incidents that ranged 
in cost from $600,000 to over $10 million 
right here in Central New York. Many 
ransomware attacks do not get reported 
as companies fear reputation loss and bad 
press. As a result, experts agree that the 
true number of attacks and cost of those 
attacks is grossly underestimated.

Ransomware is a type of computer mal-
ware that has a specific goal in mind — 
holding your data hostage until you pay 
a ransom. Early variants of ransomware 
would install on a single computer in your 
network and wreak havoc on your shared 
files. Today’s variants are using more 
sophisticated techniques in which they 
worm their way through your network, 

sometimes for months without detection, 
before detonating on as many systems 
as they can at once. This increases the 
likelihood you’ll pay the ransom because 
all your servers and workstations are 
infected all at once. 

Recommendations
Awareness training. The most-com-

mon method of infection from ransomware 
is still malicious emails. Another common 
method is so called “drive by downloads” 
in which a malicious file is downloaded 
from an infected website. Because of this, 
end-user security awareness training is 
one of the key strategies you should be 
implementing to protect your business 
from ransomware. This end user-training 
should include continuous phishing train-
ing and at least one hour several times per 
year of direct computer-based training con-
tent. This phishing training should include 
a system that sends fake phishing emails 
to your users to give them real-world 
experience dealing with phishing emails. 
Weekly security reminders that detail the 
most-current threats and scams are also 
highly effective. 

Two-factor authentication for appli-
cations and email is another easy win. 
Stolen credentials allow criminals to steal 
data and send malicious emails using le-
gitimate email addresses to unsuspecting 
friends and colleagues. 

Anti-virus/malware software.
Another critical component to your anti-
ransomware strategy needs to be anti-
virus/malware software that can prevent 
advanced threats such as ransomware. 
Traditional antivirus is no longer enough 
and the need for advanced-threat protec-
tion is critical. Software that includes 
endpoint detection and response (EDR) 
features are commonly used in cases of 
ransomware to help clean it up and stop 
it from spreading. For this reason, you 
should consider a similar product to help 
protect your environment. It also goes 
without saying that it is critical that you 
maintain your subscriptions with your 

antivirus vendor. There is nothing worse 
than getting a malware infection because 
you forgot to renew your antivirus license 
or update your current product regularly.

Implement a SIEM — Security 
Information and Event Management 
System — to provide continuous monitor-
ing of your network 24/7, 365 days a year, 
which can also be coupled with a dedicated 
Security Operations Center (SOC) to noti-
fy you of incidents. These systems provide 
real-time alerts of suspicious or malicious 
activity on your network, enabling a fast 
response and prevention.

System patches and updates are 
another key component to reducing the 
risk of ransomware. Making sure you 
run your Windows updates on every 
machine, all the time, keeps your systems 
protected from the latest vulnerabilities. 
Don’t forget to keep your firewalls, print-
ers, and other network devices up to date 
as well. These commonly forgotten de-
vices are also frequently attacked by mali-
cious actors and can lead to ransomware 
or other harm to your network.

Cyber-liability insurance. When you 
buy an insurance policy, it should specifi-
cally cover ransomware or data-extortion 
costs. And do not skimp on coverage 
limits. We recommend a minimum of $1 
million for any size of business. 

Develop and practice an incident-
response plan. A solid incident-response 
plan that is documented, known to all in-
volved, and practiced at least once a year 
will save critical time when responding to 
an incident. Remember those fire drills in 
grade school? 

Layer your defenses. This is also 
known as defense in depth. Develop mul-
tiple roadblocks and segment networks 
wherever possible.

Carefully consider the options be-
fore you pay the ransom. This is 
easy to say when you are in crisis mode, 
but the research by Sophos and others 
points to increased costs for those that 
do pay. Even after paying the ransom, the 
cost for upfront protection, user training, 

and a solid backup strategy is the least-
expensive way to stay safe and recover if 
you do get hit.

Backups. Finally, and perhaps the 
most important protection against the 
harms of ransomware, is to have excellent 
backups of your systems. The difference 
between quickly recovering from ran-
somware while not paying the ransom is 
directly correlated to the quality of your 
backups. A restore from backup can many 
times be a quick way to give a ransom-
ware extortionist the boot. However, you 
need to make sure your backup system 
includes more than one copy of your data. 
Typically for an SMB this includes a copy 
in your office and a copy in the cloud. We 
also recommend keeping backups for at 
least 90 days as malware sometimes re-
mains dormant for several months before 
calling out to the ransomware host. There 
are several other backup tactics that can 
be implemented depending on your over-
all IT infrastructure. 

Unfortunately, for most, ransomware is 
a matter of “when” and not “if.” However, 
you can reduce the impact it has on your 
business by taking steps now to better 
prepare for the inevitable. Ransomware 
does not have to be a potentially business-
killing event if you properly prepare your 
business now. Doing nothing and ignor-
ing the threat is no longer an option.         

Jim Shea is president of Cyber Defense 
Institute, Inc. (www.cyberd.us), a 
Syracuse–based, regional cybersecurity con-
sulting and training firm specializing in 
cybersecurity regulatory compliance, cyber 
risk management, and cybersecurity assess-
ments. Contact Shea at jrshea@cyberd.us. 
Brandon Finton is the senior security en-
gineer at Cyber Defense Institute. Contact 
him at bfinton@cyberd.us.

Preparing for Ransomware
JIM SHEA & BRANDON FLINTON

Viewpoint

• Ensure that any assets or data stored
in a cloud or managed by a third-party 
service provider are subject to appropriate 
security reviews and independent security 
assessments; 

• Conduct periodic cybersecurity-
awareness training; 

• Implement and manage a secure-
system development life-cycle program; 

• Have an effective business-resiliency
program addressing business continuity, 
disaster recovery, and incident response; 

• Encrypt sensitive data, both stored
and in transit; 

• Implement strong technical controls in
accordance with best security practices; and 

• Appropriately respond to any past
cybersecurity incidents. 

III. Online-security tips
The DOL also outlined a number of

security tips, reflecting that participants 
and beneficiaries also play a large role 
in the security of their plan accounts. 
The DOL recommends that users utilize 
strong and unique passwords for their 
accounts, add multi-factor authentication 
to log in, and regularly monitor accounts 
to guard against the risk of fraud and 
loss. In addition, the DOL suggests that 
participants and beneficiaries update their 
contact information with plans and sign 
up for account activity notifications to 
ensure they are notified of any unauthor-
ized account activity. Among the other 
tips offered, the DOL urges users to avoid 
public Wi-Fi networks, remain mindful of 
phishing attacks, and use up-to-date antivi-
rus software. 

Retirement-plan precautions
Retirement plans are literal treasure 

troves for cyber criminals — holding 
large amounts of fund and personal in-
formation concerning participants and 
beneficiaries. Recognizing this concern, 
the DOL’s new cybersecurity guidance 
may provide a glimpse into future en-
forcement actions and criteria to assess 
prudence by fiduciaries in the event of 
a cyberattack. Plans should consider 
these tips and insights when engaging 
new service providers to ensure vendors 
are taking appropriate precautions to 
safeguard plan data. They may also wish 
to revisit current contracts with their 
present vendors to address any areas 
where their contracts are silent, as well 
as consider whether additional measures 
are necessary to ensure the security and 
confidentiality of plan data. 

Administrators may also wish to review 
and update their plans’ document and 

retention policies to reflect this new guid-
ance and review their vendors’ policies 
to confirm if amendments are warranted 
— with a particular focus on how vendors 
handle plan data upon expiration or termi-
nation of their agreement. 

Despite recognizing the important role 
played by participants and beneficiaries in 
securing their plan accounts, recommen-
dations regarding cybersecurity education 
were notably absent from this guidance. 
Nonetheless, plans may wish to consider 
passing along the DOL’s online-security 
tips to account holders.         

Lawrence J. Finnell is a senior counsel in 
the New York City office of the Syracuse–
based law firm of Bond, Schoeneck & 
King PLLC. Contact him at lfinnell@bsk.
com. This article is drawn from the firm’s 
Employee Benefits Law Information Memo.
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Nearly 100% of organizations report insufficient network security protocol as 
the primary reason for failing to identify a financially crippling cyber attack 
before it was too late. 

Meeting compliance standards is not enough - hackers are familiar with 
these standards and start their attack planning there. 

Partnering with an experienced cyber security team and performing regular 
network penetration testing is the only effective means of deterrence. 

More than any other time in the technological era of business, 
it's important to protect your business against cybercrime. Secure 

Network Technologies is a team of ethical hackers who learn how 
the bad guys do their dirty work so we can help businesses like 

yours prepare themselves for the worst. We're offering a special 
FREE CONSULTATION to the readers of the CNY Business 
Journal. Call us today or visit the URL below to schedule your 

consultation and learn how having the right security team 
and advanced, professional response on your side will save 

you millions in damages and recovery. 

www.securenetworkinc.com/cnybj 

https://www.securenetworkinc.com/cnybj/
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