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Chapter 1  User Login 

Switch adopt Web-based interface management, the default IP is 192.168.255.1. Please 

make sure the IP address of PC is in the same network segment with that of switch,or the PC 

can’t access to manage the switch. After the setting of IP address, please input 

192.168.255.1 in the browser to access the configuration interface of switch. 

The Web management interface consists of five parts, which are switch status, basic 

configuration, advanced configuration, network security, system maintenance. 

Picture 1.1.1 Login Page 

Enter user password in the above login page, the default password is admin. The system only 

support single user login, other logins will be refused until the user logs out.  

If  IP address conflict occurs, it suggests the latest user didn’t log out successfully. Please 

reboot the device or try to log in again180s later. 

It is advised to reset the IP address and password in first login, and make sure the switch is 

not configured in the same network segment with DHCP server or Internet Gateway device. 

www.syncomtechnologies.com support@syncomtechnologies.com



User’s Guide 

Page 6 of 57 

Chapter 2  Switch Status 

2.1  System Information 

Picture 2.1.1 System Information 

Device status can be checked in the above page, which contains: Device Model 

number(equipment type), PCB/HW Version, MAC Address,Serial Number(System Object ID), 

Firmware Version, Firmware Updated Date, System Running Time(System Up Time). 

2.2  Logging Message 

Picture 2.2.1 Logging Message 

System log can be checked in above page. Maintenance technicians can check the 

history system log. 
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2.3  Port Counters

Picture 2.3.1 Port Counters 

The above picture shows switch port statistics. Users can check the sent/received 

bytes,sent/received packets, wrongly sent/received packets. If there are too many wrong 

packets, it suggests the port has very poor working performance, the user need to examine 

the connection of network cable or the partner network card. 

The current software version doesn’t support real-time statistics refresh, please click 

“Refresh” button to get new statistics.

Picture 2.4.1 Port Bandwidth Statistics 

This page shows port bandwidth status. Users can check egress/ingress bandwidth in this 

page,including 1000Mbps, 100Mbps, 10Mbps. 

2.4  Aggregation State 

Picture 2.5.1 Link Aggregation 

In above Link Aggregation page, user can check the port aggregation information. Like 

aggregator group(LAG), link state, aggregator group member state(active/standby). 
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2.5  LLDP Statistics 

Picture 2.6.1 LLDP Statistics 

LLDP information can be checked in above page. When enable the LLDP(Link Layer 

Discovery Protocol ) function, LLDP information of switch ports can be checked here. 

2.6  IGMP Statistics 

Picture 2.7.1 IGMP Statistics 

When the IGMP snooping function is enabled, IGMP information can be checked in 

above page.  
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2.7  STP Statistics 

Picture 2.8.1  STP Statistics 

In above STP statistics page, users can check the BPDU packets of every port and every 

link aggregation STP. 

Chapter 3  Basic Config 

3.1  IP Adderss 

Picture 3.1.1  IP Address 

The above IP address configuration page can be used to configure the IP address of 

device management interface “Interface Vlan 1”. The default IP address, subnet mask 

and gateway will be showed in the page. When revise the configuration, please press 

“save” to confirm new configuration. Press “reset” to back to original configuration. 

Above configuration need to be done under default “Static” state,if switch the IP address 

mode to DHCP, IP address will be get dynamically. Please record the new IP address for 

future login. 
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Notice: Don’t modify the subnet mask unless exceptional case, login problem will be caused by 

improper modification.  

 

3.2  Management VLAN 

 

Picture 3.2.1  Manegement VLAN 

Switch management VLAN display page as shown above,，Management VLAN 

configuration can select the management VLAN of the switch from the drop down menu，

The default management VLAN is VLAN 1。 

Switch management IP belong to the managementVLAN,to access the device’s 

management IP only by the port which belong to the management VLAN ,after the 

managementVLANis changed. 

 

 For example：Set up VLAN 2,set up 1-8ports belong to VLAN 2.The rest of the ports 

by default belong toVLAN 1.Change the management VLAN to VLAN 2，at this time only 

through the 1-8 port can access the switch management IP.9-26 ports don’t bleong to 

management VLAN ，unable to access the switch WEB through these ports. 

Notice: Management VLAN can only be changed to VLAN which has been created. 

3.3  Account Config 
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Picture 3.3.1  Account config 

Login password can be revised in this page, please remember the new password for 

future login. 

 

    Password Type：Encryption mode of user password. 

 Clear Text：The password is stored in plain text. 

 Encrypted：Password stored in encrypted mode. 

 

   Privilege Type：Used to determine the user's authority level. 

 Admin：When the user right type is Admin, the switch can be configured 

 User：When the user right type is User, the switch configuration can only be viewed,cannot 

be changed 

Notice: User "admin" is the administrator user, the default can not be deleted. 

3.4  Logging Setting 

The log system is an integral part of the Ethernet switch.It is the information hub of the 

system software module.Log system provides a strong support for network 

administrators and developers to monitor network operation conditions and diagnose 

network faults. 

This feature includes logging service, local logging and remote logging. 

3.4.1 Logging Service  

 

Picture 3.4.1 Logging Service 

Logging service configuration page is shown in the image above，This page can choose 

to enable and disable the log server. The server is enabled by default. 
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3.4.2 Local Logging 

 

Picture 3.4.2  Local Logging 

Local Logging configuration page is shown in the image above.Through the "target" 

drop-down list to filter the type of log information which you need to focus. Through the 

"Severity" drop-down list to filter the extent of the type of log information which you need 

to focus. You can delet delete log entries that have been focused on through the delete 

button in the state of the local logging setting status. 

 

    Target：Indicates the type of log. 

 Buffered：Log information recorded in the memory buffer 

 Console：Console log information, that is, serial log information 

 

    Severity：Indicates the severity of the log log (from top to bottom, the emergency 

level is gradually reduced) 

Severity meaning 

emerg An extremely serious mistake requires immediate action. 

alert Need to take immediate action to resolve the error 

crit Critical errors, need to take measures to resolve as soon as 

possible 

error Be concerned but not critical errors 

warning There is some error in the system operation, and some functions 

will be affected 

notice Event information that requires proper attention 

info Do not need to pay attention to the prompt information 

debug The information generated by the debugging process 
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3.4.3 Remote Logging 

 
 Picture 3.4.3  Remote Logging 

    Remote Logging configuration page is shown in the image above.This page can set 

the IP and service ports of the remote server and select the log level to upload of the 

remote server.It can monitor the network operation condition and diagnose the network 

fault on the remote server 

Server Adderss:IP address of the remote log server 

 Server port:The UDP port number used in the sending / receiving system log,Using 

the standard 514 

 Severity:Indicates the severity of the log log, and the details refer to the extent table 

under the local logging 

 Facility:The log source of the device defined  

3.5  Time Setting 

 

 Picture 3.5.1   Time Setting 

 Time Setting configuration page is shown in the image above.SNTP is a protocol used 

to synchronize computer time.It enables the computer to synchronize its servers and 

provide high precision time correction (between LAN and the standard deviation is less 

than 1 ms, WAN for tens of milliseconds).Cryptographic protocols can be prevented to 

prevent malicious protocol attacks."Enable SNTP" control function of the overall 
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operation, there are two options to disable and enable. 

3.6  Port Setting 

 
Picture 3.6.1  Port Setting 

Port Status: The user can enable or disable a port in this page.Click “Enable” to open 

the port, click “Disable” to close the port, the default setting is “Enable”.  

Port Mode: 6 modes can be configured:Auto-negotiation,10 Half,10 Full,100 Half, 100 

Full and1000 Full. Default mode is Auto-negotiation, can be changed in pull-down list.  

Flow Control: This function is defaulted closed, open it when needed.  

Loop Detection:The function is defaulted closed, open it when needed.A port will be 

blocked to cut the loop when loop is detected.( Notice: the port link indicator in front 

panel will be still on when the port is blocked, for the physic connection is existed; while 

the link indicator on the top of web management pages will be off.) 

 

 

Chapter 4  Advanced Configuration 
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4.1  Port Mirror Configuration 

 
Picture 4.1.1  Port Mirror Configuration 

Users can do Port Mirror Configuration in above page. Port mirroring is used on 

a network switch to send a copy of network packets or data traffic from some ports (or an 

entire VLAN) to a network monitoring connection on specified switch port. The original 

port is called Source Port, and the specified port is Mirroring Port. This is commonly used 

for network appliances that require monitoring of network traffic without influencing the 

normal working of every port, it’s a convenient online-monitoring function.  

All ports have mirroring function, but only one port can be configured as Mirroring Port. In 

the same system, there is only one mirroring port, while more than one Source Ports can 

be existed. When a port is configured as mirroring port, its corresponding port can’t be 

configured as source port. 

  

Source Port—Mode：Mirror to destination port data flow direction 

 Disabled：This port is not configured as a mirror source port 

 Rx only：Port receive data mirroring to destination port 

 Tx only：Port transmit data mirroring to destination port 

 Enabled：Port transmit and receive data mirroring to destination port 

For example:Setting up port 26 receive date mirroring to port 1    

In the port mirroring configuration page, the destination port is selected as port 26, and 

the source port mode selection is Enabled, application ,and configuration is complete. 
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4.2  Port Aggregation 

4.2.1 Static Aggregation 

 
Picture 4.2.1  Static Aggregation 

S3500 series switches support 8 aggregation groups, each group contains maximum 8 

ports. The members in the same aggregation group should have same configuration for 

port forwarding rate mode and VLAN distribution. 

If LACP function applied for some ports, then static aggregation can’t be configured. 

    Load Balance：Route selection for data flow between aggregated links  

 IP/MAC Address：The port of each member in the aggregation group is shared by the 

IP and theMAC address. 

 Source MAC：The port of each member in the aggregation group is shared by 

thesource MAC address. 

 Source port：The port of each member in the aggregation group is shared by the 

ssource port. 

 

        For example：Add the 1-4 port to the LAG1 

① Add the 1-4 port to the LAG1,click”Aply”,then configuration is complete. 

② Aggregated state of the port can be viewed in the state of the aggregation state 

of the device. 

Notice: Static aggregation can’t be configured when LACP function enabled. 
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4.2.2  LACP Setting 

 
Picture 4.2.2  LACP Setting 

When the LACP protocol is on, the aggregated devices interactively gather information 

through LACP. According to the parameters and status of each device, automatically receive 

and dispatch Data of matchable link aggregation. When the Aggregation is formed, switches 

keep in an aggregation link status, switches automatically adjusts link aggregation or 

dissolute when configuration changes. 

If the port is configured as static aggregation, the dynamic LACP will be not available.  

Notice: Static aggregation LACP function can’t be used together.  

 

4.3  VLAN Management 

    Ethernet is a shared communication media based on the Carrier Sense Multiple 

Access/Collision Detect (CSMA/CD) technology. A LAN built using the Ethernet technology is 

not only a collision domain, but also a broadcast domain. When the number of hosts on the 

network is large, the collision becomes serious, broadcast flooding occurs, and the 

performance is significantly degraded. Even worse, the network is unavailable. Deployment 

of bridges or L2 switches on the Ethernet can resolve the problem of serous collision, but still 

cannot isolate broadcast packets. To address this issue, the Virtual Local Area Network 

(VLAN) technology emerges. This technology can divide a physical LAN into multiple logical 

LANs, that is, VLANs. Hosts located in the same VLAN can directly communicate with each 

other, but hosts located in different VLANs cannot communicate with each other. In this way, 

broadcast packets are confined in the same VLAN. That is, each VLAN is a broadcast 

domain. 

    VLAN Management configuration includes the VLAN Setting,Interface Setting,Port to 

VLAN and Port VLAN Membership four configuration page. 
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4.3.1  VLAN Setting 

 

Picture 4.3.1  VLAN Setting 

This page for the switch to create / delete VLAN page, the user can create a new VLAN and 

configure the VLAN name.The VLAN which has created,will be displayed in the bottom of the 

VLAN table, click the “Edit” can be re named VLAN name, click the “delete”can delete the 

VLAN which has been created. 

Notice:VLAN 1 as the default VLAN, can not be deleted, can choose to edit its rename. 

 

4.3.2  Interface Settings 

 

Picture 4.3.2  Interface Settings 

Here is the switch interface configuration page, this page can configure port mode and according 

to the port configuration port PVID, receive type, and the inlet filter whether enable.  

Notice:When the interface is configured to access mode, the PVID default is 1, accept the 

type of default to Untag Only , the import filter defaults to enable, can not be changed in this 

page. 

 

    Interface VLAN Mode:Access,Trunk and Hybrid. 

 Hybrid:Ports can belong to multiple VLANs,can send and receive multiple VLAN 

packets and hybrid port allows multiple VLAN packet without tag,can be used for 

connection between network devices,and can also be used to connect the user 

equipment. 

 Access:Ports can only belong to 1 VLAN and generally used to connect the user 
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equipment. 

 Trunk:Port can belong to more than one VLAN,Can receive and send multiple VLAN 

packets,Trunk ports only allow the default VLAN to send packetswithout Tags and  

generally used for network equipment connection. The default all ports belong to the 

Trunk mode 

 

PVID:Port-base VLAN ID。 

It is based on the port of VLAN ID.A port can belong to more than one VLAN, but 

only one PVID.When VLAN port receive a data packet without tag header, it will be 

added PVID tag of the port, then the packet will be forwarded within the PVID VLAN . 

 

    Accept Frame Type:ALL,Tag only and Untag only. 

 ALL:Receive all types of data frames 

 Tag only:Only receive data frames with the same VLAN Tag 

 Untag only:Only receive data frames without Tag 

 

4.3.3 Port to VLAN 

 

Picture 4.3.3   Port to VLAN 

    Port to VLAN configuration page as shown above.Users can set up the ports of specific 

model to join the corresponding VLAN on the basis of the new VLAN which created 

before .Click “VLAN ID “drop-down list,you can choose the VLAN,Select the properties in the 

Membership can decide that the current state of the port in the VLAN is 

Fobidden,Exclude,Tagged or Untagged.  

 

 

Interfac VLAN Mode:The configuration of the VLAN interface mode in the port configuration 

page. 

Membership：Fobidden,Exclude,Tagged and Untagged. 

 Fobidden:This port is prohibited to manually add and dynamically register to the VLAN. 

 Exclude:This port is not included in the current VLAN. 

 Tagged:This port is sent to the current VLAN data frame with Tag. 

 Untagged:This port is sent to the current VLAN data frame without Tag. 

PVID：Checked indicates that the PVID of this port is consistent with the currently selected 

VLAN ID. 

www.syncomtechnologies.com support@syncomtechnologies.com



User’s Guide 

Page 20 of 57 

4.3.3 Port VLAN Menbership 

 

Picture 4.3.3   Port VLAN Menbership 

Port VLAN Menbership Table page as shown above.This table can see the properties of each port 

you configure, including the port mode, the default VLAN of the port, and the operational 

VLANs of the port, and click “Edit” to change the properties of the port.。 

    For example: 

1) VLAN port configuration example:add port 1and port 2 to VLAN 2,add port 3and port 4 

to VLAN 3. 

① On the Creat VLAN page,input 2 in VLAN list ,VLAN action selection to add,VLAN 

Name Prefix is TEST2,if you do not fill in here, the default is VLAN0002.Similarly created 

VLAN3.It can also be created in bulk, input 2-3 in VLAN list ,VLAN action selection to 

add,VLAN Name Prefix does not fill,click “Aply” is OK。 

② On the Interface Settings,select port 1,port2,port3 and port4,VLAN interface mode 

select Access mode,at the same time,the PVID, receiving type, inlet filter, and so on can not be 

configured. 

③ On the Port to VLAN page,select VLAN 2 in the VLAN ID drop-down list,the 

Membership of port 1 and port 2 select Untagged,click “Aply”.Then select VLAN 3 in the 

VLAN ID drop-down list,the Membership of port 3 and port 4 select Untagged,click “Aply”. 

④ On Port VLAN Membership page,you can view the VLAN port member properties, 

and edit its properties. 

 

2) Trunk port configuration example:The port 5 is configured as Trunk port and allows 

VLAN 2, VLAN 3 flow through 

① Create VLAN 2, 3, reference VLAN port configuration for example, step 1 

② On the Interface Settings,select port5,VLAN interface mode select Trunk mode,at the 

same time,the PVID,receiving type, inlet filter, and so on can not be configured. 

③ On the Port to VLAN page,select VLAN 2 in the VLAN ID drop-down list,the 

Membership of port 5 select Tagged,click “Aply”,elect VLAN 3 in the VLAN ID drop-down 

list,the Membership of port 5 select Tagged,click “Aply”. 

 

3) Hybrid port configuration example:The port 6 is configured as Trunk port and allows 

VLAN 2, VLAN 3 flow through 

4)  

① Create VLAN 2, 3, reference VLAN port configuration for example, step 1 
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② On the Interface Settings,select port 6,VLAN interface mode select Hybird 

mode,PVID is default 1, receiving type select ALL, enable inlet filter. 

③ On the Port to VLAN page,select VLAN 2 in the VLAN ID drop-down list,the 

Membership of port 6 select Tagged,click “Aply”,elect VLAN 3 in the VLAN ID drop-down 

list,the Membership of port 6 select Tagged,click “Aply”. 

 

5) Example of cross switch VLAN communication applications： 

cascade with Trunk ports： 

① Two switches cascade with Trunk port 5, repeated VLAN port configuration example 

with the Trunk port configuration example of the steps to complete the configuration of the 

switchs. 

②  the ports which belong to VLAN 2 of the two devices can communicate through the 

Trunk port 5,and the ports which belong to VLAN 3 of the two devices can also communicate 

through the Trunk port 5. 

 

cascade with Hybird ports： 

① Two switches cascade with Hybird port 6, repeated VLAN port configuration example 

with the Trunk port configuration example of the steps to complete the configuration of the 

switchs. 

②  the ports which belong to VLAN 2 of the two devices can communicate through the 

Hybird port 6,and the ports which belong to VLAN 3 of the two devices can also communicate 

through the Trunk port 6. 

 

4.4  Voice VLAN  

Voice VLAN is the VLAN for voice data flow. Create a Voice VLAN and add the ports 

connected with voice devices to Voice VLAN, Voice data flow can be centrally 

transmitted in Voice VLAN. Users can configure special QoS(Quality of Service) for the 

voice data flow, like configure a higher transmitting priority class to ensure a high quality 

connection. 
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4.4.1  Properties 

 
Picture 4.4.1  Properties 

Voice VLAN State page as shown above,his page can enable and disable the Voice VLAN 

State.Select the voice ID VLAN (check the Enable button, you can configure the voice ID 

VLAN, the default is VLAN2), configure the COS priority and set the aging time. 

 

 Voice VLAN ID:Refers to the transmission of voice data centralized VLAN. 

 Remark Cos/802.1P:Voice stream priority configuration, improve voice traffic transmission 

priority, to ensure that the call quality. 

 Aging:After the aging time,the port did not receive the voice data again,the port will 

automatically exit Voice-VLAN 

Notice:VLAN Id Voice can only be selected in the creation VLAN, the default is VLAN2. 

 

4.4.2  OUI Mac Setting 

 
Picture 4.4.2   OUI Mac Setting 
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    OUI Mac Setting page as shown above,OUI address refers to the MAC address used to 

identify the top three bits of the voice data stream,VLAN Voice Ethernet switch can be used to 

judge whether the data stream is the voice data stream according to the source MAC address 

field in the data message of the switch port,The source MAC address is in line with the system 

set up the voice device OUI address of the message is considered to be the voice data stream. 

The port that receives the voice data stream will be automatically added to the VLAN Voice,the 

speech stream with the VLAN Voice tag issued by the voice device which is connected with the 

port can be transmitted through the port, and has higher transmission priority. 

    The following table is the common voice device business product OUI address, has been set 

to the default OUI address in this switch. 

OUI Adderss Equipment merchant 

00:E0:BB 3COM 

00:03:6B Cisco 

00:E0:75 Veritel 

00:D0:1E Pingtel 

00:01:E3 Siemens 

00:60:B9 NEC/Philips 

00:0F:E2 H3C 

00:09:6E Avaya 

 

    For example: add Voice VLAN OUI. 

Configure OUI address for 00:00:11, described as TEST. When the switch receives the MAC 

address of the first three 00:00:11 data packets, it will be judged as the language data stream, and 

then in the specific voice VLAN forwarding, improve the data priority, to ensure the quality of 

voice communication. 

 

4.4.3  Telephony OUI Port Setting 

 

Picture 4.4.2   Telephony OUI Mac Setting 

    Telephony OUI Mac Setting page as shown above,This page can enable or disable the port's 

voice VLAN function and select the COS priority is based on the source MAC or source and 

destination MAC. 
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4.5  Multicast Configuration 

Picture 4.4.2  Multicast 

Multicast page as shown above,This page can be configured with unknown multicast action,You 

can also set the forwarding method is based on the MAC or the source IP,It implements the 

efficient data transfer from one point to multi-point in the network, which can save a lot of 

network bandwidth and reduce the network load.The multicast IP address range is 224.0.0.0 ~ 

239.255.255.255. 

Unknown Multicast Action:Processing method for data packet of unknown multicast 

 Drop:Direct filter out the unknown multicast packets

 Filter:A data stream received from an interface is sent out from all interfaces except

the interface.

 Router Port:To the router port of the switch forwarding, if the router can not find the

port is discarded, not flooding to all ports of the switch

IPV4 Forword Method:Multicast forwarding mode

 MAC:Multicast MAC address forwarding

 Src-Dst-Ip:Multicast IP address forwarding

4.6  IGMP Snooping Configuration

Internet Group Management Protocol (IGMP) snooping is a multicast restraining mechanism that 

runs on L2 devices. It is used to manage and control multicast groups. By analyzing received 

IGMP packets, an IGMP snooping L2 device sets up a mapping relationship between ports and 

MAC multicast addresses, and forwards multicast data based on this mapping relationship.  
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4.6.1  IGMP Setting  

 

Picture 4.6.1  IGMP Setting 

IGMP Setting page as shown above,this page allows you to enable or disable IGMP Snooping, or 

you can choose to IGMP Snooping version and enable or disable the IGMP Snoopign report 

Supeerssion. 

4.6.2  IGMP Querier Setting  

 

Picture 4.6.2  IGMP Querier Setting 

    IGMP Querier Setting page as shown above,this page can enable or disable any query that 

has been created for VLAN, or a version of the query,IGMP query device regularly to VLAN 

local segments in all hosts and routers send IGMP general query packets, to the query 

segment which multicast group members. 

4.6.3  IGMP Setting Group  
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Picture 4.6.3  IGMP Setting Group 

IGMP Setting Group page as shown above,static multicast address table is not through the 

IGMP Snooping to learn, not by the impact of dynamic multicast group and multicast 

filtering.For some fixed multicast group, can improve the quality of data transmission and 

increase security. 

4.6.4  IGMP Group Table 

Picture 4.6.4  IGMP Group Table 

    IGMP Group Table page as shown above,this page shows that the VLAN ID is being 

Snooping, as well as the corresponding multicast IP, member ports, types, and life cycle. 

4.6.5  IGMP Router Table 

Picture 4.6.5  IGMP Router Table 

    IGMP Router Table page as shown above,it can dynamically learn the routing information 

of the three layer device, which is used to report the IGMP information to the three layer 

multicast source equipment. 

For example:How to configure the data stream of multicast IP for 224.1.1.1 in the 1-8 port 

of VLAN 1. 

① On the IGMP settings page, enable IGMP Snooping,IGMP Snooping version select V2,

enable IGMP Snoopign report Supeerssion 

② On the IGMP Querier Setting page,Enable the query of VLAN 1, version select V2

③ On the IGMP Setting Group page,Select VLAN ID 1, fill in the group 224.1.1.1, add

the member port 1-8

④ Send the 224.1.1.1 multicast stream, you can see the multicast stream transmission

only in the 1-8 port, 9-26 port is not received. 
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4.7 Jumbo Frame Configuration 

 

Picture 4.7.1  Jumbo Frame Configuration 

Generally, the max frame size for packet is 1518 Bytes, when packet is larger than this 

size, it will be processed in batch, 1518 Bytes as a unit. And users can also set a Jumbo 

Frame limitation in this page(from 1522 to 9216 Bytes), enable Jumbo Frames 

transmitted smoothly, reduce the load. 

4.8  LLDP Configuration 

S3500 series switches support LLDP(Link Layer Discovery Protocol), which can define  

switch capacity, management address, device tags and port tags as 

different(TLV(type/length/value) and save them in LLDP PDU (Link Layer Discovery 

Protocol Data Unit). These information will be released to the direct-connected neighbor 

device, neighbor devices will save these information based on MIB(Management 

Information Base) . These information will be used for network management system 

examination or judge link communication condition. 

LLDP information can be configured in above page, including transmission interval,hold 

time Multiplier,retransmission delay and transmission delay. 

Enable LLDP or Disable LLDP can be configured. Users can also configure the 

information transmitted to neighbor devices, like port description, system name, system 

description, system property and management address. 
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4.8.1  Global Setting  

 

Picture 4.8.1  Global Setting 

You can configure global LLDP protocol information, packet transmission cycle, 

retransmission times, retransmission interval, delay time and other information. 

 LLDP PDU Disable Action:LLDPDU packet processing mode 

 Transmission Interval:Configure LLDPDU time intervals of local devices send to a 

neighbor device. Default is 30 seconds.。 

 Holdtime Multiplier:The TTL multiplier is used to control the value of the TTL field in the 

LLDPDU sent by the local device, and the TTL is the survival time of the local information 

on the neighbor device. TTL=TTL multiplier * transmission interval. The default value is 4. 

 Reinitialization Delay:When the port LLDP mode changes, it will be delayed for a 

period of time to be initialized, in order to avoid frequent changes in the port LLDP 

mode of operation led to the continuous implementation of the port initialization. The 

default value is 2 seconds. 

 Transmit Delay:Configure the local device to send LLDPDU delay time to a neighbor 

device. When the local configuration changes, it will delay the specified time to send 

LLDPDU notification neighbor devices, which can avoid the frequent changes in the 

local configuration caused by the frequent transmission of LLDPDU. The default 

value is 2 seconds. 
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4.8.2  Port Setting  

 

Picture 4.8.2  Port Setting 

LLDP Port Setting page as shown above,it can configure each port of the LLDPDU message 

processing mode, can also choose to send the TLV type of port. according to the standard of 

IEEE802.1AB the equipment identification, performance and configuration information into 

different TLV (Type/Length/Value), and encapsulated in LLDPDU (Link Layer Discovery 

Protocol Data Unit) issued to the neighbor device. 

 

    Port Statu:Description LLDPDU message processing method 

 Disabled:Neither outward to send LLDPDU, nor to receive the LLDPDU for processing. 

 Rx only:Handle only received LLDPDU, and not send out LLDPDU.  

 Tx only:Only send out LLDPDU, and don’t handle received LLDPDU  

 Rx only&Tx only:Both send and receive LLDPDU, the state of the port is default only&Tx 

only Rx. 

4.8.3  Local Device  
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Picture 4.8.3  Local Device 

    LLDP Local Device page as shown above,on this page, you can see the summary 

information of the local device as well as the details of each port LLDP property, in the port state, 

select the need to view the port, click on the details to view. 

4.8.4  Remote Device  

 

Picture 4.8.4  Remote Device 

    LLDP Remote Device as shown above,two open LLDP switchs, will identify the end of the 

device for the LLDP neighbors,and the neighbors of the summary attribute will be shown in the 

figure. 

4.8.5  Overloading  

 

Picture 4.8.5  Overloading 

   LLDPOverloading page as shown above. 

4.9  SNMP Configuration 

    SNMP is a network management protocol that is most popular on the UDP/IP network. It 

provides a management framework to monitor and maintain Internet devices.  

    SNMP network elements (NEs) are classified into two types: network management station 

(NMS) and agent.  

 The NMS is a workstation on which the SNMP client runs. It provides a user-friendly 

human-computer interaction interface, with which network administrators can conveniently 

complete the majority of network management work.  

 The agent is a process that resides on a device. It collects and processes requests sent from 

the NMS. In case of an emergency, for example, when the interface status changes, the 

agent will notify the NMS of the change.  

    The NMS is the manager of the SNMP network, whereas the agent is the managed object of 
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the SNMP network. The NMS and the agent exchange management information over SNMP. 

SNMP provides four basic operations:  

 Get: The NMS uses this operation to query one or more object values of the agent.  

 Set: The NMS uses this operation to reconfigure one or more objects in the MIB of the 

agent.  

 Trap: The agent uses this operation to send alarms to the NMS. 

 Inform: The agent uses this operation to send warning information to the NMS. 

SNMP protocol versions: 

    Currently, the SNMP agent of the device supports SNMP v2, and is compatible with SNMP 

v1 .  

    SNMP v1 uses the community name for authentication. The community name defines the 

relationship between the SNMP NMS and the SNMP agent. If the community name carried by an 

SNMP packet is not recognized by the device, the packet is dropped. The community name plays 

a role similar to the password, and is used to restrict the access of the SNMP NMS to the SNMP 

agent.  

    SNMP v2c also uses the community name for authentication. It is compatible with SNMP 

v1, and expands functions of SNMP v1. SNMP v2c provides more operation types (including 

GetBulk and InformRequest), supports more data types (such as Counter64), and provides more 

error codes to distinguish errors in a more accurate manner.  

Introduction to the MIB: 

    Any managed resource is represented as an object, which is also called a managed object. 

The MIB is a collection of managed objects. It defines a series of attributes for each managed 

object, including the name, access permission, and data type of the object. Each agent has its 

own MIB. The NMS can perform read/write operations on objects in the MIB based on the 

configured permissions. The following figure shows the relationship between the NMS, agent, 

and MIB.  

 

Data is stored in the MIB using a tree structure. A node on the tree represents a managed object, 

which can be uniquely identified by a path starting from the root. As shown in the following 

figure, managed object B can be uniquely identified by a number string {1.2.1.1}. This number 

string is called object identifier (OID) of the managed object.  
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4.9.1  Setting 

 
Picture 4.9.1  Setting 

   SNMP Global Setting page as shown above,you can enable or disable SNMP function. 

4.9.2  Community 

 

Picture 4.9.2  Community 

 

   SNMP Community page as shown above,SNMP Community is an authentication access 

control relationship between an agent and a number of management stations.Each community is 

given a unique name.Management stations can only through the community name which is 

authorized by the agency to exercise their rights of access.The community name of office 

effective scope is limited in the definition of the agent system, so a management station may 

appear with different names in different agents, namely management entity can with different 

names of different agents implement different access rights. 

Community Name:The community name which is allowed to be accessed, is defined on one 

side of the managed system. The agent system can define different access control policies for 

different community. 
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    Access Right:Management station access to the management device for the implementation 

of different permissions. 

 Read-only:Device attribute information can only be read, can not be modified. 

 Read-write:You can read the device attribute information can also be edited on the device 

properties,note that only the node with write permissions to write operation. 

4.9.3  Trap Host 

 

Picture 4.9.3  Trap Host 

 

    SNMP Trap Host page as shown above,Trap host IP can be set, the host corresponding to 

the group name, and select the SNMP version. 

SNMP Trap Host:Run the application on the host to monitor the function of the managed 

device, IP address fill in the SNMP management system to run the host IP. 

Community Name:Community name that represents the creation of the community page. 

Version:Represents the SNMP protocol version, the default V1 version, support for V1 and 

V2C versions. 

Notice:SNMP function needs to be used with MIB Browser 

For example: 

MIB Brower can allow network engineer to load the standard or some vendor specific MIB, 

and the equipment running retrieval related software and hardware configuration of the data and 

can safely effective of MIB data to read, modify, and monitoring, so as to achieve the effective 

management of the network. Here with the Ireasoning MIB Browser 9.6 version for example to 

introduce the configuration of the SNMP function: 

1) Configure SNMP in switch 

① Global enable SNMP function. 

② Configure SNMP community: set the community name, select the access rights, such 

as the configuration community name is 123, access to read and write. 

③ Configure SNMP Trap Host: IP address complete PC management of IP (and switches 

in the same network segment), community name fill step b set community name, version 

selection V2C. 

2) Install MIB browser management device 

① Install MIB browser after the installation is complete, run MIB browser, click on the 
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upper left corner File—load MIBs,  import the corresponding MIB file. 

② Enter the IP address of the switch in the address box, and then click on the Advanced, 

in the read community and write community and SNMP Version respectively fill in the steps b, c 

in the corresponding community name and version of the device. 

 

③ Right click on the left side of the iso.org.dod.internet, click walk to run 

 
 

3) View the results   

    In operating results we can reference interface specification document viewing to the 

equipment information, such as equipment name, operation time, port connection state and 

negotiate the port rate and Poe port current and voltage parameters, and the specific steps are as 

follows: 

① Reference interface documentation to see the function and configuration of the device, 

you can enter the OID in the top of the number of entries, operations select get, click the go 

button to find the corresponding entry, as follows: 

 

www.syncomtechnologies.com support@syncomtechnologies.com



User’s Guide 

Page 35 of 57 

② When set in step (1) groups access to read and write, can the equipment some has write

permissions function configuration. For example: can be in the result table selected to modify the 

oid, right click, click Set, in the pop-up box value set, set parameters interface reference 

documentation. 

4.10  POE Port Config 

Picture 4.10.1  POE Port Config 

POE Port Config page as shown above.On this page, users can configure POE power supply 

parameters.The user can choose the power supply function "enable / disable", this port will not 

be able to supply power after disable the POE terminal,default enable state.Connection requires 

POE power supply equipment, POE function can take effect. Detailed reference to the table 

below: 

categories 802.3af（PoE） 802.3at（PoE plus） 

levels 0～3 0～4 

Maximum current 350mA 600mA 

PSE output voltage 44～57V DC 44～57V DC 

PSE output power <=15.4W <=30W 

PD output voltage 36～57V DC 42.5～57V DC 
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PD maximum power 12.95W 25.5W 

 Status: you can view this port is in the normal power supply to the POE terminal, or the port 

is not connected to the state, through the device panel can also view the current state of the 

port (the dial switch to the P-LED file).

 Class:you can view the POE port output level and "0" as the default, means 0-13W; "1" 

means less than 4W terminal; "2" refers to the 4-7W terminal; "3" refers to the 7-13w 

terminal; "4" refers to the IEEE 802.3AT terminal; "5 or 6" at present to maintain the level

 Electric Current(mA):you can view this port current output current, the limit current is 

600mA.

 Voltage(V):you can view the current output voltage of this port, the limit supply voltage is 

57V.

 Power(W):you can view the current output power of this port,the value is the product of the 

real time current and voltage.。

 Enable: Default Enable, the port default support POE power supply, Disable option means 

disable port POE function.

 Priority:The user can power allocation priority high, middle, low gear, that give priority to 

supply power to a port, when Poe at full load output, it can effectively guarantee the high 

priority ports for normal power supply, the default is low.

4.11  POE BOOT Guard Config 

Due to the switch downlink devices (such as wireless AP, camera, etc.) for a long time in the 

working state, it will inevitably encounter some unexpected failure, the terminal equipment 

directly crash or not normal operation. If you do not restart the device, then the terminal 

equipment will always be in a state of failure, unable to carry out the data forwarding business.In 

order to prevent the emergence of such a phenomenon, Syncom launched a "smart Poe" function, 

this function is for the use of our management type POE switch, the timing or strategic 

control Poe port of the switch power supply, to control the terminal equipment of a power 

can.Customers don’t need to pay attention to the work of the terminal equipment.It is not 

necessary to carry out the hardware arrangement for the equipment when the 

terminal equipment is abnormal.Customers only need to set up the corresponding strategy in 

advance in the use of the switch,switch can intelligently identify these strategies, so as to protect 

the network effect. 
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Picture 4.11.1  POE Guard Config 

Notice: 

1. TIME RESTART: Artificially set a time period, the port of the POE switch to cycle restart. 

2. POE BOOT GUARD: POE port monitor the network terminal, in the presence of abnormal, 

the port of the POE switch restart. (monitor 1 times every 1 minutes, Port no flow for 5 

minutes = abnormal) 

 Port：POE Port

 Power status:Shows whether the POE port is in the working state

 Terminal device name:the terminal equipment which connected to POE port , can be named,

such as the 3 floor, AP

 Port reset schedule:The POE port is restarted between 2 intervals, such as 1d (1 days), 2d (2

days);

 Enforce time:That provides the port in the current time, how long to start the first restart;

1-24h (1-24 hours)

 Restarted times:How long it will take to restart the POE port, such as 1h(1 hours)

 Port guard:Open POE port of the intelligent diagnostic function,enable/disable
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4.12  PoE Timer Config (PoE on/off Schedule) 

Picture 4.12.1  POE Timer Config 

POE Timer Config page as shown above.On this page, users can configure the power supply 

time of the POE device and choose a series of ports of the POE device to select "enable" 

configuration, start timing function, select the time to start power supply and stop the power 

supply time 

4.13  DHCP Snooping 

DHCP snooping is a security feature of DHCP, and provides the following functions: 

1. Ensure that a client obtains its IP address from an authorized server.

If an unauthorized DHCP server that is built privately exists on the network, the DHCP clients 

may obtain incorrect IP addresses and network configuration parameters, and consequently 

cannot implement communication normal  ly. To ensure that DHCP clients can obtain IP 

addresses from an authorized DHCP server, the DHCP snooping security mechanism supports 

configuration of ports as trusted or untrusted ports.  

a.A trusted port can forward received DHCP packets normally.

b.On receiving the DHCP-ACK and DHCP-OFFER packets from the DHCP server, an

untrusted port drops the packets. 

    On the DHCP snooping device, the port connected to the DHCP server must be configured 

as a trusted port, and other ports must be configured as untrusted ports. In this way, DHCP clients 

can obtain IP addresses only from an authorized DHCP server, and unauthorized DHCP servers 

cannot allocate IP addresses to DHCP clients.  

2. Record the mapping between IP addresses and MAC addresses of DHCP clients.

By monitoring the DHCP-REQUEST packets and the DHCP-ACK packets received from trusted 

ports, the DHCP snooping device records the DHCP snooping entries, which contain information 
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such as the MAC address of the client, IP address allocated by the DHCP server to the DHCP 

client, port connected to the DHCP client, and VLAN. Based on such information, the switch can 

implement:  

Address Resolution Protocol (ARP) inspection: Check whether the user sending the ARP packet 

is an authorized user based on the DHCP snooping entries, thus preventing the ARP attacks 

initiated by unauthorized users. 

IP source guard: By dynamically obtaining the DHCP snooping entries, the switch filters packets 

forwarded by a port to prevent invalid packets from passing through the port.  

4.13.1  Global Setting

The listening mode in the global configuration is the switch of the DHCP Snooping function, 

which is used to open the DHCP Snooping function, which is to enable the ability and the 

prohibition, enable to express the open function, the prohibition is the closing function.。 

Picture 4.10.1  Global Setting 

4.13.2  Port Settings

Port configuration options are used when the DHCP Snooping for global functions to open, the 

need to select a few or a single port to select the need to open the DHCP Snooping function. That is, 

when the global open, you must need to open the port on the DHCP Snooping function. Port is to 

enable and disable, so that can be said to open the function, the disable is to close the function. 

Picture 4.10.2  Port Settings 

For example： 
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    The port G1 of the switch is cascaded with the DHCP server. All PCs connected to the 

switch must obtain IP addresses from this server. Other ports of the switch may be connected to 

devices with the DHCP server function. Configure data so that PCs connected to the switch can 

obtain IP addresses only from the DHCP server connected to G1.  

    Enable DHCP snooping globally. Set the port mode of G1 to Trusted, and the port mode of 

other ports to Untrusted. The following figure shows the configuration results.  

4.13.3  DHCP Dynamic Table

DHCP dynamic table option is in DHCP snooping global function and port of DHCP snooping 

function will open at the same time, if the switch makes to the DHCP snooping port has entered 

the DHCP request message, binding needs to obtain information of IP address corresponding to a 

port, is the port and the port need to obtain corresponding to the IP address dynamic table. The 

following results are demonstrated when the global function and port function are turned on. 

Picture 4.10.3  DHCP Dynamic Table 

Chapter 5  Qos Config 

5.1  General 

    QoS, in the network congestion occurs, the system will be based on your set of message 

priority trust mode and queue scheduling algorithm to control the forwarding sequence of 

packets. 

QoS (quality of service) refers to a network can use all kinds of basic technology and the ability 

to provide better service for the specified network communication is a security mechanism of the 

network, is used to solve the network delay and blocking problem of a technology. Under normal 
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circumstances, if the network is only for a specific application system without time limit, does 

not require QoS, such as Web applications, or E-mail settings, etc.. However, it is necessary for 

the key applications and multimedia applications. When the network overload or congestion, 

QoS can ensure that the important traffic is not delayed or discarded, while ensuring the efficient 

operation of the network. 

5.1.1  QoS Properties 

 

Picture 5.1.1  QoS Properties  

    QoS Properties page as shown above,Click the “Apply” before choosing QoS mode, mode 

is disable or basic . Disable the global disable QoS,the basic global enable QoS. 

 

Picture 5.1.2  Port Settings  

   Port Settings page as shown above,this page can select the size of the port Value CoS, 

optional remarks CoS, DSCP, IP priority, attention to DSCP and IP priority note can not be 

enabled at the same time. 
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5.1.2  Queue Settings 

 

Picture 5.1.3  Queue Settings  

    Queue Settings page as shown above,this page can configure the weight value of the 

queue,the default is Strict Priority,you can select WRR,manually set the queue corresponding to 

the scheduling method level, the configuration can be completed in the WRR occupancy 

bandwidth ratio to see you set the queue bandwidth ratio. 

5.1.3  CoS Mapping 

 

Picture 5.1.4  CoS Mapping 

    QOS CoS Mapping page as shown above,this page can configure mapping relationship 

between CoS queue and service class. 
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5.1.4  DSCP Mapping 

 

Picture 5.1.5  DSCP Mapping 

    DSCP Mapping page as shown above,This page can configure the mapping relationship 

between the queue and the DSCP. 

5.1.5  IP Precedence Mapping 

 

Picture 5.1.6   IP Precedence Mapping 

  IP Precedence Mapping page as shown above, this page can configure mapping relationship 

between queue and IP priority. 

5.2  QoS Basic Mode 

Notice: On General page ,QoS global mode configura the basic model, the basic mode of the 

page can be normal configuration. 
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5.2.1  Global Settings 

 

Picture 5.2.1  Global Settings 

QoS Global Settingspage as shown above,this page can configure the bandwidth trust mode,of 

the export queue,options are CoS/802.1p, DSCP, IP CoS/802.1p-DSCP, IP Precedence and None, 

you can choose the corresponding model according to the needs.  

 

5.2.2  Port Settings 

 

Picture 5.2.2  Port Settings 

QoS Port Settingspage as shown above,default all ports for trusted port. 

Chapter 6  Network Security 

6.1  Dynamic learned 

     

 

Dynamic address is the MAC address of the switch through the automatic learning, the switch 

can update its dynamic address table through the automatic learning and aging.  

www.syncomtechnologies.com support@syncomtechnologies.com



User’s Guide 

Page 45 of 57 

6.1.1  Dynamic Learned 

 

Picture 6.1.1  Dynamic Learned 

  Dynamic Learned page as shown above,you can see all the dynamic learning of the MAC 

address in this page, you can also choose to view a certain port, VLAN, a fixed MAC 

information.Clear button can be a key to clear all dynamic MAC learning,you can also be 

dynamic MAC binding to static MAC in the MAC address information table . 

 

6.1.2  Dynamic Address Setting 

 

Picture 6.1.2  Dynamic Address Setting 

Dynamic Address Setting page as shown above,this page can set the aging time of dynamic 

MAC.The capacity of the address table of the switch is limited, in order to maximize the use of 

the resources of the address table, the switch uses the aging mechanism to update the address 

table,namely the system in dynamic learning address at the same time, open the aging timer, if 

not in the aging time again receive the same address of the message, the switch will remove the 

MAC address from the table. 

6.2  MAC Address Table 

6.2.1  Static MAC Setting 
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Picture 6.2.1  Static MAC Table 

    Static MAC Table page as shown above.Enter this page users can follow the "port", 

"VLAN", "MAC address", to add MAC items.The static address table records the static address 

configuration on the port. Static address is not the aging of the MAC address, it is different from 

the general dynamic address. Static address can only be added and deleted manually, not by the 

maximum aging time limit. This for some relatively fixed connection, can reduce the address 

learning process, thereby improving the switch forwarding efficiency 

For example:MAC address 00:00:00:00:00:11 is bound to port 1 (port 1 belongs to VLAN 2). 

Fill 00:00:00:00:00:11 in the MAC address,VLAN select the port of the VLAN(VLAN 2, port 1), 

click the Aply to complete the configuration.After the completion of the static binding, MAC 

address 00:00:00:00:00:11 in port 1 can normally access the resource of the switch VLAN 

2.MAC address 2-26 on port 00:00:00:00:00:11 will not be able to access any resources of the 

switch.In addition to the MAC address 00:00:00:00:00:11 MAC address is connected to the port 

1 normal access the resourcesof the switch VLAN 2 . 

6.3  Port Limit Configuration 

Port Limit is based on the port rate limit, the speed limit of the port to support the ingress and 

egress two directions. 

6.3.1  Ingress Control 

 

Picture 6.3.1  Ingress Control 

    Ingerss Control page as shown above,this page can set ingress rate limit of the ports,select 
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the ports,select state enable,enter the required bandwidth rate, click apply. 

Notice:The limiting ratio is a multiple of 16. 

6.3.2  Egress Control 

 

Picture 6.3.2  Egress Control 

    Egress Control page as shown abvoe,this page can set engress rate limit of the ports,select 

the ports,select state enable,enter the required bandwidth rate, click apply. 

 

Notice:The limiting ratio is a multiple of 16. 

6.3.3  Egress Queue 

 

Picture 6.3.3  Egress Queue 

Egress Queue page as shown above,this page can set engress rate limit of the queue ,Select the 

the port need to configure and the queue of port under the need to control the bandwidth, the 

state select enable, enter the required limits of bandwidth,click apply. 
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Notice:The limiting ratio is a multiple of 16. 

6.4  Storm Control 

A large number of broadcast and unknown unicast, unknown multicast will lead to packets  

have a large number of copies and spread in the network, cause a decline of the network 

performance and even network paralysis. This is the storm.  

Storm control function can control the number of port data packet transmission or the port 

transmission rate.  

6.4.1  Global Setting 

 

Picture 6.4.1  Global Setting 

    Global Setting page as shown above. 

 

    Unit:pps or bps for the unit to calculate the storm control data frame 

  pps:packet per second 

  bps:bit per second 

 

    Preamble&IFG：Select excluded or included only when the unit is bps  

 Excluded:When the data frame is suppressed, the space station occupied by the space 

station is excluded (as the normal data is calculated） 

 Included:When the data frame is suppressed, the space station occupied by the space station 

is taken into account. 
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6.4.2  Port Setting 

 

Picture 6.4.1  Port Setting 

    Port Setting page as shown above.After the user enable the storm control, it can carry on the 

corresponding control function to each port. It support for a variety of storm control modes, such 

as broadcast flow control, unknown multicast flow control and unknown unicast flow control. 

The configuration information can be viewed storm control information table after complete the 

configuration . 

6.5  Port Isolate 

 

Picture 6.5.1  Port Isolate 

Port Isolate page as shown above.The page can be selected to isolate the port, the isolate ports 

ports can not be communication with each other, isolate ports and non-isolated ports can be 

normal communication. 

   For example: 

Implementation of the same VLAN port in the two layer isolation. 1-6 port belongs to the 

VLAN2, the need to achieve ports 1, 2, 3 cna’t communication with each other, but the 1-3 port 

and 4-6 port to normal communication. 

Configuration is as follows:on the Port Isolate page,port list check 1, 2, 3 ports, port type select  

isolation, click Aply. That is to achieve ports 1, 2, 3 cna’t communication with each other. At this 

time, 4-6 port and 1-3 communication between the arbitrary port is normal, will not be isolated. 
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As follows: 

 

6.6  DoS 

DoS(Denial of Service) that is the denial of service, resulting in DoS's attack is known as 

the DoS attack, the purpose is that make the computer or network can not provide normal service. 

The most common DoS attacks are computer network bandwidth attacks and connectivity attacks. 

This page is the function of the switch to the protection of the switch. 

 

6.6.1  Global Setting 

 

Picture 6.6.1  Global Setting 

DoS Global Setting page as shown above.This page can choose the various types of packet 

filtering,need to filter choice enable, do not need to filter choose disable. 

6.6.2  Port Setting 
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Picture 6.6.2  Port Setting 

    DoS Port Setting page as shown above.Enable the ports which need to the DoS protection, 

the default all ports are not enable the DoS. 

6.7  Loop Protect 

 

Picture 6.7.1 Loop Protect 

Loop Protect page as shown above,Loop protection function is mainly to solve the problem 

of the storm produced in the loop network.When the switch enable loop function, if it detected 

loop, loop protection function will generate some loop port Disabled, so as to achieve no ring 

state. When the switch enable loop function, if the buzzer enable,when the swtich detect 

loop,loop protection function will produce some of the loop port Disabled, at the same time, the 

buzzer will alarm. 

 

Notice:The buzzer enable, and loop protect enable, the buzzer will alarm when the switch 

detect loop.When the buzzer sounded, even with the elimination of the loop, the buzzer will not 

automatically stop the alarm and need to manually operated to turn off the buzzer, methods: disable 

buzzer, disable loop protecte function, directly enable disabled port. 

 

6.8  STP 

    STP is developed based on IEEE 802.1D, and is a protocol used to eliminate physical loops 

at the data link layer in the LAN. STP-enabled devices exchange information to detect loops on 

the network, and selectively block some ports to change a loop topology into a loop-free tree 

topology. This prevents continuous growing and infinite loop of packets on the loop network, 

and prevents occurrence of problems such as degraded packet processing capability of devices 

caused by repeated receiving of the same packets.  

Protocol packets used by STP are Bridge Protocol Data Units (BPDUs), which are also called 

configuration messages. A BPDU contains sufficient information to ensure that a device can 

complete the spanning tree computation process. STP transfers BPDUs between devices to 

determine the network topology. 
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6.8.1  Global Setting 

 

Picture 6.8.1  Global Setting 

    STP Global Setting page as shown above,default STP disable.This page can  enable and  

disable the STP, select the BPDU message forwarding mode(flooding and filtering，default 

flooding),Select path overhead mode(short and long,default long),Select the STP version(support 

STP-Compatiable and RSTP-Operation,default RSTP-Operation). 

6.8.2  Port Setting 

 

Picture 6.8.2  Port Setting 

STP Port Setting page as shown above,you can configure port path cost, edge port, p2p mac, 

migrate, etc.. 

 

 Path Cost:The reference value for the selection and calculation of the path overhead is also 

the basis for determining whether the port is selected as the root port. The smaller the value, 

the higher the priority. 

 Edge Port:Select whether to enable edge ports. When the edge port is migrated from the 

blocking state to the forwarding state, it can realize the rapid migration without waiting for 

the delay time. 

 P2P MAC:Slecte point to point link status. Two ports, which are connected by point to point 

link, can be quickly moved to the forwarding state if they are a root port or a designated 
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port, thereby reducing unnecessary forwarding delay time. 

 Migrate:The root port and the specified port re start data forwarding to go through an 

intermediate state before entering the forwarding state, which ensures that the new 

configuration information has been spread throughout the network.     

6.8.3  Bridge Setting 

 

Picture 6.8.3  Bridge Setting 

STP Bridge Setting page as shown above.The switch with the most small bridge ID is the root 

bridge (bridge ID is the composite value of the priority of the bridge and the MAC address, the 

lower the bridge ID, the higher the priority of the bridge). Please make the best of all the 

switches in the loop as a root bridge switch to ensure the best performance and reliability of the 

network. 

  

 Priority:Bridge priority 

 Max Hops:Maximum number of hops in MSTP domain 

 Max Age: The configure maximum lifetime of messages that can be saved in the switch 

 Tx Hold Count:Limit on the number of BPDU messages sent up to the most per second 

 Forward Delay:Port state transition delay 

 Hello Time:Configuring messages to send the cycle 
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6.8.4  Advanced Setting

Picture 6.8.4  Advanced Setting 

STP Advanced Setting page as shown above,you can configure port priority, the port priority is 

to determine whether the port will be selected as an important basis for the root port.Under the 

same conditions, the high priority port will be selected as the root port. The smaller the value, the 

higher the priority. Default is 128, range 0-240, and is a multiple of 16. 

    For example:If you do not need a specific configuration, just to achieve the STP function, 

you can directly participate in the STP group ring device in the global configuration enables STP 

function, the rest of the configuration to maintain the default value, the default version is RSTP. 
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Chapter 7  System Maintenance 

7.1  Reboot Switch 

 
Picture 7.1.1  Reboot Switch 

Above page is used to reboot switch. When manage the switch, some configurations need to 

reboot the switch to take effect.  

7.2  Factory Reset 

 

Picture 7.2.1 Factory Reset 

The switch support factory reset, press “restore” button to back factory default settings, 

including all configurations, IP address and management password. 

7.3  Firmware Upgrading 

 
Picture 7.3.1 Firmware Upgrading 

Current system software version can be checked in this page, and new software upgrade 

can be made.  

7.4  Config Upload 

 

 
Picture 7.4.1 Config Upload 

Config upload interface as shown above. This page is used to import files that are already well 

configured. It can save the time to do the same kind of switch configuration. 

7.5  Config Export 
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Picture 7.5.1 Config Export 

Config Export interface as shown above.This interface is used to export the switch has been 

done in the configuration, often with the configuration upload used to do to restore the factory 

use, rapid configuration file. 

7.6  Ping Test 

Picture 7.6.1 Ping Test Configuration 

Ping test is to check if a specified Client can be reached, the function is the same with ping 

command under windows command lines. The IP addresses of switch and PC must be in 

same network segment.  

7.7  Network Cable Test 

Picture 7.7.1 Network Cable Test 

Users can test the twisted pair cable working status. Please select test ports then press 

“cooper test” to check the working status. 
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Appendix Trouble shooting 

Problems Reasons Solutions 

All LEDs are off  when 

power on the switch 

Power cord connection error or 

power supply failure 

Check power cord connection and the 

power socket. 

The LINK LED is unlit. 

1．Network cable is damaged or

the connection is not firm.

2．Wrong network cable type or

the cable is longer than 100m.

Change the network cable. 

Slower data transmitting 

and packets loss. 

The communication pattern of 

switch and PDs are not matched. 

Changed to matched pattern or configure 

to auto-negotiation pattern. 

The network cable 

works in one 

port ,doesn’t work in 

another new port. 

There is no data transmitting from 

PD and the switch can’t learn a 

new address to do 

communication. 

Waiting for 120s, the swith will get 

auto-updated address or transmitting 

data from the PD, the switch will get 

address then. 

All the “ACT” LEDs flash 

and the network rate 

slow down 

Caused by broadcast storm. 

1. Check if there is a loop problem,

reasonably configure the network.

2. Check if there are large numbers of

broadcast packets from specific sites.

Stop to work after 

working for a while. 

1. Abnormal power supply.

2. Overheating.

1. Check power connection and the

working voltage;

2. Check the working

environment,including air hole and

switch fan.

“PoE” LED indicators 

flash 

1. PoE port doesn’t work

2. PD is overloaded

3. The network cable is damaged.

Check the network cable, port 

connection or reduce the load of PDs. 
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