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1 Introduction 

LOKA IoT Platform API enables the development of client specific applications that require the 

reception of real-time data from the devices. The API is available through REST services and Web 

Sockets where the device messages are subscribed. Both, raw device messages and processed 

messages including geo-location of the devices or sensor specific data are available.  

This document provides a description of LOKA IoT Platform Services Protocol. For clarification, 

some terms used throughout the document are described in the following table. 

 

Term Description 

Client User or Application receiving and sending information from/to the Device. 

Router Corresponds to the Loka-IoT Platform component responsible for the queuing, 

distribution and archiving of events received from IoT Devices. 

Device Electronic IoT Device able to interconnect with other equipment’s and/or 

sensors, and to communicate with the Gateway. 

Subscription Corresponds to the Registration of a Device in the system. Subscription made 

by a Client of the Device activates the automatic reception, in real-time, of all 

event issued by the said Device. 

Feed Asynchronous Message originated from a Device sent to all Client who have 

Subscribed it. These messages correspond to state changes of Devices or of 

their interconnected sensors. 
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2 What is the Loka-IoT platform? 

 

Loka IoT Core is the main component of Loka IoT Cloud Platform, and is responsible for the 

distribution and storage of events from the IoT devices. 

Loka IoT Core is a high-performance message routing system, i.e., a Message Broker for all the 

traffic between Devices/Gateways and applications (Clients), controlling the authentication, 

authorization and access to devices, as well as replicating and storing messages of the subscribed 

devices. It can be considered a hybrid between a traditional router for distributing messages among 

resources, and a Resource Directory, a repository for registration and for querying information about 

those resources and their historical events.  

From a service perspective the Loka-IoT Platform functions as a Web server, accessible from Web 

browsers and applications communicating via the HTTP protocol. 

The Loka-IoT Core interconnects the Clients (IoT applications), which consume information and 

request actions on Devices, to the Gateways, which consist of applications (Adapters) that perform 

the translation of low-level device-specific IoT protocols, to the standard IoT CORE Services 

Protocol. 

 

 

The IoT CORE Services Protocol is a resource-oriented and event-based communication protocol, 

over HTTP using a standard RESTful [2] design, or over WebSocket [3] transport, for real-time bi-

directional communication of Device information. The protocol encodes requests and responses 

(messages exchanged between Gateway, Router and Client) using JSON [4,5], a text-based format 

of simple interpretation, widely supported by several programming languages and databases. This 
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design makes it possible for the IoT CORE Services Protocol to be deployed at scale, by leveraging 

existing HTTP implementations and infrastructures. 

3 API Setup 

 

 

4 API Setup steps 

For each of the API Flow Steps, it will be generated IoT CORE Services Protocol messages, that 

defines three distinct types of messages: Control messages, Information messages and Device 

messages. 

 

To consult more information about Control messages and Information messages, please see the 

section Attachments. The Device messages will be presented in section 5. 

 

4.1 Credentials for accessing the API Layer 

IoT Platform API is accessible through https://core.loka.systems. 

The authentication is provided by an Authorization Token that is sent in the HTTP headers, as 

follows: 

 

Authorization: Bearer 80c724c8-d63d-438b-8278-f403d2a3970b 

 

 

https://core.loka.systems/
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4.2 Device subscription through HTTP request 

To receive messages from a set of devices, they have to be subscribed. This can be done by a HTTP 

GET request using the Device’s ID, according to the following table:  

 

Resource URI - Method 

- Message 

- {request} 
and/or [response] 

Description 

/subscribe_terminal /<ID> HTTP GET 

CONTROL MESSAGE 

[response] 

Subscribes the Device with the specified ID.  

Returns a control message with the result of the 

operation and, in case of error, the error code. 

 

An example is presented below: 

Request: 

GET /subscribe_terminal/123456789 HTTP/1.1 
Host: core.loka.systems 
Authorization: Bearer 80c724c8-d63d-438b-8278-f403d2a3970b 

 

Response: 

HTTP/1.1 200  
X-Content-Type-Options: nosniff 
X-XSS-Protection: 1; mode=block 
Cache-Control: no-cache, no-store, max-age=0, must-revalidate 
Pragma: no-cache 
Expires: 0 
Strict-Transport-Security: max-age=31536000 ; includeSubDomains 
X-Frame-Options: DENY 
Content-Type: application/json;charset=UTF-8 
Transfer-Encoding: chunked 
 
{"message": "SUBSCRIBED","status": 200} 

 

 

For applications that are not constantly online it is advisable to unsubscribe the Devices before the 

applications are placed offline. This prevents the accumulation of messages in Loka-IoT platform 

while the applications are not connected.  

Cancelling a subscription can be done by a HTTP GET request using the Device’s ID, according to 

the following table: 
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Resource URI - Method 

- Message 

- {request} 
and/or [response] 

Description 

/unsubscribe_terminal/<ID> HTTP GET 

CONTROL 

MESSAGE 

[response] 

Removes the subscription from Device with the 

specified ID.  

Returns a control message with the result of the 

operation and, in case of error, the error code. 

 

An example is presented below: 

Request: 

GET /unsubscribe_terminal/123456789 HTTP/1.1 
Host: core.loka.systems 
Authorization: Bearer 80c724c8-d63d-438b-8278-f403d2a3970b 

 

Response: 

HTTP/1.1 200  
X-Content-Type-Options: nosniff 
X-XSS-Protection: 1; mode=block 
Cache-Control: no-cache, no-store, max-age=0, must-revalidate 
Pragma: no-cache 
Expires: 0 
Strict-Transport-Security: max-age=31536000 ; includeSubDomains 
X-Frame-Options: DENY 
Content-Type: application/json;charset=UTF-8 
Transfer-Encoding: chunked 
 
{"message":"UNSUBSCRIBED","status":200} 

 

 

4.3 Receiving messages from IoT CORE 

The reception of messages in real-time can be done through WebSockets or using HTTP Long 

Polling. It is recommended the WebSocket mechanism, in which case the Client just needs to keep 

one HTTP WebSocket session with Loka-IoT platform.  

 

4.3.1 Web Socket connection for real-time between IoT CORE Layer and Client 
Application 

 

Messaging between the IoT CORE Layer and the Client Application is done via WebSockets. In 

order to establish this connection, there should be a GET HTTP request according to the following 

table:   
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Resource URI - Method 

- Message 

- {request} 
and/or [response] 

Description 

/messages WEBSOCKET Flow of DEVICE 

MESSAGES 

Bidirectional channel for sending messages 

between CORE and Client / Gateway.  

In direction Router -> Client, corresponds to 

messages from Devices that Client has 

subscribed.  

In direction Client -> Device, corresponds to 

messages the Client wants to send to the 

Devices.  

With this method, only Device messages 

are allowed. (See section 3) 

 

An example of the request and response is presented below: 

Request: 

GET wss://core.loka.systems/messages HTTP/1.1 
Host: core.loka.systems 
Connection: Upgrade 
Upgrade: websocket 
Authorization: Bearer 80c724c8-d63d-438b-8278-f403d2a3970b 

 

Response: 

HTTP/1.1 101 Switching Protocols 
Connection: Upgrade 
Upgrade: WebSocket 
Sec-WebSocket-Accept: 581ij/Wod1NTxzosjdklakjd= 
Sec-WebSocket-Protocol: chat 

 

The communication via WebSockets should respect the recommendations of RFC 6455 [3]. 

WebSockets support bidirectional, full-duplex communications over persistent connections. A 

WebSocket connection is established over a standard HTTP connection which is then upgraded 

without impacting the original connection, working with existing networking infrastructures including 

firewalls and proxies. 

To establish a WebSocket connection, the client side sends a WebSocket handshake request, for 

which the server side returns a WebSocket handshake response, as in the following example: 

Once the connection is established, the client and server can send WebSocket text frames back and 

forth in full-duplex mode. To keep the communications channel alive, it is necessary to send regular 

messages to indicate the channel is still being used. The PING/PONG WebSockets messages are 

designed to send non-application level traffic that will prevent the channel from being prematurely 
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closed. A PING message may be sent by either side and is replied with a PONG message. The 

messages implemented in Loka-IoT are in text format.  

After this process, the Device is able to start receiving messages. Device messages are described 

with more detail in section 5. 

Implementation examples can be seen in our public GitHub repository:  

https://github.com/ThoughtCreator/loka-platform-samples 

 

4.3.2 HTTP Long Polling 

In case of using HTTP Long Polling it is necessary to pay attention to timeouts. It is advisable to 

always send a new request for each message successfully received. 

To receive a message, issue the following request: 

GET /read_messages HTTP/1.1 
Host: core.loka.systems 
Authorization: Bearer e77cebb2-f3f7-4b05-9e5b-059febfcc1d9 

 

If no messages exist and the timeout is reached, the following response is received: 

HTTP/1.1 408 
{ 
    "message": "TIMEOUT READING MESSAGES", 
    "status": 408 
} 

 

When a message exists, the following example response is received: 

HTTP/1.1 200  
{ 
    "location": {...}, 
    "src": "1234567", 
    "dst": "1234567", 
    "timestamp": 12345678900 
} 

  

https://github.com/ThoughtCreator/loka-platform-samples
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5 Loka Device Messages   

The messages supported by the Loka Device are described in this chapter. 

A Device message can contain one or more JSON objects. There is no limitation on the content of 

these messages, only that they must contain the src, dst and timestamp fields. 

 

 

The src field, for a message sent by a Client to a Device, must contain the “username” of the Client 

(the “user” with permissions to access the Device).  

For a message sent by a Device the src field must contain the “identifier” of the Device.  

The field dst defines the destination address of a message.  

In the case of a feed from a Device both fields src and dst have equal values corresponding to the 

“identifier” of the Device.  

The values of src and dst fileds are of alphanumeric string format. 

The timestamp field contains the creation date of the message represented in POSIX Epoch (Unix 

Timestamp), with an integer number format.  

{ 
 "src": "1234567", 
 "dst": "1234567", 
 "timestamp": 1388859768  
} 
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5.1 Specific Loka Message Objects 

The Loka Device, in its various configurations, can provide different types of interfaces.  

Depending on the configuration that is made, every interface can cause one or more messages 

containing specific objects of its type. The following table describes the objects of the Loka 

messages. 

 

Message Object Description 

Gpio Representation of the state of a GPIO input/output port.  

Analog Information about the current state (values) of an analog port. 

Gps Information on the current geographical position. 

Network Information Information about the sigfox message 

Location Location calculated by geoservices 

 

5.1.1 GPIO Message 

 
The GPIO objects, besides serving to represent a change of state of a Digital Input, may also serve 

to effect a change in a Digital Output.  

The mapping between the physical port and the GPIO object identifier to invoke in messages is 

described in the following Table. 

 

ID GPIO Port Values Description 

101 Virtual 

Movment 

“1” Movement detected. It is associated with the Movement 

Program.  

 

Any other GPIO can be used (physical or not) over the SDK.  

The GPIO message, in addition to the mandatory fields (src, dst and timestamp) also contains the 

GPIO object that always includes the port and value fields, both assuming numerical values. The 
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port field represents the ID of the GPIO port, and the value field the current value of that port, as 

illustrated in the following example. As digital ports, they can only take values 1 or 0. 

 

Depending on the Device configuration, whenever a change of state of a GPIO port occurs, 

applications that have subscribed to that Device will receive such a message. When the Device is 

(re)started or when a reading from a port is requested, a GPIO message will also be sent. 

To change the status of output ports, just send to the Device one GPIO message with the ID of the 

port and the desired value (0 or 1).  

To make a reading of the current state of a port, just send a message to the Device containing the 

ID of the port and its value set to -1, as illustrated in the following example: 

 

 

5.1.2 Analog Message 

 

The ANALOG message, in addition to the mandatory fields (src, dst and timestamp) also contains 

the analog object that always includes the port and value fields, both assuming numerical values.  

{ 
    "src":"12345", 
    "dst":"12345", 
    "timestamp": 1388859768, 
    "gpio": { 
        "port": 1, 
        "value": 0 
        } 
} 

{ 
    "src":"user", 
    "dst":"12345", 
    "timestamp": 1388859768, 
    "gpio": { 
        "port": 1, 
        "value": -1 
        } 
} 
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The port field represents the identifier of the ANALOG port, and the value field the current value of 

that port, as illustrated in the following example: 

Depending on the Device configuration/firmware, whenever a change of state of an ANALOG port 

occurs, applications that have subscribed to that Device will receive such a message.  

When the Device is (re)started or when a reading from a port is requested an ANALOG message 

will also be sent.  

To make a reading of the current state of an ANALOG port, just send a message to the Device 

containing the identifier of the port and its value set to -1, as illustrated in the following example: 

 

 

 

The mapping between the ID and the Sensor/Port is mapped in the table bellow. 

 

ID Port Description 

102 Temperature Indicates the current temperature 

103 Input Voltage Indicate the current input voltage 

 

{ 
    "src": "1234567", 
    "dst": "1234567", 
    "timestamp": 1389815505, 
    "analog": {  
        "port": 3, 
        "value": 9.18 
        } 
} 

{ 
    "src": "1234567", 
    "dst": "1234567", 
    "timestamp": 1389815505, 
    "analog": { 
        "port": 3, 
        "value":-1 
        } 
} 
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5.1.3 GPS Message 

The GPS message, in addition to the mandatory fields (src, dst and timestamp) also contains the 

gps object that always includes the fields latitude, longitude and speed, assuming numerical 

values.  

Depending on the Device configuration, where justified, applications that have subscribed to this 

Device will receive a message containing GPS geo-referenced position information. 

Latitude and longitude information is displayed in geodesic decimal format, and the speed is 

displayed in km/h.  

5.1.4 Network Message 

The network message, related with the Sigfox received message, includes the base station list, with 

the SNR and the RSSI, the sequence number of the transmission and the raw bytes received.  

 

{ 
    "src": "1234567", 
    "dst": "1234567", 
    "timestamp": 1389815505, 
    "networkInformation": { 
        "sequenceNumber": 2586, 
        "message": "40FC15B43AE0D56ABF003F00", 
        "sigfoxBaseStationList": [{  
              "id":"3129", 
              "signalStrength":-119, 
              "signalToNoiseRatio":19, 
              "latitude":-41.0, 
              "longitude":175.0 
        }, 
    {  
              "id":"3119", 
              "signalStrength":-109, 
              "signalToNoiseRatio":39, 
              "latitude":-41.0, 
              "longitude":175.0 
        }] 
    } 
 } 

{ 
    "src": "1234567", 
    "dst": "1234567", 
    "timestamp": 1389815505, 
    "gps": { 
        "latitude": -23.610235, 
        "longitude": -3.610235, 
        "speed": 100.0 
     } 
} 
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5.1.5 Location Message 

 

The location message, generated by the IoT core, based in the WiFI and sigfox information, 

represents the estimated location of the device.  
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{ 
    "src": "1234567", 
    "dst": "1234567", 
    "timestamp": 1389815505, 
    "location": { 
        "latitude": -23.610235, 
        "longitude": -3.610235, 
        "accuracy": 11.0 
     } 
} 
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7 Attachments 

In this section of the document there are other considerations related to the Loka API Platform.  

 

7.1 IoT CORE Services Protocol messages 

As mentioned in the section 4, there are three kinds of messages supported by IoT CORE Services 

Protocol: Control Messages, Information Messages and Devices Messages (section 5). Next you 

can find more information about Control Messages and Information Messages. 

 

7.1.1 Control Messages 

The control messages are associated with quick response commands, such as subscriptions and 

registrations. This type of messages is used to inform the Client of the result of a particular operation, 

and consists of a JSON object with fields status and message. 

The message field indicates the result of the operation or the error that occurred, using an 

alphanumeric string format. 

The status field indicates if the operation was successful or not and typically takes one of the two 

values, 1 or -1. The status with a value of 1 indicates that the operation was successful. In case the 

value is -1, it means it was unable to execute the operation, as the following example: 

 

 

The following table describes the answers contained in the message field and the corresponding 

values of the status field for commands where the response is a control message:  

 

Message Status Description 

NO_PERMISSION -1 Message sent when there are no permissions 

to perform certain operations, such as 

subscribing to a Device not allowed. 

{ 
 "message":  "NO_PERMISSION", 
 "status":  -1 
} 
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Message Status Description 

NOT_FOUND -1 Device not found. This message is received, 

for example, when a Device or a Client do not 

exist in the system. 

OK 1 When the operation was performed 

successfully and the message was sent. 

SUBSCRIBED, 

UNSUBSCRIBED, 

ALREADY SUBSCRIBED 

1 When the operation was performed 

successfully for subscribing or unsubscribing 

Devices. 

MESSAGE_SENT 1 Message sent successfully to Client or 

Device. 

MESSAGE_ERROR  -1 Error situation where it is not possible to send 

messages to a Device or to a Client. 

TIMEOUT_READING_MESSAGES 1 Message received on command 

 /read_messages if there are no new 

messages at an interval of 30 seconds. 

7.1.2 Information Messages 

An information message is used to return Device identifiers known by the CORE. The responses 

have the format of JSON vector. 

 

7.2 Methods 

Several methods (servlets) to interact with the Loka-IoT CORE (Router component) are available. 

These methods allow the reception of messages, managing subscriptions, reading / changing states. 

All requests should be made using the HTTP protocol. Optionally, for receiving and sending 

messages in real-time from / to the subscribed Devices, WebSockets [3] or HTTP Long Polling can 

be used. All requests require basic HTTP authentication using the credentials supplied by Loka 

Systems. 

The generality of the methods available in the Router function in a request-response perspective. 

The reception of messages related to information from subscribed Devices, is sent to the Client 

whenever possible in real-time. If the Client is not online, those messages are temporarily stored in 

the Loka-IoT platform and delivered a posteriori. Storage of messages for long periods is not 
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guaranteed. It is advisable that Applications (Clients) are always connected to the Loka-IoT Platform 

or to cancel subscriptions whenever these are no longer necessary. 

The next table describes the Methods and Resources supported by the Router, the format/syntax to 

be used and the entities can use them.  

Although available, it is not advisable to use the methods marked with (**) because they have 

lower performance and higher overhead in communications. 

Resource URI - Method 

- Message 

- {request} 
and/or [response] 

Description 

/subscribe_terminal/<ID> HTTP GET 
CONTROL MESSAGE 
[response] 

Subscribes the Device with the specified ID.  
Returns a control message with the result of 
the operation and, in case of error, the error 
code. 

/unsubscribe_terminal/<ID> HTTP GET 
CONTROL MESSAGE 
[response] 

Removes the subscription from Device with 
the specified ID.  
Returns a control message with the result of 
the operation and, in case of error, the error 
code. 

(**) 

/read_messages 

HTTP GET 
DEVICE MESSAGE 
[response] 

Gets the oldest message stored in Loka-IoT. 
If there are no saved messages, the HTTP 
session remains open for 30 seconds waiting 
for new messages. When the session expires 
a control message with timeout (Code 408) 
is received. 

(**) 

/message/<ID> 

HTTP POST 
CONTROL MESSAGE 
{request} 
[response] 

Sends the message in the body of the POST 
request to the Client or Device with the 
specified ID.  
Returns a control message with the result of 
the operation. The ID parameter in the 
request is optional since the content of the 
message must contain the identifier of the 
recipient. 

/get_allowed HTTP GET 
INFORMATION 
MESSAGE 
[Vector of IDs] 

Returns the list of Devices to which the Client 
can access, in a JSON vector format. 

/get_subscriptions HTTP GET 
INFORMATION 
MESSAGE 
[Vector of IDs] 

Returns the list of Devices that the Client has 
subscribed, in a JSON vector format. 
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Resource URI - Method 

- Message 

- {request} 
and/or [response] 

Description 

/messages WEBSOCKET Flow of 
DEVICE MESSAGES 

Bidirectional channel for sending messages 
between CORE and Client / Gateway.  
In direction Router -> Client, corresponds to 
messages from Devices that Client has 
subscribed.  
In direction Client -> Device, corresponds to 
messages the Client wants to send to the 
Devices.  
With this method, only Device messages are 
allowed. (See section 3) 

 

7.3 Responses in Vector 

In the case of information messages, the responses return a JSON vector with the list of 

“identifiers” of Devices, as shown in the following example: 

For Device messages requests by HTTP POST, as is the case of /query command, the response 

returns a JSON vector with Device messages. 

 

7.4 HTTP Responses 

In parallel with the content of the control message it is possible from the HTTP response codes to 

get some information about the success of the operation, as shown in the following table. 

HTTP Responses Status Code and Reason Description 

200 OK The action was successfully received, understood, and 

accepted. 

403 Forbidden The request contains cannot be fulfilled. Typically, no 

permission to access the resource or no permission to 

access the Device. 

404 Not Found Resource not available. 

401 Authorization Required Authentication failure. 

[123, 124, 1235] 
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HTTP Responses Status Code and Reason Description 

500 Internal Server Error This message may appear when the operation cannot be 

completed from the CORE side. 

408 Request Timeout Timeout in /read_messages request. The response body 

is a control message where the field message has the 

value "TIMEOUT_READING_MESSAGES". 

 

7.5 Loka webapp API’s 

Besides the APIs presented on this document for IoT Core, there are higher level APIs for Loka 

WebApp. These are available at https://loka-app.com.  

A separate token is necessary for you to be able to access these methods so before doing it, you 

should call the login method according to the following example: 

Request: 

POST /api/login HTTP/1.1 
Host: loka-app.com 
Content-Type: application/json 
Cache-Control: no-cache 
Postman-Token: d925e5c3-04ab-a789-8a8f-994927054f0d 
 
{ 
 "username": "user1", 
 "password": "P4SsWord" 
} 

 

Reponse: 

HTTP/1.1 200 
 
{ 
 "username": "user1", 
 "roles": [...], 
 "token_type": "Bearer", 
 "access_token": "eyJhbGciOiJIUzI1NiJ9.eyJwcmluY2lwYW...", 
 "expires_in": 3600, 
 "refresh_token": "UM1wvNkxvK3JjVVRqeTFabkt0VHlEc21Sd...", 
} 

 

 

To call the other API services, the access_token that was returned by the login method must be 

included in an Authorization header. 

 

 

The following table, has a list of the Loka WebApp APIs that are available: 
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Resource URI Method Description 

/api/deviceList HTTP GET 
It returns a list of Devices from the User’s 
account 

/api/deviceDetails/<ID> HTTP POST It returns a Device’s details. 

 

7.5.1 deviceList 
 

7.5.1.1 Sample request 
 

GET /api/deviceList HTTP/1.1 
Host: loka-app.com 
Authorization: Bearer eyJhbGciOiJIUzI1NiJ9... 

 

7.5.1.2 Success response 
 

HTTP/1.1 200 
 
[ 
  { 
 "id": "1234567", 
 "name": "Loka_1", 
 "color": "blue", 
 "moving": false, 
 "battery": 81, 
 "lastCommunication": "1500061823", 
 "temperature": 23, 
 "position": { 
  "latitude": 37.72891, 
  "longitude": -8.17283, 
  "accuracy": 41.20, 
  "date": 1500061423, 
 } 
  }  
] 

 

7.5.1.2.1 Response description: 
 

Value Description Type 

Id Should exist any device with this value in the platform. Long 

Name Any string with length lower than 255 characters. String 

Color 
Colors should exist in the platform (blue, purple, brown, 
orange, android green, amazonite, bistre brown and 
blueberry). 

String 

Moving Not used in this application version. Boolean 

Battery The value is a percent value (from 0 to 100). Float 

LastCommunication The value is a date value in milliseconds. Long 

Temperature  Float 

Position  Geo coordinates 
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7.5.2 deviceDetails 
 

7.5.2.1 Sample request 
 

GET /api/deviceDetails?deviceId=1234567&startDate=1501140964&endDate=1501514724 HTTP/1.1 
Host: loka-app.com 
Authorization: Bearer eyJhbGciOiJIUzI1NiJ9... 

 

7.5.2.1.1 Request description 
Type Parameter Value Description Mandatory 

HEADER Authorization String User token Yes 

PARAM deviceId Long Device ID. It should not be negative Yes 

PARAM startDate Long 
StartDate (unix timestamp in 
seconds). It should not be negative. 

No 

PARAM endDate Long 
EndDate (unix timestamp in 
seconds). It should not be negative. 

No 

 

7.5.2.2 Success response 
 

HTTP/1.1 200 
 
[ 
  { 
 "id": "1234567", 
 "name": "Loka_1", 
 "color": "blue", 
 "moving": false, 
 "battery": 81, 
 "lastCommunication": "1500061823", 
 "temperature": 23, 
 "position": { 
  "latitude": 37.72891, 
  "longitude": -8.17283, 
  "accuracy": 41.20, 
  "date": 1500061423, 
 }, 
 "temperatures": [ 
  { 
    "value": 27, 
    "date": 1501140964, 
  }, 
  { 
    "value": 25, 
    "date": 1501140974, 
  }, 
  ... 
 ], 
 "unity": "Celsius", 
 "positions": [ 
  { 
         "latitude": 37.3227, 
              "longitude": -8.5221, 
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              "accuracy": 30, 
              "temperature": 27, 
              "battery": 85, 
              "date": 1501140974, 
              "to": 1501141602, 
  }, 
  { 
    "latitude": 37.3222, 
              "longitude": -8.5216, 
              "accuracy": 57, 
              "temperature": 26, 
              "battery": 85, 
              "date": 1501150695, 
              "to": 1501151317, 
  }, 
  ... 
 ] 
  }  
] 

 

 

7.5.2.2.1 Response description: 
 

Value Description Type 

Id 
It should exist any device with this id in the platform. It should 
not be negative. 

Long 

Name Any string with length lower than 255 characters. String 

Color 
Colors should exist in the platform (blue, purple, brown, orange, 
android green, amazonite, bistre brown and blueberry). 

String 

Moving Don’t used in this platform version. Boolean 

Battery The value is a percentage value (from 0 to 100). Float 

Last 
communication 

The value is a date value in milliseconds. Long 

Temperature  Float 

Position  Geo Coordinates 

Temperatures 
This vector should has a temperature value and the register 
date in milliseconds. 

Struct vector 

Unity Fahrenheit or Celsius String 

Positions  
Struct with geo 

coordinates 

Positions.date The value is a date value in milliseconds. Long 

Positions.to 
In cluster point, this field saves the first point register in the 
cluster. 

 

 

 


