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1. OVERVIEW 

Internet of Things (IoT) is a network of physical systems, vehicles, buildings and other embedded devices. IoT allows 

objects to be sensed and controlled remotely across an Internet structure.  

The LOKA Web APP is a platform which allows LOKA devices monitoring, and works on SIGFOX network connectivity. 

The platform allows to analyze current data about the existing devices, like temperature, battery, etc. It also allows 

for user management and device registration in the database. Group administrators can control permissions 

hierarchically below them. When a problem occurs with a device, such as the temperature being too high, or the 

battery too low, the platform can notify the user. This information can be sent by email or to the mobile app. The 

platform URL is https://loka-app.com/. 

2. BASIC CONCEPTS 

 User 

The user properties are: 

- Username 

- Password 

- Email 

- Entity 

- Role 

- Temperature Unit 

 

 

The username represents the user. It is unique in the platform, which means it is impossible to exist more than one 

user with the same username.  

Email field is the user email address. Like the username, this field is also unique. This email address is used to receive 

emails of all operations that imply this feature.  

The Entity represents a user group. If a user does not have an entity attributed, then they have full-access permissions 

that allow them to see all the data in the platform. 

The Role defines the user permissions. These permissions can be changed in the platform (see chapter 4.4.3). Many 

users can have the same role, but a user cannot have more than one role. 

Temperature Unit is the unit in which device temperatures are displayed. The user can choose between Celsius and 

Fahrenheit degrees.  

 Entity 

An entity is a group of users. Entities are used to control the visibility of users. Inside entities, there are two user types, 

which are: 

- Entity admin. 

- Entity client (not admin). 

Entity admin users can see all the information associated with their entity. Entity client can only see his own data. The 

permissions of those two user types are controlled by roles (see chapter 2.3). If a user does not have an associated 

entity, they will be able to access all existing data in the platform.  
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 Role 

The role represents the permissions that a user has. A role has an entity associated with it. The entity role and the 

respective user role should be compatible. It is possible that a role does not have an entity, but in that case, the user 

cannot have an entity if they are to be associated with that role.  

There is an administrator role in the system: this role is not editable, and is designated as the platform’s administrator 

role.  

 

 Device 

The device is the object that represents the real device in the platform. Device properties are: 

- Name 

- ID 

- Profile 

- User 

The name is the object’s name. This field is not mandatory, and does not interfere with the real device, because the 

name is only an identifier and has no restrictions.  

ID field is the real device ID, and it associates the created object with the real device. The ID is always a positive 

integer number. 

Profile field is the device type (see chapter 2.5). The profile represents the device features. 

The User is the device owner. A device may only have one owner, but an owner can have many devices. 

Each device has an associated notifications profile, that is not mandatory (see chapter 2.6).  

 

 Device Profile 

Device profile represents the device features. On the platform, devices can have temperature, position and battery. 

To each feature, there is a port number used to receive data. If the device has battery, it also needs an interval to 

represent battery minimum and maximum values. 

Profiles have always a name that represents them.  

 

 Notification Profile  

Notification profile is a group of notifications. When a device receives new data from its sensors (temperature and 

battery), or changes position, the entire profile is tested. The profile is associated with an entity, and the profile entity 

should be compatible with the entity of the device owner. If a notification profile has not an entity, that means the 

profile is a system admin’s notifications profile. 

 

 Notification 

Notification is the mechanism used to inform the user when an alert condition is triggered. Each notification has a 

device associated and can be of three types: 
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- Temperature. 

- Movement. 

- Battery. 

 

 

 

Temperature and battery notifications have a specific threshold, and a condition to verify when the notification is 

triggered. Movement notification is triggered only if the device is moving and when a device stops.  

Notifications are sent to a smartphone and/or to an email address. The user is notified every time the defined 

condition changes its state (active or inactive). 

 

3. LOGIN WINDOW 
The platform login window is depicted in Figure 1. 

 

Figure 1- Login window. 

When a user forgets his password, he can click in the forgot password link. A popup window appears (as shown in 

Figure 2), asking the email address to use in order to recover the password. If a user with the given email address 

exists, an email is sent to that address. The received email contains a link to change the password, that redirects to 

the password recovery page. 

 

 

 

Figure 2- Forgot password popup window. 
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4. MAIN PLATFORM 

When the user logs in, the dashboard window appears with the devices location represented on a map (see Figure 

3).  

 

Figure 3- Dashboard window. 

 

The main menu is highlighted in Figure 4: 

 

Figure 4- Main menu. 

The dashboard button redirects to the dashboard window with the map. The entities button redirects to the entities 

list page. The device management shows all options about devices and the user management shows all options 

about users, as well as roles. 

 

 Dashboard 

Dashboard shows the current position of a device on the map. This map uses the Google Maps API. Devices are 

represented by markers, and their marker color is configured in the device options (see chapter 4.3.1). If a device 

does not have a position, it is not represented on the map. When the user places the cursor over a marker, an info 

window appears, showing the base information about that device. An example of that info window is shown in Figure 

5. The green circle under the marker represents the position accuracy.  
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Figure 5- Marker info window with respective marker. 

When the user clicks in the marker, a window with the device history is opened. That menu is shown in Figure 6: 

 

Figure 6- Device history menu. 

 

The device history menu has the temperature history chart (communication time in the X axis and temperature in the 

Y axis), the position history map and the time range to choose history time range. The data shown in the info window 

is the data in that specific time. The show option allows the user to see the device homepage (see 4.3.1.2).  

Passing the cursor through the temperature graph points, the temperature in that point, as well as the communication 

time of the device, appear (see Figure 8). On the position history map, single points and clusters can be found. Single 

points have a single info window, like the one represented in Figure 5, but without the device name; cluster points 

have a more complex info window (see Figure 7). Cluster points occur when a device receives more than one message 

on the same position (within a 30-meter radius). The time range represents the time interval in which the device was 

on the same position. 

 

Figure 7- Cluster info window. 
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Figure 8- Temperature graph history. 

 

 Entity 

Entity menu shows the entity list in the platform. If a user has an entity associated, he only sees his own entity. An 

example of an entity list is shown in Figure 9. 

 

Figure 9- Entity list. 

 

The entity list is orderable by all existing fields. To choose the column to order, simply click on the column title. The 

sort can be ascendant or descendant, and to change the sort, simply click on the desired column another time after 

it is selected.  

The search box allows the user to search for entities with a common feature. It is possible to search by name and 

description.  
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4.2.1. Add entity 

To add a new entity simply click on the New Entity button of the entity list. A formulary will appear, asking the name 

and the description (see Figure 10).  

 

Figure 10- Entity formulary. 

 

4.2.2. Show entity 

The show button (Figure 12)  redirects to the entity homepage. This homepage has a dashboard with the devices 

associated with the entity, the associated users, devices, notification profiles and an edit entity option. The options 

are represented in tabs (see Figure 11).  

This dashboard does not allow the device history window to be opened. It is also impossible to delete users/devices 

using these lists. 

 

 

Figure 11- Entity homepage. 

 

Figure 12- Show button. 
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To edit an entity, click on the edit entity tab on the entity homepage. The formulary is similar to the new entity 

formulary, but the name field is uneditable, and the create button is substituted by an update button.  

4.2.3. Clone entity 

Clone entity is similar to the new entity option, but the clone option copies the cloned entity data.  

The formulary is also similar to New/Edit formulary. To clone an entity, click on clone button (Figure 13). 

 

Figure 13- Clone button. 

4.2.4. Delete entity 

To delete a single entity, click on the delete button (Figure 14) of the respective entity in the entity list. A confirmation 

message will appear. Click Yes on the confirmation message to delete the entity, or click No to cancel the delete 

action. Careful, because if a user deletes an entity, the users related with it and the respective data will also be deleted. 

 

Figure 14- Delete button. 

 

 Device Management 

The device management dropdown shows all operations related with the devices, which are: 

- Devices. 

- Device Profiles. 

- Notification Profiles. 

4.3.1. Devices 

The Devices option shows the list of all existing devices, depending on the user type. An example of that list is 

shown in Figure 15. 

Figure 15- Device list. 
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The list is orderable by ID, name, user, profile, notification profile and last communication. To choose the column to 

order, simply click on the column title. The sort can be ascendant or descendant, and to change the sorting type 

simply click on the desired column another time, after the column to order is selected.  

The search box allows the user to search for devices with a common feature. It is possible to search by ID, name and 

device user. Careful, because if the user wants to search for an ID, he needs to write the entire router ID. To search 

by name or user fields, writing only a part of the device/user name is enough to perform the search. The user does 

not need to choose the field to search, the system always searches through these three parameters automatically. 

 

The Temp/Pos/Batt field informs the user if the device has temperature, position and/or battery registers. If the device 

has any of these features, the respective box appears in green; if the device does not have any register of a specified 

feature, the box appears in red. 

Analyzing Figure 16 example, the device has temperature signal, but does not have position recognition nor battery. 

 

Figure 16- Temperature, position and battery parameters generic example. 

 

4.3.1.1. New Device 

To create a new device, click on the New Device button (see Figure 17) shown on the device list.  

A formulary asking for the ID, the name, the color, the owner and the profile appears (see Figure 18).  

 

 

If the device ID provided in the formulary does not match any real device ID, the object is created, but it will not 

receive any data. The selected color corresponds to the marker color that represents the device on the dashboard 

(see section 4.1).  

 

Figure 17- New device button. 

 

 

Figure 18- New device formulary. 
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4.3.1.2. Show Device 

By clicking on the show button (Figure 12), the device homepage is opened. This homepage (see Figure 22) is divided 

in five tabs, which are:  

- Location history. 

- Temperature history. 

- Battery history. 

- Notification history. 

- Edit device. 

 

Location history shows, by default, the last five positions of the device. The filter window (see Figure 19) has, by 

default, the time range corresponding to the last five positions. To search for a different time range, click on the filter 

button, choose a new time range in filter window and click OK. Each tab (location, temperature and battery histories) 

has its own filter button. This location map is similar to the device history map shown in Figure 6.  

 

 

Figure 19- Time range window. 

 

 

 

 

Temperature history tab has a chart with all the received temperatures on the last 48 hours, by default. This is similar 

to the device history chart (see Figure 8). To search for temperatures on another time range, simply click on the filter 

button.  

Battery history tab shows the battery history on the last 48 hours, by default (see Figure 20). Like on the temperature 

chart, to search on another time range, simply click on the search button. Battery chart has an info window with the 

communication time, and the respective battery level, by point. 
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Figure 20- Battery history chart. 

Notification history tab allows to see all registers of triggered notifications (see Figure 21). They are ordered by trigger 

date.  

 

Figure 21- Notification history list. 

 

To edit the device configurations, click on the edit device tab of the homepage. The formulary is similar to the new 

device formulary, but it doesn’t have the device’s ID field, and the create button is substituted by an update button. 

The device ID cannot be edited. 
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Figure 22-  Device homepage. 

4.3.1.3. Delete device 

On this platform, there are two ways to delete devices, which are: 

- Delete a single device. 

- Delete multiple devices. 

To delete a single device, click on the delete button (Figure 14) of the respective device on the device list, and a 

confirmation message appears. Click Yes in order to confirm the delete action, or click No to cancel the delete action. 

Careful, because if a user deletes a device, the corresponding notifications and history will also be deleted. 

Other way to delete devices is deleting multiple devices. To delete multiple devices, select the devices to delete and 

click on the Delete Selected button on the device list page. A confirmation message appears; click Yes in order to 

confirm the delete action, or No to cancel the delete action. 

4.3.2. Device Profiles 

Device Profiles option shows the list of all existing device types. An example of that list is shown in Figure 23. 

 

Figure 23- Device profile list. 

It is possible to sort the list by all existing fields. To choose the field to order, simply click on the column title. The sort 

can be ascendant or descendant, and to change the sort simply click on the desired column another time, after the 

column the user wants to sort is selected.  

The search box allows the user to search for profiles with a common parameter. For profiles, the only searchable 

parameter is the profile name. Writing only a part of the name is enough to perform the search. 
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4.3.2.1. New device profile 

To create a new device profile, simply click on the New Device Profile button shown on the device profile list. A 

formulary will appear, asking for the name and respective features (see Figure 24). If a device profile has features, a 

new field appears asking for the port number of that feature. On the battery case, there are two extra fields asking 

for the minimum and maximum battery energy levels. These fields are represented in Volt (V). 

 

Figure 24- Device profile formulary. 

4.3.2.2. Edit device profile 

To edit the device profile configurations, click on the edit button (see Figure 25) of the respective device profile on 

the device profile list. The formulary is similar to the new device profile formulary, but the create button is substituted 

by an update button. It is possible to change the device profile name, but it must be unique on the database. 

 

Figure 25- Edit button. 

4.3.2.3. Delete device profile 

On this platform, there are two ways to delete device profiles, which are: 

- Delete a single device profile. 

- Delete multiple device profiles. 

To delete a single device profile, click on the delete button (Figure 14) of the respective device profile on the device 

profile list. A confirmation message will appear. Click Yes on the confirmation message to delete the device profile, 

or No to cancel the delete action. 

Other way to delete device profiles is deleting multiple profiles. To delete multiple profiles, select the device profiles 

to delete and click on the Delete Selected button. A confirmation message will appear; click Yes on the confirmation 

message to delete the profile, or No to cancel the delete action. 

4.3.3. Notification Profiles 

The Notification Profiles option shows the list of all existing notification profiles, depending on the user type. An 

example of that list is shown in Figure 26. 
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Figure 26- Notifications list. 

It is possible to sort the list by name. To choose the column to sort, simply click on the column title. The sort can be 

ascendant or descendant, and to change the sort simply click on the desired column, after the column the user wants 

to sort is selected.  

The search box allows the user to search for notifications with a specific data. It is possible to search by name and by 

entity. 

4.3.3.1. New notification profile 

To create a new notification profile, simply click on the Add Profile button shown on the notification list.  

A formulary will appear, asking for the name, description and entity (see Figure 27). The name should be unique, and 

if an entity is not defined for the profile, then it will be associated to the system admin users.  

 

Figure 27- Notification profile formulary. 

4.3.3.2. Show notification profile 

The show option redirects to the notification profile homepage (see Figure 28). The homepage has two tabs, which 

represent the notifications associated with this profile, as well as the edit profile option. 

To edit notification profiles, click on the edit button (see Figure 25) of the respective notification on the notification 

list. The formulary that appears is similar to the new notification formulary, but the create button is substituted by an 

update button.  

 

Figure 28- Notification profile homepage. 
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4.3.3.2.1. New notification 

To create a new notification, click on the Add Notification button. A formulary will appear (see Figure 29),  

asking for the respective features. In the movement notification type there are no condition nor value fields. The 

notification by email checkbox is used to send an email to the device owner, if the notification changes its state (active 

or inactive). 

 

Figure 29- New notification formulary. 

 

4.3.3.2.2. Edit notification 

To edit notifications, click on the edit button (see Figure 25) of the respective notification on the notification list. The 

formulary is similar to the new notification formulary, but the create button is substituted by an update button.  

 

4.3.3.2.3. Delete notification 

To delete a notification, click on the delete button (Figure 14) of the respective notification on the notification list. A 

confirmation message will appear; click Yes on the confirmation message to delete the notification, or click No to 

cancel the delete action. 

 

4.3.3.3. Delete notification profile 

On this platform, there are two ways to delete notification profiles, which are: 

- Delete a single notification profile. 

- Delete multiple notification profiles. 

To delete a single notification profile, click on the delete button (Figure 14) of the respective notification profile on 

the notification profile list. A confirmation message will appear. Click Yes on the confirmation message to delete the 

notification profile, or No to cancel the delete action. 

Other way to delete notification profiles is deleting multiple profiles. To delete multiple profiles, select the notification 

profiles to delete and click on the Delete Selected button. A confirmation message will appear; click Yes on the 

confirmation message to delete the profile, or No to cancel the delete action. 

 

 User Management 

User management dropdown has all operations related to user and role management. Clicking on the device 

management dropdown, the following options appear: 

- Users. 

- Roles. 
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4.4.1. Users 

The users option shows the list of all existing users, depending on the user type. An example of that list is shown in 

Figure 30. 

 

Figure 30- User list. 

The list is sortable by username, email, entity, is entity admin and last login fields. To choose the column to sort, 

simply click on the column title. The sort can be ascendant or descendant, and to change the sort type simply click 

on the desired column another time, after the column that one wants to order is selected.  

The search box allows the user to perform a search by username and email.  

4.4.1.1. Add user 

To create a new user, simply click on the New User button shown on the device profile list.  

A formulary will appear, asking for the name and respective features (see Figure 31).  

 

Figure 31- User formulary. 

 

The username field must be unique, as it is impossible to create a user with an existing username. Email field must 

be unique too. A user with an active status can log in on the platform, and an inactive user is forbidden to enter on 

the platform. The user cannot create another user with a role that belongs to other entity. On the entity parameter, 

a user cannot create another user with a different entity from his. The photo parameter is not mandatory.  
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4.4.1.2. Edit user 

The edit user formulary is similar to the new user formulary, but the username is not editable. If the user is editing 

himself, the role field is not editable too, since it is impossible for a user to change his own role. An update button is 

shown instead of the create button. 

4.4.1.3. Delete user 

On this platform, there are two ways to delete users, which are: 

- Delete a single user. 

- Delete multiple users. 

To delete a single user, click on the delete button (Figure 14) of the respective user on the user list. A confirmation 

message appears; click Yes on the confirmation message to delete the user, or click No to cancel the delete action. 

Other way to delete users is deleting multiple users. To delete multiple users, select the users to delete and click on 

the button Delete Selected. A confirmation message appears; click Yes on the confirmation message to delete the 

users, or click No to cancel the delete action. Careful, because if a user is deleted, the system also deletes his devices, 

including their history. 

4.4.2. Roles 

The Role option shows the list of all existing roles, depending on the user type. An example of that list is shown in 

Figure 32. 

 

Figure 32- Role list. 

This list is sortable by name and entity. To choose the column to sort, simply click on the column title. The sort can 

be ascendant or descendant, and to change the sort type simply click on the desired column another time, after the 

column one wants to sort is selected. The user list allows to search for users by name and description. 

4.4.2.1. Add role 

To create a new role simply click on the New Role button shown on the device profile list.  

A formulary will appear, asking for the name, description and entity (see Figure 33).  
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Figure 33- New role formulary. 

The role name is unique. The user cannot create a role with a different entity of his own role. 

4.4.2.2. Edit role 

The edit role formulary is similar to the new role formulary, but the role name is not editable. Like the new role 

formulary, the edit formulary only allows the user to create a role associated with his/her own entity. The formulary 

has an update button instead of the create button of the new role formulary. 

4.4.2.3. Clone role 
The clone role is similar to the new role option, but the clone option copies the role data and permissions. The 

formulary is also similar to the New/Edit formulary. To clone an entity, simply click on the clone button (Figure 13). 

4.4.2.4.Delete role 

To delete roles, there is only the delete single role option available. To delete a role, click on the delete button (Figure 

14) of the respective role on the role list. A confirmation message will appear; click Yes on the confirmation message 

to delete the user, or click No to cancel the delete action. 

4.4.3. Edit Permissions 

The Edit permissions opens the list of permissions by role. Edit permissions allows the user to edit/view the role 

permissions. The list is shown in Figure 34. 

 

Figure 34- Edit permissions menu. 

To update the role permissions, click on the Update button. 

 

 


