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Right, where do we start? Let’s try the beginning…….. 
So you’re a parent and you want your child to have access to the latest technology, whether 
it’s a mobile phone, tablet (iPad), games console, laptop or desktop computer. All these 
devices are great enablers and allow your child to learn, interact with their friends and have 
fun in a safe environment, as long as you are a responsible parent. Don’t make the mistake 
of believing that dodgy criminals spend all their time hacking celebrities iCloud accounts or 
stealing corporate data as you’d be WRONG – cyber attacks impact both the big and small 
alike.  

As a result of governments and large businesses spending a fortune maintaining and 
upgrading their cyber security, cyber criminals constantly have to change their techniques 
and modify the malicious software they use to keep up with the demand, because the 
demand is growing. At the same time, and because of the investment large companies make 
in security to improve their defences, criminals are always looking for ‘low hanging fruit’ and 
this is why some target less-savvy individuals or families. 

Most families keep adding more and more internet-connected devices each year. Computers, 
laptops, tablets, smart TVs, watches, and voice controlled smart hubs are contributing to the 
inevitable “internet of things” — a time when all of our daily devices, our data, our identities, 
and our lives are linked together and saved in the cloud. 

The more families become connected, the 
more exposed their devices and infrastructure 
become. The more connections we make, the 
easier it becomes for hackers to bring things to 
infect our devices, bring things to a standstill, to 
empty our bank accounts, steal our pictures 
and to peer into our secrets. Whilst this might 
feel like a dark and bad place to be, it’s one we 
can avoid if we adopt the right attitudes and 
understanding of the threats. Whilst many 
criminals target large organisations, families 
are often ‘easier’ targets to cyber criminals 
since they tend to have less cyber security protection installed on their devices. They also 
contain millions of children who are not as security conscious, operating those devices. But 
protecting yourself and your family is possible if you get to know the cyber security basics, 
educate your kids, and learn the best ways to avoid any malicious software. 

Hopefully the following guide will help improve your awareness of the threats that exist, and 
how to avoid or mitigate these. By improving your own knowledge and awareness you will be 
far better positioned to share this information with your wider family and help reduce the risk 
to your family’s security from cyber thieves, criminals, hackers and online bullies!!! 
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Quiz time – ‘A Question of Cyber Security’  
 
Before we raise your awareness of the risks and threats that exist whilst hopefully improving 
your general understanding of cyber security, why not try answering the below questions that 
your child should be able to answer. If you don’t know the answers how can you possibly 
share this information with your child in order to help improve their security.  
 
Hopefully, once you’ve finished reading this guide and shared some of the key learnings with 
your family members, they will be able to answer all the questions themselves and score 10 
out of 10. Good luck! 
 

1. When you’re asked to create a username for an email account, to subscribe to a 
website or open a social media account, you should: 

a) Always use your real name in full. 
b) Unless the site or app requires you to enter your full name for security (always 
check with your parents) create one that does NOT reveal your true identity. 
c) Create a username that gives good clues about who you really are and perhaps 
include your date of birth at the end. 

2. With any secret codes, pin codes and passwords, you should: 

a) Give them out to only your best friends. 
b) Give them out to strangers. 
c) Never give out your passwords, unless it’s to your parents. 

3. When someone asks for personal information like phone numbers or addresses 
online, you should: 

a) Give the information to anyone who asks because it's the polite thing to do.  
b) Post the information on public website like Facebook, to help them find it. 
c) Never give out or post personal information online, in emails or instant messages 
because you never know who you are really communicating with. 

4. When you are asked personal questions online or to fill out forms, you should: 

a) Answer all the questions truthfully. 
b) Before you answer any questions, you should get your parents' approval. 
c) Make up funny answers to all the questions. 

5. If a new online friend wants you to send them your picture, should you: 
 
a) Tell your parents and listen to their advice. 
b) Send them a picture of your best angle using a Snapchat filter. 
c) Send them a picture of Donald Trump and pretend it’s you. 
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6. When a new online friend says they want to meet you in person, you should: 
 
a) Go ahead, make plans and meet them wherever and whenever they want. 
b) Inform your parents and if they are comfortable that the person you are speaking to 

is genuine get them to take you or make sure that you meet where there are a lot of 
people around. 

c) Agree to meet them only if they help you with your maths homework. 
 

7. When you get an email or instant message from people you don't know, you 
should: 

a) Ignore it and delete it so it goes straight in the trash bin. 
b) Respond with a polite ‘How are you today?’  
c) Forward the message to your best friends. 

8. When accessing a new website, what icon in the browser bar indicates the site 
is secure or encrypted? 

a) A smiley face. 
b) A red cross. 
c) A padlock. 

9. When you receive an email with an attachment that you were NOT expecting 
from a friend, you should: 

a) Open the attachment without thinking about it. 
b) Reply to the sender asking them if it's okay to open the attachment. 
c) Ask your parents if it is okay to open the attachment. 

10. When you and your family are going on holiday or out for the day/evening, 
should you: 
 
a) Keep it to yourself and close friends/family. 
b) Post a status update on social media telling all your friends so they’re aware. 
c) Put an advert in the local paper. 

 

 

 

 
 
 
 
Answers can be found at the bottom of page 15 
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Educate yourself & your kids about cyber security 
Each generation of families has to learn to understand new technologies, and quickly adapt 
to threats that are created and introduced to intentionally reduce or remove the intended 
benefits of each new technology. With access to the internet and social media being more 
affordable than ever before and almost barrier free (limited security checks beyond a name 
and e-mail address), parents are confronting the consequences of social sharing and digital 
identities. 

Avoiding the dangers/threats of cyber 
security and the internet means being 
honest with your kids about what is at 
stake. Identities can be stolen, as can 
people’s finances destroying credit 
ratings, and bullies can do serious 
harm. Educating your kids about cyber 
security is one of the most effective 
things you can do to keep them safe 
while online. 
 
 

 
Be open & honest 
 
Cyber security is very serious business. It’s your responsibility to talk to your kids about it 
openly and honestly. Don’t avoid issues because they’re uncomfortable or complicated to 
explain. Make sure you tell your children some online activities are safer than others. 

The online, connected or digital world should be viewed and treated exactly the same as the 
real world. Not talking to a stranger at the park is just as important as not talking to a stranger 
over social media. Leaving your front door open or windows unlocked for a burglar is just like 
not enabling a secure password on your device, telling someone too much personal 
information online or sharing a password. When educating your children, you must ensure 
you avoid separating the real world from the online one. Instead, bring them together by 
highlighting similarities and making these types of comparisons. Children need and like 
consistency, therefore it’s important to keep rules, guidance and advice consistent for both on 
and offline activities as this will help them understand the dangers of both. 

It’s also important to be open and honest about cyber security. Point out the benefits about 
online activities, even if these are new to yourself and not something you might use or 
participate in personally. Keep a balanced opinion about the internet and emphasise to your 
children that whilst they need to be cautious of the dangers, they should enjoy the internet as 
it’s a great tool and source of information to help them grow, socialise, and learn. As they 
learn better online habits, they will feel safer, confident, and more in control.  
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R-E-S-P-E-C-T  
 
Respect your child and their privacy by showing them trust. What you don’t want is for your 
child to think you are more concerned about simply ‘spying’ or checking up on them and what 
they get up to online, rather than their wellbeing or safety. Make sure they know that if they 
accidentally click on something they shouldn’t, if their device gets a virus or they ‘chat’ to 
someone they don’t know that they can make you aware and won’t be in trouble for making a 
mistake, which is easily done online. If your child thinks they’ll be reprimanded for doing 
something they shouldn’t (albeit accidently) it will likely cause anxiety and stop them being 
open about their online experiences. 

For older children, especially teenagers, be consistent about your concerns. Make sure they 
know you are just as concerned about protecting devices and the information contained on 
them as you are about who they’re talking to online and what they’ve been discussing. For 
small children, reinforce the notion that cyber criminals are just like cartoon/comic villains and 
that whilst they are tricky and will always try to catch you out that if you stick to the rules and 
make it as difficult as possible for them, they will always come unstuck and get caught!!! 

Keep it REAL!!! 

Cyber security as a topic, and concepts like online identities and malicious software 
(malware) are somewhat abstract and as a result can be more difficult to explain. To help 
overcome this try to use everyday examples and analogies that children can relate to. For 
example, use the analogy that a computer virus is just like catching a cold or chickenpox. As 
you would in everyday life explain that in the first instance you should take precautions from 
catching a ‘virus’. Wearing a warm coat on cold days, washing your hands and not picking 
things up off the floor is similar to using anti-virus software or not visiting websites you are not 
familiar with. Similarly make sure you explain that once you have caught a ‘virus’ or 
developed an ‘infection’ you have to make sure it doesn’t spread to another person/device. 
As a sign of trust lots of children are given a key to their parents’ house and they know the 
importance of keeping it safe, not losing it or letting anyone else have it. A password is 
exactly the same, once someone else finds it or is given it, it’s extremely hard to stop them 
gaining access. Find creative ways to relate cyber security concepts to their everyday life. 

Sharing is caring 

One of the best ways to teach your child something 
new is to show them first-hand and do it with them. 
When you get them a new device go online with 
them and search for things that interest them like 
dinosaurs or animals. Then explore the results 
looking for good and bad websites. Take a tour of 
the browser’s interface. Show them how to close an 
internet pop-up ad and what to do when they can’t 
find a close button.  
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Together with your child, open their favourite app and explore its social and/or messaging 
features. Explain what to do if they receive a message. Show them how to respond to in-app 
purchase and pop-up ads. If you feel your child isn’t mature enough for messaging, check to 
see if the app allows disabling the feature. 

Show your child that websites come in lots of different flavours when it comes to data safety. 
Some talk with your browser using encryption and some don’t. Encryption is what helps keep 
your data safe. Encrypted sites begin their URLs with “https:”. Unencrypted ones have “http”. 
Show your child that secure websites will display a padlock icon in the browser. 

 

 

 

Getting to know the threats that exist 
You often hear about cyber threats on the news. The media often give obscure warnings 
about malware attacks, worms, and phishing scams, but what does all of this mean? Getting 
to know the basic terms and concepts around cyber security will help you better understand 
news alerts/articles. You’ll know what types of threats are issued and what actions to take to 
protect your data and devices. 

Identity fraud 

A recent study in the last two years found a huge increase in internet fraud as credit card 
companies have begun moving consumers to anti-counterfeit, chip-based cards. The chips 
make it harder to commit fraud at stores, so cyber thieves have moved to online transactions 
using stolen credit card numbers. The study showed a 40 percent increase from 2015 to 
2016 in online credit card fraud. 

The study also found that new account fraud rates had doubled over the same time period. 
Cyber thieves steal or buy your personal credentials and open new accounts in your name. 

Newly opened, fraudulent accounts generally take longer for victims to discover since thieves 
have credit card and bank statements sent to them. 
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Social engineering 

Social engineering is how cyber thieves manipulate people into unknowingly spreading 
malware, revealing their personal information, or sharing their data. Children and teenagers 
are especially susceptible to social engineering tricks. That’s why educating them on good 
online habits and identifying warning signs keeps them and your devices safe. 

Consider the following scenario: You receive an email from one of your social media account 
providers with the subject line reading “Issues with your account: Please Respond”. You 
open the email, and it says they have found “copyright issues” with your account. 

The email goes on to say if you don’t resolve the issues, your account will be “permanently 
blocked”. Concerned, you look for a solution. The email explains you must follow the 
provided link, fill out a form, and provide your credentials. You click the link and visit the 
website where you’re prompted to sign in with your username and password. After signing in, 
you suddenly notice the URL in the address bar doesn’t look right. 

The fact is, you’re not on your existing social media website at all, and you’ve just handed 
over access to your account to hackers. 

Notice how many times in the scenario you followed along with the instructions. You opened 
the email, clicked the link, visited the site, and entered your credentials. The hackers did little 
work aside from creating a convincing email forgery. You were being socially engineered. 

The above example is a phishing email, a common source of identity theft and virus 
propagation. Phishing emails are just one way cyber thieves use our emotions and 
confirmation bias against us to profit. Here are some tips for avoiding phishing emails: 

• Scan the email for the correct logos, fonts, and colours. 
• Check for grammatical and spelling mistakes. 
• Hover over any links and make sure the URL provided is correct. This can be difficult 

on mobile devices, so we recommend manually entering the website URL that you 
know and trust rather than clicking the link provided. If there is an actual problem, you 
will be able to see this within your account, knowing you have not clicked a ‘trick’ link. 

• If you weren’t expecting an email or are confused, you should email the organisation’s 
website or call them directly. 

Malware, viruses & trojans 

Although the terms are often used interchangeably, computer viruses aren’t the same thing 
as malware. Malicious software or “malware” is a broad term referring to any type of software 
installed on a device or network that’s unwanted or destructive. Viruses are just one type of 
malicious software. 

Cyber security experts classify different malware by their behaviour. Viruses are quite unique 
because they can replicate (make copies) and propagate (spread). Like the common cold or  
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flu virus, computer viruses are transmitted 
from one device to another through some 
kind of “contact,” usually in the form of 
email attachments or links. 

Raising healthy kids means providing 
nutritious meals, getting them flu shots, 
and teaching them to wash their hands 
regularly. Protecting your devices from 
viruses and malware requires adopting 
good attitudes, installing antivirus 
software, and teaching online safety. 

Unlike viruses and worms, trojans target 
specific devices for attack rather than 
propagate. They don’t exist to replicate or 
propagate but to destroy data, record 
passwords, and capture confidential 
information like banking account numbers. 

Trojans are malware in disguise. They make their way into your computers and mobile 
devices by posing as legitimate files and programs. That’s why they have the name “trojans” 
after the wooden horse the Greeks used to trick the Trojans into giving them access to the 
secure walls of their city. Banking trojans are a popular form of malware used to steal your 
banking and credit card numbers. Trojans are a specific danger to children who have access 
to mobile devices like phones and tablets. Cyber thieves use social engineering and 
legitimate-looking apps to trick kids into downloading what they think is a harmless game.  

Ransomware 

Ransomware is one of the fastest growing cyber security 
threats today. The malicious software works just like a real-
life ransom situation, only the hostage is your 
data/information. 

Ransomware allows hackers to lock your computer and 
encrypt your data. They don’t necessarily steal your data; 
they just make it impossible for your computer to read it and 
for you to access it. Thieves ask for money to decode your 
data. If you don’t pay, they threaten to delete everything. 

Hackers gain access to devices through common sources like spam email campaigns, 
security holes in software, and even botnets. 

As more of our photos, videos, and documents become digitised and stored on hard drives, 
the prevalence of ransomware will increase. It’s a highly lucrative “business” that affects  
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corporations and families alike. Cyber thieves know your data are valuable and that many 
parents are likely to pay, even though you shouldn’t. Paying the ransom only enriches the 
thieves and incentivises further theft. Protect your data against ransomware by backing it up 
to another hard drive or to the cloud. The threat of deleting your data only works if you have a 
single copy of it. 

How best to avoid the most common cyber threats  
 
Knowing cyber security basics gives you the foundation for building a protection plan for you 
and your family. Now it’s time to get familiar with online activities, apps, and websites specific 
to children and teens. 

We live in a ‘social’ world 

Social media refers to websites and 
applications that are designed to allow 
people to share content quickly, 
efficiently, and in real-time. Many people 
define social media as apps on their 
smartphone or tablet, but the truth is, 
this communication tool started with 
computers. This misconception stems 
from the fact that most social media 
users access their tools via apps. The 
ability to share photos, opinions, events, 
etc in real-time has transformed the way 
we live and, also, the way we do 
business.  

Social media is changing the way kids socialise and get information. Tech giants like 
Facebook and Google have developed apps like Messenger Kids and YouTube Kids to give 
kids safe online spaces to interact socially. The apps filter age-appropriate content and 
provide parental controls for account creation and monitoring. But they’re not fool proof, and 
older kids are good at getting around parental controls when they want. 

 

 

 

 

 
 



 

 
        A parents’ guide to              February 2019 

staying safe online  
10 

 
Parental Controls 
 
Many of the same strategies that work to keep inappropriate content from children also work 
to keep them safe from cyber security threats. Keep your kids safe by adopting a multi-
layered approach to parental controls starting with the devices themselves. 

• Set up parental controls for your devices: Windows and/or Mac 
• Set up parental controls for web browsers. For Chrome, you can create a supervised 

profile to monitor and block any content they visit. Firefox has many different add-on 
extensions for similar purposes. 

• Set up parental controls for all of the apps your kids can access. You can set 
their Facebook privacy setting to “Friends Only” and block specific content for their 
YouTube channels. 

Setting up a multi-layered approach will create redundancies of protection — if one layer of 
protection fails, the others will still work. 

Passwords 

Your child’s password to their social account is like gold dust to a cyber thief. With their 
password, cyber criminals can take over the account and use it to post fake news, spam 
others with messages, or create fraudulent ads. Help your kids create passwords for their 
social accounts. Record the passwords (somewhere secure, not in a diary under the heading 
‘passwords’) in case you need access yourself. Here are some strategies for creating secure 
passwords: 

• Find a balance between complexity and memorability. Creating longer passwords 
makes them more secure, but make sure they’re short enough so your child can 
remember them. 

• Include numbers and symbols. 
• Use random number and letter substitutions rather than commonly used ones. 
• Initialise two-step verification for apps that allow it. 
• Use a password manager that will do the remembering for you. 

Your child’s password is the key to their social media privacy and their account. Keep them 
safe from cyber thieves by creating a secure password. 

Direct Messaging 

The majority of social media sites/apps have direct message features for connecting with 
friends, family, and strangers. Direct messages are popular places for cyber thieves who 
place links to phishing sites and harmful downloads for kids. Here are the warning signs and 
how to avoid these schemes: 

• Avoid clicking on messages with an unusual amount of typos and misspellings, wrong 
subject-verb agreements, or unusual punctuation marks. 
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• Messages asking for personal information like passwords, credit card, or PIN 
numbers. No legitimate social media site will correspond with its users about these 
topics through direct message. 

• Be extremely sceptical of messages claiming your account will be locked or deleted 
unless a specific action is taken. 

• Don’t click links that are mismatched from their descriptions. Hover over a link with 
your cursor and check the status bar at the bottom of your browser window. Make sure 
the status bar address matches the intended destination. Both addresses should 
match for any type of link, whether in direct messages, emails, or browsers. 

Practice these cyber security habits with your children. You can visit sites like scam-
detector.com and show your kids common ways cyber thieves spread viruses via direct 
messages on Twitter, Facebook, and other social media networks. 

Video streaming sites 

The world of television programs and satellite/cable networks, familiar to many parents, has 
given way to online celebrities and YouTube videos for their children. Every day, YouTube 
users watch over 1 billion hours of videos. All of this traffic draws the attention of scammers 
and cyber thieves looking to hack the system for profit. 

For video sites like YouTube, cyber threats don’t come 
from streaming videos but from other parts of the platform. 
While your child can’t get a virus while watching a 
YouTube video, they can click on a link in the comments 
section, in an ad, or in a video description and infect your 
device with malware.  

 
How does it work?  
 
Your child searches for a movie or video on YouTube with their tablet. One of the videos in 
the search results has the correct title and images for the movie or video they’re looking for, 
so they click on it. However, it’s not the correct content at all but a short video telling them to 
click the link in the video’s description if they really want to watch the full-length movie. They 
click on the link, which takes them to a website. But now there’s a problem, they’re advised 
they need an update to Flash Player before they can watch the movie. “Would you like to 
download the update?” the site asks. Of course they do, so they click the download link and 
the device is compromised and/or is infected with malware or a virus.  
 
Here are a few steps to help avoid the above scenario: 

• Depending on the age of your child download the YouTube Kids App and control their 
content through this. Some features like the comments section can be turned off 
completely. 
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• Get your child familiar with how YouTube works. Show them the problem areas: where 
the comments section lives, what video ads look like, where links in video descriptions 
are inserted. 

• Enable YouTube Restricted mode, which will filter out inappropriate content and 
hacking schemes like the one above. 

Video content will only ever become more popular with children, and as a result with cyber 
criminals looking to exploit this.  

Online Video Games 

Kids love video games, especially those that let them share their experiences and creations 
with others. Almost every video game today has some type of social component built in, 
whether it’s direct messaging or chat. Minecraft and Fortnite are just two examples of popular 
online games that let kids build worlds or compete with each other whilst communicating at 
the same time. 

   
 
 

 

 

While such games are good for building imaginations and relationships, they’re also the 
playground for cyber criminals and hackers. Like YouTube, cyber threats on the 
websites/apps aren’t the problem. That is, you can’t get a virus just from 
playing Minecraft, League of Legends, or Fortnite. You get it when you leave the game’s 
official app/website and land on another, and hackers use social engineering tricks like the 
following to lure kids away: 

• Pop-up ads or chat links offering free coins, avatars, skins, and upgrades. Once 
clicked the ad or link takes them to a website that requires them to download an  

• executable file. When opened, the program infects the computer with malware 
designed to steal data, which can include your banking formation and account 
passwords. 

• Fake login schemes use pop-ups within the game to tell the player they must provide 
their username and password to continue. Sometimes the pop-up claims the site is 
“under maintenance” as a social engineering ploy to steal a player’s account and lock 
them out. 

• Hackers use botnets to send spam and fake ads to millions of players, asking them to 
visit websites for free stuff. The botnet is designed to run a fraudulent ad scheme, 
which relies on more views and clicks to make the hackers money. 

Here are just a few tips to help your child avoid phishing scams on video games: 
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o If the game allows, set your child’s chat options to “friends only”. 
o Teach your child the “no free lunches” lesson. Drill the point home that if it 

sounds too good to be true, it probably is. The old adage should be the mantra 
for any parent warning their child about online “free” offers. 

Cyber attacks can rob you of your personal data and your child of their hard-earned 
accounts. Keep the fun going by teaching your child the common tricks hackers use on video 
game websites. 

Email attachments and links 

Social engineering is a powerful way for cyber thieves to trick children into infecting their own 
devices or revealing personal information. Sit down with your kids and show them how you 
check your emails. Even have them send you one themselves with a message and an 
attachment like a picture. 

Explain and demonstrate how a phishing email works and their tell-tale signs. Send your child 
an email with a “bad” mismatched link you made up. Show them how to hover the cursor over 
a link to reveal its true destination on the web. Most importantly, explain why you never open 
an email attachment from an unknown source. If you can’t confirm the source, delete the 
attachment. 

Protecting your devices 
Your internet-connected devices are the touch points for your child’s online experience. 
Tablets, laptops, games consoles and desktops allow them to explore, create, and benefit 
from all the internet has to offer. They’re also the gateways into your personal data and 
identity, and they’re expensive to replace. Keep your devices malware and cyber attack free 
with the following steps: 

Avoid websites that aren’t safe & secure (unencrypted) 

As touched upon previously non-secure websites don’t encrypt how they talk to your browser 
like secure ones do. It’s easy to identify websites that are non-secure. They start with HTTP 
in their URL address. Visit only secure sites that start with HTTPS. The ‘s’ stands for ‘secure’. 
If your favourite site’s address starts with HTTP, download antivirus protection, create a 
bookmark for navigating to it, and don’t enter your credentials. 

Ensure your operating system is always up to date 

One of the best ways to protect your devices is 
simply keeping your operating system (OS) up-
to-date. Hackers love to exploit security holes in 
operating systems like Windows and Mac, so  
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keeping your OS updated applies any patches these developers have released. You can 
manually update your Windows or Mac OS or set  

your system to auto-update for you. Remember, it’s the time between when the update is 
released and when you install it that your devices are at their biggest risk of infection. 

Constantly review what apps you actually need/use 

Like operating systems, individual apps on your devices also need updating – and for the 
same reason. Aside from updating them, you should also decide whether you even need 
them at all. Take inventory of your apps and programs and decide whether you actually need 
them and how often you use each one. Remember, viruses need executable files to work, so 
the fewer apps and programs you need to download and update, the fewer your chances of 
infection. 

Invest in a good antivirus solution 

Downloading and installing a comprehensive antivirus protection software (all the below are 
excellent options in our opinion) will actually solve many of the problems outlined in this 
guide. From helping avoid malicious links to managing your passwords, antivirus software will 
keep your data confidential, your identity safe, your devices virus-free, and your children safe 
from harmful content. Many major antivirus protection plans offer free downloads that provide 
some basic protection.     
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Finally, some closing thoughts for parents  
 
Technology and the risks associated with it are constantly evolving, but a few things stay the 
same. When something great comes along, millions of people are going to want to use it and 
a small number of people are going to find ways to abuse it. The ‘abusers’ will use whatever 
tricks are at their disposal, whether social or technical. While the security experts who try to 
help protect people keep getting better at their craft, so do the criminals. It will always be a 
“cat and mouse game,” and security threats will be with us for a long time.  

In addition to the technical tools you and 
your family can employ, by far the best 
defence is using common sense and 
understanding when things are too good 
to be true or knowing to pause for a few 
seconds to consider the consequences 
of clicking on something, installing an 
app or entering a password or private 
information. It’s not always easy, even 
for savvy adults, but it’s something we 
all have to learn to deal with in the 
digital age. If someone in your family 
makes a mistake, try not to overreact. 
Calmly assess what might have gone 
wrong and seek out help. Try not to 
“blame the victim” – yourself or your child. There are plenty of big companies, government 
departments and tech-savvy consumers who have fallen victim to scams and hack attacks.  

The fact that there are risks is no reason to avoid using technology or to keep it away from 
your children. But it is important to think about what you and your kids can do to reduce risk 
and learn how to recover if something does go wrong. We all learn a whole lot from making 
mistakes and recovering from them. Just as with everything else in life, we can’t eliminate 
every possible risk associated with technology, but by using common sense and taking 
reasonable precautions we can greatly reduce our risk. Security risks are a problem, but the 
benefits of today’s technology are life-changing. 

 
 
 
 
 
 
 
 
 
 
Quiz Answers: 1) B   2) C   3) C   4) B   5) A   6) B   7) A   8) C   9) C   10) A



 

This guide has been produced to help provide parents with some additional information in relation to cybesecurity. Most of this 
information is widely available on the internet and Kitkase Ltd recommend parents do their own research in order to make informed 

decisions. Kitkase Ltd cannot be held responsible for any incorrect information contained within this document given updates and new 
recommendations are being published on an hourly basis.  

 


