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According to the German Bitkom, priority 
must now be accorded to combating 
ransomware, which is used to extort 
payment from its victims. “We have to 
presume that blackmailing efforts will 
continue. Following the digital theft of data 
from the databases of infidelity websites, 
the data records were offered on what are 
known as darknet markets.” 
This is in line with the Dutch NSCS who 
write in September 2016 that ransomware 
is common nowadays and even more 
advanced. Also in the September 
2016 cyber security approach from the 
British NCSC ransomware is mentioned 
specifically.
At the beginning of 2016, the media were 
full of headlines about the hijacking of data 
and communication channels in a number 
of German hospitals. 
Now this blackmailing software is back. And 
it’s more destructive than ever, especially 
since many companies are under the 
impression that they enjoy comprehensive 
protection against malware. However, a 
number of security loopholes evidently 
still exist and have not been delt with in 
the manner they should have been – with 
devastating consequences. According to 
Intel Security’s McAfee Labs Threats Report  

Ransomware is causing a real public stir. In most European countries 

governmental institutions have issued publications that show that 

“cybercrime has become a booming and differentiated, collaborative 

and efficiently organized industry”.

in June 2016, the prevalence of ransomware 
increased by 116 percent between 2015 
and 2016. Estimates put the resulting 
losses in the billions.
The German Federal Office for Information 
Security (BSI) carried out a survey on the 
impact of ransomware on German industry 
within the framework of the Alliance for 
Cyber Security. This showed that one third 
(32 percent) of German companies had 
been affected by ransomware between 
the fall of 2015 and spring of 2016 – with 
all sizes of business being targeted. Three 
quarters (75 percent) of these cases 
could be traced back to infected email 
attachments. 
The consequences of the ransomware 
infection were sometimes severe: while 
70 percent of the affected companies 
stated that the infection was restricted to 
individual workstation computers, one fifth 
(22 percent) reported that it had caused 
a significant failure in parts of their IT 
infrastructure, and 11 percent said that 
important data had been lost as a result. 
The BSI is still seeing new waves of 
ransomware attacks. And the majority of 
companies surveyed (60 percent) rate the 
threat level for their own businesses as high. 
Almost all of the companies (86 percent) 

Blackmailing software  
is back – and it’s more  
destructive than ever

Introduction

https://www.bitkom.org/Presse/Blog/Cyberkriminalitaet-Neue-Wege-in-veraenderten-Zeiten.html
https://www.bitkom.org/Presse/Blog/Cyberkriminalitaet-Neue-Wege-in-veraenderten-Zeiten.html
https://www.ncsc.nl/actueel/dossiers/csbn2016---ransomware.html
https://www.ncsc.gov.uk/news/new-approach-cyber-security-uk
http://www.mcafee.com/uk/resources/reports/rp-quarterly-threats-may-2016.pdf
https://www.allianz-fuer-cybersicherheit.de/ACS/DE/_/downloads/ransomware-umfrage-2016-04.html;jsessionid=AD6730AC7DF158309211327A28DE0CCA.2_cid351#download=1
https://www.allianz-fuer-cybersicherheit.de/ACS/DE/_/downloads/ransomware-umfrage-2016-04.html;jsessionid=AD6730AC7DF158309211327A28DE0CCA.2_cid351#download=1
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have taken additional measures to ensure 
better protection against ransomware. 
These include raising awareness among 
employees (76 percent) and undertaking 
technical measures such as filtering at 
network interfaces, preventing spam 
emails and enhancing virus recognition. 
38 percent of respondents are planning 
additional data security and backup 
measures to boot.

But how does ransomware actually work? 
Who is at particular risk of falling victim to 
it? And how can networks be protected? 
Below we shed light on the main aspects 
of this dreaded blackmailing software.

Introduction
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In the fourth quarter of last year alone, 
the number of new ransomware variants 
increased by 26 percent. How could this 
happen? Open source ransomware code 
and ransomware from the cloud have 
made cyber criminals’ work a lot easier. 
Their potentially lucrative attacks pose 
very little personal risk.
And this makes ransomware a major threat 
in 2016 and 2017 too. Ransomware variants 
hosted as a service in the Tor network and 
using virtual currencies for payments were 
particularly prevalent in 2015. New, but 
comparable variants have surfaced in 2016 
– which is no surprise, given that even 
inexperienced cyber criminals have access 
to the exploit kits required and are able to 

Ransomware, also known as blackmailing software, has 

continued to make headlines ever since it was first mentioned 

in the McAfee Labs Threats Reports for the second quarter of 

2012. And that’s hardly surprising, since it is booming like no 

other form of crimeware ever before.

remain relatively anonymous. 
New versions have taken to 
encrypting data in secret. 
The attacker waits until this 
data has been saved by the 
unsuspecting user, so that 
the encrypted files have both 
infiltrated the system and been 
backed up, before removing 
the key. Other new variants 
could, for instance, use 
kernel components in order 
to infiltrate the file system and 
encrypt files just as the user 
accesses them.

Attacks on the cloud  
and mobile devices

In 2015 McAfee Labs forecasted that 
ransomware would also attack the cloud 
and mobile devices. The month of June 
saw the first evidence of blackmailing 
software attacking Android devices.  
This was a surprise because, even though 
users are increasingly saving personal 
files on vulnerable mobile phones, it  
is relatively simple to restore encrypted 
or damaged files from the app 
provider’s cloud service or from the 
local backup copy, thus rendering any 
blackmailing attempt futile. The sum 
that the cyber criminals were hoping to  
extort was correspondingly low: they 
were demanding USD 30 to decrypt the 
smartphone. 

The current threat level

Chapter 1

Innumerable new  
variants are being 
spawned from the 
familiar ransomware 
families. 
(Image: Intel Security)

https://en.wikipedia.org/wiki/Tor_(anonymity_network)
http://www.mcafee.com/uk/resources/reports/rp-threats-predictions-2016.pdf
https://threatpost.com/android-ransomware-first-to-encrypt-data-on-mobile-devices/106535/
https://threatpost.com/android-ransomware-first-to-encrypt-data-on-mobile-devices/106535/
https://threatpost.com/android-ransomware-first-to-encrypt-data-on-mobile-devices/106535/
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Sights set on special sectors  
and critical infrastructures

Another prediction has also proved true: 
McAfee Labs stated that ransomware 
attacks would not only continue in 2016, 
but would also become much more severe. 
It also predicted that attackers would shift 
their focus to specific industry sectors 
whose companies and organizations would 
quickly pay ransom to restore their critical 
operations. This is exactly what happened: 
at least three US hospital systems were 
held to ransom by attackers using the 
Locky family of ransomware in the first 
quarter of 2016. In one case, the hospital 
paid a ransom of USD 17,000. 
Sadly, yet another forecast by McAfee 
Labs has also proved accurate: “In 2016 
and beyond, the growing number of 
vulnerabilities to critical infrastructure 
will be of significant concern. Successful 
attacks against these targets will have an 
enormous negative impact on society,” 
stated the “Threats Predictions” for 2016. 
In late December 2015, the Ukrainian 
power grid was attacked, leading to a loss 
of power for 225,000 people.
And the threat is not only lurking in the 
USA or Ukraine: in February of 2016 it was 
reported that ransomware had infiltrated 
digital communications at the Klinikum 
Arnsberg hospital in Germany, resulting in 
the entire system having to be shut down. 
For days, only emergency patients could 
be admitted. The Lukas hospital in Neuss, 
North Rhine-Westphalia, reported a similar 
attack, as did clinics in Mönchengladbach, 
Essen, Kleve and Cologne. Even the 
Interior Ministry of North Rhine-Westphalia 
fell victim to an attempt at blackmail in 
December 2015 – and a vast number of 
further cases must go unreported.
In the Netherlands news site Computable 
published an article on hospitals being 
targeted, based on research from Fox-IT  
in December 2015. Healthcare data 

in the United Kingdom is equally 
vulnerable – according to the Information 
Commissioners Office (ICO), the NHS 
was the UK’s number one victim of data 
breaches in 2015. 28 NHS England trusts 
have been hit by ransomware in the last  
12 months, according to figures reported 
by i newspaper.
According to the McAfee Labs Threats 
Reports dated June 2016, the ransomware 
figures increased by 24 percent in the 
second quarter of 2016; thereby, continuing 
their rapid growth, and in no way being 
under control.

Summary

In 2015 we thought that things couldn’t 
get any worse – but we were wrong: new 
variants of blackmailing software are 
continuing to attack corporate networks, 
public institutions and other organizations 
alike. Although the investigating authorities 
and cybersecurity specialists are evidently 
cooperating closely, they are still unable to 
keep pace with the criminals.

Chapter 1

https://ics-cert.us-cert.gov/alerts/IR-ALERT-H-16-056-01
https://ics-cert.us-cert.gov/alerts/IR-ALERT-H-16-056-01
http://www.welt.de/politik/deutschland/article152471885/Hacker-haben-in-deutschen-Kliniken-leichtes-Spiel.html
http://www.welt.de/politik/deutschland/article152471885/Hacker-haben-in-deutschen-Kliniken-leichtes-Spiel.html
http://news.doccheck.com/de/121837/cyber-angriff-klinik-in-piratenhand/
http://news.doccheck.com/de/121837/cyber-angriff-klinik-in-piratenhand/
https://www.computable.nl/artikel/nieuws/security/5662102/250449/ziekenhuis-steeds-vaker-slachtoffer-van-hacking.html
https://www.computable.nl/artikel/nieuws/security/5662102/250449/ziekenhuis-steeds-vaker-slachtoffer-van-hacking.html
http://www.telegraph.co.uk/technology/2016/03/17/cyber-blackmailers-are-coming-for-hospitals-power-grids-and-univ/
http://www.telegraph.co.uk/technology/2016/03/17/cyber-blackmailers-are-coming-for-hospitals-power-grids-and-univ/
https://www.dataleaklawyers.co.uk/blog/information-commissioner-office-reports-public-sector-data-breaches
https://www.dataleaklawyers.co.uk/blog/information-commissioner-office-reports-public-sector-data-breaches
https://www.dataleaklawyers.co.uk/blog/information-commissioner-office-reports-public-sector-data-breaches
http://www.cbronline.com/news/cybersecurity/data/ransomware-hits-nhs-hospitals-england/
http://www.cbronline.com/news/cybersecurity/data/ransomware-hits-nhs-hospitals-england/
http://www.cbronline.com/news/cybersecurity/data/ransomware-hits-nhs-hospitals-england/
http://www.mcafee.com/uk/resources/reports/rp-quarterly-threats-may-2016.pdf
http://www.mcafee.com/uk/resources/reports/rp-quarterly-threats-may-2016.pdf
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In May 1996, Adam Young and Mati Yung 
from Columbia University presented their 
paper “Cryptovirology – extortion-based 
security threats and countermeasures” 
at the IEEE Symposium on Security 
and Privacy. The paper described the 
development of the first ransomware 
prototypes, which used asymmetric 
encryption.

Asymmetric encryption 

Asymmetric encryption is a form of 
encryption in which a pair of keys is used 
to encrypt and decrypt a file. In the case 
of ransomware, the attacker generates 
the pair of one private and one public key 
individually for the respective victim. The 
private key used to decrypt the file remains 
on the attacker’s server and is only sent 
to the victim once the ransom has been 
paid. In some cases, however, attackers 
have declined to provide the private key 
even after payment of the ransom, leaving 

How does ransomware actually work? How is it used by cyber criminals? 

It’s worth looking at the history of ransomware to find out.

victims robbed of their data as 
well as their money. 
Since this paper was first 
published in 1996, researchers 
have presented numerous 
attack scenarios in a range of 
articles and lectures. One of the 
first noteworthy ransomware 
families – GpCode.ak – made 
its appearance in 2008. This 
malware encrypted a vast number 
of files on the victim’s computer. 
The best-known ransomware 

family – CryptoLocker – first appeared in 
September 2013. The then current form of 
CryptoLocker was successfully repelled in 
May 2014 by taking down the GameOver 
Zeus network, one of its main distribution 
channels.

Domain generating algorithms 

Until recently, the biggest ransomware 
families were CryptoWall (version 2 and 3),  
TorrentLocker version 2 and Curve-Tor-
Bitcoin (CTB)-Locker. The CryptoLocker 
variants appear to have already been 
conquered: the executable file of the 
ransomware tried to connect to a control 
server via a fixed IP address. If this 
attempt failed, the malware used a random 
algorithm to generate a domain name. 
The domain generating algorithms (DGAs) 
of both malware families were cracked, 
allowing law enforcement authorities 
to predict the domain names set to be 
generated in the course of 2014. 

Ransomware: how the  
leading current threat works

Chapter 2

It is 20 years since 
ransomware first 
appeared on the 
scene, but it has only 
really proliferated over 
the past three years. 
(Image: Intel Security)

http://ieeexplore.ieee.org/document/502676/
http://ieeexplore.ieee.org/document/502676/
http://www.ieee-security.org/
https://blogs.mcafee.com/mcafee-labs/game-zeus-cryptolocker/
https://blogs.mcafee.com/mcafee-labs/game-zeus-cryptolocker/
https://blogs.mcafee.com/mcafee-labs/game-zeus-cryptolocker/
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By blocking and resolving these domains, 
the victims’ systems were prevented from 
communicating with the control server and 
from downloading further malicious code. 
In the course of this operation, over 125,000 
CryptoLocker domains alone were blocked 
via a sinkhole. McAfee Stinger, a free tool 
for the detection and removal of malware 
(including CryptoLocker) was downloaded 
over 80,000 times in the first three days 
following its release. Now, however, new 
“improved” CryptoLocker variants are 
making the rounds.

Specialized obfuscation techniques 
used by CTB-Locker

CTB-Locker is still in circulation too. It uses 
specialized obfuscation techniques, such 
as phishing, to bypass security software. 

The UK has seen a significant jump in 
phishing attacks in the past 12 months 
as cyber-criminals increasingly targeted 
consumers and company staff with online 
scams. Get Safe Online discovered that 
phishing attacks rose by more than a fifth 
(21 percent) last year and were estimated to 
cost British companies over £280 million.
As the Federal Criminal Police Office  
(BKA) stated in its “Bundeslagebild 

Cybercrime 2013” (“Cybercrime situation 
in Germany 2013”), phishing is enjoying 
an unwelcome comeback thanks to 
improvements in malware. Emails 
containing the locker are also “more 
credible” than those of other ransomware 
campaigns. For instance, the malware 
misappropriates the names of local 
companies and uses regional-specific 
file names. And last but not least, CTB-
Locker relies on an affiliate program which 
has been used to flood the market with 
phishing campaigns in an extremely short 
space of time – before the security software 
has managed to update the systems under 
attack and put detection and prevention 
measures in place. 
CTB-Locker is propagated in a variety 
of ways, including via IRC (Internet 

Relay Chat), P2P networks, 
newsgroup messages, spam 
emails and so on. McAfee Labs  
has also identified a completely 
new approach: delivery via 
the well-known downloader 
Dalexis. The downloader 
is concealed inside a ZIP 
file whose content includes 
another ZIP file containing a 
screensaver SCR file, thereby 
fooling anti-spam tools. 
Once it has succeeded in 
infecting a system, CTB-Locker 
offers the free decryption of 
five files. Unfortunately, this 
does not involve establishing 

a connection to the control server in order 
to download the file decryption key. If it 
did, malware researchers could capture 
these private keys and attempt to decrypt 
their patterns. Instead, CTB-Locker saves 
five private keys in a randomly named file 
with an average size of 600 bytes on the 
victim’s computer drive. This means that 
no connection has to be established to the 
server with the victim’s private key. 

Chapter 2

The incestuous nature 
of ransomware. 
(Image: Intel Security)

https://en.wikipedia.org/wiki/DNS_sinkhole
http://www.mcafee.com/uk/downloads/free-tools/stinger.aspx
http://www.scmagazineuk.com/fraud-costs-uk-193bn-per-year-rise-in-phishing-attacks-seen/article/498863/
http://www.scmagazineuk.com/fraud-costs-uk-193bn-per-year-rise-in-phishing-attacks-seen/article/498863/
http://www.port.ac.uk/media/contacts-and-departments/icjs/ccfs/Annual-Fraud-Indicator-2016.pdf
https://www.bka.de/SharedDocs/Downloads/DE/Publikationen/JahresberichteUndLagebilder/Cybercrime/cybercrimeBundeslagebild2013.html
https://www.bka.de/SharedDocs/Downloads/DE/Publikationen/JahresberichteUndLagebilder/Cybercrime/cybercrimeBundeslagebild2013.html
https://blogs.mcafee.com/mcafee-labs/rise-backdoor-fckq-ctb-locker/
https://blogs.mcafee.com/mcafee-labs/rise-backdoor-fckq-ctb-locker/
https://blogs.mcafee.com/mcafee-labs/rise-backdoor-fckq-ctb-locker/
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The first CTB-Locker campaigns began in 
early December 2014, although they only 
really got going on a grand scale in January 
2015. CTB-Locker has been detected 
in English, Dutch, German, French and 
Italian. The language variants even extend 
to the attachments, allowing the emails to 
appear more credible.
 
Summary

In conclusion, ransomware can be 
described as a form of malware that holds 
its victim’s data to ransom by means of 
asymmetric encryption. The authors of the 
malware are constantly coming up with 
new tricks and tactics with which to hijack 
the networks of organisations. 
Europol advices organisations not to pay 
ransom. By making the payment you will be 
supporting the cybercriminals’ business. 
Plus, there is no guarantee that paying the 
fine will give you back the access to the 
encrypted data. 
If your computer is infected, the German 
Federal Office for Information Security 
(BSI) therefore advises against acceding to 
ransom demands. Instead, you should take 
a screenshot of the ransom demand and 
file a complaint with the police. Afterwards, 
the only effective remedy is, generally, full 
system re-installation and uploading of 
your backup files.
The joined initiative by Europol, the Dutch 
police, Kaspersky and Intel Security also 
advice to report a crime when affected by 
ransomware. 
However, refrain from paying ransom is not 
common ground yet. 44% of ransomware 
victims in the UK have paid to recover their 
data.

Chapter 2

https://www.europol.europa.eu/content/no-more-ransom-law-enforcement-and-it-security-companies-join-forces-fight-ransomware
https://www.europol.europa.eu/content/no-more-ransom-law-enforcement-and-it-security-companies-join-forces-fight-ransomware
https://www.bsi.bund.de/DE/Home/home_node.html
https://www.bsi.bund.de/DE/Home/home_node.html
https://www.bsi.bund.de/DE/Home/home_node.html
https://www.nomoreransom.org/report-a-crime.html
http://www.scmagazineuk.com/44-of-ransomware-victims-in-the-uk-have-paid-to-recover-their-data/article/475426/
http://www.scmagazineuk.com/44-of-ransomware-victims-in-the-uk-have-paid-to-recover-their-data/article/475426/
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From late 2014 onwards, the authors of 
ransomware toolkits also introduced new 
revenue-sharing options. This resulted in a 
lucrative, automated business model that is 
experiencing dramatic growth and makes 
it easy for other criminals to get involved. 
The affiliate programs generally envisage 
a 70:30 split of the illegal gains obtained 
in the form of Bitcoins. Consequently, if 

McAfee Labs registered a considerable increase in new, unique 

ransomware binaries as of the fourth quarter of 2014. This is 

mainly due to two aspects: firstly, ransomware authors have 

discovered how easy it can be to infiltrate the ransomware 

“food chain”. And secondly, they have made it harder to identify 

ransomware binaries.

a ransom of EUR 400 is paid, 
EUR 280 go to the attacker 
and EUR 120 to the author. 
The attacker receives the lion’s 
share as he also bears the risk.

Programming know-how 
no longer necessary

Things have reached a stage 
where the attacker himself 
no longer has to have any 
programming know-how. In 
the case of the “Ransomware-
as-a-service” model, he 
merely has to be willing to 
spread the ransomware. This 
is generally done via email 
botnets that are easy even for 
an inexperienced person to set 

up. All the affiliate has to do is to sign up, 
after which he can download a customized 
ransomware binary. The malware contains 
detailed payment instructions and 
information, making it easy for the affiliate 
to join in the ransomware game. Becoming 
a cyber-criminal has never been so easy 
– and this fact alone partially explains the 
massive rise in ransomware attacks.

Why the threat posed by  
ransomware is increasing  
dramatically

Chapter 3

Customized 
ransomware binaries 
are responsible for 
the explosive growth. 
(Image: Intel Security)

http://www.mcafee.com/uk/resources/reports/rp-threats-predictions-2016.pdf
http://www.mcafee.com/uk/resources/reports/rp-threats-predictions-2016.pdf
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The people masterminding ransomware 
campaigns are also keen to make quick 
money and therefore use spam campaigns 
and exploit kits – thus adopting a scattergun 
approach. 
With a bit of luck, a big name will fall 
victim to their tactics; and these big names 
are more likely located in the wealthier 
countries, where victims can afford to pay 
the ransom. McAfee Labs has seen the 
focus of the threat shift to sectors such as 
healthcare, financial institutions and local 

authorities in 2016. These 
sectors seem the most willing 
to pay up quickly. 

Mac OS X also targeted 

Until 2016, only Microsoft 
Office, Adobe PDF and 
graphics files were encrypted 
as a rule. But in 2016, other 
file formats typically used 
in corporate environments 
have been targeted too, while 
attacks on Microsoft Windows 
have continued. Given the 
increasing popularity of Mac 
OS X, it was only a matter 
of time before ransomware 
variants appeared for this 
operating system, and 
that point was reached in 
the spring of 2016 when 
Reuters published that the 
blackmailing Trojan KeRanger 
had encrypted Mac users’ 
data for the first time. 
The malware is concealed 
in the BitTorrent client 
Transmission. Although the 
blackmailing Trojan FileCoder 
first targeted OS X users in 
2014, the ransomware was 
not fully functional. Linux must 
now also be considered to be 
a blackmailing target.

Professionally organized

Generally speaking, ransomware authors 
and their affiliates are operating more 
professionally than ever. For example, 
they are now using dashboards to display 
all kinds of information, such as the price 
for the campaign, amount paid per binary, 
infected operating system, respective time 
zone and so on. They can thus coordinate 
their efforts to achieve the maximum 
benefit.

Chapter 3

The analysis of 
blackmailing attempts 
is also automated. 
(Image: Intel Security)

Ransomware-as-a-service – it’s child’s play. 
(Image: Intel Security)

http://www.reuters.com/article/us-apple-ransomware-idUSKCN0W80VX
http://www.reuters.com/article/us-apple-ransomware-idUSKCN0W80VX
https://transmissionbt.com/
https://transmissionbt.com/
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Another reason for the growth in 
ransomware is the use of polymorphism, a 
technique that allows ransomware to use a 
different, unique signature on each targeted 
system. Thus, one ransomware family can 
theoretically create an unlimited number of 
unique ransomware binaries using a single 
toolkit. To put it bluntly, the virus protection 
of both companies and individuals is shot 
to pieces by the new ransomware variants 
constantly being created.

Summary

One reason for the increasing threat posed 
by ransomware is that less talented cyber 
criminals are now also prepared to try their 
hand at it. In other words, an inexperienced 
person can attempt to extort money with 
the aid of a toolkit that is easy to download 
from the internet. And if he uses the now 
pretty sophisticated method of phishing, 
even the most cautious of users can be 
taken in.

Chapter 3

https://en.wikipedia.org/wiki/Polymorphism
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All ransomware is based on the following 
technologies and tactics: 

•  Virtual currencies: The use of virtual 
currencies for ransom payments means 
that attackers can no longer be pursued 
and tracked down via the conventional 
banking system.

•  Tor network: Use of the Tor network 
makes it easier for attackers to conceal 
the location of their control server with 
the private keys of their victims. 

•  Shift to mobile devices: Researchers 
discovered the first ransomware family to 
encrypt data on Android devices in June 
2014. “Pletor” used AES encryption to 
encrypt data on the phone’s memory card 
and communicated with the attackers via 
Tor, SMS or HTTP. 

Ransomware uses a range of technologies for its blackmailing 

attempts. Below we present the most common components 

and report on the latest tactics. We then take a look at how 

ransomware currently operates.

•  Attacks on mass storage devices: 
Synolocker started to attack Synology’s 
NAS storage and rack stations in 
August 2014. The malware exploited a 
vulnerability in unpatched versions of 
the NAS server to encrypt all data with 
RSA 2048-bit or 256-bit keys via remote 
access.

Blackmailers’ clever new tricks

CTB-Locker, already mentioned above, 
made its first appearance in December 

2014. While the number 
of CryptoWall variants  
remained relatively constant 
in version 1 and 2, version 3 
spread rapidly via the Dyre 
banking Trojan network 
from September 2014 
onwards. This was possible 
because new ransomware 
variants use completely 
new tricks. Below are a few 
ransomware techniques that  
may soon be used, according 
to the McAfee Labs experts:

•  Name encryption: The latest versions of 
ransomware now encrypt names of files 
as well as the files themselves, making 
them virtually impossible to locate.

•  Threat of publication: Some ransom-
ware now claims that victims’ sensitive 
files have been moved to the attackers’ 

The nasty tricks  
used by ransomware

Chapter 4

A sample payment 
request.  
(Image: Intel Security)

https://www.synology.com/en-global/
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servers and will be published if the 
ransom is not paid.

•  Autonomous search for vulnerabilities: 
Ransomware such as Linux.Encoder.1, 
the first Linux ransomware, automatically 
searches for websites with security 
vulnerabilities (such as shopping sites) 
in order to exploit them. Once launched, 
it encrypts files in /home, /root/, /var/
lib/mysql and other server directories 
before attacking the root directory and 
encrypting specific file types starting 
from there. 

McAfee Labs predicts that malware authors 
will soon introduce the following functions:

•  Delayed ransom demands: Ransom-
ware will encrypt undetected in the 
background, allowing backup and archive 
programs to copy the encrypted files 
to their memory and overwrite previous 
unencrypted versions. This will give the 
blackmailer the power over both the data 
and the respective backup.

•  Compromising of the entire network:  
Like worms, ransomware will 
occasionally self-replicate once it has 
first been executed. Combined with 
properties such as those of the network 
virus Stuxnet – used to spy on the Iranian 
nuclear program – this could result in the 
hijacking of entire networks.

•  Encryption during access: Ransomware 
will use kernel components to infiltrate 
the file system and encrypt files while 
the user is accessing them, thus creating 
maximum damage. 

•  Asymmetric encryption: Ransomware 
authors realize that using a centralized 
repository for the encryption keys is a 
weak point in their strategy, because it 
provides a point of attack for security 
measures. McAfee Labs predicts the 
appearance of asymmetric encryption 
without a centralized repository. 

Therefore, ransomware authors have 
developed a range of clever tricks to 
ensure that their efforts are successful. 
The following chapter will present concrete 
examples of just how damaging various 
types of ransomware can be.

Summary 

Online blackmailers no longer need any 
special technological know-how: clever 
ransomware authors do all the work for 
them. By developing new tricks on an 
ongoing basis and making use of two 
basic components (Bitcoins and the Tor 
network), blackmailers can make even 
bigger demands.

Chapter 4
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Although law enforcement authorities 
succeeded in dismantling the botnet behind 
CryptoLocker, other malware authors 
quickly seized on this recipe for success. 
Many new ransomware variants are 
directly related to CryptoLocker, including 
CryptDefense, TorrentLocker, CTB-Locker, 

CryptoLocker, the prototype of all modern ransomware Trojans, 

was launched in September 2013. By combining various options 

described in previous chapters, such as asymmetric encryption 

and the use of Bitcoins for payments, CryptoLocker was quickly 

able to generate large sums of money for the blackmailers. 

CryptoLocker was estimated to have earned its author USD 27 

million before the ransomware was rendered harmless.

CryptoWall, TeslaCrypt and AlphaCrypt. 
McAfee Labs has confirmed that all these 
forms of derivative ransomware contain 
CryptoLocker code. 

WildFire

WildFire Locker is another successor of 
CryptoLocker. Strictly speaking, it is more 
closely related to Zyklon Locker and uses 
the asymmetric encryption algorithm AES-
256 to hijack its victims’ files. During the 
encryption process, WildFire changes the 
name of every encrypted file to the following 
format: filename#WildFire_Locker#[original 
file name]##.[original extension].wflx. The 
news of the encryption is delivered to the 
victim by three means – in .txt, .html and 
.bmp format.
The bmp file states that the files have 
been encrypted and demands a ransom 
from the user. It asks the user to read the 
text file in the “My Documents” folder 
for more detailed information. The text 
file named HOW_TO_UNLOCK_FILES_
README_(victim’s unique ID).txt explains 
that the victim must pay EUR or USD 299 
in Bitcoins within one week. If no payment 
is made within this seven-day period, 
the ransom will be raised to EUR or USD 

How WildFire, Shade  
and the like operate

Chapter 5

This is what WildFire 
victims see on their 
screen. 
(Image: Intel Security)

https://blogs.mcafee.com/mcafee-labs/wildfire-ransomware-extinguished-tool-nomoreransom-unlock-files-free/
https://blogs.mcafee.com/mcafee-labs/wildfire-ransomware-extinguished-tool-nomoreransom-unlock-files-free/
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
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999. Payment instructions are displayed 
on WildFire’s HTML site, together with a 
countdown of the remaining time before 
the ransom is increased.
Incredibly, the website instructs victims 
to contact other cyber criminals to ask 
for selected files to be decrypted. This is 
supposed to constitute evidence that the 
files can be decrypted in principle and that 

it is consequently worth paying the ransom.
Most of the victims of WildFire are resident 
in Belgium and the Netherlands – the 
phishing mails were written in Dutch and 
appeared extremely credible to boot. They 
reported that the recipient had missed the 
delivery of a package and invited the victim 
to click on the attachment to schedule a 
new delivery. The virus was concealed in 
this attachment. 

The first WildFire blackmailing email was 
sent from a server in the United Arab 
Emirates on 17 May 2016, with payments 
made via a .RU- or .SU domain. Various 
texts written in the Cyrillic alphabet and 
self-imposed malware restrictions point to 
the attacker being a Russian patriot: the 
ransomware cannot be executed in various 
countries of the former Eastern bloc. 
Rumor has it that the cyber criminals are 
willing to negotiate and release the files for 
less than the demanded ransom of EUR 
299. McAfee has been able to take a look 
at the criminals’ control server panel and 
discovered that WildFire infected some 
6,000 systems in August 2016 alone, 
earning around EUR 80,000 by the end of 
the month. Not bad for a “Ransomware-
as-a-service” (RaaS).

Shade

The Shade ransomware, presumably also 
created in Eastern Europe, is potentially 
even sneakier. It first appeared at the end 
of 2014, peaking in the summer of 2016. It 
was only at the end of July 2016 that Intel 
Security, working alongside Europol, the 
Dutch police and Kaspersky Lab, managed 
to take down the Shade ransomware 
botnet and capture the AES 256-encrypted 
keys to unlock victims’ files. The main 
countries affected were Germany, Russia 
and Ukraine. Shade was particularly 
sneaky because it also installed a range of 
malware on infected computers, including 
the notorious password hacker CMSBrute. 
Security experts have gone as far as to 
assume that Shade and CMSBrute were 
created by the same author. The Trojans 
Muref, Kovter and Zemot also infiltrated 
infected systems.

Joining forces to fight  
organized crime

Intel Security has played a major role 
in taking down ransomware such as 

Chapter 5

The WildFire phishing 
mails were written in 
Dutch and appeared 
extremely credible to 
boot. 
(Image: Intel Security)

https://cdn.securelist.com/files/2016/08/wildfire_eng_1.png
https://cdn.securelist.com/files/2016/08/wildfire_eng_1.png
https://cdn.securelist.com/files/2016/08/wildfire_eng_1.png
https://blogs.mcafee.com/mcafee-labs/intel-security-teams-industry-law-enforcement-thwart-shade-ransomware/
https://blogs.mcafee.com/mcafee-labs/intel-security-teams-industry-law-enforcement-thwart-shade-ransomware/
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Chapter 5

WildFire, Shade and the CryptoWall 3 
family and is a founder member of the 
Cyber Threat Alliance (CTA). The group’s 
objective is the sharing and common use 
of security-relevant information with a 
view to enhancing defense mechanisms 
against forward-thinking cyber criminals. 
Files encrypted using Shade versions 1 
and 2 can now be decrypted using an Intel 
Security tool.

Summary

The examples of WildFire, Shade and the 
like show how vital it is that investigating 
authorities and security specialists 
cooperate. Cyber criminals can only be 
stopped by the intensive exchange of 
information. The establishment of the 
Cyber Threat Alliance by Intel Security 
and others in 2014 can only be regarded 
as a positive step. Information is shared 
with the intention of increasing awareness 
of advanced cyber threats and enhancing 
defense mechanisms against forward-
thinking cyber criminals. Another joined 
initiative is the collaboration between 
Europol, the Dutch police, Intel Security 
and Kaspersky with the launch of 
nomoreransomware.org.

http://cyberthreatalliance.org/
http://www.mcafee.com/us/downloads/free-tools/shadedecrypt.aspx
http://www.mcafee.com/us/downloads/free-tools/shadedecrypt.aspx
https://www.nomoreransom.org/
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Companies should follow a few basic 
guidelines and procedures to prevent 
falling victim to blackmail attempts in the 
first place:
•  Hold regular user training courses to 

improve security awareness. Most 
ransomware attacks start with a phishing 
email, so it is essential that users are well 
aware of the risks. 

•  Keep systems at the latest patch 
level. Many vulnerabilities exploited 
by ransomware can be eliminated by 
patches. 

•  Exercise extreme caution when opening 
attachments. Configure your virus 

Ransomware can cause severe damage once it has infiltrated 

a system. However, companies can take a range of appropriate 

security measures to protect themselves from such attacks.

protection software to ensure that email 
and instant messaging attachments are 
scanned automatically.

•  Don’t be taken in by phishing attempts 
in spam emails. Don’t click on links in 
emails or instant messages.

Despite all compliance and security efforts, 
infections continue to occur. Statistics 
show that at least one in ten emails sent 
by attackers meets with success. Which 
of us can truthfully claim never to have 
mistakenly clicked on an unscanned 
attachment without thinking? 

Intel Security technologies  
for preventive protection

Intel Security has compensated for human 
frailties by developing technologies 
designed to provide companies with 
preventive protection against threats such 
as ransomware on their end-user devices 
as well as in the network.

McAfee Web Gateway 
Malvertising, drive-by-Downloads, and 
malicious URLs embedded in trusted 
websites are just some of the attack 
methods used to deliver ransomware. 
McAfee Web Gateway has set its sights 
on combating this type of threat via 
signatureless intent analysis and the 

How Intel Security can  
provide proactive protection 
against ransomware

Chapter 6

The CryptoWall version 3  
phishing campaigns. 
(Image: Intel Security)

https://blogs.mcafee.com/consumer/malvertising-and-you/
https://blogs.mcafee.com/consumer/drive-by-download/
http://www.mcafee.com/uk/products/web-gateway.aspx
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integration of McAfee Global Threat 
Intelligence (McAfee GTI). 

McAfee Advanced Threat Defense 
McAfee Advanced Threat Defense is a 
multilayered malware detection product 
that combines multiple analysis modules. 
The solution uses signature- and reputation-
based inspection, and real-time static 
analysis and emulation in combination 
with dynamic sandboxing and static-code 
analysis to provide reliable protection 
against widespread ransomware such as 
CTB-Locker and CryptoWall.

McAfee Threat Intelligence Exchange 
The McAfee Threat Intelligence Exchange 
information platform blocks unknown 
or new executable files; thanks to its 
comprehensive threat analysis it can 
provide execution prevention and 
enhanced visibility in conjunction with 
preventive protection against ransomware. 

McAfee Endpoint Security 10
McAfee Endpoint Security 10 provides 
the precise functions required by today’s 
security experts to nullify attackers’ 
advantages: intelligent security measures 
working in harness, plus a framework 
that simplifies the complex environments 
of today and tomorrow. Additional threat 
prevention technologies, including 
Dynamic Application Containment (DAC),  
also form part of the integrated McAfee 
Endpoint Security 10 framework that 
helps organizations to protect themselves 
against even the latest threats, 
ransomware, greyware and “patient-zero” 
among them. For instance, Dynamic 
Application Containment offers protection 
against suspicious applications in the form 
of immediate containment and blocks 
malicious action by means of customizable 
rules. While the suspicious application 
is allowed to be loaded into the memory, 

its execution is restricted. A rule can be 
defined to stipulate, for example, that 
although the application may be saved 
on the device ready for use, it may not 
establish any contact with a view to calling 
up an encryption key or make any file 
changes such as file encryption.

McAfee Network Security Platform 
McAfee Network Security Platform is 
designed for the in-depth analysis of 
network traffic. Among other things, it offers 
full protocol, behavior and threat reputation 
analysis, as well as extended malware 
analysis. Its integration with McAfee 
Advanced Threat Defense additionally 
enables the platform to analyze suspicious 
files and reject them where appropriate.

The above-mentioned Intel Security 
technologies provide companies with 
preventive protection against threats such 
as ransomware on their end-user devices 
as well as in the network.

Summary

Highly sophisticated and targeted 
attacks can overcome security systems 
via methods such as deception and the 
bypassing of defense measures. Network 
and automated security solutions can 
identify targeted attacks and work 
together with existing defense measures to 
immediately convert threat information into 
measures to protect valuable company 
data.

Chapter 6

http://www.mcafee.com/uk/products/advanced-threat-defense.aspx
http://www.mcafee.com/uk/products/threat-intelligence-exchange.aspx
http://www.mcafee.com/uk/products/endpoint-protection/endpoint-security.aspx
http://www.mcafee.com/uk/products/network-security-platform.aspx
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Instead of opting for numerous standalone 
solutions, Thomas Langer, head of the 
network and IT security department at 
MAUSER, has opted for a security model 
that integrates data, workflows and 
management dashboards in a centrally 
administered and expandable environment.
Thomas Langer made the following 

stipulations: the system 
should be capable of 
sharing threat analysis 
data and associated 
information with all 
endpoints, networks 
and interfaces at all 80 
production sites and in 
four computer centers, 
with the capability to 
react immediately to 
current incidents without 

additional human intervention. In addition, 
the solution should be able to learn from 
previous incidents in order to make 
autonomous improvements and provide  
an intelligent and adaptable defense 
against future cyber threats. 

Why Intel Security? 

Thomas Langer and his staff from the 
network and IT security team began to 

What can and should a comprehensive and flexible defense system 

against ransomware and other IT security threats look like? The 

international packaging manufacturer MAUSER, based in Brühl, 

Germany, has set the standard.

search for a provider capable of supporting 
MAUSER in implementing an open, 
network security system. “Intel Security 
was the only company that could help 
us optimize our medium- to long-term 
strategy,” says Langer. “The effectiveness 
of even the most efficient standalone 
solutions is limited unless they are able to 
share relevant information and learn from 
one another.” 

The wall of defense

In line with its new, comprehensive strategy, 
MAUSER purchased and implemented 
McAfee Enterprise Security Manager as 
SIEM, alongside McAfee Advanced Threat 
Defense Appliance – which performs 
dynamic and static code analysis using 
sandboxing technology – as well as 
McAfee Threat Intelligence Exchange and 
Application Data Monitoring. The system 
runs via McAfee Data Exchange Layer, 
a bi-directional interface that serves to 
exchange data and process information. 
McAfee Application Data Monitoring also 
monitors important network services such 
as DNS. The security concept provided 
by Intel Security, which was previously 
responsible for protecting MAUSER’s end-
user devices, always offered the option 

Integrated IT security  
system at the packaging  
manufacturer MAUSER

Case Study

Thomas Langer, head 
of the network and 
IT security department 
at MAUSER

Intel Security was the 
only company that 
could help us optimize 
our medium- to long-
term strategy.

http://www.mausergroup.com/de/en/home.3348.html
http://www.mcafee.com/uk/products/siem/index.aspx
http://www.mcafee.com/uk/products/siem/index.aspx
http://www.mcafee.com/uk/solutions/data-exchange-layer.aspx
http://www.mcafee.com/uk/products/application-data-monitor.aspx
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of automation and integration of further 
standalone systems. 
But the MAUSER Group has raised its 
threat prevention to a new level by adding 
McAfee Advanced Threat Defense, McAfee 
Enterprise Security Manager and McAfee 
Threat Intelligence Exchange to the mix.
McAfee Advanced Threat Defense makes it 
easier to detect particularly persistent and 
targeted attacks. At the same time, McAfee 
Enterprise Security Manager makes threats 
and risks visible more quickly, as well as 
sharing them, alongside a wealth of other 
relevant data, with the entire corporate 
network thanks to support from McAfee 
Threat Intelligence Exchange.

The system is capable of learning

What’s more, all systems connected with 
McAfee Threat Intelligence Exchange can 
learn from one another on the basis of 
the information shared and are capable of 
adapting and enhancing their protection 
as well as their recognition functions over 
time. By linking McAfee Threat Intelligence 
Exchange with McAfee Enterprise Security 
Manager, McAfee Advanced Threat 
Defense Appliance and McAfee ePolicy 
Orchestrator (McAfee ePO) – the console 
previously used to manage MAUSER’s 
end-user devices – the company is well 
on course to achieve all its IT security 
objectives. 

CIO was soon on board

The security team invited the CIO to the 
Intel Security Executive Briefing Center 
(EBC) in Amsterdam to present the new 
security concept and the role played by 
Intel Security. Board members of Intel 
Security demonstrated the networked 
security concept at the meeting. Following 
a question-and-answer session with 
security experts, the CIO was won over by 
the new security system. “Our computers 
are distributed all over the globe and I 

can’t work around the clock. But if the Intel 
Security system detects any suspicious 
activity, I can rely on it to take appropriate 
countermeasures and send me the details 
in a report which I can read as soon 
as I’m back in the office,” says Langer. 
Additionally, he also takes a positive view 
of the future automation of workflows with 
support from Intel Security.

First evidence of efficiency  
after just 12 hours

It didn’t take long – only twelve hours – 
for the Intel Security system to provide 
evidence of its value. 
“When we came to work the next morning, 
the log file showed that our systems had 
tried to communicate with malware from 
the internet. An external staff member 
at our site in China had logged into the 
MAUSER network without permission. 
The laptop was infected with malware 
which immediately attempted to establish 
contact with a Command & Control server. 
Our firewall picked up on this and blocked 
it. McAfee Enterprise Security Manager 
identified the firewall log entry as a threat 
and immediately raised the alarm so we 
could start our analysis without delay. 
Given our huge number of log files, we 
would never have recognized the malware 
so quickly without the Intel Security 
system.” 

Outlook

The next step for MAUSER is to add further 
security solutions to its existing security 
framework. The first product to be looked 
at is the McAfee Web Gateway. “We will 
be keeping a look-out for all products 
that can work alongside McAfee Threat 
Intelligence Exchange and McAfee Data 
Exchange Layer,” says Langer. “In our eyes 
these already constitute the standard and 
are absolutely non-negotiable. It wouldn’t 
make any sense to purchase new products 

Case Study

http://www.mcafee.com/uk/products/advanced-threat-defense.aspx
http://www.mcafee.com/uk/products/enterprise-security-manager.aspx
http://www.mcafee.com/uk/products/enterprise-security-manager.aspx
http://www.mcafee.com/uk/products/threat-intelligence-exchange.aspx
http://www.mcafee.com/uk/products/threat-intelligence-exchange.aspx
http://www.mcafee.com/uk/products/epolicy-orchestrator.aspx
http://www.mcafee.com/uk/products/epolicy-orchestrator.aspx
http://www.mcafee.com/us/about/ebc/index.aspx
http://www.mcafee.com/us/about/ebc/index.aspx
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that were incapable of sharing information 
with the Intel Security platform.” Langer is 
convinced that Intel Security’s integrated 
approach provides extremely effective 
security for the entire company.

Summary

MAUSER has opted for a SIEM solution 
combined with Advanced Threat Defense 
and solutions for sharing threat data and 
data monitoring. Given that the size of 
the MAUSER Group’s security team is 
limited, the automation of threat prevention 
measures played a crucial role in its 
security concept. In future, an infected 
computer is set to be automatically cut off 
from the network and put into quarantine 
if it attempts to spread any malware. At 
the same time, a firewall rule will prevent it 
from continuing to access the network or 
internet. 
What’s more, all the systems used can 
learn from one another on the basis of 
the information shared and are capable of 
adapting and enhancing their protection 
as well as their recognition functions over 
time. The security team can also save 
valuable time thanks to the option of having 
all the important information displayed on 
a central dashboard.

Case Study
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Further information on ransomware

Further information on ransomware can be found on a special 
landing page that contains details of all Intel Security resources 
established and developed since ransomware was first 
mentioned in the McAfee Labs Threats Report: Second Quarter 
2012. Interested parties can receive white papers and reports on 
the topic, as well as Tech Talks and any number of blog entries by 
well-known authors, such as “Ransomware Targets Healthcare 
Sector”. 
Solution overviews and technical briefings explain in detail 
how automated and integrated solutions have to be set up in 
order to ensure seamless protection. Plenty of specialized 
breakout sessions are also held at Intel Security’s annual security 
conference FOCUS 16. And last, but not least, even tech buffs 
will find useful information on threat prevention in articles such as 
“Combating Ransomware”.

Webcasts on comprehensive IT security

Stay in tune with the latest innovations and announcements from 
Intel Security in the form of live webcasts. For example, watch 
Dave Messett, Intel Security’s head of product security and 
solutions marketing in EMEA, explain how to defeat ransomware 
with certain security strategies and solutions on 9 November. 
These, alongside many other webcasts on the topic, can of 
course also be viewed subsequently in our on-demand archive.

Current EMEA news

Find the latest developments – in the EMEA Intel Security 
Newsroom.

Ransomware continues to evolve, as do the 

security measures designed to provide protection 

against attacks. Intel Security will keep you 

informed of current developments.

Be alert! Stay in tune  
with developments!

Further information

http://www.mcafee.com/uk/security-awareness/articles/ransomware.aspx
http://www.mcafee.com/uk/security-awareness/articles/ransomware.aspx
http://www.mcafee.com/uk/resources/reports/rp-quarterly-threat-q2-2012.pdf
http://www.mcafee.com/uk/resources/reports/rp-quarterly-threat-q2-2012.pdf
https://blogs.mcafee.com/mcafee-labs/ransomware-targets-healthcare-sector/
https://blogs.mcafee.com/mcafee-labs/ransomware-targets-healthcare-sector/
http://focus.intelsecurity.com/Focus2016/Default.aspx
https://kc.mcafee.com/corporate/index?page=content&id=PD25203
http://www.mcafee.com/uk/events/webinars.aspx
http://www.mcafee.com/uk/events/webinars.aspx
https://emea.demand.intelsecurity.com/16Q4_EMEA_119DefeatingRansomware16Q4EMEAEURWCALP10528?_ga=1.238971200.1360715073.1444144691
https://emea.demand.intelsecurity.com/16Q4_EMEA_119DefeatingRansomware16Q4EMEAEURWCALP10528?_ga=1.238971200.1360715073.1444144691
http://newsroom.emea.intelsecurity.com/
http://newsroom.emea.intelsecurity.com/

