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preserve anonymity, the currency of choice on the Dark Web is bitcoin, which is 
digital money.34 There is a difference between “Bitcoin” and “bitcoin”: “Bitcoin 
with a capital B means the software and the system; bitcoin with a lowercase b 
means the actual money.”35 The process of transferring bitcoins is actually quite 
technical, and is explained in the chart below.
 In order to own or trade Bitcoin, an individual can either run a program on 
their computer or open an account on a website that will run the Bitcoin proto-
col.36 This Bitcoin protocol, called “Bitcoin client,” saves bitcoins in a wallet that 
the individual must secure and backup.37 A Bitcoin user then creates a Bitcoin 
address, and in order to transfer bitcoins to others or have them transfer their 
bitcoins to you, you need to give each other your Bitcoin addresses; once the 
transfer is made, the Bitcoin address should be changed. The wallets calculate 
the spendable balance and all new transactions can be verified based on a shared 
public ledger, or block chain, that includes all confirmed transactions. In order to 
sign transactions, Bitcoin wallets have a secret piece of data—a private key—to 
prove they came from the owner of the wallet. “All transactions are broadcast 
between users and usually begin to be confirmed by the network in the follow-
ing 19 minutes, through a process called mining.”38 Mining confirms “waiting 
transactions by including them in the block chain.”39 Recently, there has been 
controversy in creating regulations surrounding Bitcoin because a large part of 
the proposed regulation is attempting to remove the anonymity involved with 
Bitcoin, one of the benefits to the virtual currency, by forcing merchants to col-
lect names and addresses for transactions, exposing consumers’ personal infor-
mation that would not otherwise be exposed.40 

Figure 6.4 How Bitcoin works. See also, Reuben Grinberg, Bitcoin: An In-
novative Alternative Digital Currency, 4 Hastings Sci. & Tech. L.J. 159, 162 
(2012); “How does Bitcoin work?” (https://bitcoin.org/en/how-it-works).


