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FortiAnalyzer Administration

Course Description

In this 1-day instructor-led classroom or online class,
you will learn basic configuration and administration
aspects of the FortiAnalyzer appliance. Through
interactive modules, you will explore device
management, system settings, logs and archives,
and configure both predefined and ad hoc reports.
The course provides a solid understanding of how to
integrate FortiAnalyzer into your network awareness
infrastructure.

Product Versions
FortiAnalyzer 5.0

Agenda

Module 1 Overview

Module 2 Configuration and Administration
Module 3 Device Registration

Module 4 Logs and Acrchives

Module 5 Reports

Objectives

After completing these courses, you will be able to:

e Describe capabilities of FortiAnalyzer

e Deploy an appropriate architecture

e Manage ADOMs on both FortiAnalyzer and the
devices that log to it

e Encrypt log transmission

e Apply disk quotas to log data from devices

e View current and historical logs

e Back up and restore log data

o Understand the different stages of data
processing, from receiving logs to compiling
reports

e Design custom reports using the structure of
logs indexed in the FortiAnalyzer database
Generate reports by schedule or on demand
Correlate and interpret log entries for
troubleshooting

Who Should Attend

Anyone who is responsible for day-to-day
management of a FortiGate appliance.

Students must master these courses before
attending FortiGate Multi-Threat Security Systems II.

Prerequisites

FortiOS knowledge up to the level of FortiGate Multi-
Threat Security Systems | (FCNSA preparation), or
NSE 1.

Knowledge of the SQL 'select' syntax is helpful.

System Requirements

If you take the online version of this class, you must
have a computer with:

e A high-speed Internet connection

e An up-to-date web browser
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e A PDF viewer
e Speakers or headphones
e (Optionally) a Java runtime environment (JRE)

Certification

This is part of preparation for the NSE 5 certification
exam.

Page 2 of 2

www.fortinet.com




