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 It was mid 2013 when I first discovered SDN and to be honest at first I didn't really 
see what all the fuss was about. Yes, it was interesting in a nerdy sort of way but I didn’t 
really understand the benefit, that was until I realised one incredible thing. I could write 
my own applications that had full control of every single byte of data on a network. Not 
just firewall rules or port translations but the ability to view and modify each and every 
packet in real time.  

 What makes all  this possible is the concept of “flows”. Flows are rules that are sent 
to your router to instruct it on how to manage and monitor the data when it passes 
through it. And the possibilities are endless - security screening, access control, 
bandwidth management, the list goes on and on. But even as powerful as this could be 
for corporate data centres and network providers, what is of more interest to us is it’s 
potential for the home network. You could restrict or prioritise bandwidth for certain 
websites, give streaming video traffic priority over web browsing or parent devices 
more bandwidth your children’s devices.  

 There are so many opportunities for this technology that I have put together a list 
of the top 5 ways that you can use Software Defined Networking to create a safe, smart 
and reliable home network. Every one of the suggestions below is possible using any 
of the existing free SDN controllers, applications you create and compatible SDN 
hardware. Hopefully after you read this you too will see how powerful this technology 
can be and start thinking of ways you could also use it in to build a powerful home 
network.

Introduction 
Software Defined Networking (SDN) is without a doubt the single biggest 
innovation in computer networking in the past 30 years. It's impact is 
being felt not just in enterprise networks but soon in home networks also.



 
 

Bandwidth Management 
You can never have enough Internet bandwidth. It always seems that as 
soon as you get faster Internet access a new standard arrives that 
requires more, like 4K video.

 Unfortunately it is not only the total amount of bandwidth you have available that 
is limited but also the fact that it is shared amongst a number of different users who 
seem to all watch Netflix or Youtube at the same time. But most home network 
routers offer no bandwidth management or prioritisation whatsoever. If they do it is 
definitely not on a per user basis and rarely can you prioritise one type of traffic over 
another.  

 What if you could give video traffic priority over web browsing or ensure that 
when parents are watching a movie they get more bandwidth than then children’s 
devices? Because there is nothing worse than sitting down at the end of long day to 
watch a movie on Netflix or iTunes and have it constantly stopping and buffering 
because someone else in the house is downloading a huge file.  

 There is also the possibility of time or usage based bandwidth allocation where 
the access speeds could be restricted at certain times of the day or reduced when a 
particular limit is hit. This is similar to what a number of Internet providers do when 
you exceed your monthly download limit, you may have heard it referred to as 
“throttling” or “shaping”. You could also use it as a proactive measure if you have an 
Internet plan that charges for additional data over a set amount by slowing your 
overall usage when you are approaching your monthly limit or even restricting 
certain high data applications. SDN’s metering and prioritisation features provide 
many different ways to manage your home’s Internet usage. 



 
Monitoring 
Do you know who is using your home network at this very moment? 
Literally the people next door could have been using your Internet 
connection for years and you wouldn’t even know.

 Even for those people that you do provide access to, do you know what they are 
using it for and where you monthly download limit is going? Some home routers do have 
simple usage summary via their administration console but it is usually really basic and 
most people don’t even know its there. What if you could get daily, weekly or monthly 
usage reports emailed to you with a breakdown on how much data you have used, who 
used it and what they used it for?  

 Because SDN monitors all the data in your network it has extremely detailed 
information on usage statistics that you can get access to. In addition to reporting you 
could get real time alerts based on limits and thresholds. Get alerts if the children are 
downloading large files or spending too much time online and even combine usage 
limits and alerts to provide them warnings of pending restrictions.  

 What about security alerts? Want a text message or email when an unknown device 
tries to connect to your network? Our home networks are now too valuable to be just “set 
and forget” and SDN allows you to have a complete and realtime view of how it is being 
used and by whom.  There is also the opportunity to monitor traffic for particular 
scenarios that may signal the possibility of a virus or malware on your network, like port 
scans or multiple failed login attempts.



 

 Your SDN applications can have complete control of your network using simple 
interfaces like REST, which is supported by just about every programming language 
and SDN controller. Want a list of all the devices connected to your network and how 
much data they have used? That could available via a single request. Want even 
deeper control, than you could create native applications inside your SDN controller 
and get real-time event notifications, like when a device connects or when a “flow” is 
removed.  

 The best part about the integration aspects of SDN is that it can become an 
integral part of much larger systems, namely your overall home automation solution. 
All those devices that communicate with each through your network transmit data 
that can be utilised for many different purposes. Let’s say for example you have a 
weather sensor outside that’s on your wireless network and sends updates to a 
display in the kitchen, unless that system has some sort of integration option the data 
is only usable with that display.  

 So now you have complete access to that data on your network so you could take 
a copy of that data as it passes through the router and send it to your SDN controller 
where you can use it in totally new ways. Want to collect it’s temperature data to 
create a graph on a website, you could do that too. Once you have access to the data 
from all these devices you don’t need to worry about the lack of individual 
integration capabilities anymore, just mirror the data to your SDN controller and use 
it in anyway you like. 

Integration 
One of the most exciting features of SDN is the unprecedented control 
that it provides and the ability to integrate with just about any system you 
like.



 

 All it takes is for someone to connect an infected computer to your network and 
every one of your devices becomes a target. Not only could this give hackers access to 
extremely sensitive information like video feeds from baby monitors and webcams but 
they could also use them as a launch pad to attack other devices outside your home 
network.  

This problem has become such a major issue that a number of countries are 
considering a compulsory safety rating to inform users of how insecure these devices 
actually are. Imagine that, buying a webcam that has a sticker on it saying that it is 
insecure and recommending not to connect it to your network. But unfortunately there 
is not much most manufactures can do because the hardware in these device just 
doesn’t have the processing power or storage capacity to provide features like 
encryption. Most of the time it becomes a trade off between size, cost or security and 
you guessed it, security often ends up in third place. 

So how can SDN help with these devices? By Segmenting and separating devices 
into different groups based on susceptibility and connectivity requirements. If you 
have a baby monitor that you access from your phone then group them together so its 
only your phone that can access it, nothing else. In a similar way to how enterprise 
networks use firewalls you can build a set of rules to restrict network access inside your 
network. Yes, most routers have a firewall function but it is only on the Internet side of 
your network, not on the inside, which is where SDN can provide huge benefits in 
securing the inside of your network.

Segmentation 
It’s no secret that many of the IoT devices on the market today lack the 
required security to protect themselves from exploits, actually most of 
them don’t even have basic connection level authentication.



Guest Access 
Everybody has friends and family who come to their house and ask to use 
the WiFi and what you tend to do is give them the password to your main 
WiFi network because you don’t have any other choice.

 Apart from the fact that you normally can’t remember your password because you 
set it up ages ago and have now forgotten it, there are also numerous security risks 
with giving full access to your home network. Even worse your kids give the password 
out to their friends to use and now you have no idea who has it. Unfortunately most 
people just give out the password because setting up a guest network is too difficult. 

 The biggest issue is once you give access to your WiFi you are actually giving 
access to everything because home networks are flat, meaning that every device has 
access to every other device on the network. So now your guests also have access to 
all your devices and if their device is compromised they could potentially open up 
your network to the whole world. Now you could set up a seperate SSID for guests with 
a different password and a number of home router do have a guest network function, 
but it tends to be extremely restrictive or it is just a different password  on the same 
network.  

 Because SDN can control the individual network packets you have so many more 
options for how you manage guest access, like time or bandwidth limited access. For 
example, if you have a seperate SSID with a simple password you could create a 
notification when someone wants to join your WiFi and then you get to decide on their 
access based on some predefined rules. Maybe a 4 hour time limit with only Internet 
access and a maximum download speed of 1Mbps. So after your dinner party is over 
their access is revoked and you don’t have to worry about anyone else accessing your 
network.


