1 [bookmark: _GoBack]System Integrity and Security
a Collectively, all staff that use the computer network are responsible for maintaining the security of the information and systems on it. The data on the network is very valuable and often irreplaceable, so every effort must be made to ensure that it is safe.
b Protecting your Workstation
i You need to protect access to your workstation. If you are logged on and not at your machine, it is not secure.
ii If you are going to be away from your workstation for any length of time, you should log off the network, and log back on when you return. You should certainly log off at the end of your working day.
iii If you are going to be away from your workstation for only a brief period, your screen saver can be password protected. ITS will show you how.
c Virus Control
i Viruses are an ever present threat, especially when downloading material and programs from the Internet Virus control software has been installed on your machine that detects known viruses automatically. This software must never be disabled. To detect new viruses, new versions of the virus control software need to be loaded onto your machine. This will periodically happen automatically during your processes of logging on to the network. This is another reason why you should log off each night and log back on each day.
ii If the virus protection software indicates a problem, please contact the ITS Help Desk as soon as possible. Early detection and eradication is the key to virus control.
iii If you have any concerns or questions about computer viruses, contact the ITS Help Desk immediately.
d File protection/Data integrity
i Users are responsible for ensuring that their data and files are backed up regularly. If your files are stored on the network, ITS automatically takes care of this chore for you. If your information is stored on your hard disk, then you will have to make your own arrangements. ITS can advise you about backup plans if it is not possible to store your data on the network.
ii It is strongly recommended you store all your files and information on the network.
iii The following points should be noted:
iv The network is normally backed up every night after normal working hours.
v If you have files open when the backup is done, those files will not be backed up. You can avoid this difficulty by logging off the network at the end of each working day.
vi You should contact ITS if you need to have a file recovered from the backup system.
2 Personal Use
a You must obtain permission from your manager before using any of the network’s hardware, software or resources for personal use. You will be responsible for internal and external costs for personal use, including Internet charges, the costs of consumables, and making good any damage to hardware or software, should such occur.
3 Personal Competency
a It is your responsibility to become sufficiently competent in the software and systems you are using so you can make full use of the resources on the network, and you will not need excessive on-going assistance, whether from your colleagues or the ITS Help Desk. ITS may ask you to demonstrate your competency or take some basic training before giving you a network account. Custodians of other systems are likely to have similar requirements.
b It is especially important you become familiar with sound e-mail practices in order to make effective use of this very powerful tool, and become a good e-mail citizen.
c You should discuss your training requirements with your manager. Most formal training will be done by independent service providers. However ITS offers a limited amount of training over and above their Help Desk. One service they provide is their training room to allow practise and some instruction on some of the Company’s software. The ITS Help Desk will advise you of times.
4 File Management
a Sound file management techniques can save you time, increase the reliability of the network, and conserve network resources. ITS can advise you on such techniques. More detailed information may be found on their Intranet site.
b You should discuss with your colleagues and manager what files and information you should store in shared areas, and what files and information you may be store in your private area. Team effectiveness can be improved if you put as much information as possible into the shared area.
5 Energy Saving
a Please turn your computer monitor off when you are away from your workstation for any length of time, say for a lunch break or a meeting, and certainly at the end of the day.
b Your computer monitor uses 100-120 or so watts of power when it is turned on - more than the fluorescent lighting in your area. Not only do monitors use power, they generate heat, which in turn places additional load on the air conditioning system, which in turn causes it to use more power. 
6 Personal Health and Safety
a There are a number of steps you should take to ensure your health and safety is protected while using computers:
b You should ensure your workstation meets health and safety guidelines. If you have any concerns, you should discuss these with your manager. Your manager is responsible for ensuring your workstation meets the guidelines.
c If you use your computer regularly for long periods of time, you should seek training in avoiding occupational overuse syndrome. The company’s Health and Safety Advisor will make arrangements for you.
d If you experience any symptoms or discomfort you think could be associated with computer use, contact the Health and Safety Advisor as soon as possible.
e The Health and Safety Advisor may be contacted at 5506.
7 Non Compliance by Users
a Hopefully the issue of non-compliance will never arise, but users must nevertheless be protected from non-compliance that could cause any difficulty or discredit for individuals or the Company, or jeopardise the integrity of the network.
b Your manager will be responsible for dealing with any issues of non-compliance should this become necessary. ITS may bring matters to your manager’s attention if they believe any non-compliance on your part is significant. If non-compliance poses an immediate threat to the integrity of the Company or the security of the network, ITS may disable your network account and deny you further access until they are satisfied the non-compliance will not re-occur and there is no further risk to the network or the Company. They will advise your manager of any such action.
c Depending upon the nature of the non-compliance the matter could be determined to be either “serious” or “non-serious” misconduct. With regard to the former the penalty could be summary dismissal without notice, and with regard to the latter a warning may be given.
d Examples of behaviour that could be deemed to be “serious misconduct” include, but are not limited to -
e Using a Company computer to access Internet sites which contain objectionable, defamatory, or other unsuitable material
f Storing and/or transmitting any objectionable, defamatory or other unsuitable material using any Company computer.
g Deliberate attempts while using a Company computer to defeat security, gain unauthorised access, or damage any network or system, data contained on it or data accessed by it, whether the system is that of the Company or any third party.
