
Welcome! 
Connect to the WiFi 

(the info is on your desk) 

Go to camptech.ca/GDPR  
to download today’s slides
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http://camptech.ca/GDPR
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About Me

• My name is Avery 

• Camp Tech  
Founder & CEO 

• Web Designer, turned Tech 
Advisor and Consultant 

• My consulting business, 
North Coast Group, is 
named after my favourite 
place in the world (the 
North Coast of Scotland)
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Introductions

1. Your name 

2. A bit about your business and why GDPR compliance is 
important to you
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What We’ll Cover Today

• What is the GDPR 

• Why you should care 

• Start with an audit 

• Let’s talk about consent 

• What’s your website tracking? 

• Third party data processors 

• Make a privacy plan 

• Share your Privacy Policy 

• Resources / Next Steps / Questions
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camptech.ca/GDPR 
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The slide deck and files for today’s class can be found here:

http://camptech.ca/GDPR
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General Data Protection Regulation 
(GDPR)
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• Legal framework regarding data protection and privacy in the 
European Union 

• Comes into full effect May 25, 2018 

• Impacts anyone with clients, customers or website visitors in 
Europe, Iceland, Norway, Lichtenstein and the UK



Why you should care: the penalty
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• If your business has clients, customers or website visitors in the 
European Economic Area, you must be in compliance with the 
GDPR 

• Organizations who are not could face a strong financial penalty 
of up to €20 million, or 4% of the worldwide annual revenue of 
the prior financial year, whichever is higher (!)



Why you should care: the ripple effect
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• Even if you don’t have clients or customers in the EU, the ripple 
effect of the GDPR will be felt worldwide 

• guidelines set forth in the GDPR will become the de facto 
standard for privacy terms, even in countries that don't police 
it



Key points of the GDPR: Individual Rights
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The GDPR provides the following rights for individuals: 

1. The right to be informed 

2. The right of access 

3. The right to rectification 

4. The right to erasure 

5. The right to restrict processing 

6. The right to data portability 

7. The right to object 

8. Rights in relation to automated decision making and profiling



Key points of the GDPR: Lawful Bases
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• You need a good reason (aka a lawful basis) to collect personal 
data. Types of lawful bases: 

• Explicit consent 
(aka “opt in”) 

• Contract  
(this could be a purchase, if it’s in your terms and conditions) 

• Legal obligation 

• Vital interests 

• Public task 

• Legitimate interests



Key points of the GDPR: Lawful Bases
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Consent: the individual has given clear consent for you to process their personal data for a 
specific purpose. 

Contract: the processing is necessary for a contract you have with the individual, or because 
they have asked you to take specific steps before entering into a contract. 

Legal obligation: the processing is necessary for you to comply with the law (not including 
contractual obligations). 

Vital interests: the processing is necessary to protect someone’s life. 

Public task: the processing is necessary for you to perform a task in the public interest or for 
your official functions, and the task or function has a clear basis in law. 

Legitimate interests: the processing is necessary for your legitimate interests or the legitimate 
interests of a third party unless there is a good reason to protect the individual’s personal 
data which overrides those legitimate interests. (This cannot apply if you are a public 
authority processing data to perform your official tasks.)



Start with an audit
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• Make a list of all the places online where you ask people for 
Personally Identifiable Information (PII) 

• Start with your website. Are you requesting names, email 
addresses, or credit card information? Online forms, comment 
boxes, email marketing signups, and e-commerce are all places 
where you may be collecting personal data 

• Looking beyond your website, where else are you collecting, 
storing, and using customer or client data? Think about sales 
databases, CRM software, and email marketing lists



GDPR audit template
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Template for you to list your GDPR compliance information 
(download, or make a copy for yourself) 

https://docs.google.com/spreadsheets/d/
154_8-2Udcdum_A2vNNolR2AYYefV8ElIkkvLxEWgxp4/edit?
usp=sharing  

https://docs.google.com/spreadsheets/d/154_8-2Udcdum_A2vNNolR2AYYefV8ElIkkvLxEWgxp4/edit?usp=sharing
https://docs.google.com/spreadsheets/d/154_8-2Udcdum_A2vNNolR2AYYefV8ElIkkvLxEWgxp4/edit?usp=sharing
https://docs.google.com/spreadsheets/d/154_8-2Udcdum_A2vNNolR2AYYefV8ElIkkvLxEWgxp4/edit?usp=sharing
https://docs.google.com/spreadsheets/d/154_8-2Udcdum_A2vNNolR2AYYefV8ElIkkvLxEWgxp4/edit?usp=sharing


Let’s talk about consent
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Do you have a good reason (aka a lawful basis) to collect personal 
information in the first place? 

Do you have explicit permission to do so? 

Do you have a record of that consent being given? 



Canadian Anti-Spam Legislation (CASL)
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Express consent:  
A person has clearly agreed (orally or in writing) to receive a 
commercial electronic message 

Implied consent:  
- Conspicuous publication  
   (ie their email address is published online) 
- disclosure (ie a business card handed to you) 
- Existing business relationship (ie a sale or inquiry of a sale) 
- Existing non-business relationship  
   (members, volunteers or donors to your organization) 

More about CASL consent: 
http://fightspam.gc.ca/eic/site/030.nsf/eng/00304.html#q1

http://fightspam.gc.ca/eic/site/030.nsf/eng/00304.html#q1


Let’s talk about consent
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Explicit consent, according to the GDPR: 

• freely given, 

• specific, 

• informed and 

• unambiguous indication of the data subject’s wishes by 
which he or she, by a statement or by a clear 
affirmative action, signifies agreement to the 
processing of personal data relating to him or her 



Let’s talk about consent
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Doesn’t count as consent: 

• Pre-ticked opt-in boxes 

• Silence 

• Inactivity  



Let’s talk about consent
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Do you need to ask people to opt-in again (aka “reconsent”)? 



What’s your website tracking?
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Cookies, web beacons and ‘pixels’  

• tracking tools that allow the web browser to remember 
information about the website visitor’s browsing session 

• track things like what device they’re using, where they’re 
located, which pages of the website they visited, etc.  

• some of that information can be personally identifiable, and as 
such, you must inform website visitors from the European 
Economic Area 



What’s your website tracking?
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Examples: 

• Google Analytics 

• Facebook pixel 

• Social media “share” buttons 

• Email marketing signups



What’s your website tracking?
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Under the GDPR, it is not enough to have passive consent for the 
use of cookies (through a message such as, “if you continue to 
use this website, you agree to our terms”).  
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Bad



What’s your website tracking?
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• Website visitors must take action to indicate their awareness and 
agreement 

• Agreement should take place before cookies, web beacons and 
pixels load and start tracking 

• Tool that can do this: Iubenda (https://www.iubenda.com/en/)

https://www.iubenda.com/en/
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Good



Third party data processors
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If you collect personably identifiable information, you’re the 
DATA COLLECTOR. But often times, businesses rely on other 
services to process the data. They’re the DATA PROCESSOR. 

Examples: 

• Google Analytics 

• MailChimp 

• Facebook 

• PayPal, Stripe, or any other payment gateway 



Third party data processors
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The data collector (you) has to have a written agreement with the 
data processor (the third party company). This is called a Data 
Processing Agreement (DPA). 

Google Analytics and other services - accept the DPA terms: 
https://support.google.com/analytics/answer/3379636?hl=en  

MailChimp DPA generator: 
https://mailchimp.com/legal/forms/data-processing-agreement/?
_ga=2.193088621.1389689362.1516996571-1291562841.1512052313  

https://support.google.com/analytics/answer/3379636?hl=en
https://mailchimp.com/legal/forms/data-processing-agreement/?_ga=2.193088621.1389689362.1516996571-1291562841.1512052313
https://mailchimp.com/legal/forms/data-processing-agreement/?_ga=2.193088621.1389689362.1516996571-1291562841.1512052313


Make a privacy plan
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• understand what Personally Identifiable Information you (and 
your website) are collecting 

• make a plan for how you’ll protect that information 

• keep private data secure, be able to share it with individuals if 
requested, and be able to delete it completely 

• If you suffer a data breach, you have to report it to the impacted 
individuals and the necessary authorities within 72 hours. 



Make a privacy plan
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• All employees within your organization that have access to 
Personally Identifiable Information need to understand the 
GDPR and the privacy practices of your business 

• You may need to formally appoint a Data Protection Officer  
 
(conditions: https://ico.org.uk/for-organisations/guide-to-the-
general-data-protection-regulation-gdpr/accountability-and-
governance/data-protection-officers/) 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/


Share your Privacy Policy
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• your privacy plan in place, it needs to be prominently displayed 
as a Privacy Policy 

• make a Privacy Policy page on your website, and post a link to it 
in the footer of the site 

• The GDPR mandates that the language in your Privacy Policy 
should be “concise, easy to understand and clear” 



Share your Privacy Policy
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Your privacy policy should include: 

• what information you are collecting 

• exactly how you are collecting it 

• why it is necessary for you to collect it 

• what you are doing to keep the information safe 

• whether the data is ever shared with third parties 

• how someone can get in touch with you to access their 
data or request its removal



Share your Privacy Policy
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• Update your Privacy Policy regularly 

• Inform your clients and customers when it’s updated



Privacy Policy generators
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https://www.freeprivacypolicy.com/ (free) 

https://www.disclaimertemplate.com/privacy-statement-
template/ ($60) 

Shopify: https://www.shopify.ca/tools/policy-generator  (free) 

TermsFeed: https://termsfeed.com/privacy-policy/generator/  
($ varies) 

Iubenda: https://www.iubenda.com/en/ 
($ varies) 

https://www.freeprivacypolicy.com/
https://www.disclaimertemplate.com/privacy-statement-template/
https://www.disclaimertemplate.com/privacy-statement-template/
https://www.shopify.ca/tools/policy-generator
https://termsfeed.com/privacy-policy/generator/
https://www.iubenda.com/en/


Resources
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The GDPR (the official law itself) 
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32016R0679  

Information Commissioner (UK)’s Guide to the GDPR 
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-
regulation-gdpr/  

The European Economic Area  
http://www.efta.int/eea  

Do you need a Data Protection Officer? (checklist) 
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-
regulation-gdpr/accountability-and-governance/data-protection-officers/  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32016R0679
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
http://www.efta.int/eea
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/


Thank you!

Have questions?  

Reach out to: info@camptech.ca
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mailto:info@camptech.ca?subject=

