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| Why have a Cyber
Security Conference?
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Cyber Security trends - consumers

Social Engineering attacks §

® Job Scam
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People lose Z3 crore to cybercrime ® Marriage Scam

across Maha da11y, says DIG Shintre ® Pension Scam
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® Investment scam

® Loan fraud

® Online support scam
® Online orders scam
® |ottery scam

List is endless...
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Enforcement agencies are inundated with cyber fraud i,

. o
complaints [

Reporting Infrastructure is inadequate
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 ED busts cyber scam u;
' India on Irish complaint

! wetd 4y UG Arhame, who G

® Scammers are scamming foreigners sitting
here in India
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® Too many scams to investigate
A large number of people are not even
reporting because of different reasons
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® Those that are reported, the arbitration
could take months with no results
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® Getting back what is lost can be tedious and
is along process

® Sometimes its more than money that is lost
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Al Cyber Security Education

® Site should authenticate itself to the user
first

® Password less authentication

® Adaptive Authentication

Call to action - Talk to 5 people
around you and make them aware
that this is happening and they need
to be extra assertive
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What's happening in the
Enterprise world?
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Cyber Security trends — Enterprise
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® Data leaks - Private information
Health Information
Customer information
Credit card data
Ransomware
Denial of Service attacks
Insider threat

® Access is gained through 3 party
vendors where security is not top notch

® Phishing attacks are carried out on
non technical staff

® Sophisticated attacks — DOS,
Ransomware
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Key takeaway for enterprises [

> Background checks
> 3rd party access control
> Privilege access management

> Cyber Security education to prevent phishing
attacks
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> Keeping systems upto date with patches, not
keeping un-necessary ports open, restricting
access, sophisticated security systems in

place

3 SSO, MFA
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Identity Shield has something for your unique
Cyber Security needs. |

IdentityShield 2024 Consumer section

1. Posters for Cyber Security Education — To spread awareness. Different types of fraud
happening in our society and how to prevent them.
2. Sessions on protecting your online identity — Basic track

ldentityShield 2024 — Enterprise section
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Posters for Cyber Security Education for enterprises

2. Sessions on advanced topics related to Identity, Access, Single Sign on, Multi Factor
Authentication

3. Booths showcasing different Cyber security products that are being used by our 20000

customers worldwide

IdentityShield 2024 — For students

1. To have a career in CyberSecurity, its very important to know how to create Security products
rather than knowing how to use them! mlnl ’ ronge



Cyber Security is all about
protecting your identity!
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