
Why do hackers likereverse proxy?



Who Am I?
● Working in Cloud & Application

security for last 11 years
● Working with Reverse Proxies

for last 5 years

~ Kalpesh Hiran



What is a Reverse Proxy?
● A reverse proxy is a server that sits between clients and backend servers,

acting as an intermediary for inbound client requests.
● Handles incoming requests and routing them to the appropriate backend

service.



Reverse ProxyKey Use-cases
● Application Layer Routing
● Load Balancing
● Authentication & Authorization
● Caching
● SSL offloading
● Monitoring



Reverse ProxyCommon Attacks



SessionHijacking Attackers intercept and steal
session cookies or tokens, gaining
unauthorized access to
authenticated sessions and
compromising sensitive accounts
and data.



PhishingAttacks Attackers create deceptive websites
mimicking legitimate ones, tricking
users into providing sensitive
information such as usernames,
passwords, and financial data.



RequestManipulation Attackers modify or inject malicious
content into client requests before
they reach backend servers e.g.
manipulates public opinion, spreads
false misinformation



ContentInjection Attackers inject malicious code or
content into legitimate web pages
served by reverse proxies,
compromising user security and
endangering system integrity.



Cross-SiteScripting (XSS) Attackers inject malicious scripts
into web pages served by reverse
proxies, exploiting vulnerabilities in
client-side scripts to steal sensitive
data or perform unauthorized
actions.



Reverse Proxy Attack in Action
Hijacking session



Step 1 :
Creating PhishingDomain for Google
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Step 2 :
Setting up proxyon phishingdomain





Step 3 :
Login into googleaccount onphishing domain









Step 4 :
Session Hijackingwith cookies







Cookies from logs



Step 5 :
Set hijackedcookies in browser







Can MFA save you from phishing?
Traditional Phishing (same look & feel with HTML):
Traditional phishing attacks struggle to bypass MFA, as attackers cannot directly
interact with MFA prompts or backend server for MFA validation

Reverse Proxy based Phishing:
As reverse proxy is just an interceptor and all requests are served from original server,MFA is of no use here



The Need for Phishing-ResistantMulti-Factor Authentication



How to protect from Proxy Phishing Attacks?
● Educating users: It’s crucial to educate users about the risks of phishing

attacks and how to identify suspicious emails and links.
● Verifying target URLs: Always ensure that the URLs are legitimate and take

steps to mitigate open redirection vulnerabilities.
● Employing phishing-resistant MFA: Organisations should implement multi-

factor authentication mechanisms that are resistant to phishing, enhancing
overall security.



Q&A
Any questions?



Thank you!
Scan this QR and share your valuable feedback.


