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The Roman

“watchword”

The Prohibition

password

The 1st digital

password

Web 2.0

password

overload

The future of

passwords is now

A password is a string of characters used to verify the identity of a user
during the authentication process.

5-Step Ordering Process

Password and its Evolution



Zoom-bombing attacks refer to the act of disrupting and hijacking Zoom

meetings uninvited to share obscene and racist content. 

Zoom began requiring a passcode for all meetings back in April as a

preventive measure to combat this.

An attacker to attempt all 1 million passwords in a matter of minutes and

gain access to other people's private (password-protected) Zoom meetings.

https://support.zoom.us/hc/en-us/articles/360033331271-Account-Setting-Update-Password-Default-for-Meeting-and-Webinar
https://support.zoom.us/hc/en-us/articles/360041408732


A Russian hacking group known in the cybersecurity industry as Nobelium,

or Midnight Blizzard, used a "password spray attack" starting in Nov. 2023 to

breach a Microsoft platform

Hackers use this technique to infiltrate a company's systems by using the

same password across multiple accounts.





Rank Password
Number of times

used
Time Taken to

crack

1 123456 4524867

2 admin 4008850

3 12345678 1371152

4 1234 969811

5 password 710321

6 123 528086

7 Aa123456 319725

8 1234567890 302709





Challenges with Web 2.0 Passwords

Reuse Passwords

A user has account across 100
different application and it is
difficult for them to create 100
unique, difficult to guess
passwords

01 0302
Use of common
passwords 

Most users tend to utilize
commonly used passwords
including their personal
information.

Frustrating password
policies

It is sometimes frustrating to
meet the requirements of
complex password olicies



How Passwords are Stored?

Plain Text
Basic

Encryption
Hashed 

Password

Hashed Password
with a Dash Of

Salt



MD5 SHA1 SHA256 Argon2id

Weakest

Weak

Strong

Strongest

Password Hashing Algorithms!



5-Step Ordering Process

R A I N B O W  
T A B L E S

B R U T E
F O R C E

A T T A C K

D I C T I O N A R Y
A T T A C K

H Y B R I D  
A T T A C K

C R E D E N T I A L
S T U F F I N G  

A T T A C K

Common Password Cracking Techniques



Open Source Password Cracker Tools

John the Ripper

Statsprocessor

Hashcat

THC-Hydra

CeWL



Using the same password
everywhere

Having too short
passwords

What’s wrong with your password

Sharing passwords too
freely

Never updating passwords 

Using Personal
Information

Lack of AWARENESS



Password Managers

Password Managers will do 
anything and everything for your security 

Create STRONG, UNIQUE passwords 
for 100 sites and

remember all of them.



Types of Password Managers - Pros and Cons 

Locally installed or offline password managers

Web-based or online password managers







5-Step Ordering Process

LASTPASS NORDPASS BITWARDEN MINIORANGE DASHLANE

Popular Password Managers



Not Using Password Managers yet?

You can start by checking the strength of your

passwords.



You made it to the last session!



Identity Provider









Feedback!


