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About Me
● Working on security products at miniOrange since 6 years
● Experienced in leading cross-functional teams to deliver user-focused

products
● Skilled in identifying and addressing customer needs, driving product

improvements



Is Your Phone Safe?

● Think about the last time you
checked your phone at work.

● It's not just a phone; it's a vault of
corporate secrets.



Mobile Devices at Work



What’s the Risk?
Data Loss
● Sensitive Data Exposure: Stolen or Lost

Device
● Backups & Updates: Inconsistent backup

processes and delayed updates



What’s the Risk?
Unauthorized Access
● Vulnerability to Breaches: Unauthorized

access
● Network Threats: Unsecured Wi-Fi

networks
Recent Events - Okta breach Sept 2023



What’s the Risk?
Compliance Penalties
● Regulatory Non-compliance: Failure to

comply with data protection regulations can
lead to hefty fines.

● Reputation Damage: Non-compliance
incidents can tarnish a company's
reputation and erode customer trust.
Recent Events of 2018 - Facebook





The shield for your mobile fleet - MDM

● Manages devices - Laptop, Tablets, Smartphones, Wearable, otherdevices● Supports - Company owned & BYOD



● User + Deviceenrollment● Corporate / PersonalDevices● Enrollment can bedone by admin or user

● App + Groupassignment● Groups based on roles& responsibilities● App & accessrestrictions

● Remote access to everyenrolled device● Configuration control

Core Features of MDM

Monitoring & ManagementDeviceEnrollment Policy Enforcement



Device Enrollment



Policy Enforcement



Monitoring & Management



Loss or TheftData Management Compliance
Differentapproach for
BYOD &
Companyowneddevice

MDM

Report
Lock Device

EducateWipe DeviceBYOD - Createseparate WorkProfileContainer

Company Owned- full control

ISOHIPAAPCI

Overcoming Challenges using MDM:



Key Takeaways:
1. Necessity of Mobile Security: Mobile devices access/store sensitive data,

increasing breach risks.
2. MDM is essential for enforcing security policies and managing device

security.
3. MDM enables device tracking, remote wiping, and security updates

deployment.
4. MDM safeguards corporate information in a mobile-centric environment.



Interested in Hands-on Demonstrations?

Please visit our BoothEndpoint Defence
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Questions?



Please scan the QR to leave your feedback!



Thank You!
bhavika@xecurify.com
bhavika-raut

https://www.linkedin.com/in/bhavika-raut/

