
EVOLUTION 
OF 

AUTHENTICATION



What is 
Authentication?





Confirms if users are who they say they are.





Gives permission to users to access a resource.
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HOW IDENTITY HAS EVOLVED?



Password Fatigue

 Administrative Burden 

 Increased Security Risks

User Frustration and Productivity Loss



Improved User Experience

Enhanced Security

Ease of Management

Scalability

SINGLE SIGN ON



OAuth 2.0 OpenId Connect

SINGLE SIGN ON STANDARDS

Authorization
+

Authentication

Delegated Authorization

SAML 2.0

Authentication
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SAML : 
SECURITY ASSERTION MARKUP LANGUAGE



OAUTH : 
OPEN AUTHORIZATION



OAUTH : 
OPEN AUTHORIZATION



OAUTH : 
OPEN AUTHORIZATION



OIDC: 
OPENID CONNECT



OIDC: 
OPENID CONNECT



WHAT IF THE SOURCE IS
BREACHED?



PRECAUTION IS BETTER THAN CURE!

Set Strong passwords.
Secure the tokens used for authentication and authorization by
employing strong encryption and tokenization methods. 
Implement strict access controls, granting users the minimum
necessary permissions (least privilege principle) based on their roles
and responsibilities.
Adopt single logout capabilities to contain sessions.
Ensure the accounts are secured by MFA!



How MFA can
mitigate the risk?





MFA





HOW MFA HELPS ?

MFA adds multiple verification steps beyond just passwords
Time-sensitive codes are harder for attackers to exploit.
Even if passwords are compromised, MFA requires additional factors.
MFA systems can spot suspicious login patterns, thwarting phishing.
MFA implementation reinforces security awareness and verification
practices.



MFA - Friction in User
Experience!



DYNAMIC SAFEGUARDING - 
UNVEILING RISK-BASED AUTHENTICATION
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https://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html
https://datatracker.ietf.org/doc/html/rfc6749



Have a

great

day

ahead.

Feedback!


