XGW1 LoRaWAN
Gateway

MANUAL




REVISIONS

Revision | Revisor Date Changes
0 | Dominik Lastov¢i¢ 11/2021 First version
1 | Dominik Lastov¢i¢ 01/2022 Changed base platform for registration
2 | Tihomir P. / Dominik L. | 09/2022 ﬁgr?feigs""eb SLIEE R ENLEL
3| Dominik L. 09/2022 Updated instructions for the console

configuration

loaic

XGW1MANUAL
v3 09/2022




Table of contents

O €111 T IR = U (= TSR 3
2. XGWL DASHBOARD .....cooutiitieittiatee ettt ettt ettt st ekt et e st e e be e e bt e beesabeesbeeesbeeaaneenbeennneen 6
22 o T[] o PRSP 6
N R CT=T 4 1T = | TP PP 7
2.2  LoRaWAN packet forwarder CONfIQUIration .............cooueiiiiieiiiiie e 8
2.3 Network connection CONFIQUIALION. ..........cueiiiiie ittt sne e 10
3. SCRIPT BASED CONFIGURATION. ....ciitttiitite it siee e ssieee sttt et a e stee st eessnsesssneeesbeeesnneeenns 13
R Tt R U v T [PPSR 13
3.2 CONFIQUIALION OPTIONS ...eeieiiiiieeeeitiee e ettt ee e e e sttt e e e s ssb e e e s ssee e e e s snsabeeeesanseeeeeasseeeeeansbneeeesannnneeennns 14
3.3 StatiC IP CONTIQUIALION ....eeitiieiiiieiiie ettt e ettt e et e e s e e sabe e e e snneeenneas 18
4. Network server gateway regiStratiOn .............coiueiiiiiriiiie e eesiee e sree e be e s be e sbeeesnees 19
4.1  Loriot Nnetwork gateway regiStration ............cueeeiuereiiieeriieeeiee et e e e e sree e sae e ae e s aeeesneee 19

Table of figures

FIgure 1 XGWIL @SSEIMDIY .......eiiiiiieiiiie ettt ettt ettt e et e e e e e amn e e e e enn e e s nneeenneeeneeas 3
Figure 2 XGW1 cONNECTION tEIMMINAIS........coiiiiiiiie ettt neeeas 4
Figure 3 XGWL1 LED SIgN@liZALION .....ceeeiiie ittt e e e e e e e st e e e e e e e s e nnnererraeaeaaeas 5
(o0 A o g T od =TT o TSROSO 6
FIQUrE 5 GENETAI SEIINGS ..eiitvieiiiiiiiiie ettt ettt e et e et e e st e e st e e snbe e e s nbb e e e beeesnbeeesnneeas 7
Figure 6 LORQWAN CONFIQUIALION .......ceeiieeiiiiciiiiiecee e e e e e e sttt e e e e e e e et e e e e e e e e e e e s anbr e e e e e e e s s eanneenrraneeaaens 8
Figure 7 Network CONFIQUIALION. .........ccuiiie et e e e e e e eee e e e e st e e e e e neee e e s ennneeeeeeenneeees 10
Figure 8 RegISLEr @ NEW QAIEWAY ........eiiiuiieiiiieiitiie ettt e stee et e st e e site e siee e e sbe e e sbe e e sabe e e sabeeesabeeennneeeeees 19
Figure 9 Choose Base PIatfOrmM..........oiii oo e e e e s e e reeaeaas 20
Figure 10 X-logic XGW1 gateway’s MAC address .........cccoiuiieiiiiiniieeiiiee i 21
Figure 11 Register X-10giC XGWLE QAEWAY ..........eeeriiiiiiieeiiiieeeieeesieeesteeestee e sbee e sinae e ae e e sne e sne e 22
Figure 12 Gateway dISCONNECTEA .......cciiieei it ee et e e e e e e s e e e e e e e e s s e e e e e e e e e s sannrbrnreeeeeaans 23
Figure 13 Gateway CONNECTEM. .......ccciiieiiee it et et e e et e e e et e e e e sbee e e e asnaeeeeeanseeeeeassseeeesanseeeens 24

H 5 XGW1 MANUAL
v3 09/2022

loaic



1. Getting started

XGW1 should be mounted on desired location using delivered mechanical hardware.

Complete assembly should be as shown in the image below:

Figure 1 XGW1 assembly

LoRa antenna shall be attached to the mechanical stand as shown in image. Antenna is delivered
separated due to packaging requirements.

Connect Lora (white long fiberglass) antenna to provided extension cable with N-Type connectors.
GPS antenna (the smallest one) shall be mounted to the right and Mobile network antenna (2G, 3G,
4G) in between GPS and LoRa antenna.
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To power the gateway, POE 48V power (passive) or 12V DC power supply is needed.

Figure 2 XGW1 connection terminals

To use POE, plug in RJ-45 connector into Ethernet socket on XGW1 and the other one to the POE
injector’s LAN socket. POE injector is provided in delivery package. Use POE injector in a dry
place!

To use 12V DC, pressure compensation plug marked in image must be removed and replaced with
provided pressure compensation cable gland.

Added cable gland is then used to get 12V DC cable inside. 12V lines should be connected to X200
terminal block. When 12V is present, power supply of XGW1 is switched to 12V input.
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If XGW1 device is opened, multiple operation signaling LEDs are visible during normal operation.
LEDs viewing is not necessary in normal operation, but useful for troubleshooting.

Figure 3 XGW1 LED signalization
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2. XGW1 DASHBOARD

Web dashboard is used for configuration when IP address of XGW1 is available to the user. Access it
from web browser by typing in IP address of the XGW1 device.

Ensure you can access IP address of the device. As default device is delivered with DHCP active and
using applications as nmap or Advanced IP Scanner you can find out the IP address of your XGWL1.

2.1 Login
QO & 10.100.19.16:8000/login/?next=/logout/login/ 80% ¥
Sign In

Welcome to XGW dashboard

Figure 4 Login screen

Use credentials provided by X-LOGIC to login on the login screen.

H 5 XGW1MANUAL
v3 09/2022

loaic



2.2 General

This page gives information about device’s MAC address, Network Server and current state of
connection to the Network (Internet).

XGW Status Informations

MAC Address B8:27:EE
LoRa Connection LORIOT

Network Connection ETHO+MOBILE

Settings

REBOOT XGW

¥-LOGIC d.o.0.

Figure 5 General settings

On the bottom of the page, press button REBOOT XGW1 when necessary to reboot the device.
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2.3 LoRaWAN packet forwarder configuration

Select LoRaWAN connection: ® Loriot @ Custom Lora Server

Current Loriot Settings Current Custom LoRa Server Settings

Loriot Server IP Address: eu.loriot.io Custom LoRa Server IP Address eul.cloud.thethings.network

Custom LoRa Server Port UP 1700

Custom LoRa Server Port Down 1700

Device EUI BB27EBFFFFBA4228

GURE C

Loriot server IP address Custom Server IP Address

EU1

Apply Changes Custom Server Port UP

Custom Server Port DOWN

Figure 6 LoRaWAN configuration

Available options for network servers are:

e Loriot
e Chirpstack

Use menu Select LoRaWAN connection on top of the page to choose between supported network
servers.

Use settings group on the right to configure Chirpstack properties:

e Chirpstack Server IP Address
e Chirpstack Server Port UP
e Chirpstack Server Port DOWN
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Use settings group on the right to configure Loriot properties:
e Loriot server IP address

By default, supported Loriot servers are:

e eul.loriot.eu
e eud.loriot.eu

These two servers require different packet forwarder binaries. Binary is automatically switched when
the respective server is chosen.
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2.4 Network connection configuration

The gateway can use Ethernet or a Mobile network interface to connect to the network and use one
or another as backup connection according to user preferences.

To use the mobile network interface SIM card should be provided. SIM card should have a cleared
PIN number. If not, the PIN number must be provided in the gateway’s configuration file.

(Change Network Connection

Select Network: @ Ethemet @ EthemetthenMobile @ Mobilenetwork (@ Mobile then Ethernet

Current Ethernet Settings Current Mobile Settings

Static |P Address: 127.0.01 APN:
DNS Address: BB.BE Username:
Gateway IP Address: 127.0.04 Password:
Netmask Address: 255.255.255.0 SIM PIN:
Preferred Ethernet Connection: DHCP SIM PUK:
Preferred Mobile Connection:
CONAGURE ETHERNET SETTINGS
Preferred Ethernet Connection

DHCP

Apply (hanges

Figure 7 Network configuration

Choose between Ethernet and Mobile network connection.
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Use Select network menu on top of the page. Available options are:

e Ethernet
o Ethernet then mobile (if Ethernet has no Internet access)
e Mobile

e Mobile then Ethernet
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Mobile network settings:

e APN-if necessary, can be left empty for defaults

e Username — if necessary, can be left empty for defaults

e Password — if necessary, can be left empty for defaults

e Preferred mobile connection — choose between 2G, 3G, 4G and AUTOMATIC. If available,
chosen type of mobile connection will be used. If AUTOMATIC is chosen, modem will
automatically change communication technologies depending on availability .

Preferred Ethernet Connection:

e DHCP - automatically assigns IP addresses and other communication parameters
e Static IP —assigns custom communication parameters

Static IP settings (only if static IP is chosen in Preferred Ethernet Connection drop down):

e Static IP address — static IP address used for the gateway, for example: 192.168.255.130
e DNS address — desired DNS server address, for example: 8.8.8.8

e Gateway IP Address — gateway or router IP address, for example: 192.168.255.1

¢ Netmask Address — subnet mask for the network for example: 255.255.255.0
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3. SCRIPT BASED CONFIGURATION

3.1 Usage

After a successful boot, the gateway connects to the network server (Loriot, TTN...)

To manually configure the gateway, keyboard and monitor should be attached or you should be
connected via SSH.

To log in use the credentials provided by X-LOGIC

The gateway can use Ethernet or a mobile network interface to connect to the network and use one
or another as backup connection according to user preferences.

To use the mobile network interface SIM card should be provided. SIM card should have a cleared
PIN number. If not, the PIN number must be provided in the gateway’s configuration file.
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3.2 Configuration options

There is an application used for configuring some of the gateway’s parameters used for connecting
the gateway to the network. The application can be found at:

/home/xgw1/xgw1-files/xgw1-software-main/config-xgw1.py

When located in the directory, application can be started by typing:

Jconfig-xgw1.py

After starting the application, the user can choose between one of the options:

1. Show XGW!1 configuration file
2. Edit XGW1 configuration file

The first option shows current settings for the gateway.

After choosing the second option, follow the instructions.
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1. CHOOSE PACKET FORWARDER (LORIOT/CUSTOM) — choose packet forwarder

2. SET LORIOT SERVER (eul.loriot.io) — set desired Loriot server (eul.loriot.io, eudpro.loriot.io)

3. SET CUSTOM SERVER (eul.cloud.thethings.network) — choose custom server

4. SET CUSTOM SERVER PORT UP (1700) — choose port up for the custom server

5. SET CUSTOM SERVER PORT DOWN (1700) — choose port down for the custom server

6. CHOOSE MOBILE NETWORK INTERFACE (ETHO/ETHO+MOBILE/MOBILE+ETHO/MOBILE)
— choose network interface priority

7. CHOOSE MOBILE NETWORK TECHNOLOGY (2G/3G/4G/AUTOMATIC) — choose mobile
communication network technology

8. SET SIM USERNAME (JOHN) — set username for the SIM card (optional)

9. SET SIM PASSWORD (JOHN_123) —set password for the SIM card (optional)

10. SET SIM PIN (1234) — set the 4 numbered PIN for the SIM card (optional)

11. SET SIM PUK (12345678) — set the 8 numbered PUK for the SIM card (optional)

12. SET SIM APN (m2m.tele2.com) —set the APN for the SIM card, some network providers do
not require APN (can be optional)
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13. SET ETHERNET IP TYPE (DHCP/STATIC) — choose between static and dynamic IP address

14. SET ETHERNET IP (192.168.255.120) — set STATIC IP address

15. SET ETHERNET NETMASK (255.255.255.0) — set STATIC subnet mask

16. SET ETHERNET DNS (8.8.8.8) — set STATIC DNS server

17. SET ETHERNET GATEWAY (192.168.255.1) — set STATIC gateway IP

For the parameter to remain unchanged, press ENTER and the application will skip to the next
question.

These changes should be done with caution. In case of wrong network configuration, the
gateway will not work as expected or can become unreachable via network. Then, the only

way for the gateway to recover is by attaching a keyboard and monitor to it and troubleshoot
it.
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To check network interface priorities, use the command:

ip route show
or

route

These commands will print out network interfaces with their priorities in order. Priorities are
determined by the network metric. Interfaces with higher metrics have lower priorities. If two
interfaces have the same metric, the one with the higher subnet mask number gets the priority.
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3.3 Static IP configuration

To set static IP address manually, connect to the gateway via SSH connection or Terminal and type
following commands to the console:

sudo nano /etc/dhcpcd.conf
Append to the end of the file or edit these configurations if they already exist:

interface ethO
static ip_address=192.168.0.4/24
static routers=192.168.0.1

static domain_name_servers=192.168.0.1

Where:

e interface ethO — desired interface to configure

e static ip_address — desired IP address and subnet mask to assign
e static routers — desired gateways or routers to assign

e static domain_name_servers — desired DNS servers to assign

Save and exit the file with CTRL+X, choose YES and press ENTER to exit.
Reboot the gateway with:

sudo reboot

These changes should be done with caution. In case of a wrong configuration or a typo, the
gateway will not connect to the desired network when it reboots!
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4. Network server gateway registration

For the gateway to send data to the desired network server, it should first be registered.

4.1 Loriot network gateway registration

Log in to your Loriot user account and press Register a new gateway.

LORIO T =

@ Dashboard
% tr PUBLIC PROFESSIONAL ACCOUNT

# Applications

Welcome to LORIOT Public Professional Account!

Your Professional LoRaWAN® Account is ready for use with your LoRa applications. Your account is now pre-configured with unlimited
number of gateways, applications, and per-application device capacity, based on your contract with LORIOT.

News
3 3 - We would be very interested to hear
© Support Feb 14, 2022, 11:00:00 AM [ o | yinterestec
Please share your testimonial and fe
A Alerts
LORIOT Metwork Server 7.0 has bee
Jun 15, 2021, 12:00:00 PM m :

. . Check our release note for more det
& Admin \

@ Gateways of Sample network

Figure 8 Registera new gateway
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Choose X-logic XGW1.

‘N om '—" L

RisingHF RHF25024 Robustel R3000
. ~

&
[

B

Ursalink UG87 X-logic XGW1

Figure 9 Choose Base platform
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Choose the following settings:

1. Radio Front-end choose: X-logic
2. Bus: SPI

3. ethO MAC address: <gateway’s MAC address> Find it on the label (inside device) or get info
from X-LOGIC based on the serial number on the front label.

What is your base platform?

Radio Front-end

Bus
- Designed as all-in-one-solution and can be standalone installed in the field without additional need for cabinets and auxiliary equipment.

o

X-logic XGW1

Choose a different base platform

MAC address of eth0 interface

The MAC Address of the Ethernet port can be queried by running

ifconfig ethd | grep HWaddr

command from your device's console. A sample autput will be similar to

ethd Link encap:Ethernet Hiaddr AB:CD:EF:12:34:56

Copy and paste the highlighted part (six octets separated by colons) from the output of your device console to the input field below.

* eth0 MAC address /

AB:CD:EF:12:34:56

Upon successful registration, we will provide you with a setup guide for your gateway and a gateway binary with cryptographic keys tied to this MAC address.

The keys are tied to the MAC address of the device, and cannot be moved to another device

Figure 10 X-logic XGW1 gateway’s MAC address
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Press Register X-logic XGW1 gateway.
Gateway Location

To provide all users with a reasonable view of the coverage of the network, please provide the address at which the gateway will be placed.
When displayed to other users, the location will be offset by a random value to protect your privacy.

Choose between these 2 options for setting the position of the gateway.

Map  Manual Address

»J

i

- b 4

Register X-logic XGW1 gateway

Figure 11 Register X-logic XGW 1t gateway
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After the registration, the gateway will appear on the dashboard as disconnected.

@ Disconnected Version 2.8.1754-JKS-EU1-496

Remove

Figure 12 Gateway disconnected

H 23 XGW1MANUAL
v3 09/2022

loaic



If everything was properly set up, the gateway will soon connectto the Loriot Network server. Refresh
the page until the gateway appears as connected.

@ Connected Version 2.8.1754-JKS-EU 1-496

Tap into data stream

Restart

Remove

Figure 13 Gateway connected
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