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1 Product Introduction

1.1

1.2

Overview

Product Introduction

The RG-E6 router is a dual-band Gigabit Wi-Fi 6 wireless router designed especiallyfor gamers seeking atop-
notch Wi-Fi experience. Designed with the next-generation Wi-Fi 6 technology, it delivers mind-blowing speeds
of up to 6000 Mbps across both bands. Featuring a2.5 Gbps WAN/LAN port and a flagship-grade 2.0 GHz
guad-core processor, this router comes packed with power and delivers an incrediblystrong signal thanks to the
eightindependent power amplifiers. The RG-E6 router provides one 2.5 Gbps WAN/LAN port (default WAN
port), one gigabit WAN/LAN port (defaultLAN port), and three gigabitLAN ports, supporting two gigabit Internet
connections. With its advanced dual-frequencyhigh-order 4 x 4 RF architecture, this router supports a broad
160 MHz bandwidth. You can effortlesslymanage and control your network locally or remotelythrough the user-
friendly web interface or the convenient Reyee Router app. Standout features of the RG-E6 router include
parental control and IoT Wi-Fi, making this wireless router the perfect addition to any household.

Appearance
1. Top View

Figure 1-1 Top View

Z+1-1 LEDs and Buttons

Mark

Item

Description

Game turbo LED

e Off: Game turbo is disabled.

e On: Game turbo is enabled.
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Mark

Item

Description

System LED

Off: The router is not powered on.
On: The router is functioning properly.

Slow blinking: The routeris not connected to the
Internet, or is in the process offormingamesh
network.

Fast blinking: The router is starting up.

Reyee Mesh/Game
turbo button

Press the button for less than 2 seconds: This
device serves as the primary router, and starts

mesh networking.

Press the button for more than 3 seconds:

Enables or disables the game turbo function

2. Back View

Figure 1-2 Back View

Z1-2 Ports and Buttons

Mark ltem Description
Press and hold for less than 1 second: No action is
triggered.

1 Resetbutton

Press and hold for more than 10 seconds: The
router is restored to factory defaults.
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Mark Item Description
5 DC power cord Connectstoa 12 VI3 ADC power adapterto
connector supplypowerto the router.
2.5G port .
3 (WAN/LAN) 10/100/1000/2500 Base-T uplink port
Gigabitport
4 (WAN/LAN) 10/100/1000 Base-T port
5 Gigabit LAN ports 10/100/1000 Base-T downlink port, supporting
IPTV
6 Gaming port 10/100/1000 Base-T port
1.3 Installing the Router

14

® Installing the router on a flat surface

The router can be placed on a horizontal surface, such as on a shelfor desktop.

® Installing the routeron a wall
Do not place the routerin a place where it will be exposed to moisture or excessive heat.
Keep the router away from devices with strong electromagnetic interference, such as Bluetooth devices,
microwave ovens, or cordless phones.

Generally, the router is placed on a horizontal surface, such as on a shelfor desktop. The router also can
be mounted on the wall as shown in the following figure.

-+

HOTE:
Smim-< D Bmm
He2mem

The screw head should have a diameterranging from 5mmto8mm (5mm <D <8 mm), witha maximum
heightof 3 mm. The distance between two screws should measure precisely111.64 mm. The screw should
have a minimum length of 20 mm, with a visible portion above the wall measuring atleast4.5 mm in order to
withstand the weight of the router.

Connecting Cables

0 Note

If you use amodem for Internet access, power off your modem and remove the backup battery if it has one.

If you do not have a modem, you can connectthe Ethernet portin the wall directly to the WAN port of your
router. Once connected, proceed to follow steps 3and 4.
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0 Connect the power adapter to the router.

A s 4 o Verify the System LED on the top of the router until it
turns slow blinking at a 2-second interval or solid on.

@ 2.5GE Port (WAN/LAN)

@ Gaming Port

e © )

o Connect the modem to the WAN port

1
]
1
]
on the router using an Ethernet cable. !

v
o Power on the modem and wait for it to restart.

1.5 Compliance Statements

The router complies with the European Commission (EC) Regulation No. 1275/2008 and Regulation No.
801/2013

1. How to turn on or off Wi-Fi: Log in to the web interface of the router, choose More > Advanced > Wi-Fi Switch,
and toggle on Wi-Fi Switch to turn Wi-Fi on or off.

2. Network standbypower:< 8 W

3. Default time for power management: The productenters network standby power mode immediatelyafter data
transmission stops.

4. You are advised to unplug the power cord if the productis not used for a long time.
5. For details, visithttps:// www.ireyee.com to view the related documentation.

Use only power supplieslisted inthe userinstructions.
Input: 100-240Vto 50/60Hz 0.9A Output: 12V 3A 36.0W
Power supplymanufacturer:

1. Chenzhou Frecom Electronics Co., Ltd.

2. Hunan Frecom Electronics Co., Ltd.

Model: F36L7-120300SPACP
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2 Quick Setup (As a Primary Router)

2.1 Getting Started

Connectthe router to a power source and connectthe LAN port of the modem to the WAN port of the router.

Configure the Internet connection type according to requirements ofyour local Internet Service Provider (ISP).
Otherwise, the Internet access mayfail due to improper configuration. You are advised to contact your local ISP
to confirm the Internet connection type.

Checkwhetherthe Internet connection type is PPPoE, DHCP mode, or static IP address mode.
® Inthe PPPOE mode,a username, apassword, and possiblya service name are needed.

® |nthe static IP address mode, an IP address, asubnetmask, a gateway, and a DNS serverneed to be
configured.

2.2 Connectingto the Router
You can openthe managementpage and complete Internetaccess configuration onlyafter connecting a
smartphone orlaptop to the router. You can connecta smartphone orlaptop to the router in the following way.
® \Wireless Connection

On a smartphone or laptop, search for the Wi-Fi network @Reyee-s XXXX (XXXX is the lastfour digits of
the MAC address ofeach device). The default SSID and login address can be found on the bottom label of
the router.

2.3 LoggingIn

After a PC is connected to the router inthe initial state, the setup page is displayed. If the setup page is not
displayed, enterthe device IP address inthe address bar ofthe browserto navigate to the login page, and then
enter the password to log in.

Table 1-1  Default Configuration

Item Default Value

Device IP address (http or https) 192.168.110.1

No username and password are required atyour first

Usemame/Password login. You can configure the router directly.

Enter the IP address ofthe router (default: 192.168.110.1) or https://192.168.110.1 inthe address bar ofyour
browser, and press Enter. The login page is displayed.

) Supported browsers: Google Chrome, and Internet Explorer 9 to 11. If an unsupported browser is used,
you may encountervarious errors or problems such as garbled text or formatting errors.


https://192.168.110.1/
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2.4

O ot

If you enter https://192.168.110.1 in the address bar ofyour browser, and press Enter, the following page will
be displayed. Click Advanced > Continue to 192.168.110.1(unsafe) to access the login page.

&« C A Notsecure | hitps//192.168.110.1 A s m

A

Your connection isn't private

Attackers might be trying to steal your information from 192.168.110.1 (for example,

passwords, messages, or credit cards).

NET:ERR_CERT AUTHORITY_INVALID

This server couldn't prove that it's 192.168.110.1; its security certificate is not
trusted by your computer's operating system. This may be caused by a
misconfiguration or an attacker intercepting your connection.

If you forget your password and enter the incorrect password to log in, you will need to wait for 10 minutes
after each 10 unsuccessful attempts.

If you forgetthe IP address or password, hold down the Reset button for more than 10 seconds to restore the
router to factory settings. After restoration, you can use the default|P address and password tologin.

4\ Ccaution

Restoring factory settings will delete existing configuration. You will be required to configure Internet access
again at your next login. Therefore, exercise caution when performing this operation.

If you choose to retain the configuration while restoring the router to its factory settings, the router will be reset
to its defaultconfigurations while retaining the network settings, Wi-Fi parameters, and time zone
configuration.

If the router in the initial state detects that the IP address ofthe primaryrouter is 192.168.110.1, the router
automaticallychanges its own IP address t0 192.168.111.1 to avoid an IP address conflict. You may fail to log
in to the router during the IP address change, butcan reconnectto the Wi-Fi networkand complete
configuration one minute later.

Configuration Steps

2. Configuring the Internet Connection Type

Click Configure and selectthe Internet connection type confirmed by your local ISP.

If the Ethernet cable is unplugged, you will be prompted to connect the Ethernetcable first. Click perform
configuration without a cable belowto connect the Ethernetcable.

Quick Setup (As a Primary Router)


https://192.168.110.1/
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Network Status

Wireless Repeater

You can also

® DHCP: The router detects whetherit can obtain an IP address from a DHCP server by default. If the router
connects to the Internet successfully, you can click Next withoutentering an account.

4% Caution

If the IP address delivered by the primaryrouter is 192.168.110.0, the router will automaticallychange the IP
address ofits LAN portto 192.168.111.1to avoid IP address conflict. Do not change the configuration ofthe
primaryrouter. You can differentiate routers by checking the router model and Wi-Fi information on the home
page.
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Reyee

Configure

® PPPoE: Click PPPoE,
® Static IP: Enter the IP

Internet

Recommended

Internet Connection Type:

PPPOE

Username

Password

Service Name

Obtain the username and password

Previous

Quick Setup (As a Primary Router)

Englsh  ~ Internet

Recommended
Internet Connection Type:

DHCP

Subnet Mask

Gateway

DNS Server

and enterthe username, password. Click Next.
address, subnetmask, gateway,and DNS server, and click Next.

Internet

Recommended
Internet Connection Type:

Static IP

IP
192.168.110.152

Subnet Mask
255.255.255.0

Gateway

192.168.110.1

DNS Server
192.168.110.1

Previous
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1. Configuring a Wi-Fi Network

Click OK to setthe managementpassword same as the Wi-Fi Password. Click Cancel to seta new
management password on the Wi-H Settings page.

Do you want to use the Wi-Fi password as the
management password?

OK Cancel

On the Wi-H Settings page,you cansetthe network name and password for the host Wi-Fi network and Game
Wi-Fi network.

Wi-Fi Settings

Dual-Band Single SSID

SSID

@Ruijie-s0848

Security

WPA/WPA2-PSK

Wi-Fi Password

Game Wi-Fi

SSID

@Ruijie-s0848_Game

Security

WPA/WPA2-PSK

Wi-Fi Password

Previous

® Dual-Band Single SSID: After this feature is enabled, the 2.4G SSID will be consistentwith the 5G SSID
and the 5G band will be preferred. The 2.4G signalis strong buteasilyinterfered by various wireless
signals. The 5G band boasts fastspeed, low latency and less interference. Dual-Band Single SSID is
enabled by default. You are advised to disable this feature.

9
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when this function is disabled, you can disable 2.4G or 5G Wi-Fi networks separately,and setdifferent
passwords for2.4Gand 5G SSIDs.

You can also enable Dual-Band Single SSID. The 5G-capable clientwill access 5Gradio preferentially
after the feature is enabled.

Wi-Fi Settings

Dual-Band Single SSID

2.4G Wi-Fi

SSID

@Ruijie-s0848

Security

WPA/WPA2-PSK

Wi-Fi Password

SSID

@Ruijie-s0848 5G

Security

WPA/WPA2-PSK

Previous

W Note

® The terms “2.4G” and “56G” mentioned in this documentonlyrefer to the channels with the frequency of
2.4GHz and 5GHz, and have nothingto do with the 5G (fifth generation) Mobile Communication
Technology.

® Setting the SSID and Wi-H password: The router has no Wi-Fi password bydefault, indicating that the
Wi-Fi network is an open network.

You are advised to configure a complexpassword to enhance the network security. The password mustbe
a string of 8 to 64 characters, which can contain uppercase and lowercase letters, digits, and English
characters, but cannotcontain special characters such as single quotation marks ('), double quotation
marks (“), or spaces. The SSID (5G) is the name of the 5G radio. If Dual-Band Single SSID is enabled, set
onlyone SSID.

W Note
A separate password can be setfor the Game Wi-Fi network on the web interface.

® Setting the country or region: The Wi-Fi channel mayvary from country to country. To ensure that a client
searches fora Wi-Fi network successfully, you are advised to selectthe actual country or region.

® Management Password
Click Same as Wi-H Password to setthe ManagementPassword same as the Wi-Fi Password.

® Setting time zone: Setthe system time. The networktime server is enabled by default to provide the time
service. You are advised to selectthe actual time zone.

10
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SSID

@Ruijie-s0848_Game

Security

WPA/WPA2-PSK

Wi-Fi Password

Management Password

Same as Wi-Fi Password

Management Password

Country/Region/Time Zone

Country/Region

United States (US)

Time Zone

(GMT-5:00)America/New_York

Previous

Click Next. The Wi-Fi network will be restarted.
3. Configuring loT Wi-Fi

A separate network for loT devices. Enableitto ensure reliable connectivityfor your 10T devices.

W Note
Only smarthome devices supporting IEEE 802.11b/g standards can connectto the loT Wi-Fi.

Dual-Band Single SSID is enabled by default for the loT Wi-Fi, and the 2.4G SSID will be consistentwith the
5G SSID. When this function is disabled, you can disable 2.4G or 5G Wi-Fi networks separately,and set
differentpasswordsfor2.4G and 5G SSIDs.

Click Next. Wait for a certain period of time for the settings to apply.

11
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Wi-Fi Settings

loT Wi-Fi

A separate network for IoT devices. Enable it to ensure reliable
connectivity for your IoT devices.

Try Now

Skip for Now

Wi-Fi Settings

loT Wi-Fi

Dual-Band Single SSID

SSID

@Ruijie-s0848_iot

Security

WPA/WPA2-PSK

Wi-Fi Password

Previous

Wi-Fi Settings

loT Wi-Fi

Dual-Band Single SSID

2.4G Wi-Fi

SSID

@Ruijie-s0848_iot

Security

WPA/WPA2-PSK

Wi-Fi Password

5G Wi-Fi

Previous

Finish

Applying configuration...10 Sec

@Reyee-s0848 Game
Wi-Fi d

lot
@Reyee-s0848 jot
ord

Scan the QR code to download the Reyee
Router app.

(=147 v 8]

Finish

12
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3 Quick Setup (As a Secondary Router)
3.1 Getting Started

® Before configuring this router as a secondaryrouter, configure the primary router and verify that the primary
router can access the Internet.

® The router supports both wireless and wired connection. If an Ethernet cable is available, you are advised
to connect the secondaryrouterto the primaryrouter through wired connection.

® If no Ethernetcableis available, place the secondaryrouterin a place where it can scan at leasttwo -bar
Wi-Fi signal ofthe primary router.

3.2 Connecting to Primary Router
3.2.1 Wired Connection

Primary Secondary
router router

Connect to "
Internet

(1) Connectto the primaryrouter: Use an Ethernet cable to connect the WAN port of the secondaryrouter to
the LAN port of the primaryrouter.

(2) Powerthe secondaryrouter on. Wait for the SYS LED on the secondaryrouterto be steady on. Then,
press the Reyee Mesh button on the primaryrouter to establish wired connection. The default SSID and
password ofthe secondaryrouter are automaticallysynchronized to be the same as those on the primary
router.

@ Note

Make sure that the secondaryrouteris in the factory default state. If the secondaryrouter has been configured,
firstrestore it to factory default settings by pressing and holding the Reset button for 10 seconds, and then
repeat Step 2.

3.2.2 Wireless Connection

To use this routerto wirelesslyextend the Wi-Fi range of the primary router, simplyconnectthis routerto a
power source.

1. Wireless Connection by using the Reyee Mesh function

When both the primary router and secondaryrouter are Reyee Home Wi-Fi routers, you can enable the Reyee
Mesh feature to extend the Wi-Fi range of the primaryrouter.

(1) Placethe second routerwithin 2 meters of the primaryrouter, power it on and waitfor it to start up.

(2) Pressthe Reyee Mesh button onthe primary routerto complete the wireless Reyee Mesh networking in 2
minutes. The SSID and password ofthe secondaryrouter are automaticallysynchronized with those of the
primaryrouter.

(3) Placethe secondaryrouter in a location where the Wi-Fi signal needsto be extended, and powerit on.



User Manual Quick Setup (As a Secondary Router)

£\ Caution

No Ethernetcable is requiredin the wirelessrepeater mode. The wireless network stabilitycan be affected by
many factors. Therefore, the wired connection is recommended.

2. Wireless Connection by Web configuration

When the primaryrouter is a non-Reyee Home Wi-Fi router, to wireless connectthis router to the primary router,
you canlog into its web interface and connect this router to the Wi-Fi network of the primaryrouter.

Connectthe router to a power source and log in to the web interface. For details,see2.2  Connecting to the
Routerand 2.3 Logging In.

Click Configure.

Network Status

English v

Reyee

Welcome to Use Reyee Router

. Wireless Repeater
Configure

You can also

® \Wireless Repeater
(1) Select Wireless Repeater.

Wireless repeater mode: Click Wireless Repeater,and the SSID of the primary router, and enter the Wi-Fi
password to connectto the primaryrouter.

o Inwireless repeater mode, onlyWi-Fi signals are extended and the DHCP function is disabled. The IP
addresses ofall clients connected to the primaryand secondaryrouters are assigned bythe primary
router. If the device connects to the primary routerin wireless repeater mode, the WAN port of the
device keeps unchanged. If WAN cable is plugged in, the device automaticallyswitches to the wired
repeater mode.
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Repeater Mode v Enter Password (1/4)

Primary Router Wi-Fi password

@Reyee-s5634_Game
Primary Router SSID

@Reyee 2634 @Ruijie-s563466666666 Game

@Reyee-sE33E
Password

@Reyee-sE33E_Game 11111111
@Ruijie-s5566_Game
@Ruijie-s5566
@Ruijie-s9999 5G
@Ruijie-s9999_Game
@Reyee-sE339_Game
@Reyee-guest-E339 5G
@@thn_5G

@@thn_Game

@Reyee-sE339

zhaoxiong-m32_5G

@Ruijie-sFE48

Previous

@Ruijie-sQWER 5G

(2) Click Next. Click OK to setthe managementpassword same as the Wi-Fi Password. Click Cancel to seta
new managementpassword onthe Wi-H Settings page.
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Do you want to use the Wi-Fi password as the
management password?

OK Cancel

(3) Onthe Set Wi-H page that opens, enterthe Wi-Fi SSID and password:

o You canselectSame as Primary Router Wi-H, in which Wi-Fi SSID and password will be same as
the primaryrouter Wi-Fi, or

o Select New Wi-H to setnew Wi-Fi SSID and password.
Enter management password for the extender:
o ClickSame as Wi-F Password to setthe ManagementPassword same as the Wi-Fi Password.
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Set Wi-Fi (2/4)

Local Router Wi-Fi

Same as Primary Router Wi-Fi

SSID (2.4G)

SSID (5G)

Wi-Fi Password

Management Password

Same as Wi-Fi Password

Previous

(1) Configuring loT Wi-Fi

Quick Setup (As a Secondary Router)

A separate network for IoT devices. Enableitto ensure reliable connectivityfor your loT devices.

W Note

Only smarthome devices supporting IEEE 802.11b/g standards can connectto the loT Wi-Fi.

Dual-Band Single SSID is enabled by default for the loT Wi-Fi, and the 2.4G SSID will be consistentwith the
5G SSID. When this function is disabled, you can disable 2.4G or 5G Wi-Fi networks separately,and set

differentpasswordsfor2.4G and 5G SSIDs.
Click Next. Wait for a certain period of time for the settings to apply.
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loT Wi-Fi (3/4) loT Wi-Fi (3/4)

loT Wi-Fi

loT Wi-Fi
A separate network for loT devices. Enable it to ensure reliable
connectivity for your loT devices.
Dual-Band Single SSID

Try Now

Skip for Now
SSID

@Ruijie-s563466666666_Game _iot

Security

WPA/WPA2-PSK

Wi-Fi Password

SSID

@Ruijie-s563466666666_Game _iot 5G

Previous Next
Security

(4) Choosethe Country/Region and Time Zone. You are advised to choose the correct country or region, as
well as the appropriate time zone.

Set Country/Region (4/4)
Country/Region/Time Zone

Country/Region

United States (US)

Time Zone

(GMT-5:00)America/New_York

Previous

(5) Click Next.
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Wireless Repeating Result

11111111

@Ruijie-s563466666666_Game

1mnn

@Ruijie-s563466666666_Game

1M

@Ruijie-s563466666666_Game _iot

11111111

® WISP

In this mode, the device enables multiple usersto share Internetconnection from WISP. The LAN port devices
share the same IP from WISP through Wireless port. While connecting to WISP, the Wireless portworks as a
WAN port. The Ethernet port acts as a LAN port

& Note

In the WISP mode, the device still supports routing and DHCP. The clients connected to the primaryrouter are
assigned IP addresses bythe primaryrouter; the clients connected to the secondaryrouter are assigned IP
addresses bythe secondaryrouter.

(1) Click WISP. Selectthe Wi-Fi of the primaryrouter.
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Repeater Mode v

@Reyee-s5634

@Reyee-sE33E

@Reyee-sE33E_Game

@Ruijie-s5566_Game

@Reyee-s5634_Game

@Ruijie-s5566

@Ruijie-s9999_Game

@Ruijie-s9999 5G

@@thn 56

zhaoxiong-m32_5G

@Ruijie-sQWER _5G

@Reyee-guest-E339 5G

@Reyee-sE339_Game

Al "#$%&'0*+,-/2@NA_ 56

@Ruijie-s019D 5G

@Reyee-sE339

(6) Enter the password ofthe primary router Wi-Fi.

o
(@]

(¢]

Quick Setup (As a Secondary Router)

Select DHCP and the extender will automaticallyobtain an IP address.
If the primaryrouter cannotassign IP addresses, select Static IP.
In the PPPOE mode, a username, a password, and possiblya service name are needed.
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Enter Password (1/5) Select an Internet (2/5)

Primary Router Wi-Fi password Select an Internet acess mode.

Primary Router SSID Internet Connection Type:

@@@Ruijie-WiFiaaaaaa_iot PPPoE

Username

Password

11111111

Password

Service Name

Previous Previous

Select an Internet (2/5) Select an Internet (2/5)

Select an Internet acess mode. Select an Internet acess mode.

Internet Connection Type: Internet Connection Type:

DHCP Static IP

IP

Subnet Mask

Gateway

DNS Server

Previous Previous

Click Next. \erify the Internet settings. Then, click OK.
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Important

Verify that the following configuration is consistent with
the information provided by your ISP. Any inconsistency
may result in an inability to access the Internet.

Intemet: DHCP

Return to modify

Quick Setup (As a Secondary Router)

(7) Click Next. On the Set Wi-H page that opens, enterthe Wi-Fi SSID and password and management

password for the extender.

Click OK to setthe management password same as the Wi-Fi Password. Click Cancel to seta new

management password on the Wi-F Settings page.

10
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Do you want to use the Wi-Fi password as the
management password?

oK

o You canselectSame as Primary Router Wi-H, in which Wi-Fi SSID and password will be same as
the primaryrouter Wi-Fi, or

o Select New Wi-H to setnew Wi-Fi SSID and password.
Enter managementpassword for the extender:
o ClickSame as Wi-F Password to setthe ManagementPassword same as the Wi-Fi Password.

11
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Set Wi-Fi (3/5)

Local Router Wi-Fi

Same as Primary Router Wi-Fi

SSID (2.4G)

SSID (5G)

Wi-Fi Password

Management Password

Same as Wi-Fi Password

Previous

(2) Configuring loT Wi-Fi

Quick Setup (As a Secondary Router)

A separate network for loT devices. Enableitto ensure reliable connectivityfor your 10T devices.

W Note

Only smarthome devices supporting IEEE 802.11b/g standards can connectto the loT Wi-Fi.

Dual-Band Single SSID is enabled by default for the loT Wi-Fi, and the 2.4G SSID will be consistentwith the
5G SSID. When this functionis disabled, you can disable 2.4G or 5G Wi-Fi networks separately,and set

differentpasswordsfor2.4G and 5G SSIDs.
Click Next. Wait for a certain period of time for the settings to apply.

12
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oT Wi-Fi (4/5)

loT Wi-Fi (4/5)

loT Wi-Fi

loT Wi-Fi
A separate network for loT devices. Enable it to ensure refiable

connectivity for your loT devices. D Bard S =D
al-Band Single

Try Now
Skip for Now
SSID

@@ @Ruijie-WiFiaaaaaa _iot_iot

Security

WPA/WPA2-PSK

Wi-Fi Password

SSID

@@@Ruijie-WiFiaaaaaa _iot_iot_5G

Previous

(3) Choose the Country/Region and Time Zone. You are advised to choose the correct country or region, as well
as the appropriate time zone.

Set Country/Region (5/5)

Country/Region/Time Zone

Country/Region

United States (US)

Time Zone

(GMT-5:00)America/New_York

Previous

(8) Click Next to complete the configuration.

13
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Wireless Repeating Result

11111111

@@@Ruijie-WiFiaaaaaa_iot

11111111

@@@Ruijie-WiFiaaaaaa_iot

11111111

@@ @Ruijie-WiFiaaaaaa_iot_iot

11111111

@@@Ruijie-WiFiaaaaaa_iot_iot 5G

11111111

3.3 Verification and Testing

You can access the Internet after connecting to the Wi-Fi network of the primary router.

3.4 Managethe Device After Successful Setup
After successful setup, you can manage the router by accessing its web interface.
4. Connecting the Device

Connectyour smartphone or PC to the router via a wired or wireless connection.

W’ Note

If the router is in WISP mode, you are advised to connect your PC to the router via a wired connection.

® Wired Connection

Connectyour PC to the LAN/WAN port of the router using an Ethernetcable, and configure Obtain an IP
address automatically on the PC.

® \Wireless Connection
On your smartphone or PC, search for and connect to the Wi-Fi network of the router.
5. Logging In to the Web Interface

® Loginusingthe defaultIP address
Enter the defaultIP address (192.168.110.1) or https:// 192.168.110.1 in the address bar of your browser, and
press Enter. The login page is displayed. For details, see $&iRIRBZISIMAE, (BiR'FKLZIS|HE. .

® Loginusinganobtained IP address

14
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User Manual Quick Setup (As a Secondary Router)

If you failto login using the defaultIP address, you can obtainan IP address from the primaryrouter for login.
The steps are as follows:

a Login to the web interface of the primaryrouter to find the currentIP address ofthe router.
b  Enterthis IP address inthe address bar ofyour browser,and press Enter. The login page is displayed.

If you encounteranyissuesduring this process, feel free to seek help from the official website at
www.ireyee.com or reach out to customer service by emailing techsupport@ireyee.com.

15
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4 Wi-Fi Network Settings
4.1 Changingthe SSID and Password

Smartphone View: Choose Wi-F > Wi-F Settings.
Clickthe target Wi-Fi network.

PC View: Choose More > "":-"'WLAN > Wi-FH > Wi-FH Settings/Guest Wi-F/loT Wi-HA.
Change the SSID and password ofthe Wi-Fi network, and click Save.

£\ Caution

After the configuration is saved, all online clients will be disconnected from the Wi-Fi network. Users need to
enter the new password to connectto the Wi-Fi network.

You can set the encryption type and Wi-Fi password for differenttypes of Wi-Fi networks such as 2.4G Wi-Fi,
5G Wi-Fi, Game Wi-Fi and SmartWi Fi.

The encryption types supported include: Open, WPA-PSK, WPAWPA2-PSK, WPA2-PSK, WPA2-PSK/WPA3-
SAE, and WPA3-SAE. You are advised to enable encryption and seta strong password to improve network
security.

The password mustbe a string of 8 to 64 characters, which can contain uppercase and lowercase letters, digits,
and English characters, butcannotcontain special characters such as single quotation marks ('), double
qguotation marks ("), or spaces.

« <

Wi-Fi Settings Wi-Fi Settings

- ingle SS
@Ruijie-s0848 Dual-Band Single SSID

2.4G Wi-Fi
Guest Wi-Fi

@Ruijie-guest-0848 SSID
@Ruijie-s0848

loT Wi-Fi
Security

Open

WPA-PSK
WPA/WPA2-PSK
WPA2-PSK
WPA2-PSK/WPA3-SAE
WPA3-SAE

Open

Game Wi-Fi

8 S

Home Internet

8 (2] 8

Internet More

1.2 Enabling Band Steering

£\ Ccaution

e Before enabling the band steering, you mustenable the dual-band integration. Because the clientcan
automaticallychoose to steerto either band only when the 2.4G and 5G bands use the same SSID.

16
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Smartphone View: Choose Wi-H > Wi-F Settings.
Clickthe target Wi-Fi network.

PC View: Choose More > "":-'"WLAN > Wi-H > Wi-H Settings/Guest Wi-FH/ loT Wi-H.
Click Band Steering. The 5G-capable clientwill access 5G radio preferentiallyafter this function is enabled.

&«

gane yi-rn

Effective Time

Alway

Hide SSID

Client Isolation

Band Steering

Internet

4.2 Hiding the SSID

4.2.1 Overview

Hiding the SSID can prevent unauthorized users from accessing the Wi-Fi network and enhance network
security. After this function is enabled, the smartphone or PC cannotsearch out the SSID. Instead, you have to
manuallyenterthe correct SSID and password.

4.2.2 Getting Started

Rememberthe SSID so that you can enter the correct SSID after the function is enabled.
4.2.3 Configuration Steps

Smartphone View: Wi-F > Wi-H Settings

PC View: Choose More > "":-':WLAN > Wi-FH > Wi-FH Settings/Guest Wi-F/ loT Wi-F.

On the Wi-FH Settings page, enable Hide SSID, and click Save. 2.4G Wi-Fi, 5G Wi-Fi and Game Wi-Fi will be
hidden.

A5 Caution
After the configurationis saved, you have to manuallyenterthe SSID and password before connecting any
device to the Wi-Fi network. Therefore, exercise caution when performing this operation.

17
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4.3

43.1

&« <

Qarne vui-ri
Wi-Fi Settings
@Ruijie-s0848
Effective Time
Guest Wi-Fi Alway
@Ruijie-guest-0848
Hide SSID

loT Wi-Fi

Client Isolation

Band Steering

XPress

18 © 8 O

Internet Internet

@ Note
Users need to manuallyenterthe SSID and password each time theyconnectto a hidden Wi-Fi network. Take
an Android-based device as an example: To connectit to a hidden Wi-Fi network, choose = WLAN > Add

network > Network name, enter the Wi-Fi name, select WPA/WPA2 from the Security dropdown list, enter
the password, and click Connect.

Adding Wi-Fi Networks

This router supports four types of Wi-Fi networks, which are default Wi-Fi, Game Wi-Fi, GuestWi-Fi and Smart
Home Wi-Fi networks.

Smartphone View: Choose Wi-FH > Wi-H Settings.

Clickthe target Wi-Fi network.

PC View: Choose More > "":-';WLAN > Wi-H > Wi-H Settings/Guest Wi-F/ loT Wi-H.
Adding Game Wi-Fi Network

On the Wi-H Settings page,choose Wi-H > Wi-H Settings, enable Game-Wi-H and change the SSID and
password ofthe Game Wi-Fi.

18
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&~ &«

Wi-Fi Settings
SsSID

@Ruijie-s0848
@Ruijie-s0848

Guest Wi-Fi Security

Open
@Ruijie-guest-0848

Game Wi-Fi

loT Wi-Fi
SSID (5G-Game)

@Ruijie-s0848_Game

Security

WPA/WPAZ-PSK

Wi-Fi Password

18} S 8 0O

Internet Home Internet

4.3.2 Adding Other Types of Wi-Fi Networks
1. Overview

In addition to the Game Wi-Fi network, this router also supports other three types of Wi-Fi networks: primary Wi-
Fi network, guestWi-Fi network, and IoT Wi-Fi network. Only one Wi-Fi network can be configured for each
type.

® Primary Wi-H: The primaryWi-Fi network is listed in the first line of the page and is enabled by default.

® Guest Wi-F: This Wi-Fi network is provided for guests and is disabled bydefault. It supports userisolation,

thatis, access usersare isolated from each other. They can only access the Internet via Wi-Fi, but cannot
access each other,improving security.

® |oT Wi-F: The IoT Wi-Fi networkis disabled bydefault. Smartclients can connect to the loT Wi-Fi network
for long. You can setan effective time for the 10T Wi-Fi network which will only be enabled during the set
effective time.

2. Configuration Steps
Click Add New and set the SSID and password.
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e

'Wi-Fi Settings
Wi-Fi Settings

@Ruijie-s0848

Guest Wi-Fi

@Ruijie-guest-0848 ssie
@Reyee-s6843

P Security
loT Wi-Fi
WPA/MPAZ-PSK

Wi-Fi Password

5G Wi-Fi

SSID

@Reyee-s6843_5G

Security

WPA/WPA2-PSK.

Wi-Fi Password

Game Wi-Fi

SSID (5G-Game)

(8 ©

Internet

® Dual-Band Single SSID: After this functionis enabled, the 2.4G SSID will be consistentwith the 5G SSID.
For the hostWi-Fi network, when this function is disabled, you can disable 2.4G or 5G Wi-Fi networks
separately,and setdifferentpasswords for2.4G and 5G SSIDs.

Wi-Fi Password

loT Wi-Fi

Enable
Effective Time
Dual-Band Single
sh Alway

2.4G Wi-Fi
Hide SSID

SSID

@Ruijie-s0848_jot Band Steering

Security

WPA/WPA2-PSK

Wi-Fi Password

5G Wi-Fi

O S

Internet Internet
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13

13.1

13.2

® [Effective Time: For the hostWi-Fi network and loT Wi-Fi, options include Weekdays, Weekends, All Time
and Custom.When Custom is selected, you can selecta custom effective time. This Wi-Fi can only be
used during the effective period

The guestWi-Fi network can be turned off as scheduled. Options include Never Disable, Disable 1 Hour
Later, Disable 6 Hours Later, Disable 12 Hours later and Other Time. When the time expires, the guest
network s off.

® Client Isolation/Guest Isolation: This feature is supported by Wi-FH Settings, Guest Wi-H and loT Wi-H.

You can enable Client Isolation in Wi-F Settings and loT Wi-F to prevent wireless clients ofthis Wi-Fi
from communicating with each other.

You can enable Guest Isolation in Guest Wi-F to enable wireless clients on the GuestWi-Fi to access the
Internet, and to prevent them from accessing the intranetand from communicating with each other.

® Speed Limit: You canseta rate limitfor the GuestWi-Fi.
You can enable Speed Limit, and setthe Maximum Up Rate and Maximum Down Rate.
® Wi-Fi6: You can enable Wi-Fi6 to enjoy high-speed Internetaccess.

Configuring the Wi-Fi Blocklistor Allowlist

Overview
Wi-Fi Blocklist: Clients in the Wi-Fi Blocklistare prevented from accessing the Internet. Clients that are not
added to the Wi-Fi Blocklistare free to access the Internet.

Wi-Fi Allowlist: Only clients in the Wi-Fi Allowlistcan access the Internet. Clients thatare not added to the Wi-Fi
Allowlistare prevented from accessing the Internet.

Configuration Steps

Smartphone View: Choose More > Switch to PC view > More > IEIWLAN > Blocklist / Allowlist.

PC View: Choose More > "":-""WLAN > Blocklist / Allowlist.

The following takes the blocklistconfiguration as an example. If you wantto configure an allowlist, follow the
same steps.

(1) Selectthe blocklistmode and click Add. The defaultmode is blocklistmode.
In the pop-up dialog box, enter the MAC address and remarks ofthe clientto be blocklisted.

Selecta client,and it will be added to the blocklistautomatically. Click OK to save the configuration. The client
will be disconnected and prevented from connecting to the Wi-Fi network.

A\ caution

This configuration prevents some devices from connecting to the Wi-Fi network. Exercise caution when
performing this operation.

' Note

To use this function, you mustdisable the randomized MAC address on the mobile device. The following
example shows how to disable the randomized MAC address on an Android device.

Open the WLAN page of your device, press and hold the SSID broadcastby the router, and then choose
Modify network > Privacy > Use device MAC to complete the configuration.
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CANCEL

Use randomized

MAC

Dynamic

SAVE

< EW1800GX PRO
Privacy Use device MAC

Advanced settings

Proxy None
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Use device MAC o

CANCEL

Wi-Fi Network Settings

(2) Click Delete. The clientcan connectto the Wi-Fi network again.
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@ Basics

Only allowlisted devices can connect to the Wi-Fi network.

Blocked Device List

Radio Frequency

o MAC Remark
[@ work Mode

A 3 11:22:43:23:56:23
© Security > o

()
& VPN T0/va0e

£ Advanced

@ Diagnostics

= System

«Collapse

1.4 Optimizing the Wi-Fi Network

1.4.1 Overview

T Batch Delete

Action

Total 1

Wi-Fi Network Settings

The device detects the surrounding wireless environmentand selects the appropriate configuration upon power-
on. However, network stalling caused bywireless environmentchanges cannotbe avoided. Restarting the
router is a convenientand effective method to cope with network stalling. The router supports scheduled restart
For details,see 2.6 Configuring Scheduled Reboot. You can also analyze the wireless environmentaround

the router and selectappropriate parameters.

1.4.2 Getting Started

Install Wi-Fi Moho or other Wi-Fi scanning app on the smartphone and check interference analysis results to

find out the bestchannel.
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1.4.3 Configuration Steps

® Optimizing the radio channel
Smartphone View: Choose More > Channel Transmit Power.

PC View: Choose More> = WLAN > Radio Frequency.

Choose the bestchannel identified by Wi-Fi Moho or other Wi-Fi scanning App. Click Save to make the
configuration take effect immediately. Excess clients connected to a channel can bring strongerwireless

interference.

W Note

The available channelis related to the country or region code. Selectthe local country or region.

45 Caution
The Wi-Fi network will restartafter the radio channelis changed. Therefore, exercise caution when performing
this operation.
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More Settings &« Channel Transmit Power

Network Check

Radio Frequency

Channel

Auto

Radio Frequency

Channel Transmit Power 1 (2412GHz)

2 (2.417GHz)

Health Mode 3 (2422GHz)

4 (2.427GHz)

5 (2.432GHz)
System
6 (2.437GHz)

7 (2.442GHz)

Language Auto

Switch to PC view Current Channel

o @ =

Home Internet Wi-Fi

Home Internet

® Optimizing the channel bandwidth
Smartphone View: Choose More>Radio Frequency.

PC View: Choose More> = WLAN > Radio Frequency.
If the interference is severe, choose a lower channel bandwidth to avoid network stalling.

You can select20MHz and 40MHz bandwidths forthe 2.4GHz band, or 20MHz, 40MHz, 80MHz and 160MHz
for the 5GHz band. The defaultvalue is "Auto”, indicating thatthe bandwidth will be automaticallyselected
based onthe wireless environment.

The Wi-Fi network speed is more stable when the channel bandwidth is smaller, and a larger channel bandwidth
makes the device more prone to interference. You are advised to select20 MHz bandwidth for the 2.4GHz band.

After changing the channel bandwidth, click Save to make the configuration take effectimmediately.

£\ Caution

After the change, the Wi-Fi network will restart,and clients need to reconnectto the W-Fi network. Therefore,
exercise caution when performing this operation.
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More Settings Radio Frequency o

Parental Control

Radio Frequency

Country/Region
United States (US)

Work Mode
Bandwidth

Auto

Network Check Bandwidth

Auto

Radio Frequency

Channel Transmit Power

Health Mode

Internet i-Fi Internet

® Optimizing the transmitpower
Smartphone View: Choose More > Channel Transmit Power.

PC View: Choose More > F WLAN > Radio Frequency.

A greater transmitpowerindicates alarger coverage and brings stronger interference to surrounding wireless
routers. The defaultvalue is Auto, indicating automatic adjustmentofthe transmitpower. In a scenario in which
routers are installed densely, a lower transmitpoweris recommended.

£\ Caution

After the change, the Wi-Fi network will restart,and clients need to reconnectto the W-Fi network. Therefore,
exercise caution when performing this operation.
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More Settings

Network Check

Radio Frequency

Channel Transmit Power

Health Mode

System

Language

Switch to PC view

o & =

Home Internet Wi-Fi

&« Channel Transmit Power

Radio Freq

Channel

Auto

Current Channel

Transmit Power

Channel

Auto

Current Channel

Transmit Power

uency

Internet

1.5 Configuring the Healthy Mode

Smartphone View: Choose More > Healthy Mode.

PC View: Choose More> = WLAN > Wi-F > Healthy Mode.
Click Enable to enable the healthy mode. You are allowed to setthe effective time period for the healthy mode.

After the healthy mode is enabled, the transmitpower and the Wi-Fi coverage areawill decrease. The healthy
mode mayreduce signal strength and cause network stalling. You are advised to disable it.

Wi-Fi Network Settings

W Note

All Mesh Routers have undergone stringentradiation detection and evaluation, and complywith IEC/EN62311,
EN 50385 and other standards. Wi-Fi networks will notaffect human health and you can be restassured to

usethem.
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More Settings Healthy Mode

Network Check
Healthy Mode

Enable

Radio Frequency Effective Time
All Time

Channel Transmit Power

Health Mode Weekdays

Weekends

Custom
System

Language

Switch to PC view

o & = o & =

Home Internet Wi-Fi Internet

1.6 Enabling Roaming Optimization

PC View: Choose More >WLAN > Wi-FH > Roaming Optimization.
Smartphone View: Choose More > Switch to PC view > More >WLAN > Wi-F > Roaming Optimization.

Click Enable to enable Roaming Optimization. Terminal devices can connectto the new router to maintain their
original Internetservices.

Wi-Fi Settings Guest Wi-Fi loT Wi-Fi Health Mode Wi-Fi/IGMP

Roaming Optimization

Enable
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5 Configuring Work Mode

Smartphone View: Choose More > Switch to PC view > More > Work Mode.

PC View: Choose More > ork Mode.

5.1 Access Point

Connectthe WAN port of this router to a LAN port of the primaryrouter using an Ethernetcable.
Choose Access Point > Check, verify the Wi-Fi settings ofthis router, and click Save.

£\ Caution

After the Wi-Fi settings are saved, clients connected to this router will be briefly disconnected. The Internet
connection of these clients can be restored by reconnecting them to the Wi-Fi network of the primary router.

The router is currently in

Router Wireless Repeater

Access Point

The router is currently in

Router Wireless Repeater

Access Point

Status

Local Router  @Ruijie-s0848

SSID(2.4G)

Local Router SSID(5G)  @Ruijie-s0848

Password

29



User Manual Configuring Work Mode

5.2 Wireless Repeater
W Note

® [or wireless repeater, firstunplug the Ethernet cable from the router.

e Before configuring wireless repeater, obtain the Wi-Fi network name and password ofthe primaryrouter.

(1) ClickWireless Repeater. \erify that the Ethernetcable is unplugged, then click Cable Unplugged. Click
Select, the Wi-Fi listis displayed. By default, a 5 GHz Wi-Fi listis displayed. To view a 2.4 GHz Wi-Fi list,
click the 5G drop-down boxand select2.4G. You are advised to selecta5 GHz Wi-Fi network of the
primaryrouter for better internet experience.

The router is currently in mode.

Router Access Point

Wireless Repeater
— Primary Router

SSID  Select

BSSID Security Channel RSSI

ee:b9:70:83:dbe o -17 dBm

{@Reyee-sDBE4 WPA2PSK
6 High

(2) Selectthe Wi-Fi network of the primaryrouter to be relayed. The Local Router configuration item is
displayed. If the primary router's Wi-Fi network is encrypted, enter the Wi-Fi password.

(3) Configure the Wi-Fi network of the local router. You can configure the local router's Wi-Fi network to be a
new Wi-Fi network or same as the primaryrouter's Wi-Fi network.

® |[f you selectSame as Primary Router Wi-H, the Wi-Fi settings ofthe primaryrouter are automatically
synchronized to the current router. Generally, clients merge Wi-Fi signals with the same SSID into one Wi-
Fi signal, and they can search out only the Wi-Fi signal ofthe primaryrouter.

® |[f you selectNew Wi-H, you can seta local SSID and password. Clients will search outa Wi-Fi signal
differentfrom the primaryrouter Wi-Fi signal.
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Wireless Repeater

— Primary Router

SSID @Ruijie-s0920

Wi-Fi Password

— Local Router

Local Router Wi-Fi Same as Primary Router Wi-Fi

SSID(2.4G) @Ruijie-s0920 plus

SSID(5G)  @Ruijie-s0920 plus 5G

Wi-Fi Password

£\ Caution

e After you click Save, the Wi-Fi network of the local router will be disconnected, and clients need to be
connected to the new Wi-Fi network. You are advised to remember the configured SSID and password.
Please exercise caution.

® You are advised to place the router in a location where at leasttwo bars of the signal strength LED are on,
in orderto prevent severe signalloss during relaying. Otherwise, relayfailure or poor signal qualitymay
occur after Wi-Fi extension.

1.7 WISP

WISP allows usersto establish their own WLAN for Internet access in public spaces, including coffee, hotel,
airportor restaurant.

Mobile Phone View: Choose More > Switch to PC view > More > Work Mode
PC View: More >Work Mode

(1) Click WISP and selectan Internet connection type. Click Next.
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The router is currently in mode.

Router Access Point Wireless Repeater
connecti

n publ

Internet Connection DHCP

Type

(2) Selectthe Wi-Fi signal ofthe primaryrouter and enterits Wi-Fi password. You can configure a new Wi-Fi
network or have a Wi-Fi network the same as that of the primaryrouter:

o Ifyou selectSame as Primary Router Wi-H, the Wi-Fi settings ofthe primaryrouter are automatically
synchronized to the current router. Generally, clients merge Wi-Fi signals with the same SSID into one
Wi-Fi signal, and they can search out only the Wi-Fi signal ofthe primaryrouter.

o If you selectNew Wi-H, you can seta local SSID and password. Clients will search outa Wi-Fi signal
differentfrom the primaryrouter Wi-Fi signal.

£\ Caution
After the configuration is saved, the Wi-Fi restarts. The clients need to connect to the new Wi-Fi. Remember
the configured Wi-Fi name and password, and exercise caution when performing the configuration.

D Basics . 5
The router is currently in mode.

WLAN Router Access Point Wireless Repeater

Security
Wireless Repeater
2 VPN

Status
=] Advanced

Diagnostics

— Primary Router

System
SSID @@@Ruijie-WiFiaaaaaa ic!  Select

Wi-Fi Password

— Local Router

Local Router Wi-Fi New Wi-Fi

Previous
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Finish

@@@Ruijie-WiFiaaaaaa iot

11

@@@Ruijie-WiFiaaaaaa_iot

1mn

33



User Manual Configuring Network Settings

6 Configuring Network Settings

6.1 Configuring Internet Connection Types

£\ Caution
This feature is supported in router mode.

Smartphone View: Choose Internet.
PC View: Choose Internet.

The router supports three Internetconnection types: PPPoE, DHCP, and static IP. For details,see 1.1.1 2.
Configuring the Internet Connection Type

For PPPoE and DCHP Internet connection types, you can manuallyconfigure a DNS server.

@ Internet = W\ = re : Co @ Internet

Internet
Internet

DHCP

PPPOE

Username

DNS Type
Dynamic

Password

DNS Server
192.168.110.1

Service Name

Obtain the username and password

Subnet Mask DNS Type
Dynamic

Gateway DNS Server
192.168.110.1

Subnet Mask

Gateway
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@ Internet

Internet

Static IP

P
192.168.110.182

Subnet Mask

255.255.255.0

Gateway

192.168.110.1

DNS Server
192.168.110.1

6.2 Configuring WAN Settings

Smartphone View: Choose More > Switch to PC view > More > .Basics > WAN Settings.

PC View: More > .Basics > WAN Settings.

1. Configuring Internet connection types

This router supports single and dual WAN links, allowing dual links to operate simultaneously. In dual-link mode,
in addition to setting the basic network parameters foreach WAN port, you can also setthe ISP and load
balancing mode for the links.

LAN

IPTV

1Pv6 Address
= WLAN
[@ work Mode
© Security
& veN

£ Advanced

@, Diagnostics

= System

«Collapse

WAN Switching

Single Line Dual-Line

ISP/Load Settings

Internet

DNS Type

Static IP
DNS Server

Subnet Mask

Gateway
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2. Changing the MAC Address

45 Caution
Changing the MAC address ofthe WAN portis only supported when the router is in router mode.

The ISP may restrictthe access ofdevices with unknown MAC addresses to the Internet for the sake of
security. In this case, you can change the MAC address ofthe WAN port to another address. You are advised to
usethe MAC address ofan old router that is allowed to access the Internet (the MAC address can be found on
the bottom label of the device).

Click Advanced Settings. Enter the MAC address inthe formatof 00:11:22:33:44:55.

If you wantto change the MAC address ofthe LAN port, choose @ Basics > LAN.

£ Caution

Changing the MAC address ofthe LAN or WAN port will disconnectthe network. You need to reconnectto the
router or restartthe router. Therefore, exercise caution when performing this operation.

WAN Switching

LAN
IPTV
IPv6 Address
Internet

= WLAN

@ Work Mode DNS Type

©) Security
- DNS Server

% Advanced

Subnet Mask 25
@ Diagnostics

Gateway 1€
= System

00:39:2a:77:6b:43

802.1Q Tag

Private Line

3. Modifying MTU

£ Caution
This feature is supported in router mode.
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Sometimes, the ISP restrict the speed oflarge data packets or prevent large data packets from passing through.
As a result, the network speed is low or even the networkis disconnected. In this case, you are required to set
the maximum transmission unit(MTU) to a smallervalue.

Click Advanced Settings. The defaultMTU value is 1500, whichis the maximum MTU size. You are advised to
graduallyadjustthe value to 1492,1400, or even smallerifnecessary.

WAN Switching

LAN
IPTV
IPv6 Address

= WLAN

] Work Mode DNS Type

) Security
DNS Server

% Advanced

Subnet Mask 255
%) Diagnostics

Gateway 192168
= System

00:39:2a:77:6b:43

802.1Q Tag

Private Line

4. Configuring a Private Line

Private lines can access specificintranets, butcannotaccess the Internet. Private lines have a higherlevel of
network security.

Choose Advanced > Private Line to setthe current WAN link as a private line.
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Single Line Dual-Line

IPv6 Address

= WLAN

[@ Work Mode

© Security

&1 VPN
=3 Advanced
@ Diagnostics

= System

«Collapse

Internet

DNS Type

DNS Server 1

Subnet Mask 255.2

Gateway

00:39:2a:77:6b:43

802.1Q Tag

Private Line

5. Configuring Load Balancing Settings

Configuring Network Settings

In the case of multiple lines, after ISP Routing is enabled, the remaining traffic will be distributed according to

the load mode.

Single WAN Dual-WAN

Load Balancing Settings

Load Mode

Balancing Policy

WAN Weight

WAN1 Weight

s multiple links

Balanced

Based on Link
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#+6-1 Description

Configuring Network Settings

of Load-balancing Mode

Load Mode Description
Traffic is allocated in proportion to the weight of each WAN port. The higherthe weightis, the
more traffic is allocated.
The weightof each WAN port mustbe specified in this mode.

Balanced
For example, if the weights of WAN and WAN1 ports in the dual-line mode are setto 3 and 2
respectively, then traffic will be allocated at 3:2, with 60% traffic routed to WAN port, and 40%
traffic routed to WAN1 port.
When the primaryinterface is normal, all the traffic will be routed to the primaryinterface. If

ori & the primaryinterface fails, traffic is automaticallyrouted to the secondaryinterface.

rimar

secongary In this mode, each WAN port mustbe specified as a primary or secondary interface. If there
are multiple primaryor secondaryinterfaces, aweightmustbe set for each interface (same
as the balanced mode).

6. Configuring WAN Port Switching

W Note

This feature is only supported on E6.

Choose More > Basics > WAN Switching.
If WAN Switching is enabled, the WAN port will be switched to a LAN port and the LAN1 port will be switched

to a WAN port.

£\ Caution

If WAN Switching is enabled, the multi-line configuration, WAN TAG, Link Aggregation and IPTV features will

be unavailable.

LAN

IPTV

IPv6 Address

= WLAN

[@ Work Mode

) Security

& VPN

£ Advanced

@, Diagnostics

== System

& Collapse

WAN Settings

WAN Switching
ort
N port

WAN Switching

6.3 Changingthe Address of a LAN Port

Smartphone View: Choose More > LAN.
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1.8

181

18.2

PC View: Choose More > @ Basics > LAN.

Configuring Network Settings

Change the IP address and subnetmask, and click Save. After the IP address ofa LAN portis changed, you

needto log into the web interface by using the new IP address ofthe LAN port.

£\ Caution

Changing the IP address and subnetmaskwill disconnectthe Wi-Fi network. You need to reconnectto the Wi-
Fi network. Therefore, exercise caution when performing this operation.

More Settings

Parental Control

Wizard

Work Mode

Network Check

Radio Frequency

Channel Transmit Power

Health Mode

Internet

Connectingto IPTV

e

LAN Settings

IP

192.168.111.1

Subnet Mask

255.255.255.0

MAC

00:39:2a:77:6b:44
DHCP Server

Start

192.168.111.1

IP Count

254

0 &

Home Internet

—
=

A5\ Caution
This feature is supported in router mode.

IPTV is an Internet television service provided by ISP.

Getting Started

® Checkwhetherthe IPTV service has been provisioned.

® Checkwhetherthe local IPTV service is of the VLAN or Internet Group ManagementProtocol (IGMP) type.
If the local IPTV is of the VLAN type, confirm the VLAN ID. If you are not sure of the IPTV type, contact

your local ISP.

IPTV Configuration Steps (VLAN Type)

Smartphone View: Choose More > IPTV.

PC View: Choose More > @ Basics > IPTV.

Clickto enable IPTV, and selectthe LAN portto be connected to the IPTV STB.
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Clickto enable VLAN, and enter the designated VLAN ID for IPTV provided by the ISP.

After the configuration, confirm thatthe IPTV STB is connected to the specified port properly. Take the following
figure as an example, connect the IPTV STB to LAN1.

Caution

Enabling this function will disconnectsome devices from the network. Therefore, exercise caution when
performing this operation.

IPTV/IGMP

IPTV
Internet access and IPTV services over one Ethernet cable.

IPTV/VLAN

IPv6

%= WLAN IPTV Port Connect the Ethernet cable to the IPTV port.

Work Mode

© Security

&3 VPN
= Advanced
IPTV VLAN ID

@, Diagnostics

- System

1.8.3 IPTV Configuration Steps (IGMP Type)

Smartphone View: Choose More > Switch to PC view > More > Basics > IPTV.

PC View: Choose More > Basics > IPTV.
The configuration appliesto FPT ISP. After itis enabled, connectthe IPTV STB to any LAN port of the router.
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1.9
1.9.1

19.2

IPTV/VLAN

IPTV/IGMP ( For FPT Service Provider)

IPTV/IGMP

Enable

Configuring Wi-Fi/IGMP

Overview

In China Broadnet's centralized procurement, IPTV services rely on multicaststreaming. However, when it
comes towireless drivers, multicast packets are forwarded at a lower fixed rate of either 6 Mbps or 24 Mbps.
This means thatif a large number of multicastpackets are forwarded atthis lowerrate, they can end up using
up a significantamountofair interface resources and causing congestion, which in turn leads to an abundance
of packetloss. All of this can significantlyimpactthe user experience and make streaming slow.

When it comes to routers, the terminals connected to them are fixed, so multicast packets onlyneed to be
forwarded to specific terminals. By enabling WIFI/IGMP and converting the multicastpackets into unicast
packets, the packets canthen be forwarded to the designated terminalsin the multicastgroup table. This
approach minimizes congestion caused bylow rate multicast.

Configuration Steps

Smartphone View: Choose More > Switch to PC view > More > WLAN > Wi-H > Wi-H/IGMP.

PC View: Choose More > WLAN > Wi-F > Wi-FH/IGMP
Click M2U(2.4G) to enable WIFI/IGMP for 2.4G wireless clients.
ClickM2U(5G) to enable WIFI/IGMP for 5G wireless clients.
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1.10

® Basics Wi-Fi Settings Guest Wi-Fi loT Wi-Fi Health Mode Roaming Optimization

Wi-Fi/IGMP

Wi-Fi/IGMP

Blocklist/Allowlist
M2U (2.4G)

Radio Frequency
M2U (5G)
Work Mode
© Security
&3 VPN

= Advanced

@, Diagnostics

Configuring IPv6

Caution
This feature is supported in router mode.

With the popularity of the network, the IPv4 address fails to meetdemands. The 128-hitIPv6 solves the problem
of IPv4 address exhaustion.

Smartphone View: Choose More > Switch to PC > More > Basics > IPv6

PC View: More > Basics > IPv6

1.10.1 Configuring the IPv6 of the WAN Port

Internet Connection Type: If you select DHCP, and the device will getan IPv6 from the upstream device. If you
selectStatic IP, please configure the IPv6, gateway address and DNS server address manually. If you select
NULL, the IPv6 function will be disabled onthe WAN port.

If the DHCP mode fails, turn on NAT66 and try again. If the fault persists, you are advised to consultthe local
ISP about the IPV6 status of the network.

£4  Caution
e \When IPV6 is enabled, The MTU of IPV4 WAN port need higherthan 1280.
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Enable

LAN Settings DHCPv6 Clients

= WLAN Internet Connection Type

] Work Mode
EEWOr Mo DNS Type

© Security

DNS Server
& VPN

£ Advanced

= IPv6 Prefix
%) Diagnostics

% System Gateway

1.10.2 Configuring the IPv6 of the LAN Port

Click LAN Settings.

IPv6 Assignment: Choose Auto to use both DHCPv6 mode and SLAAC mode to allocate address. Choose
Null to assignno address. You are advised to choose Auto.

IPv6/Prefix Length: If the router fails to obtain an IPv6 prefix, you can configure one manually. Set the subnet
prefix length to a value smallerthan orequal to 64.

Click Advanced Settings to perform the advanced settings. See the following figure for the recommended
configuration.

44



User Manual Configuring Network Settings

WAN Settings DHCPv6 Clients

IPv6 Assignment

1Pv6/Prefix Length

Subnet Prefix Name Default

Subnet Prefix Length

Subnet ID

Lease Time(min)

DNS Server

Click DHCPv6 Clients to view the listof clients thathave obtained IPv6 from the router.

Enable

WAN Settings LAN Settings

DHCPv6 Clients

DHCPv6 clients a

DHCPv6 Clients

Hostname Remaining Lease Time(min)

No Data

10/page Total 0

6.4 Configuring Auto Bandwidth Control

A\ caution
This feature is supported in router mode.
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Smartphone View: Choose More > Switch to PC > Home > Auto Bandwidth Control
PC View: Home page >Auto Bandwidth Control

Click Enable. Ensure an uninterrupted gaming experience byprioritizing your game and suppressing high -trafic
applications thatmaycause disruptions.

AgxIcee
2 < E # CPUusage 1%
Normal '] 1403.60K e

o » Device view

© 178

Multi-Level Acceleration

v 0

Fr

o Online clients: 1

‘ GearUP Console Booster

1. Viewing Network Latency

After Auto Bandwidth Control is enabled,you canview details such as network latencyand packetloss rate of
the router.

AIXICCE

1385.32K

& CPUusage5%

Device view

© 182

Multi-Level Acceleration

%0

No Device

° Online clients: 1

4 GearUP Console Booster

2. Configuring Designated Devices

Clients inthe designated device list will be prioritized and protected from the interference of other heavwy traffic
(such as downloading large videos). Amaximum of 4 designated devices can be added.
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Click Add Device+ in the Designated Devices pane, selectthe target devices, and click Save.

gxIcee
g B ) © CPUusage 20 %

° Device view

© 182

Multi-Level Acceleration

es % @

M

i-Fi @ Online clients: 1

!
No Detice A GeaiUP Console Booster

3. Viewing Auto Bandwidth Control Device Details

After Auto Bandwidth Control is enabled,you can view the boosted devices in the Auto Bandwidth Control list
You can click View Log to view the devices that are being boosted and device details.

fxIcce
‘ 7 & CPUusage 14%
: e O

° Device view

/" ‘V

® 0

Multi-Level Acceleration

%o

No Device

Fr

Online clients: 1

4. Disabling Auto Bandwidth Control
Click Disable to disable the Auto Bandwidth Control feature.
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HIXIcce

@ CPUusage5%

- : 7'61 K )

° Device view

/" "

® 178

Multi-Level Acceleration

»

"

® Online clients: 1

4 GearUP Console Booster

1.11 Configuring Console Booster

Smartphone View: Choose More > Switch to PC view > More > @Advanced > Console Booster .

PC View: Choose More > @Advanced > Console Booster .

GearUP Console Boosteris a brand new tool to optimize your console's network performance. By using either
the "Reyee Router" or "GearUP Console Booster"app, you can easilyand quickly bind your gaming console
and control its boostusing your phone.

Port Mapping
Dynamic DNS
UPnP Settings
Local DNS

Reyee Mesh

Reyee Mesh 3.0

AP Networking

Routing

Flow Control

Hardware Acceleration

1.12 Enabling Parental Control

Smartphone View: Choose More> Parental Control.
PC View: Choose Clients > Blocked Time Management.

Caution

® This functionis supported only in router mode.

Selecta clientand tap Schedule. You can setthe Internet block periods.
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More Settings

Parental Control

Wizard

Work Mode

Network Check

Radio Frequency
Channel Transmit Power

Health Mode

System

0O &

Internet

Parental Control

x &
-

One-click Block ~ Allowed

Schedule Block Time ®

00:00-23:59

Internet
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1.12.1 Setting the Internet Block Periods

5. Setting the Internet Block Rules
Tap Tap here to set to setthe Internet block periods. In the block periods, the clientcannotaccess the Internet.
You can selectcertain days of the week or customize the Internet block periods.

Parental Control & Schedule Block Time

Set a schedule to prevent clients to access
the Internet during the specified time.

..&\ E] Repeat

One-click Block « Allowed Start Time

Schedule Block Time & End Time

No Internet block time is sel.
Cancel

&

Internet

Internet

6. Blocking Internet Access Temporarily
Tap One-click Block and selecta period to block the clientfrom accessing the Internettemporarily.

Tap Allowed to lift all Internet access restrictionsimposed on the clienton the currentday. The lifting
operationis valid only onthe currentday. The restrictions will be resumed the next day.
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Parental Control

@

One-click Block Allowed

Schedule Block Time @

No Internet block time is set.

Internet

1.12.2 Disabling Parental Control
To disable parental control, tap Delete in the upperright cornerto lift the restrictions on the client.

Parental Control

& Edit Hostname|

TirDelete
One-click Block ~ Allowad

Schedule Block Time ®

No Internet block time is set.

Internet
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1.13 Configuring DHCP Server

£\ Caution
This feature is supported in router mode.

1.13.1 Overview

The DHCP server function enables arouterto automaticallyassign IP addresses to clients so thatclients
connected to the LAN ports or Wi-Fi network of the router obtain IP addressesfor Internetaccess. When
multiple routers are connected through LAN ports,a DHCP server conflictwill occur. In this case, you need to
disable the DHCP server function and keep the DHCP service only on one router available. Otherwise,some
devices may be disconnected from the network from time to time.

1.13.2 Configuration Steps
1. Configuring the DHCP Server Function

Smartphone View: Choose More > Switch to PC view > More > @ Basics > LAN > LAN Settings.

PC View: Choose More > @ Basics > LAN > LAN Settings.

DHCP Server: The DHCP server function is enabled by default. You are advised to enable it when only a single
router is used. When multiple routers are connected to the primary router through LAN ports, disable this
function.

£\ Caution

If the DHCP server functionis disabled on all routers in the network, clie nts cannotautomaticallyobtain IP
addresses. You need to enable the DHCP server on a router or manuallyconfigure a static IP address foreach
clientfor Internet access.

Start: Enter the start IP address ofthe DHCP address pool. Aclient obtains an IP address from the address
pool.If all the addressesinthe address pool are used up, the client will fail to obtain the IP address.

IP Count: Enter the numberof P addressesinthe address pool. The defaultvalue is 254.

Lease Time (Min): Enter the address lease time period. When a clientkeeps connected, the lease is
automaticallyrenewed. If a lease is notrenewed due to the client disconnection or network instability, the IP
address will be reclaimed afterthe lease period expires. After the clientconnection is restored, the client
requests an IP address again. The defaultlease periodis 120 minutes.

DHCP Clients Static IP Addresses DHCP Option DNS Proxy
LAN Settings

P 192.168.111.1
IPTV

Subnet Mask | 255355 3550
IPv6 Address

= WLAN 00:39:2a:77:6b:44

[ Work Mode DHCP Server

© Security

Start 192.168.111.1

2 vpN
IP Count
£ Advanced
Lease Time(Min)

@. Diagnostics

= System

«Collapse
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2. Displaying Online DHCP Clients

Smartphone View: Choose More > Switch to PC view > More > LAN > DHCP Clients.
PC View: Choose More > LAN > DHCP Clients.

Checkinformation aboutan online client. Click Convert to Static IP. Then, the clientobtains the IP address
each time connecting to the router.

LAN Settings Static IP Addresses DHCP Option DNS Proxy

©)

DHCP Clients Q Refresh + Batch Convert
IPTV

Remaining Lease
IPv6 Address 5 Hostname X . Status
Time(min)

o A DESKTOP-1JM66E2 192.168.111.170 70:b5:e8:76:f5:¢9 102

7] Work Mode
10/page Total 1
© Security
&J VPN
5 Advanced

@), Diagnostics

= System

& Collapse

3. Displaying the DHCP Static IP Address Table

Smartphone View: Choose More > Switch to PC view > More > LAN > Static IP Addresses.
PC View: Choose More > LAN > Static IP Addresses.

Click Add. In the displayed static IP address dialog box, enter the MAC address and IP address ofthe target
client, and click OK. After a static IP address is bound, the client obtains the IP address each time connecting to
the router.

LAN Settings Static IP Addresses DHCP Option DNS Proxy

®

DHCP Clients & Refresh -+ Batch Convert

Remaining Lease
Hostname _ : Status
Time(min)

DESKTOP-1JM66E2 192.168.111.170 70:b5:e8:76:f5:¢9 102

10/page Total 1

7. Configuring DHCP Option

Smartphone View: Choose More > Switch to PC view > More > ' Basics > LAN > DHCP Option.

PC View: Choose More > %Basics > LAN > DHCP Option.
Enter the DNS address provided bythe ISP, and click Save.
The DHCP Option settings are applied to all LAN ports. The DHCP Option configuration is optional.
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LAN Settings DHCP Clients Static IP Addresses DNS Proxy

DHCP Option

DHCP option settings are applied to all LAN ports.

DNS Server

6.5 Configuring DNS Server
6.5.1 Local DNS Server

When the WAN port uses DHCP protocol or PPPoE protocol, the router will obtain the DNS server address
automatically. If the DNS server address is notdelivered by the primary router, or if you needto change the
DNS server, you canseta new DNS server.

Smartphone View: Choose More > Switch to PC view > More > EAdvanced > Local DNS server.

PC View: Choose More > @Advanced > Local DNS server

In the Local DNS server field, you can setthe local DNS server address. Separate multiple address with a
space,if any.
@ Basics

The device will obtain the DNS server address from the uplink device.

%= WLAN
Local DNS server
1] Work Mode

© Security

& VPN

Port Mapping
Dynamic DNS

UPnP Settings

Reyee Mesh

6.5.2 Configuring DNS Proxy

£ Caution
This feature is supported in router mode.

The domain name system (DNS) proxy configuration is notmandatory. The device obtains the DNS server
address from the uplink device by default.

Smartphone View: Choose More > Switch to PC view > More > % Basics > LAN > DNS Proxy.
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PC View: Choose More > "i—.l'Basics > LAN > DNS Proxy.

DNS Proxy: The functionis disabled bydefaultand the DNS delivered by a carrieris used. If the DNSiis
incorrectly configured, the network is accessible and the mobile app can accessthe Internet properly, but the
Web page cannotbe opened. You are advised to disable the function.

DNS Server: Clients automaticallyuse the DNS service provided by the primary router by default. The default
configuration is recommended. After the DNS proxy functionis enabled, you can enter the IP address ofthe
DNS server. The available DNS service varies from region to region. You can consultthe local ISP.

LAN Settings DHCP Clients Static IP Addresses DHCP Option

Enable
IPTV
DNS Server

IPv6 Address

= WLAN

] Work Mode

© Security

1.14 Configuring Port Mapping

£\ Caution
This feature is supported in router mode.

1.14.1 Overview
® Portmapping mapsthe IP address ofa device on the LAN to an external networkin the form of a
combination ofa WAN IP address and a portnumber, so as to provide the external network access service.

® Scenario 1: When you need to access IP cameras or PCs at home while you are away from home, port
mapping needs to be configured.

® Scenario 2: When a serverneeds to be setup inthe home network for Internet access, port mapping or
demilitarized zone (DMZ) needs to be configured.

® Portmapping mapsthe WAN port IP address ofarouter to an internal network hostand port so that
Internet users can proactively access hosts on the LAN.

® DMZ forwards all packets from the Internetto DMZ hosts to provide the Internet access service.
1.14.2 Getting Started

® Confirm the IP address ofthe target device in the internal network and service port ID.
® Ensurethat port mapping is available in the internal network.

® \krify that your router has a public IP address. Ifthe IP address is dynamic, changing itmay cause port

mapping failure. Inthis case, you are advised to use adynamicdomain name service (DDNS) to resolve
any potential IP changes.

1.14.3 Configuration Steps

Smartphone View: Choose More > Switch to PC view > More > =7 Advanced > Port Mapping.

PC View: Choose More > — Advanced > Port Mapping.

Click Add. In the pop-up dialog box, enter the name, service type, protocol type, external port/range, internal IP
address, and internal port/range. Amaximum of 50 port mapping rules can be configured.

Name: Enter a name for ease of maintenance.

Preferred Server: Selecta service to be mapped,suchas HTTP or FTP. The device will automaticallyfill in the
internal port number ofthe service. If you are not sure of the service, you can select Custom.
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Protocol: Select the transport-layer protocol used by the selected service,suchas ALL, TCP, or UDP. The
configuration on the server end mustbe consistentwith thaton the clientend.

External Port/Range: Enter the port numberused for external network access. You need to check the port
numberin software, such as camera monitoring software.

Internal Server IP: Enter the LAN IP address used byexternal networks to access the device, such as the IP
address ofan IP camera.

Internal Port/Range: Enter the port numberused by an application accessed byexternal networks, such as
port 8080 used by the Web service.

@ Basics NAT-DMZ

= WLAN

Port Mapping @

@ Work Mode
Port Mapping List [ Batch Delete
© Security
& VPN
External IP Internal

Protocol External Port Internal Port Action
Address Server IP

Dynamic DNS

10/page Total 0
UPnP Settings

Local DNS
Reyee Mesh
Reyee Mesh 3.0

AP Networking

Preferred Server

Protocol

External IP Address

External Port/Range

Internal Server IP

Internal Port/Range

1.14.4 \erification and Testing

Use an external device to testwhether the destination service is accessible based on the external IP address
and port number.

1.14.5 Solution to a Test Failure

(1) Useanewexternal port numberand perform atest again. The testoften fails onthe ports blocked by
firewalls ofsome ISPs.
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(2) Enable the remote access permission on the server. The common cause is thatremote access is disabled
on the server by default. As a result, the internal network access is successful butthe access across
differentnetwork segments fails.

(3) Enablethe DMZ service. For details,see 1.14.6 DMZ Configuration Steps. The common cause is that
port configuration is incorrectorincomplete.

1.14.6 DMZ Configuration Steps

Smartphone View: Choose More > Switch to PC view > More > =3 Advanced > Port Mapping > NAT-DMZ.

PC View: Choose More > =1 Advanced > Port Mapping > NAT-DMZ.
Click Enable, enter the IP address ofthe internal server, and click Save.

b Basics Port Mapping

= WLAN
NAT-DMZ

il Work Mode
Enable

© Security

Dest IP Address
VPN

Dynamic DNS

UPnP Settings

6.6 Configuring DDNS

6.6.1 Overview

After the dynamicdomain name service (DDNS) is enabled, you can use a fixed domain name on the Internet to
access service resources ofthe router without checking the IP address ofthe WAN port. To make the service
available, you need to register an account and domain name with a third-party DNS service provider. The router
supports Dyn DNS, and No-IP DNS.

6.6.2 Getting Started
Registeran accountand domain name atDyn or No-IP official website.

6.6.3 Configuration Steps

Smartphone View: Choose More > Switch to PC view > More > =1 advanced > Dynamic DNS

PC View: Choose More > — Advanced > Dynamic DNS

If you selectNo-IP DNS, or DynDNS, enterthe registered accountand password, and click Log In. The
connection status and domain name will be displayed in the lower part of the page.
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Port Mapping

UPnP Settings

Local DNS

Reyee Mesh

Reyee Mesh 3.0

AP Networking

Link Aggregation

Routing

DynDNS

No-IP DDNS

Service Interface

Username

Password

Link Status

Domain -

Delete

1.15 Configuring Connectivity Detection

Configuring Network Settings

Smartphone View: Choose More > Switch to PC view > More > =1 advanced > Connectivity detection.

PC View: Choose More > = Advanced > Connectivity detection.

Enter the values in the Reachable Check Period, Unreachable Check Period and URL List fields, and click

Save to save the

settings.

Reachable Check Period: Interval for network connectivity detection when the network is reachable. The value

rangeis 3 to 120

seconds.

Unreachable Check Period: Interval for network connectivity detection when the network is unreachable. The
value rangeis 1 to 30 seconds.

URL List: Domain name for network connectivity detection. Amaximum of 5 URLSs are supported.

Port Mapping

Dynamic DNS

UPnP Settings

Local DNS

Reyee Mesh

Reyee Mesh 3.0

AP Networking

Link Aggregation

Routing

Game Port Guarantee

Flow Control

Hardware Acceleration

Port Settings

W witch
«Collapse

Connectivity detection

Reachable Check

Period

Unreachable Check

Period

URL List

120

http://www.soso.com

http://www.dangdai

http://www.sina.con

http://www.163.com

http://www.lvmama.

http://www.evtrust.c

Delete

Delete

Delete

Delete

Delete

seconds

seconds
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1.16 Enabling CWMP

PC View: Choose More > e Advanced > CWMP

Smartphone View: Choose More > Switch to PC view > More > = Advanced > CWMP

1. Overview

CPE WAN ManagementProtocol (CWMP) provides a general framework and protocol formanagementand
configuration ofhome network devices in the next generation network. It is used for remote centralized
managementofgateways, routers, set-top boxes and other home network devices from the network side.

CWMP uses ACS and CPE models to manage devices. With CWMP, CPE can perform mandatoryinitialization
and O&M actions such as service activation, function settings, file upload and download, and system detection.

With CWMP, ACS can remotelymanage the software and firmware of user devices, monitor the status and
performance ofuser devices, realize automatic configuration ofuser devices and dynamic service config uration,
and perform communication faulttroubleshooting.

2. Configuration Steps
Clickto enable CWMP, and configure the ACS account, password, address, and other information.

If NAT is enabled on the router, then enable STUN for NAT traversal. Clickto enable STUN, and configure the
STUN server port, account, password, and otherinformation. Click Save to complete the configuration.

neyee viesi
Reyee Mesh 3.0
AP Networking CWMP
Link Aggregation

Inform Interval

Routing

ACS Address http://127.0.0.1:8080/acs

Game Port Guarantee
ACS Account
Flow Control

Hardware Acceleration

Port Settings

Connectivity detection

Wi-Fi Switch

ACS Password

STUN

STUN Service Address

127.0.0.1

STUN Server Port 0

STUN Server Account 0
Other Settings

- . STUN Server Password
Z) Diagnostics

= System

«Collapse

1.17 Configuring APRBInding

£\ Caution
This feature is supported in router mode.

1.17.1 Overview

The router learns the ARP table from all devices connected to its ports. You can search for a device by its MAC
address, perform ARP binding.

1.17.2 Configuration Steps

]
Smartphone View: Choose More > Switch to PC view > More > " Security >ARP List.

]
PC View: Choose More > =/ Security >ARP List.
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Bindthe MAC address and IP address onthe LAN, thatis, ARP binding.

@ Basics

The device learns |

= WLAN

ARP List @ Batch Bind Tl Batch Delete

U] Work Mode
AAC bindings can be added.
MAC Action
&1 VPN 70:b5:e8:76:f5:e9 192.168.111.170

£5 Advanced ecb9:70:13:db:e5 192.168.110.1

@, Diagnostics
Total 2 10/page Gotopage 1

= System

6.7 Link Aggregation
W Note

This feature is only supported on E6.

Smartphone View: Choose More > Switch to PC view > More > @Advanced > Link Aggregation.

PC View: Choose More > @Advanced > Link Aggregation.

ConnectLAN3 and LAN4 ports to the downlink device (e.g., Network Attached Storage (NAS)) with an Ethernet
cable, enable the 802.3ad link aggregation mode on the downlink device, and click Save.

Link Aggregation
Ena 2.3ad link aggregation on tt it and connect it to port LAN3,LAN4.

Port Mapping Link Aggregation

Dynamic DNS
UPnP Settings
Local DNS
Reyee Mesh

Reyee Mesh 3.0

AP Networking

Routing

Game Port Guarantee

Flow Control

6.8 Configuring Static Routing

Smartphone View: Choose More > Switch to PC view > More > @Advanced > Routing > Static Routing.

PC View: Choose More > @Advanced > Routing > Static Routing.
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£\ Caution

Static routing does not automaticallyadaptto changes in network topology, and need to be reconfigured
manuallywhen the network topology changes.

Click Add, enter the destination IP address, subnetmask, outbound interface and next-hop IP address to create

a staticroute.

Port Mapping
Dynamic DNS
UPnP Settings
Local DNS
Reyee Mesh
Reyee Mesh 3.0
AP Networking

Link Aggregation

Game Port Guarantee
Flow Control

Hardware Acceleration
& Collapse

Static Routing

Static Route List

[ ] Dest IP Address

10/page

Dest IP Address

Subnet Mask

Outbound Interface

Next Hop

able. If it finds

T Batch Delete

Outbound
Subnet Mask Reachable Action
Interface

No Data

Total 0

Cancel

#6-2 Description of Static Routing Configuration

Parameter

Description

DestIP Address

The destination network ofthe packet. The destination IP address ofthe packet is
matched based on the destination IP address and subnet mask.

SubnetMask

The subnetmaskofthe destination network. The destination IP address ofthe
packet is matched based on the destination IP address and subnetmask.
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Parameter Description
Outbound .
Interface Interface over which packets are forwarded.
The IP address ofthe next-hop router to which the packet will be sent. If the
Next Hop outbound interface is a PPPoE interface, there is no need to configure the next-hop

IP address.

After a staticroute is created, you can view the configuration details and reachability of the route in the static
route liston the Static Routing page. The Reachable columnindicates whetherthe next hopis reachable,so
as to determine whether the route can take effect normally. If Unreachable is displayed, check whether the
next-hop address is reachable bythe outbound interface of the current route by performing a ping test.

Static Routing

outing table. If it finds r @

Tir Batch Delete

Outbound .
Dest IP Address Subnet Mask Next Hoo Reachable Action

The route is unreachable. Initiate a Ping test from the outbound interface to the next hop.

192.168.2.0 255.255.255.0 WAN 172.168.1.1

10/page Total 1

6.9 Policy-based Routing

Smartphone View: Choose More > Switch to PC view > More > @Advanced > Routing > PBR.

PC View: Choose More > @Advanced > Routing > PBR.
1. Overview

Policy-based routing is a routing mechanism using user-specified policies. When the router forwards a packet, it
first filters the packetaccording to the configured rules, and if the rules are hit, the packet is forwarded
according to a certain forwarding policy. You can formulate routing rules based on specific fields
(source/destination IP, protocol type) in the packet and forward it from a specific interface.

In the multi-line scenario, ifa device is connected to both the Internet and the intranet through differentlines, if
no routing settings are made, traffic will be routed in a balanced way by default, and packets destined for the
intranetmay be mistakenlysentto the Internet, and vice versa, which may lead to network abnormality.
Therefore, itis necessaryto configure policy-based routes for segregated packet forwarding between the
Internet and the intranet.

This router supports three routing policies, namely, PBR, ISP routing, and staticrouting. In case all three routing
policies are present, the priority is: policy-based routing > static routing > ISP routing.

2. Configuration Steps

PC View: Choose Advanced > Routing > PBR.
Click Add to add a PBR rule.
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Static Routing

Port Mapping : el @

Dynamic DNS

T Batch Delete
UPnP Settings
Local DNS

Protocol Src IP Dest IP Src Port Dest Port Outbound

Status Action
Reyee Mesh Type Address Address Range Range Interface

Reyee Mesh 3.0 No Data

AP Networking
10/page Total 0

Link Aggregation

Game Port Guarantee
Flow Control

Hardware Acceleration
«Collapse

Add PBR

Protocol Type

Src IP/IP Range All IP Addresses

Dest IP/IP Range All IP Addresses

Outbound Interface

Status

#+6-3 Description of Policy-based Routing

Parameter Description

The name of the PBR rule, as the identifier of the PBR route. The name mustbe

Name unique.

The protocol for the PBR route to take effect, which can be IP, ICMP, UDP, TCP,

Protocol Type or a custom protocol type as needed.

Protocol Number When the protocol type is Custom, the protocol numberis required.

The source IP/IP range to which the PBR rule matches. By default, All IP is
selected.

Src IP/IP Range e All IP: Matches all source IP addresses.

e Custom: Matches source IP addresses in the specified range.
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Parameter Description

The source IP address orrange is required when the matching source IP/IP

Custom SrcIP X
range is Custom.

The destination IP/IP range to which the PBR rule matches. By default, All IP is
selected.

DestIP/IP Range | ¢ All IP; Matches all destination IP addresses.

e Custom: Matches destination IP addresses in the specified range.

The destination IP address orrange is required when the matching destination

Custom DestIP IP/IP range is Custom.

This field is displayed only when the protocol type is TCP or UDP. The value in

Src Port Range this field is the source port range matching the PBR route.

This field is displayed only when the protocol type is TCP or UDP. The value in

DestPortRange this field is the destination portrange matching the PBR route.

Outbound Interface | Interface over which packets hitthe PBR rule are forwarded.

Stat You can enable or disable the toggle switch next to Status to enable ordisable
ats the PBR rule.

W Note

To restrictan access device to access onlya specificintranet, you can specifythe outbound interface of the
PBR route as the WAN port for the private network.

The PBR List shows the created PBR routes, which are prioritized from top to bottom. Newly added PBR routes
are atthe top of the listand are prioritized. You can manuallyadjustthe priority of PBR routes in the Match
Order column, orclick Match Order to set the priority for a PBR route.

Static Routing

PBR
Route Priority: @
Description PB|

Port Mapping

Dynamic DNS

PBR List T Batch Delete

UPnP Settings
Up to
Local DNS
Outbou
Reyee Mesh Name Protocol SrcIP Dest IP Src Port nd it Action
Type Address  Address Range Interfac

Reyee Mesh 3.0 e
AP Networking

Link Aggregation

All P All P
Addresse  Addresse

s s
Game Port Guarantee

Flow Control 10/page Total 2

Hardware Acceleration

«Collapse

6.10 Configuring Game Port Guarantee
& Note

This feature is only supported on E6.
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1.18

Smartphone View: Choose More > Switch to PC view > More > @Advanced > Game Port Guarantee.

PC View: Choose More > @Advanced > Game Port Guarantee.
1. Overview

In a home network, it is often the case that one client occupies alarge amount of bandwidth when downloading
resources, causing slow Internetconnection for other clients. In orderto protect the Internet experience
(especiallygaming experience) of other clients in this situation, you can connecta specific clientto the GAME
port (LAN4) of the router using an Ethernet cable and enable Game Port Guarantee on the router. This can
ensure asmooth gaming experience even when other clients are consuming large amounts of bandwidth.

If the basic average latency of the Internetis lowerthan 25 ms, even if other clients or gaming clients connected
to the GAME port are performing heawy traffic downloads, the gaming latency of the gaming clientconnected to
the GAME port can be guaranteedto be 40 ms orlower.

2. Configuring Steps

First, connectthe client to the GAME port (LAN4) of the router using an Ethernet cable. Then, access the
router's web interface and enable Game Port Guarantee by choosing More > @Advanced > Game Port
Guarantee. Next, click Save.

Game Port Guarantee
tect the client cor

Port Mapping
Enable
Dynamic DNS
UPnP Settings
Local DNS

Reyee Mesh

Reyee Mesh 3.0

AP Networking

Link Aggregation

Routing

Flow Control

Hardware Acceleration

«Collapse

@& Note

Game Port Guarantee is automaticallydisabled if Link Aggregation or IPTV is configured on the GAME port
(LAN4).

Enabling Smart Flow Control

Smartphone View: Choose More > Switch to PC view > More > =3 Advanced > Fow Control > Smart Fow
Control.

PC View: Choose More > EAdvanced > How Control > Smart How Control.

1. Enabling Smart Flow Control

Click Enable and setthe network bandwidth provided by the ISP. After the configuration is saved, the router
adjusts the bandwidth of each client based on the total bandwidth to prevent any one client from occupying too
much bandwidth.

A\ Ccaution

After smartflow control is enabled, speed measurementwill be affected. Disable flow control if you wantto do
speed measurement.
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Custom Policy

Smart Flow Control

Port Mapping e

Dynamic DNS

UPnP Settings

WAN Bandwidth Up 2500 Mbps  Down 2500 Mbps

Local DNS

LEEVES

Reyee Mesh 3.0

AP Networking

Link Aggregation

Routing

Game Port Guarantee

Hardware Acceleration

«Collapse

2. Custom Policy

You can configure custom policies to allocate bandwidth to specific IP addresses/ranges to meetthe bandwidth
needs ofspecificusers orservers. Click Add onthe Custom Policy page to set the policy name, specific IP
address/range, bandwidth type, and uplink/downlink rates.

Smart Flow Control

Custom Policy @

T Batch Delete

Bandwidth Effectiv

Policy Name IP / IP Range Uplink Rate Downlink Rate Interface Status
Type e State

1.19 Enabling Port-Based Flow Control

Smartphone View: Choose More > Switch to PC view > More > = Advanced > Port Settings.

PC View: Choose More > ' Advanced > Port Settings.

Port-based flow control can relieve the data congestion caused byports at different speeds and improve the
network speed.
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AEYEE IVIESH .U

Port Flow Control

AP Networking

Link Aggregation
AR Enable
Routing

Game Port Guai

Flow Control

Hardware Acceleration

Connectivity detection

Wi-Fi Switch

CWMP

Other Settings

Diagnostics

= System

«Collapse

1.20 Enabling Hardware Acceleration

£\ Caution
This feature is supported in router mode.

Smartphone View: Choose More > Switch to PC view > More > =7 Advanced > Hardware Acceleration.

PC View: Choose More > e Advanced > Hardware Acceleration.

After Hardware Acceleration is enabled, the Internetaccess speed will be improved and clients will notbe rate-
limited. You are advised to enable hardware acceleration when doing speed measurement.

neyee Mesi 5.
AP Networking
Link Aggregation

Enable
Routing

Game Port Guarantee

Flow Control

Port Settings
Connectivity detection
Wi-Fi Switch

cwmMmp

Other Settings

Diagnostics

System

«Collapse

£\ Ccaution
After hardware acceleration is enabled, IPv6 and smartflow control will be disabled.
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6.11

6.12

Enabling Reyee Mesh

=N
Smartphone View: Choose More > Switch to PC view > More > || Advanced > Reyee Mesh

=1
PC View: Choose More> || Advanced > Reyee Mesh

When Reyee Meshis enabled, you can press the Reyee Mesh buttonto startmesh pairing. When Reyee Mesh
is disabled, no action will be triggered by pressing the Reyee Mesh button.

Port Mapping
Dynamic DNS Enable

UPnP Settings

Local DNS

Reyee Mesh 3.0

AP Networking

Link Aggregation

Routing

Game Port Guarantee

Flow Control

Hardware Acceleration

Port Settings

«Collapse

W Note

When Reyee Mesh s disabled, bridged mesh repeaters will notbe disconnected.

Configuring Firewall

£\ Caution
This feature is supported in router mode.

Smartphone View: Choose More > Switch to PC view > More > = Advanced > Other Settings.

PC View: Choose More > 1 Advanced > Other Settings.

The functions are disabled bydefault. You are advised to keep them disabled ifthere are no special
requirements.

Enable Advanced Frewall: Advanced firewall is enabled to prevent attacks and checkthe IP protocol.

Disable ICMPv6 Error Messages: You can choose to disable four types of errormessages so thatICMPV6
error messages cannotbe sent, which saves system resources and prevents ICMPV6 attacks.
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Other Settings

Enable Advanced

Firewall

Disable ICMPv6 Error

Messages

B Destination Unreachable

B Datagram Too Big

B Time Exceeded

B Parameter Problem

1.21 Configuring UpnP

Caution
This feature is supported in router mode.

1.21.1 Overview

The universal plug and play (UPnP) function can map the port used by a clientfor Internet access according to
the client's requestso thatrelated applications run faster or more stably. Common applications that support
UPnPinclude MSN Messenger.

1.21.2 Configuration Steps
Smartphone View: Choose More > Switch to PC view > More > Advanced > UPnP Settings.

PC View: Choose More > Advanced > UPnP Settings.

Click Enable. You are advised to disable the function. Any applications thatuse UPnP to map ports will be listed
below.
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UPnP (Universal Plug and Play) |

[ Work Mode

Enable
©) Security

] VPN

UPnP List

Port Mapping Protocol

Dynamic DNS

Local DNS
Reyee Mesh
Reyee Mesh 3.0
AP Networking

Link Aggregation

1.22 Enabling Wi-Fi Switch

\ew Internet protocol aimed at improving

Client IP Address

UPnP Disabled

ommunicatic

Internal Port

Configuring Network Settings

External Port

Smartphone View: Choose More > Switch to PC view > More > = Advanced > Wi-Fi Switch.

PC View: Choose More > e Advanced > Wi-H Switch.

The Wi-Fi function is disabled on the device after the Wi-Fi switch is turned off.
The Wi-Fi function is disabled on the device after the Wi-Fi switch is turned off.

Wi-Fi Switch
AP Networking

Link Aggregation

Wi-Fi Switch

Routing

Game Port Guarantee

Flow Control

Hardware Acceleration

Port Settings

Connectivity detection

CWMP

Other Settings

Diagnostics

System

«Collapse

1.23 Configuring Reyee Mesh 3.0

1.23.1 Configuration Steps

PC View: Choose More > — Advanced > Reyee Mesh 3.0

Smartphone View: Choose More > Switch to PC view > More > = Advanced > Reyee Mesh 3.0
Connectthe routers as indicated in the following figure:
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ONT u

Router

Gigabit switch ‘4—}»\ —

Router

Router

) & &

1. Parallel Networking

Parallel networking refers to connecting multiple routers in a wired manner to a modem or switch (Gigabit
switch), with the modem as the network bridge, and one router elected as the masterrouter. Other routers
forward packets to the master router through the modem to access the internet, achieving network-wide unified
management.

(1) ClickEnable to enable Reyee Mesh 3.0.

Reyee Mesh 3.0

Port Mapping

Dynamic DNS

UPnP Settings Reyee Mesh 3.0

Local DNS

Reyee Mesh

AP Networking

Routing

Flow Control

(2) Choose Parallel Networking, and click Next.

Port M
o] lapping Select Device

Dynamic DNS
AP Networking
UPnP Settings

Local DNS

Reyee Mesh

AP Networking

Routing

Flow Control

Hardware Acceleration
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(3) Checkrouters for the networking.

Port Mapping

Net

Dynamic DNS

Ruijie MACCH30MBONDT Parallel Networking 30:0D:11:5D:A89:CC ReyeeOS 1.213.1919

UPnP Settings
Reyee MACC2414X32P1 10:82:3D:35:56:34 ReyeeOS 1.220.1930

Local DNS
Ruijie MACCH30MHUANG H3oM Parallel Networking 30:0D:10:D1:C1:AA ReyeeOS 1.213.1919

Reyee Mesh Ruijie G1SK54E536205 EW1300G F0:74:8D:78:1B:49 ReyeeOS 1.222.1926

Previous

AP Networking

Routing

Flow Control

(4) Click Next.

Finish

(5) ClickFnish. You will be redirected to a new page.

© Reyee Mesh 3.0

Current Mode:Parallel Networking -

Port Mapping Hostname SN
Dynamic DNS
UPnP Settings

http://10.44.77 253 Redirecting... 1s

(6) On the masterrouter page that is displayed, enter the password to log in.
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2. AP Networking

AP networking refers to connecting multiple routers in a wired mannerto a modem or switch, with all routers

working in AP mode. The modem acts as the core node for data forwarding.
(7) ClickEnable to enable Reyee Mesh 3.0.

Reyee Mesh 3.0

Port Mapping

Dynamic DNS

UPnP Settings

Local DNS

Reyee Mesh

AP Networking

Routing

Flow Control

Reyee Mesh 3.0

(8) Choose AP networking, and click Next.

Port Mapping

Dynamic DNS

UPnP Settings

Local DNS

Reyee Mesh

AP Networking

Routing

Flow Control

Parallel

Select Device

Networking

(9) Checkrouters for AP networking, and click Next.

Port Mapping

Dynamic DNS
Hostname

UPnP Settings

Ruijie
Local DNS

Ruijie
Reyee Mesh

Ruijie

Reyee

AP Networking

Routing

Flow Control

SN

Model Networking Mode

MACCH30MBONDT H30M Parallel Networking

G1SK54E536205

MACCH30MHUAN

MACC2414X32P1

EW1300G
G H30M Parallel Networking

E6

(10) Click Finish. You will be redirected to a new page.
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Enable

Finish

MAC

30:0D:11:5D:A9:CC

F0:74:8D:78:1B:49

30:0D:10:D1:CT:AA

10:82:3D:35:56:34

Software Ver

ReyeeOS 1.213.1919

ReyeeOS 1.222.1926

ReyeeOS 1.213.1919

ReyeeOS 1.220.1930
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o Reyee Mesh 3.0

Current Mode:Parallel Networking —

Port Mapping Hostname SN

Dynamic DNS

UPnP Settings

Local DNS http//10.44.77.253 Redirecting... 1s

Reyee Mesh

AP Networking
Routing
Flow Control

Hardware Acceleration
«Collapse

(11) On the masterrouter page that is displayed, enter the password to log in.

1.24 Configuring AP Networking

PC View: Choose More > é Advanced > AP Networking

Smartphone View: Choose More > Switch to PC view > More > E Advanced > AP Networking
Click Switch To AP Mode, switch the router found on the local network to AP mode with a single click.
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Reyece

& Basics AP Networking

tch the router found on the local netwo
= WLAN

@ Work Mod 1P Work Mode MAC SN Software Ver
Uil Work Mode

5 192.168.111.1 ROUTER 00:39:2A:77:6B:43 MACCX60220923 ReyeeOS 1.220.1825
¥ Security
& vPN 10/page Total 1
Switch To AP Mode

Port Mapping

Dynamic DNS

UPNP Settings

Local DNS

Reyee Mesh

Reyee Mesh 3.0

Link Aggregation

Routing
«Collapse

1.25 Configuring PPTP VPN
1.25.1 Overview

The device can support Point-to-point Tunneling Protocol (PPTP) server or client, enabling enterprisesto
connectto branch offices on the public network through private tunnels. AVPN connection can be established
with other network devices that support PPTP.

1.25.2 Configuring PPTP Server

Smartphone View: Choose More > Switch to PC view-> More-> == VPN-> PPTP.

PC View: Choose More-> == VPN-> PPTP.
1. Click Enable to enable the function of PPTP and select Server.

Local Tunnel IP: Enter the local address. Itis used as the local virtual IP address ofthe VPN tunnel for the
clientto access the server after dialingin.

VPN Subnet/Netmask: Enter the range of IP addresses. The IP addresses in this range will be assigned to
clients.

DNS Server: Enter the address ofthe DNS server pushed to the client.

MPPE: Use MPPE to encrypt PPTP tunnels. By default, encryption is not enabled on the server. Once MPPE is
enabled, the Internet speed will slow down. You are advised to disable MPPE if you don't have specific security
requirements.

PPP Hello Interval: Enter the interval for sending hello packets. You are advised to setthe value to 10.
Click Save and the device will receive and process the VPN request.
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Online User

PPTP Settings

Enable

PPTP Type Client

Local Tunnel IP

VPN Subnet/Netmask

DNS Server

Enable

PPP Hello Interval

2. Add the PPTP user.
Click +Add to enter a username and a password for authentication when the clientdials in.

Select the network mode. PC to Router indicates the dial-in mode from PC to router. Router to Router
indicates the dial-in mode from router to router.

Enable Status and click OK.

Account Tl Batch Delete

Username Password Network Mode Status Action

No Data

10/page Total 0
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Add User

Username

Password

Network Mode PC to Router

Status

Cancel

1.25.3 Configuring PPTP Client

Choose More > Switch to PC view-> More-> == VPN-> PPTP.

PC View: Choose More-> == VPN-> PPTP.

Click Enable to enable the PPTP function. Select Client and enterthe username and password configured on
the server, which mustbe consistentwith the server configuration.

Tunnel IP: It is the virtual IP address used to create the VPN tunnel. You are advised to select Dynamic to
obtainthe IP address assigned bythe server. You can also setstatic IP addresses in the address pool that does
not cause conflicts.

Server Address: Enter the WAN port IP address (the public IP is required) orthe domain name ofthe server.
Peer Subnet: Enter the target network segmentofthe server, which cannot be the same as that of the client.

Work Mode: The NAT mode only allows the clientto access the Internet on the serverand does notallow the
server to access the Internet on the client. The Router mode allows the serverto access the Internet on the
client.

PPP Hello Interval: Enter the interval for sending hello packets. You are advised to setthe value to 10.
Click Save and the device will send the VPN tunnel requestto the WAN port.
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Online User

PPTP Settings

Enable

PPTP Type Server

Username

Password

Interface

Tunnel IP Static

Service Address

Peer Subnet

Work Mode Router

PPP Hello Interval

1.26 Configuring OpenVPN
1.26.1 Overview

OpenVPN can be usedto establish a secure virtual private tunnel between different sites, or between a client
and a site, allowing usersto access the intranetover ISP networks. Itis a VPN that enables layer 2 and layer 3
tunneling through virtual network cards, supporting various devices such as PCs, smartphones, and routers to
establish VPN connections.

Credentials provide securitysupportfor OpenVPN. The VPN clientmustuse a credential generated by the
server, which verifies the credential and the pre-shared key. Only after verification can a connection be
established. After completing the verification, the VPN clientobtains an IP address from the server,and
establishesa VPN connection through that IP address.

Reyee meshrouters supportserver mode and clientmode. In server mode, a Reyee mesh router can act as an
OpenVPN server to generate credentials and verify the credential and the pre-shared key. In clientmode, a
Reyee meshrouterworks as an OpenVPN client to connectto the VPN server.

1.26.2 Configuring OpenVPN (Server Mode)

Smartphone View: Choose More > Switch to PC view-> More-> =+ VPN-> OpenVPN.
PC View: Choose More-> == VPN-> OpenVPN.

1. Configuring OpenVPN

(12) Click Enable to enable the OpenVPN feature.
(13) Select Server for the OpenVPN Type.
(14) Select the protocol, and enter the server address, portnumber and otherinformation.
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Figure 1-3 Configuring OpenVPN Server

Online User

OpenVPN

OpenVPN Type

Service Mode Certificate

Service Type

VPN Subnet/Netmask 10.80.12.0/24

Client Access

Configuration File

CA Certificate

(15) (Optional) Advanced settings.

Click Expand to perform the following advanced settings. If there are no special requirements, use the default
settings, as shown in the following figure.

TLS Authentication

Allow Data Compression

Cipher = AES-128-CBC

Deliver DNS

Authentication

(16) Click Save andthe device will receive and process the VPN request.

(17) Once the basic configurations are completed, you can view the server tunnel information in the Tunnel List.
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Table 1-2  Configuration

Configuring Network Settings

ltems of OpenVPN Server Mode

ltem

Description

Server Mode

The device supports Account, Certificate and Account & Certificate authentication
modes:

Account mode: The correct account name, password, and CAcertificate are
required to connectto the server. The configurationis simple.

Certificate mode: The clientneeds the correct CA certificate, clientcertificate, and
pre-shared keyto connectto the server.

Account & Certificate mode: The clientneeds the correct account name,
password, CAcertificate, client certificate, and pre-shared key to connectto the
server. This mode is suitable for scenarios with high securityrequirements.

Service Type

All communication on OpenVPN is based on a single IP port, using UDP or TCP
protocols.

The defaultvalue is UDP. You can select TCP for higher performance. TCP
protocol can be used to improve the stability of VPN channels in high latencyor
unstable network conditions.

Service Address

The server address used for clientdocking, which can be a domain name.

Service Port

The port used by the OpenVPN service process. The official port assigned to
OpenVPN is 1194. If the portis occupied or disabled on the local network, the
server log will prompta logindicating portbinding failure. In this case, the port
number needs to be changed.

VPN
Subnet/Netmask

The IP address pool delivered to VPN clients, in the form of a network segment.
The firstaddress inthatsegmentis reserved by the server. For example, if
10.80.12.0/24 is set, then the VPN server addressis 10.80.12.1.

Clientwill access

You can choose Home Network Only or Internet and Home Network
Home Network Only: The clientcan only access the LAN segmenton the server.

Internet and Home Network: The clientcan access the LAN and WAN segments
on the server. In this mode, all traffic from the client will be forwarded to the server.

TLS Authentication

TLS Authentication can enhance the security of OpenVPN. Once enabled, the
clientmustimportthe TLS key. (The version of the peer OpenVPN client mustbe
later than 2.40.)

Allow Data
Compression

Once enabled, the device will compressthe transmitted data to save bandwidth,
butit will occupy a certain amountof CPU resources. This configuration mustbe
consistentonthe clientand the server to avoid any potential connection failures.

ClIPher

Encrypts the data to prevent it from being intercepted midway. The default
encryption standard is AES-128-CBC. If the server is configured in auto mode, the
clientcan be configured with any data encryption algorithm, which will be
automaticallymatched by the server. If a specific encryption method is configured
on the server, the clientmustbe configured with the same encryption method.
Otherwise, the connection between the server and the clientcannot be
established.

Deliver DNS

The information pushed bythe serverto the client's DNS. Currently only Windows
clients are supported.

Authentication

The digestalgorithm informed bythe server to the client. The defaultvalue is
SHA256.

2. Adding OpenVPN clients
Click+ Add to enter a username and a password for authentication when the clientdials in.

Enable Status and click OK.
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Account Tl Batch Delete

Username Password Status Action

10/page Total 0

Add User

Username

Password

Status

Cancel

1.26.3 Configuring OpenVPN (Client Mode)

Smartphone View: Choose More > Switch to PC view-> More-> == VPN-> OpenVPN.

PC View: Choose More-> == VPN-> OpenVPN.

Currently, this device supports Import Config, through which the configuration file is manuallyimported for
docking with the server that is similar to this device. The clientconfiguration file client.ovpn can be directly
exported from the docked OpenVPN server.

(18) Click Enable to enable the OpenVPN function. Configure OpenVPN Type as Client.

(19) Configure the Server Mode, and click Browse to importthe clientconfiguration file. Click Save to save the
configuration.

The device supports three authentication modes: Account, Certificate, and Account & Certificate.

Account mode: The correct account, password, and CAcertificate is required to connectto the server, where

the CA certificate information is embedded in the client's configuration file.

Certificate mode: The clientneeds the correct CA certificate, client certificate, and pre-shared key to connectto

the server, which are allembedded in the client's configuration file.

Account & Certificate mode: The clientneeds the correct account, password, CA certificate, client certificate,
and pre-shared key to connect to the server, where the CA certificate information, clientcertificate, and pre-
shared key are embedded in the client's configuration file.
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Online User

OpenVPN

Enable

OpenVPN Type Server

Service Mode Account & Certificate

Username

Password

Client Config

Table 1-3  Configuration Items of OpenVPN Client Web Setting Configuration Mode

Parameter Description

The device supports Account, Certificate and Account & Certificate
authentication modes:

e Account mode: The correct account, password, and CA
certificate is required to connect to the server. The configuration
is simple.

Server Mode e Certificate mode: The client needs the correct CA certificate,

client certificate, and pre-shared key to connect to the server.

e Account & Certificate mode: The client needs the correct
account, password, CA certificate, client certificate, and pre-
shared key to connect to the server. This mode is suitable for
scenarios with high security requirements.

Enter the usersname and password configured on the server.

Username and password . ) ) .
This parameter can be left blankif the Server Mode is Certificate.

ClientConfig Click Browse and selectthe clientconfiguration file with the suffix .ovpn.

1.26.4 Typical Configuration Example

1. Requirements

Through OpenVPN, a clientcan establish a secure connection to a server over the Internet, and access
resources on the server’s internal network or access the Internet through the server’s network proxy.
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2. Topology

e o w

4,

Q (‘ﬁ@) Router

Device B as Client Device A as Server

Notes

Configure Device A as the OpenVPN server.
Install the OpenVPN clienton Device B. (https://openvpn.net/)

Configuring OpenVPN Server (Device A)

(20) Log in to the web interface of the router, and choose VPN > OpenVPN. Then, flip on the toggle switch next

to Enable to enable the OpenVPN function. On the page that is displayed, enter the IP address ofthe WAN
port as the service address, as well as other required parameters.

Use the defaultsettings unlessthere are specificrequirements.

& Note
The WAN I[P address mustbe a public IP address ora DDNS domain name thatis accessible from outside the
local network.

If the router does nothave a publicIP address, contactthe ISP to obtain a public IP address.

Online User

OpenVPN

Enable

OpenVPN Type Client

Service Mode Certificate

Service Type

Service Address 192.168.50.94

Service Port

VPN Subnet/Netmask 10.80.12.0/24

Client Access Home Network Only

(21) Click Save. The OpenVPN settings are saved.
(22) The following table describes the OpenVPN server configuration.

Parameter Description

Service Mode

Account: Authentication based on password.
Certificate: Authentication based on client certificate.

Account & Certificate: Authentication based on password and client
certificate.
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Parameter Description

Use the defaultvalue unless there are specificrequirements. Both UDP
and TCP are supported.

Service Type If the network connection between the two ends ofan encrypted tunnelis
poor, for example due to high latency or heawy packetloss,then select
TCP.

Service Address The IP address ofthe WAN portis automaticallypopulated.

Indicates the port for OpenVPN service. Use the defaultvalue unless

Service Port e :
there are specificrequirements.

Indicates the network segmentof the OpenVPN address pool. The first
available IP address inthe address poolis reserved forthe server, while
VPN Subnet/Netmask other addresses can be allocated to clients. For example, if this parameter
is setto 10.80.12.0/24,then the virtual IP address ofthe VPN serveris
10.80.12.1.

Home Network Only: If this access mode is selected, then the client can
only access resources on the server’s internal network, butis unable to

) access the Internet through the server’s network proxy.
ClientAccess . .
Internet and Home Network: If this access mode is selected, then the

clientnot only can access resources on the server’s internal network, but
also can access the Internet through the server’s network proxy.

(23) Click Expand to show advanced settings. Use the defaultvalues unless there are specific requirements.

TLS Authentication

Allow Data Compression
Cipher AES-128-CBC

Deliver DNS

Authentication

Configuration File

CA Certificate

(24) Click Export next to Configuration Hle to export the .ovpn file which can be imported on the clientside.
Unless there are specific requirements, you do not need to export the CA certificate.

2. Configuring OpenVPN Client (Use Windows Client as an Example)
(1) Download the OpenVPN client (https://openvpn.net).
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Connect to OpenVPN

Download our free and full-featured VPN client to connect to Cloud
Connexa, Access Server or any OpenVPN protocol compatible

server.

= I0OIE

Read the installation guide >

@ ’ ‘iOS’

(2) Open the Windows OpenVPN client and choose the Fle tab.

OpenVPN Connect

— Import Profile 1=l

URL FILE

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.

®)
<
o
Z

BROWSE

(3) ClickBROWSE and selectthe .ovpn file exported from the serverside.
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OpenVPN Connect

£ Imported Profile

Profile Name

192.168.50.94 [20230614_client]

Server Hostname (locked)

192.168.50.94

PROFILES CONNECT

(4) Click CONNECT to connectto the OpenVPN server.

OpenVPN Connect

— Profiles

CONNECTED
192.168.50.94
[20230614_client]

CONNECTION STATS

5.3KB/s

i
0B/s
BYTES IN BYTES OUT
0 KB/S 313B/S
00:00:12 1sec ago

YOU Q

Checkthe obtained virtual IP addresses.
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OpenVPN Connect

— Profiles

0B/s
108 Km/e P Civers
00:00:17 0 secago

YOou

10.80.12.2

SERVER
192.168.50.94

192.168.50.94

11940 TCPv4

+

(5) Login to the web interface of the router, and choose More > VPN > OpenVPN > Online User to find the
connected client.

OpenVPN

Online User

Username Server/Client Real IP Address Virtual IP Address
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2 System Settings
2.1 Switchingto PC View

Choose More > Switch to PC view.
The PC view is the screen displayed afteryou login from a PC. The page layout is differentfrom that on the
smartphone.

You can click inthe upperleft cornerto return to the mobile view (you can also drag the page to the
narrowestposition onthe PC to enter the mobile view).

More Settings

Network Check

IPTV

Country(Region)/Channel

Bandwidth

Channel Transmit Power

Healthy Mode

Language

Switch to PC view

Internet

2.2 Configuring the Login Password

Smartphone View: Choose More > System > Password.

PC View: Choose More> -=- System > Login > Login Password.
Enter the old password and new password. After saving the configuration, log in again with the new password.
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Password

Old Password

New Password

Confirm Password

Internet

2.3 Remote Access

=

Smartphone View: Choose More > Switching to PC View > More > -=- System > Login > Remote Access.

-
PC View: Choose More> -=- System > Login > Remote Access.

Click Enable to enable the remote access.

£\ Caution
This this may cause attack. Therefore, exercise caution when performing this operation.

This function cannot be enabled if the device managementpassword has aweak securitystrength, such as
being purely numerical oralphabetical. See 2.2 Configuring the Login Password to configure a strong and
secure device managementpassword.
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2.4

@ Basics = ‘ -
i Login Password Session Timeout

mRWIAS Remote Access

Allow others to log in to the device tf
[ Work Mode

= Enable
© Security

& VPN Login URL

5 Advanced

@ Diagnostics

System Time

Management

Upgrade

LED

eboot
< Collapse

Restoring Factory Settings

Smartphone View: Choose More > System > Reset.
PC View: Choose More> -=- System > Management > Reset.

Clickto enable Preserve native configuration to retain the network configuration, Wi-Fi settings, time zone
and other configurations after the routeris restored to factory settings.

Click All Routers to resetall routers in the network.
Click Reset to restore factory settings.

A\ caution
This operation will clear existing settings and restartthe device. Therefore, exercise caution when performing
this operation.

& Note

If resetting all routers in the network is unsuccessful, itis possible thatthe SSID of the primary router is
restored to factory defaults (the default SSID can be found on the bottom label of the router), while the SSID of
the secondaryrouteris not restored to factory defaults. You can hold down the Resetbutton of the secondary
router for more than 10 seconds to restore it to factory defaults.
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© Security
Backup & Import

Resetting the device will clear the current settings. If you want to keep the configuration,
£ Advanced the configuration first.

\&Diagnostics Preserve native configuration

Reset

System Time

Login

Upgrade
LED

Reboot
& Collapse

i Rl Scheduled Reboot
= WLAN
[@ Work Mode
All Routers Reboot all routers on the network.
=2 Repeaters
Reboot
Security
& VPN

3 Advanced

Diagnostics

System Time
Login
Management
Upgrade

LED

2.5 Configuring System Time

Smartphone View: Choose More > System > Time.

PC View: Choose More> &- System > System Time.

You canview the currentsystem time. If the time is incorrect, check and selectthe local time zone. If the time
zone is correct buttime is stillincorrect, click Edit to manuallysetthe time.In addition, the router supports
Network Time Protocol (NTP) servers. By default, multiple servers serve as the backup of each other. You can
add or delete local servers as required.
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2.6
2.6.1

2.6.2

Work Mode Current Time 2023-06-26 03:55:44 Edit

Time Zone (GMT-5:00)America/New_York

NTP Server 0.cn.pool.ntp.org Add

=] Advanced
1.cn.pool.ntp.org Delete

@ Diagnostics

cn.pool.ntp.org Delete

pool.ntp.org Delete

Login asia.pool.ntp.org Delete

Management .
eulopepooLntpAorg Delete

Upgrade
ntp1.aliyun.com Delete

LED

Reboot

& Collapse

Configuring Scheduled Reboot
Getting Started

Confirm that the system time is accurate to avoid network interruption caused by device rebootat the wrong
time. For details,see 2.5 _Configuring System Time.

Configuration Steps

Smartphone View: Choose More > System > Scheduled Reboot.

PC View: Choose More > -=- System > Reboot > Scheduled Reboot.

Click Enable, and selectthe date and time of weekly scheduled reboot. Click Save. When the system time
matches the scheduled reboottime, the device will restart.
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e

Enable

Day

Time

03

o & =

Internet

2.7 Performing Online Upgrade and Displaying the System Version

Smartphone View: Choose More > System >Online Upgrade.

PC View: Choose More> “=- System > Upgrade > Online Upgrade.
You can check the current system version. If there is a new version available, you can click it for an upgrade.

A\ caution
After being upgraded, the device will restart. Therefore, exercise caution when performing this operation. You
are advised to setthe scheduled upgrade time to an early morning time to avoid affecting Internet access.

If no new versionis detected and online upgrade cannotbe performed, check whetherthe DNS is correctly

obtained orgo to More > B Advanced > Local DNS to setthe DNS server for the router.
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rebot

Current Version

ReyeeOS 1

Auto Upgrade

Auto upgrade the device when a new
version appears.

Internet

2.8 Turning On/Off the Indicator

Smartphone View: Choose More > Healthy Mode. > LED

-

PC View: Choose More > -a- System > LED.
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Healthy Mode

Healthy Mode

Home Internet

2.9 Switching System Language

Smartphone View: Choose More > Language.

PC View: Click inthe upperright corner of the page.
Click a required language to switch the system language.
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Indonesia

Viét Nam

pycckmiA

Tarkiye

espafiol

2.10 Enabling Alerts

Smartphone View: Choose More > Switch to PC > More > = Diagnostics > Alerts.

(#)
PC View: Choose More> —-Diagnostics > Alerts
The device may be affected by conflicts and attacks in the network, which leads to network anomalies. Enable
the Alerts function, and you can view the alerts for fault prevention and troubleshooting. You can also
customize the followed alerts .All alerts are followed by default. The unfollowed alerts will notbe detected or
displayed. You are advised to follow all alerts.
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@ Basics

= WLAN

Alert List View Unfollowed Alert
[@ Work Mode

Expand Alerts Suggestion Action
© Security

= VPN

£ Advanced 10/page Total 0

Network Check

Network Tools

Packet Obtaining

=== System

«Collapse

Clickthe arrow under Expand to view alarm details.
Click Delete to delete the corresponding alarm messages. You are advised to retain all alerts for review.

Click Unfollow and then click OK. The device will nolonger report the corresponding alerts . After clicking View
Unfollow Alarm, selectthe alarm you want to follow again. Click OK, and the device will keep following the
corresponding alerts.

Table 2-1  Alerts and Suggested Action

Alerts Suggested Action

Please checkwhethera cableis plugged into the

The WAN port has no link. WAN port.

Please checkthe peerport settings, unplug andre-

The portis operating at 10Mbps. plug the cable, or replace the cable.

There is more than one DHCP serverin the LAN Please disable the extra DHCP serverin the LAN
network. network.

There is more than one DHCP serverin the WAN Please disable the extra DHCP serverin the WAN
network. network.

Address pool of DHCP server is full. Enlarge the DHCP address pool.

Please checkthe IP addresses of WAN and LAN
WAN & LAN Address Conflict. ports. If the network addresses conflict (including IP
address conflict), change the IP of LAN port.

Please checkthe WAN IP address.Ifitis a static IP

The WAN IP address is alreadyin use. address, please change the IP address.

Please checkthe LAN IP address. [fit is a static IP

The LAN IP address is alreadyin use. address, please change the IP address.

Please checkthe IP address ofthe downlink device.
If itis a static IP address, please change the IP
address.

The IP address ofthe downlink addressis alreadyin
use.

Please troubleshootthe MAC address conflictor loop

A MAC address conflictorloop erroroccurs. error
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System Settings

Alerts

Suggested Action

No DNS server address is configured.

Please add aDNS server address, e.g.,
114.114.115.115.

DNS failure

Please checkthe network configuration.

DNS resolution error.

Please checkthe network configuration.

Cloud service is not running.

Please rebootthe device.

Cloud service is not enabled. Please contactReyee technical support.

The device is not connected to the Cloud server. Please rebootthe device.

Loops occur. Please checkthe network environment.

2.11 Diagnosing Network Problems

Smartphone View: Choose More > System > Network Check.
PC View: Choose More > & Diagnostics > Network Check.

Click Start. The device will check the network for problems, including interfaces, routing, flow control, and
provide solutions and suggestions forrisk items.

D Basics Network Check
= WLAN

Work Mode

Security

J VPN

/= Advanced

Alerts
Network Tools

Packet Obtaining

-=- System

2.12 Network DiagnosisTools

1. Network Test Tool
Smartphone View: Choose More > System > Network Tools.

=
|

PC View: Choose More> — “Diagnostics > Network Tools.
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When you selectthe pingtool, you can enterthe IP address or URL and click Start to testthe connectivity
between the routerand the IP address or URL. The message "Ping failed" indicates thatthe router cannotreach
the IP address or URL.

The Traceroute tool displays the network path to a specific IPaddress or URL.
The DNS Lookup tool displays the DNS server address used toresolve a URL.

® Basics
Network Tools

= WLAN
Tool Traceroute DNS Lookup
] Work Mode
IP Address/Domain
© Security

Ping Count 4
&3 VPN

=9 Advanced Packet Size

Network Check

Alerts

Packet Obtaining

- System

«Collapse

2. Packet Capture Tool
(&)
Smartphone View: Choose More > Switch to PC view > More > " Diagnostics > Packet Obtaining.
(&)
PC View: Choose More > " Diagnostics > Packet Obtaining
Set the interface, protocol, and IP address whose packets need to be captured, file size limit, and packet count

limitto limitthe volume of packets captured. Click Start. Packet Obtaining can be stopped atany time and a link
to the generated file is generated. You can use Wireshark and other analysis software to open and view the file.

£\ Caution

Packet capture may occupy many system resources and cause network stalling. Exercise caution when
performing this operation.
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® Basics S
L Packet Obtaining

= WLAN
Interface

[@ Work Mode

Protocol

© Security

IP Address
&3 VPN

55 Advanced File Size Limit

Packet Count Limit

Network Check

Alerts

Network Tools

«Collapse

2.13 Configuring Config Backup and Import

Smartphone View: Choose More > Switch to PC view > More > == System > Management. >Backup &
Import

PC View: Choose More > == System > Management. >Backup & Import
Configure backup: Click Backup to download a configuration file locally.

Configure import: Click Browse, selecta configuration file backup on the local PC, and click Import to import
the configuration file. The device will restart.

® Basics
= WLAN
[@ Work Mode
© Security ETT Config

& VPN Backup Config

= Advanced

Import Config

@, Diagnostics
< File Path Broie

System Time

Login

Upgrade

LED

Reboot

«Collapse

2.14 Configuring Session Timeout Duration

Smartphone View: Choose More > Switch to PC view > More > == System > Login >Session Timeout.

100



User Manual System Settings

PC View: Choose More > - System > Login >Session Timeout.

If no operationis performed on the page within a period of time, the session will be down. When you need to
perform operations again, enterthe password to open the configuration page. The default timeoutduration is
3600 seconds, thatis, 1 hour.

) Basics Login Password Remote Access

= WLAN
Session Timeout

[ Work Mode

Session Timeout 3600
9 Security
& VPN

53 Advanced

@ Diagnostics
System Time
Management

Upgrade

LED

Reboot
& Collapse
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v

7.1

7.2

7.3

FAQs

How Do | Restorethe Router to Factory Settings?

Use a needle-shaped objectto press and hold the router's Reset button for more than 10 seconds, thenrelease
it after the system LED flashes quickly. Wait for the router's system LED to become solid on, then perform
network settings on the router. The SSID of the router in the factory state can be found on the label on the back
of the router.

What Should I Do If | Forgotthe Password?

® Forgotthe managementpassword ofthe web interface: Enter the Wi-Fi password and try again. If the
password is stillincorrect, restore the router to factory settings. The managementpassword will also be
restored to the defaultmanagement password.

® [orgotthe Wi-Fi password:
o Enter the default Wi-Fi password on the label on the back of the routerand try again.

o Scan the QR code on the label on the back of the router, and change the Wi-Fi password on the
Reyee Router App.

o If the fault persists, restore the router to factory settings. The managementpassword will also be
restored to the default Wi-Fi password.

How Do | Manage the Router When Used As a Range Extender After

Installation is Successful?
You are advised to connect your PC or smartphone to the device's Wi-Fi network. Then, open a browser and
enter 192.168.110.1 inthe address barto access the router's web interface.

If you are unable to access the router's web interface using the defaultIP address, you can use the alternative
methods specifiedin 3.4 _Manage the Device After Successful Setup

After successful setup, you can manage the router by accessing its web interface.
1. Connecting the Device

Connectyour smartphone or PC to the router via a wired or wireless connection.

W Note

If the router is in WISP mode, you are advised to connect your PC to the router via a wired connection.

® Wired Connection

Connectyour PC to the LAN/WAN port of the router using an Ethernetcable, and configure Obtain an IP
address automatically on the PC.

® Wireless Connection
On your smartphone or PC, search for and connect to the Wi-Fi network of the router.
2. Logging In to the Web Interface

® Loginusingthe defaultlP address

Enter the defaultlP address (192.168.110.1) or https:// 192.168.110.1 in the address bar of your browser, and
press Enter. The login page is displayed. For details, see & iz R R PG HE. SRR BFI5 HE. .

® |oginusinganobtained IP address

If you failto login using the defaultIP address, you can obtainan IP address from the primaryrouter for login.
The steps are as follows:

a Login to the web interface of the primaryrouter to find the currentIP address ofthe router.
b  Enterthis IP address inthe address bar ofyour browser,and press Enter. The login page is displayed.

If you encounteranyissuesduring this process, feel free to seek help from the official website at
www.ireyee.com or reach out to customer service by emailing techsupport@ireyee.com..
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7.4 What Should | Do If the System LED Keeps Flashing After the
Routeris Powered On?

Restore the router to factory settings and poweronitagain.
If the system LED still fails to turn solid on, please email us attechsupport@ireyee.com.
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