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(Easy)Mesh Netzwerk

/wei oder mehr WLAN-Gerate bilden ein
nahtloses Netzwerk mit:

O

o 0O O O

WLAN oder Ethernet als Backhaul
zentral verwalteten WLAN-Profilen
gleichen SSIDs auf allen Geraten
einfacher Einrichtung und Management

verbesserter Abdeckung grolderer
Gebaude und Flachen

erweiterten Diagnosedaten
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EasyMesh vs. Enterprise Netzwerk

Controller Offiziell nur 1 Controller 1 Controller + Backup-Controller
Lokal oder Cloud basiert? Eher Lokal Lokal oder Cloud
Multi-Vendor-fahig?
Netzwerkprofile
Radioprofile

Zertifikate

Getrennte Netze (z.B. Gaste)
Client Steering

X
X

Fast Roaming

Access Management (z.B.
Zeitsteuerung, MAC-Blocking)

Data Elements (TR-181)

S
S

X 8
<

Firmware Management
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Einfuhrung EasyMesh

Wi-Fi CERTIFIED EasyMesh™: O Mesh-Interoperabilitat
Smart, extended coverage home Wi-Fi®

ursprunglich seitens
Chiphersteller entwickelt

O Wi-Fi Alliance (WFA) integrierte
den vorliegenden Testplan als
EasyMesh (R1) in 2018

0O Zertifizierte Gerate: >450

>100 zertifizierte Gerate pro Jahr
seit 2020

Top vendors: Huawei (145), ZTE
(68), Fiberhome (34)
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Zeitverlauf
Rel 1 Release 3 Release 5
elease -
, o Wi-Fi 6 support QoS Management,
Basic Connectivity EasyConnect, Data Station Access
Metrics & Capabilities Elements R2 Control

S
=

4

Dez. 2019
Release 2 Release 4(¥) Release 6
Data Elements R1 Optimization & t.b.a.
DFS, Steering & Consolidation

Traffic Separation Wi-Fi 6 advanced

(*) Seit Dezember 2022 fur Zertifizierung verpflichtend
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EasyMesh

© Genexis 2023 | Proprietary & confidential



EasyMesh unter der Haube

0 Erkennung, Konfiguration und
Management erfolgt via IEEE 1905.1/.1a

0 AP ,Auto-Konfiguration® nutzt “Wi-Fi
Simple Configuration® (WPS)

0O Onboarding von Geraten via WPS (R1+)
und/oder Easy Connect (R3+)

O Remote Management via TR-181 inkl.
Data Elements

© Genexis 2023 | Proprietary & confidential

3 Network Layer

2.5 Convergentlayer

2 Datalinklayer

1 Physical layer

Eth  Wi-Fi PLC MoCA
802.3 802.11 1901




g
o)
| -

EasyMesh unter der Haube

Packet Capture O ,Autoconfig” Suche

O Topologie

O Link Qualitat

0 Kanalwahl inkl. Sendeleistung
O Radio Metriken
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EasyMesh unter der Haube: Ankundigung

No. | Time | Source | Destination | Protocol | LengtF | Info
1 0.000000 EasyMesh:Agent IEEE-1905.1-Control ieeel905 60 Topology discovery

> Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface en6, id ©
> Ethernet II, Src: EasyMesh:Agent (46:d4:37:97:a8:40), Dst: IEEE-1905.1-Control (01:80:c2:00:00:13)
4 IEEE 1905.1a
Message version: ©
Message reserved: ©
Message type: Topology discovery (0x0000)
Message id: ©x9b8d
Fragment id: 0x00
+ 1905 AL MAC address type
TLV type: 1905 AL MAC address type (0x01)
> TLV length: 6
1905 AL MAC address type: EasyMesh:Agent (46:d4:37:97:a8:40)
v MAC address type
TLV type: MAC address type (0x02)
> TLV length: 6
MAC address type: EasyMesh:Agent (44:d4:37:97:a8:40)
message
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EasyMesh unter der Haube: Autoconfig Suche

| Time | Source | Destination | Protocol | Lengtt | Info

4 5.420438 EasyMesh:Agent IEEE-1905.1-Control ieeel905 60 AP autoconfiguration search

A K A224RD FacuMach:Cantrallar FacuMach:Anant isnaa1Q05 RA AP autnranfinuratinn racnnance

> Frame 4: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface en6, id ©
> Ethernet II, Src: EasyMesh:Agent (44:d4:37:97:a8:40), Dst: IEEE-1905.1-Control (01:80:c2:00:00:13)
4 IEEE 1905.1a
Message version: @
Message reserved: ©
Message type: AP autoconfiguration search (@x0007)
Message id: @x9b%4
Fragment id: 0x@0
> Flags: @xc@, Last fragment, Relay indicator
+ 1905 AL MAC address type
TLV type: 1905 AL MAC address type (0x01)
> TLV length: 6
1905 AL MAC address type: EasyMesh:Agent (46:d4:37:97:a8:40)
 SearchedRole
TLV type: SearchedRole (@x@d)
> TLV length: 1
Searched role: 0x00, Registrar
v AutoconfigFreqBand
TLV type: AutoconfigFreqBand (@x@e)
> TLV length: 1
Auto config frequency band: ©x@1, 802.11 5 GHz
Supported service information e
TLV type: Supported service information (@x8@)
> TLV length: 2
Supported service count: 1
> Supported service list
v Searched service information
TLV type: Searched service information (@x81)
> TLV length: 2
Searched service count: 1
> Searched service list
v Multi AP Profile
TLV type: Multi AP Profile (@xb3)
> TLV length: 1
Multi-AP Profile: Multi-AP Profile 2 (2)
> End of message MM N |
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EasyMesh unter der Haube: Autoconfig Suche - pro Band(!)

| Time | Source | Destination | Protocol | LengtF | Info

5 5.421599 EasyMesh:Agent IEEE-1905.1-Control ieeel905 60 AP autoconfiguration search

A K AD2ARD FacuMach'Cantrallar FacuMach:*Anant isaal1QO8 A AP autnranfinuratinn reacnnnca

Frame 5: 6@ bytes on wire (480 bits), 60 bytes captured (480 bits) on interface en6, id ©

> Ethernet II, Src: EasyMesh:Agent (44:d4:37:97:a8:40), Dst: IEEE-1905.1-Control (01:80:c2:00:00:13)
o IEEE 1905.1a

Message version: ©
Message reserved: ©
Message type: AP autoconfiguration search (9x0007)
Message id: ©x9b95
Fragment id: ©x00
Flags: @xc@, Last fragment, Relay indicator
1905 AL MAC address type
> SearchedRole
AutoconfigFregBand
TLV type: AutoconfigFreqBand (@x@e)
» TLV length: 1
Auto config frequency band: ©x00, 802.11 2.4 GHz
> Supported service information B T
» Searched service information
> Multi AP Profile
> End of message

© Genexis 2023 | Proprietary & confidential
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EasyMesh unter der Haube: Autoconfig Suche - Antwort

| Time | Source | Destination | Protocol | Lengtk | Info

6 5.422462 EasyMesh:Controller EasyMesh:Agent ieeel905 60 AP autoconfiguration response
7 5.423677 EasyMesh:Controller EasyMesh:Agent ieeel905 60 AP autoconfiguration response

> Frame 6: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface en6, id @
> Ethernet II, Src: EasyMesh:Controller (44:d4:37:ac:a4:70), Dst: EasyMesh:Agent (46:d4:37:97:a8:40)
d IEEE 1905.1a
Message version: @
Message reserved: ©
Message type: AP autoconfiguration response (0x0008)
Message id: 0x9b94
Fragment id: ©x00
Flags: 0x80, Last fragment
v SupportedRole
TLV type: SupportedRole (@x0f)
> TLV length: 1
Supported role: 0x0@, Registrar
v SupportedFreqBand
TLV type: SupportedFreqBand (©0x10)
> TLV length: 1
Supported frequency band: 0x01, 802.11 5 GHz
Supported service information =
TLV type: Supported service information (@x8@)
> TLV length: 2
Supported service count: 1
+ Supported service list
Supported service: @0x@0, Multi-AP Controller
MU R PO R —.
TLV type: Multi AP Profile (@xb3)
> TLV length: 1
Multi-AP Profile: Multi-AP Profile 2 (2)

I §
- End of message

© Genexis 2023 | Proprietary & confidential

['['].]



EasyMesh unter der Haube: Autoconfig M1

© Genexis 2023 | Proprietary & confidential

e |Source | Destination B
12 5.537392 EasyMes EasyMesh:Controller ieeel905 449 AP autoconfiguration Wi-Fi simple configuration (WSC), M1
13 5.621126 EasyMes| EasyMesh:Controller ieeel905 425 AP autoconfiguration Wi-Fi simple configuration (WSC), M1

Frame 12: 449 bytes on wire (3592 bits), 449 bytes captured (3592 bits) on interface en6, id @
Ethernet II, Src: EasyMesh:Agent (44:d4:37:97:a8:40), Dst: EasyMesh:Controller (46:d4:37:ac:a4:7@)
IEEE 1905.1a
Message version: @
Message reserved: @
Message type: AP autoconfiguration Wi-Fi simple configuration (WSC) (@x0009)
Message id: @0x9b96
Fragment id: ©0x@0
> Flags: @x80, Last fragment
wsc
TLV type: WSC (@x11)
TLV length: 357
Version: @0x10
Message Type: M1 (@x04)
uID E
MAC Address
Enrollee Nonce
> Public Key
Authentication Type Flags: 0x007b
Encryption Type Flags: 0x0000
Connection Type Flags: ESS (@x01)
Config Methods: 0x0680
v Wifi Protected Setup State: Not configured (@x01)
Data Element Type: Wifi Protected Setup State (@0x1044)
Data Element Length: 1
Wifi Protected Setup State: Not configured (©x01)
> Manufacturer: e —————
Model Name:
> Model Number:
Serial Number:
Primary Device Type
Device Name:
RF Bands: 5 GHz (0x02)
Association State: Not associated (0x0000)
Device Password ID: PushButton (0x0004)
Configuration Error: No Error (@x0000)
0S Version: 0x80000000
Vendor Extension
AP Radio Advanced Capabilities
TLV type: AP Radio Advanced Capabilities (@xbe)
TLV length: 7
Radio Unique ID: IntenoBr_97:a8:4f (44:d4:37:97:a8:4f)
AP Radio Advanced Capabilities Flags: @x4@, Traffic Separation on combined R1 and R2 and above backhaul
AP radio basic capabilities
TLV type: AP radio basic capabilities (@x85)
TLV length: 41
AP radio identifier: 44d43797a84f
Maximum BSS support: 16
perating class count
Supported operating classes list
Profile 2 AP Capability
TLV type: Profile 2 AP Capability (@xb4)
TLV length: 4
Max Total Number Service Prioritization Rules: @
Reserved: 0x00
Flags: 0x00, Byte Counter Units: bytes
Max Total Number of VIDs: 255
End of message

['['].]
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EasyMesh unter der Haube: Autoconfig M2 - Konfiguration

© Genexis 2023 | Proprietary & confidential

| Time |Source

20 5.937705  EasyMesh:Controller EasyMesh:Agent ieee1905 1039 AP autoconfiguration Wi-Fi simple configuration (WSC), M2, M2

Frame 20: 1039 bytes on

| Destination |Protocol | Lengtt|Info

wire (8312 bits), 1039 bytes captured (8312 bits) on interface en6, id @

Ethernet II, Src: EasyMesh:Controller (44:d4:37:ac:a4:70), Dst: EasyMesh:Agent (46:d4:37:97:a8:40)

Message version: 0
Message reserved: 0
Message type: AP auto,
Message id: 0x9b97
Fragment id: @x00

configuration Wi-Fi simple configuration (WSC) (0x@009)

Flags: @x80, Last fragment

AP radio identifier
wsC

TLV type: WSC (@x11)

TLV length: 506
Version: @x1@

Message Type: M2 (0x@5)

Enrollee Nonce
Registrar Nonce
wIo R

Public Key

> Authentication Type Flags: @x0040
Encryption Type Flags: 0x0008
Connection Type Flags: ESS (@x01)
Config Methods: 0x@680

> Manufacturer:
Model Name:

> Model Number:
Serial Numbe

Primary Device Type

Device Name:
RF Bands: 2.4 GHz (
Association State:

Configuration Error:

Device Password ID:

0x01)

Connection success (0x2001)
No Error (0x0000)
PushButton (@x0004)

0S Version: 0x80000000

Vendor Extension
Encrypted Settings
ETTETTTCETOT——

WSC

TLV type: WSC (@x11)

TLV length: 490
Version: 0x10

Message Type: M2 (0x05)

Enrollee Nonce
Registrar Nonce
wI R
Public Key
Authentication Type
Encryption Type Flai
Connection Type Flai
Config Methods: 0xe|
Manufacturer
Model Name:
Model Number
Serial Number:
Primary Device Type
Device Name:
RF Bands: 2.4 GHz (
> Association State:
Configuration Erro
> Device Password ID:
0S Version: 0x80000!
Vendor Extension
Encrypted Settings
ST
End of message

Flags: 0x0060
gs: 0x0008

gs: ESS (0x01)
680

0x01)

Connection success (0x0001)
No Error (0x0000)
PushButton (0x0004)

000

)
D)
| -

15
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EasyMesh unter der Haube: Link Metriken

No. | Time | Source | Destination | Protocol | LengtF | Info
39 12.174264 EasyMesh:Controller EasyMesh:Agent ieeel905 60 Link metric query
40 12.180367 EasyMesh:Agent EasyMesh:Controller ieeel905 267 Topology response
41 12.180841 EasyMesh:Agent EasyMesh:Controller ieeel905 455 Topology response
42 12.182184 EasyMesh:Agent EasyMesh:Controller ieeel905 60 Operating Channel Report
43 12.182455 EasyMesh:Agent EasyMesh:Controller ieeel905 484 Higher layer response
44 12.183269 EasyMesh:Agent EasyMesh:Controller ieeel905 110 Link metric response

Frame 39: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface en6, id @
> Ethernet II, Src: EasyMesh:Controller (44:d4:37:ac:a4:70), Dst: EasyMesh:Agent (46:d4:37:97:a8:40)
d IEEE 1905.1a

Message version: ©
Message reserved: ©
Message type: Link metric query (0x0005)
Message id: @x9d9a
Fragment id: ©0x00
> Flags: @0x80, Last frag
v Link metric query
TLV type: Link metric query (0x@8)
> TLV length: 8
Link metric query type: All neighbors (9)
Link metrics requested: Tx link metrics only (@)
message

© Genexis 2023 | Proprietary & confidential 16



EasyMesh unter der Haube: Link Metriken

44
45
46
47
48
49

| Time | Source

12.183269 EasyMesh:Agent
12.383101 EasyMesh:Controller
12.384880 EasyMesh:Agent
12.586151 EasyMesh:Controller
12.587434 EasyMesh:Agent
12.788264 EasyMesh:Controller

| Destination

EasyMesh:Controller
EasyMesh:Agent
EasyMesh:Controller
EasyMesh:Agent
EasyMesh:Controller
EasyMesh:Agent

| Protocol
ieee1905
ieeel905
ieee1905
ieeel1905
ieeel905
ieeel905

| Lengtt | Info

110
(1
458
74
250
60

Link metric response

AP Capability Query

AP Capability Report

AP Metrics Query

AP Metrics Response

Backhaul STA Capability Query

> Frame 44: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface en6, id @
> Ethernet II, Src: EasyMesh:Agent (44:d4:37:97:a8:40), Dst: EasyMesh:Controller (46:d4:37:ac:a4:70)

IEEE

1905.1a

Message version: @
Message reserved: @
Message type: Link metric response (0x0006)
Message id: ©x9d9a
Fragment id: 0x@@
> Flags: @x80, Last fragment

v 1985 transmitter

link metric

TLV type: 1905 transmitter link metric (©x@9)
> TLV length: 41
Responder MAC address: EasyMesh:Agent (46:d4:37:97:a8:40)
Neighbor MAC address: EasyMesh:Controller (46:d4:37:ac:a4:70)
Receiving AL MAC address: EasyMesh:Agent (44:d4:37:97:a8:40)

Neighbor MAC address:

> Media type: 0x0001,
IEEE 802.1 bridge flag: 1905 link includes one or more IEEE 802.1 bridges (1)

Packet errors: @

Transmitted packets:

IEEE 802.3ab gigabit

81

MAC throughput capacity: @

Link availability: 100

Phy rate: 0
905 recelver Llink metric

TLV type: 1905 receiver link metric (@x@a)
> TLV length: 35
Responder MAC address: EasyMesh:Agent (46:d4:37:97:a8:40)

Neighbor MAC address: EasyMesh:Controller (46:d4:37:

Receiving AL MAC address: EasyMesh:Agent (44:d4:37

Neiaghbor MAC add

> Media type: 0x0001,

Packet errors: @
Packets received: @
RSSI: oxff

© Genexis 2023 | Proprietary & confidential

IEEE 802.3ab gigabit

(44:d4:37:

EasyMesh:Controller (44:d4:37:ac:a4:70)

c:a4:70)

97:a8:40)

c:a4:70)

['['].]
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EasyMesh unter der Haube: AP Metriken
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| Time | Source | Destination | Protocol | Lengtt|Info
8 12.587434 EasyMesh:Agent EasyMesh:Controller ieeel905 250 AP Metrics Response

> Frame 48: 250 bytes on wire (2000 bits), 250 bytes captured (2000 bits) on interface en6, id @
> Ethernet II, Src: EasyMesh:Agent (44:d4:37:97:a8:40), Dst: EasyMesh:Controller (46:d4:37:ac:a4:70)
i IEEE 1905.1a
Message versiol [}
Message reserved: @
Message type: AP Metrics Response (@x800@c)
Message id: 0x9da@
Fragment id: 0x00
> Flags: 0x80, Last fragment
v Radio Metrics
TLV type: Radio Metrics (@xc6)
genatns %)
Radio unique ID: 44d43797a84f
Noise: 168
Transmit: 56
ReceiveSelf: @
ReceiveOther: 68
adio Metrics
TLV type: Radio Metrics (@xc6)
> TLV length: 10
Radio unique ID: 44d43797a84e
Noise: 174 —
Transmit: 156
ReceiveSelf: @
ReceiveOther: 12
AP metrics
TLV type: AP metrics (0x94)
> TLV length: 13
M P ot B £443797a849
Channel ut zat 80
BSS STA count: @
ated Service Pa éters Flags: 0x80
Estimated service parameters AC=BE: 000000
AP Extended Metrics
TLV type: AP Extended Metrics (@xc7)
> enath:
BSSID: 3e:d4:37:97:a8:49 (3e:d4:37:97:a8:49)
UnicastBytesSent: @
UnicastBytesReceived: @
MulticastBytesSent: 24
MulticastBytesReceived: ©
BroadcastBytesSent: 5
BroadcastBytesReceived: 0
metrics
Extended Metrics
metrics
Extended Metrics
metrics
Extended Metrics

['['].]
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EasyMesh: Inbetriebnahme

Gateway in Betrieb
nehmen

gaf. Netzwerkprofil(e) andern

0))) Mein Netzwerk

© Genexis 2023 | Proprietary & confidential
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EasyMesh: Inbetriebnahme

Gateway in Betrieb Extender

nehmen anschliefRen

Entweder via Ethernet
ggf. Netzwerkprofil(e) andern Oder via Wi-Fi

8 .
N O ’
I I N S . N P 4

\\_//

X i _—
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EasyMesh: Inbetriebnahme

Extender
anschliefRen

Gateway in Betrieb

nehmen

Entweder via Ethernet

ggf. Netzwerkprofil(e) andern Oder via Wi-Fi

¢
~ >
N

7’
7’
\\_//
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. 0))) Mein Netzwerk
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Einige
Sekunden
warten

.........................................................
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enexis

g

genexis”

Problem

Konfiguration sowie Informations- & Diagnosedaten proprietar

2023 | Proprietary & confidential
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B

genexis”

Problem

Einstellungsmoglichkeiten und Diagnosedaten verschiedener
Hersteller lassen sich nur schwer oder gar nicht vergleichen

© Genexis 2023 | Proprietary & confidential 25



enexis

B

genexis”

Problem

Eingabe und/oder Abruf der Daten erfolgt bei jedem Hersteller
unterschiedlich, Formate der Daten unterscheiden sich

2023 | Proprietary & confidential
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B

genexis”

Losung

Wi-Fi Data Elements
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EasyMesh: Data Elements *

Einheitlicher Satz an
Konfigurationsoptionen
(v2.1)

Standardisiertes
Datenmodell mit >250 :
KPls - .. &= Einheitlicher Satz von

' . Diagnosedaten

ﬂ"
-
-

@ Beispiele:
AP & Client Fahigkeiten, eisplele

N Py | Roamingschwellwert,
Diagnose, Optimierung k8 ol { ~,
g P 9 : | i Wi-Fi 6 Spatial Re-Use |

T
NG

aaaa
_____
e

Kommunikation im
JSON-Format via
HTTP(S) ist

~~~~~~

Datenformat ist P Datenangaben sind fur
vorgegeben alle Hersteller

identisch

vorgegeben
; Auslesen der Daten von extern
Beispiel: Signalstarke in Beispiel: Signalstarke Setzen der Parameter fiir

dBm oder % als RSSI| oder RCPI unterstiitzte

Konfigurationsoptionen

© Genexis 2023 | Proprietary & confidential 28



EasyMesh: Data Elements

Radio Capabilities
(including Wi-Fi 6, 6E)
Radio Utilization Statistics BSS Capabilities

Hosted BSS(s) BSS Utilization Statistics

Radio(s)
Associated STAs

Device Vendor Identification j§

Scans of Neighboring APs B Operating Class / Channel
Radar Channel Assessment

Device(s) - Single AP, Multi-
Network (Home) Ead AP Controller, Multi-AP
Agent

Client Association (including
Wi-Fi 6, 6E capabilities)

802.1Q C-Tag Prioritization Unassociated Client reports
Information

Traffic Separation (VLANS)

Policies

Client Disassociation
Client Failed Connection

Figure 2. Wi-Fi Data Elements model organization

© Genexis 2023 | Proprietary & confidential

Client Capabilities
(including Wi-Fi 6, 6E)

Client Utilization Statistics

Ea Report on neighboring APs

29



EasyMesh: Data Elements = Beispiele

Verwendete
PHY-Raten

Verwendete (Tx & Rx)

Kanalbreite

Anzahl
angemeldeter
Clients

Mediums-
auslastung
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Paketzahler
) inkl.
Ubertragungs-

fehler
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EasyMesh: Data Elements — Datenmodell auf der CLI

© Genexis 2023 | Proprietary & confidential

—2.
—— Active : 1
—— AssociationTime : 2023-03-16T14:37:14Z
—— LastDataDownlinkRate : 780000
—— LastDataUplinkRate : 866000
—— MACAddress : 26:b0:bd:6¢:d6:17
—— Noise : -90

—— SignalStrength : -44
L Stats.

—— BytesReceived : 1888910
—— BytesSent : 388109009
—— ErrorsSent : 11

—— PacketsReceived : 13713
—— PacketsSent : 1897725
—— RetransCount : 4

['['].]
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EasyMesh: Data Elements im EasyMesh Szenario

EasyMesh Agent EasyMesh Agent
EasyMesh Controller + " 6 6 gl
Data Elements Agent 'Q'\';/ ° ° "
O
= P \ WLAN-Backhaul
= e
O °
P
\N\z
Monitoring Service + EasyMesh Agent
Data Elements Collector é\7;4/
ks ~o o=
Q‘/[ S’ )
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Zusammenfassung und Ausblick

0O EasyMesh bietet einfache Konfiguration und
umfangreiche Diagnosemoglichkeiten

0O Einsatz von EasyMesh auch in kleinen
Unternehmen denkbar

O Internetanbieter mit ,,Dual-Source”-
Strategie benotigen Interoperabilitat

0 Kontinuierliche Weiterentwicklung im
EasyMesh zeugt von hoher Marktrelevanz

0 Zunahme von RFIs & RFQs mit EasyMesh
als Voraussetzung

0 Die nachsten Features sind bereits in der
Pipeline

© Genexis 2023 | Proprietary & confidential
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gCNEXIS

Vielen Dank fur eure Aufmerksamkeit!
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