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Important User Information

Read this document and the documents listed in the additonal resources section about installation, cﬂnfigu.rﬂl:iun. and
opcration of this cquipment before you inscall, r_unfiglm:, opcrate, or maintain chis P[-D-E[I.IEL Users are r::quirc:d o
familiarize themselves with installation and wiring instructions in addition to roquircments of all appllca.blc codes, laws,

3.I'I[i sundards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are
rcquin:c[ to be carried out b}' mirahiy trained prrmnncl in accordance with applicul:-]c code of practice.

If chis cquipment is used in a manner not spcciﬁcd |:n.r the manufacturer, the protcction pmvidcd b} the cquipment may
be i.mpa.i.rcd.

In noevent will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from
the use or applic:u'inn of this cquipment,

The cxampi:s and c[iagmms in this manual are included mh:l}r for illustrasive purposes. Becanse of the many variables and
roqUIrCments associated with any p—a.rtia:uhr installation, Roclowell Auromation, Inc. cannot assume rc.spansibility or

liability for actual use based on the examples and diagrams.

Mo patent ].i.abiiit]r is assumed b}' Rockwell Automation, Inc. with respect to use of informartion, circuits, equipment, or

sofoware described in chis manoal,

Rrpmductiun of the contents of this manual, in whole or in jpart, without written pcrmission of Rockwell Auromarion,

Inc., is prohibited.

Throughout this manual, when necessary, we usc notes to make you awarc of safety considerations.

WARNING: Identifies information about practices or droumstances that can cause an explosion in a hazardous
environment, which may lead to personal injury or death, property damage, or economic Joss.

ATTENTION: Identifies information about practices or drcumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help vou identify a hazard, avoid a hazard, and recognize the consequence.

> P

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

Labels may also be onor inside the cquipment to pm?idv: sp:ciﬁ-: precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures,

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, 2 motor control center, to alert people to
potential Arc Hash. Arc Hash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Requlatory requirements for safe work practices and for Personal Protective Equipment {PPE).

> > >
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Preface

sllmmary of Changes -!-’hi'ﬁ- manual contains new and updated information as indicated in the
following table.
Topic Page
Added Compact GuardLogir® 5380 and Safety information Throughout
(hapter 3, How to Power (ompact Goardlogix 5380 Controllers 37
Chapter 4, Safety (oncept of Compact Guzrdl ogix 5380 Comtrollers EL]
Chapter 12, Safety 0 Devices 199
(haptar 14, Develop Safety Applications m
Overview This manual provides information on how to design a system, operate a
CompactLogix™ or Compact GuardLogix based controllers system, and
dcwlup applicar[nns.

You must be trained and upcricncrd in the creation, opcration, and
maintenance of safety systems.

For information on Safety Integrity Level (SIL) and Perfformance Level (PL)
requircments and safct}r applicatinn requirements, scc the {_;unrdl.ﬂg;is 5580
and Compact GuardLogix 5380 Controller Systems Safety Reference Manual,
pu]:rhcatiun 1756-RMO12.

Rockweall Automation Publication 5069-LUM001D-EN-F - peil 2012 n



Additional Resources

These documents contain additional information concerning related pru-c[um

from Rockwell Automarion.
Tabie 1- Additional Resources
Resource Description
Handware instailation Compact! aaix 5380 Controflers Installation Provides instaBation instnuctions for Compactl ogix 5380 controllers.
Instructions, publication 506214013
Compat Guandiogh 5380 5L 2 Controllers Proveides instalation instructions for Compact Goandlogix 5380 controfiers.
Installation Instractions, publication 5069-N014
Industrial Automation Wiring and Grounding Provides general quidelines for installing a Rockwell Automation industrial system,
Guidelines, publication 1770-4.1
Technical Data Compact 5000 10 Modules Spedfications Provides spedfications for Compact 50007 V0 Etherbet/IP adapters and Compac 5000 10
Technica! Data, publication 5069-T0001 madules
Compactl ogix 5380 and Compact Guard! ogix Prowides spedfications for Compactl egix 5380 and Compact Goardlogix 5380 controflers.
5380 Conteodlers Spedfications Technicl Data,
Ketworks Echertet/IP {ommunication Modules in [ ogix Provides information on how to use (ompact 5000 10 ErherNet'IP adapters.
5000 Control Systems User Manual, publication
ERET-Ubdo4
{zuidance for Selacting Cables for Etherdet/IP Provides information on how to select cabling hased on the application, envimnmental
Metworks, pubdication ENET-WPoo7-EN- conditions, and mechanical requirements.
[]F'gndlimn Integrated Arckitecture znd (P Sync Describies haw to configure P Sync with integrated Architecture® products and applications.
irati (onfiguration Application Technique, publication
I-AT003
Safety Application Guandtogix 5580 and (ompact Geardlogie 5380 | Provides requitements for achizving and maintaining Safety integrity Level (311 7 and
Requirements Controfler Systems Safety Reference Mamual, Performance Level (PL) d requirements with the Giard!ogix 55710 controller sysiem wsing
pobdication 1756-AM(12 the Studio 5000 Logix Designer™® application.
Motion Motion Coardinate System User Manual, Provvides information-om how to aeate and configare a coordinated motion application
pubdication MOTION- LMoo TystEm.
Integrated Motion on the Etherfet/I Netwaork Provides information on how to configure an Integrated Motion on EtherNet/ I networks
(onfiguration and Startup User Manual, application system.
pubdication MOTION-UMXS
Integrated Mation on the Etherbiet/T? Network | Provides desoriptions of the AXIS 0P _DRIVE anributes and the | ogix Designer application
Reference Manual, pobfication MOTION-fM003 | Control Modes and Methods
Login 50040 Controllers Maotion Instructions Provides information on how o use Motion instractions.
Reference Manual, poblication MOTION-TIM002
[hesign (onsiderations Logix 5000 Controflers Design Considerations Prowides information on how todesign and plan Logix S000™ controlier systems.
Reference Manual, pubfication 1756-Ak094
Fthemnet Design (onsiderations Refernce Provides additional information on network design for your system.
Mamal, publication ENET-RilG02
Replacement Guidelines: Logix 5000 (ontrofiers | Provides ouidelines on how to replace the following:
Reference Manual, pubfication 1756-RM100 - Uontrollogic® 556075570 controfler with a Controll ogix 5580 controller
« Compactlogix 5370 |3 controllers with a Compactl ogix 5380 controller
Compactlogn System Selection Guide, Prowides information on how todesign and sefect companents for your Compactl ogix or
pubdication 1769-5G001 Compact Guardl ogix system,
Prooramming Tasks and Logne 5000 Controflers Comamon Procedares Provides access to the Logix 5000 Controblers set of programming maneals. The mansalks
ures Programming Manual, publication 1756-PMOIT | cover such topics as how 1o manage project files, organize tags, program logic, test mutines,

handbe faults, and more.

Logie 50040 Controffers Ceneral instroctions
Reference Manual, poblication 1756-BMO0G

Provides infoomation o the programming instructions available fo use in Logix Designer
application projects.

Reference Manual, publication 1756-RME9S

Provides information on the Guandl ogix Safety application instruction set.

12

Tockweail Automation Publication 5069-UMO0YTD-EN-F - Apeil 2012



Table 1 - Additional Resources

Resource Description
Compact 5000 Digital and Compact 5000 Tigital and Safety 110 Modale: Provides infermation on how to use Compact 5000 10 digital and safety madules:
Safety modules User Mamul, publication 5000-4
5000 Serizs Analog 110 Modula Uker Manual, Proveides information on how to use Compact 5000 170 analon modules.
publication 5000-EM005
5000 Senies High-speed Counter Module User Provides information on how to use the Compact 5000 1 high-speed counter module.
Guard 10 Modubes Guard 170 Devicelet Safety Modules User Manual, | Provides information on how 1o use Guard 10 ™ Deviceliet Safety modubes, inclading 173205
pubdication 1791 05-UMOO1 amad 179705 10 modules.
Gaard 10 Ethertet/IP Modules User Provides information on how to wse Guard W0 Etherbet/1P Safety modules, inchuding 173285
Mamal, publication 1751E5-UMo01 and TR1ES 10 modudes.
PONT Guand 1™ Safery Modules User Manual, | Provides information on bow o use POINT Guard 110 modules.
pubication 1 734-IM013
Drives Kinetix 5500 Servo Drives User Manoal, Provides infermation o how to use a Kinetix 5500 servo drive system. Also inclades
publication 2192-UMo01 requirements for how to we Kineti 5500 drives in safety applications.
Kinetix 5704 Servo Drives Usar Mamnual, Provides information on how to use a Kinetix® 5700 servo dove system. Also indudes
pubdication 2198-{IM(07 requirements for how to wse Kinetix 5700 drives in safety applications.
Prowerthex 527 Adpstable Frequency AL Orive Provides information on how to use a Powertlex® 520-senes adjustable frequency AL drive.
User Manual, pablication 520-UMO02
Product (ertifications Product Certifications website, hig:!/ Provides dedasations of conformity, certificates, and ether certification details.
www.reckwellautomation.com/global’

You can view or download pub] ications at

h@:f" Hwrwrw.rockwellantomarion.com/ glaba] .-"lircramrr--|i|:|mr'_i.'.-" overvicw.page.

To order paper copics of rechnical documentation, contact your local
ﬂﬂcn--Bmd]cy distributor or Rockwell Automation sales representative.
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Chapter 1

Minimum Requirements

CompactLogix 5380 and Compact
GuardLogix 5380 Systems and Controllers

This chapter describes fearures and functions that are associated with the
CompactLogix" 5380 and Compact GuardLogix® 5380 controllers.

Topic Pags
Minimum Requirements 15
Compacilogix 5380 System 7
Comysact Caandl ogix 5380 System 18
Design the System L]
(ontrofler Features n
Power the System o

The controllers have minimum requircments.

o CompactLogix™ 5380 and Compact GuardLogix” 3380 controllers have
minimum hardware requirements. For more information on the
hardware requirements, see Table 2 on page 20.

o The controller firmware revision must be comparible with the software

version that YOu usc. For more information, see page 16.

s Programming sofoware

System {at. No. Studio Smihogi:ﬂ'ﬁiguu"
Application
(ompactlogic 5060-1 20ER, 5069-1340FAM Version 28,0004 or fater
Compactlogix 5069-L 306ER, 5065-1306ERM, 5063-L310ER, Version 79.00.00 or later
5065-1 3T0ER-NSE, 5069-1310ERM,
5060-L 120ERAM, 5069-1330ER, 5069-L330ERM,
5065-1 340ER
Compact] ogix 5060-1 I50ERM, 5065-13R0ERM, 5069-13100ERM | Version 20.00.00 or later
Compact Guardlogix | 5069-1306ERS52, 5069-1306ERM52, Version 31.00.00 or fater

5060-1 310ERS2, 5065-1 3T0ERMS2,
5065-1320ERS7, 5065-1320ER52K,
5060-1 320ERMS2, 50691 370ERMSIK,
5065-1330ER57, 5065-1330ER52K,
5060-1 T30ERMS2, 50691 330ERMSIK,
5065-1340ERSZ, 5065-1 J40ERMS2,
5060-1 350ERS2, 5065-1 350ERS K,
5065-1 250ERMS2, 5065-1350ERMS2K,
5060-1 380ERS2, 50651 380ERMS2,
5069-1 3100ERS2, 5069-13100FAMS2

{%)  For ompatitde Liny-based communication software and ControlFLASH™ software, see the Product Compafitsity znd Dewninad

Center (PCOC).

IMPORTANT

If safety connections or safety logic are required for your application, then
you must use a Compact GuardLogix controller.

Rockweall Automation Publication 5069-LUM001D-EN-F - peil 2012

15



(hapter1  Compactlogix 5380 and Compact Guardl ogix 5380 Systems and Conimoflers

IMPORTANT  This equipment is supplied as open-type equipment for indoor use. It must
be mounted within 2n endosure that is suitably designed for those specific
environmental conditions that are present and appropriately designed to
prevent personal injury resulting from accessibility to live parts.

Thie enclosure must have suitable flame-retardant properties to prevent or
minimize the spread of flame, complying with a flame spread rating of 5VA
or be approved for the application if nonmetallic The interior of the
enclosure must be accessible only by the use of a tool.

For more information regarding specific endosure type ratings that are
required fo comply with certain product safety certifications, see the
Compact GuardLogix 5380 SIL 2 Controllers Installation Instructions,
publication 5063-IN014,

Waste Electrical and Electronic Equipment (WEEE)

At the end of its life, this equipment should be collected separately from amy
unsorted municipal waste.

Controller Firmware and Logix Designer Application Compatibility

In Logix 5000~ contral Systcms, the controller firmware and the

Logix Designer application must be of the same major revision level. For
example, if the controller firmware revision is 31.xxx, you must use the Logix
Dcsig‘ncr app|icatiﬂn, version 31.

There are minimum software version requircments for the sofrware
npp] ications that you usc in your system,

Compatible builds of softwarc have been tested rogether to verify they work
properly. Versions of software that are not identified as being compatible with
each other have not been tested together and are not guarantced to work.

For more informiation on controller firmware revisions and sofrware
app[icatinn minimim requircments, go to the Rockwell Automadon® Product
Compatibility and Download Center (PCDC) available at:

heep:/fcompatibility.rockwellantomation.com/Pages/home.aspx

In the PCDC:
s The Download section has the firmware for your controller.
¢ The Compare section has software comparibility information for
softwarc applications that are used in a CompactLogix 5380 and
Compact GuardLogix 5380 control system.

i& Tockweail Automation Publication 5069-UMO0YTD-EN-F - Apeil 2012



Compactlogix 5380 and Compact Guardl onix 5380 Systems and Controlles Chapter 1

(nmpa(ﬂ_ngil 5380 System CompactLogix 5380 control systems are DIN rail-mounted systems that can

opcrite in various appfications. including standalone SYSLEms that contain local

standard [/'0) modules, as shown in Fi gure |,

Figure 1- (ompactLogix 5380 Controller in a Standalone System

Compacttogix 5380 (ontraller Compact 5000™ 10 Analog
3t Diigital Modules

The controllers can also operate in more complex systems with devices that are

connected to the controller via an EtherNet/IP network, as shown in Figure 2.

Figure 2 - CompactLogix 5380 Controller In a More Complex System

Compactlogix 5330 Controfler

Compact 5000 1/0 Modules

Compact 5000 /0 EsherNet/IP Adapter
Compact 5000 |0 Modules

1734 POIRT /0™ Modules
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(ﬂmpa{t Gl.lﬂl'dl.ﬂgil 5380 The Cumpfact GuardLogix system can communicate with safeey 1/0 devices
System via CIP Safery over an EtherNet/IP nerwork (Guard 1/0” modules, integrared

safety drives, integrated safcty components),

With a Compact GuardLogix controller, you can interface to standard 1/0 via
standard rasks while you interface with safety 1/0 via the safery rask.

IMPORTANT  Forthe safety task, Compact GuardLogpe 5380 controllers support Ladder
Diagram only.
For standard tasks, Compact GuardLogix 5380 controllers support:
» Ladder Diagram (LD}
«  Structured Text (ST}
»  Function Block Diagram (FBO}
» Sequential Function Chart (SFC)

The controllers can operate in various applications that range from standalone
systems that contain local I/O modules, as shown in Figure 3.

Figure 3 - Compact GuardLogix 5380 Controller In a Standalone System

(ompact Goandl ogix 5380 Comtmlber Compact 5000 L0 standand analog, standard digital,
and safety digital modules

I s e S

i8 Tockweail Automation Publication 5069-UMO0YTD-EN-F - Apeil 2012



Compactlogix 5380 and Compact Guard ogix 5380 Systems and Controllers Chapter1

The controllers can also operate in more complex systems with devices tharare
connected to the controller via an EtherMNet/IP nerwork, as shown in Figure 4.

Figure 4 - Compact GuardLogix 5280 Controller on an EtherNet/IP DLR Network

Compact Guardt ogix 5380 Controfler Compact 5000 1/0 EsherNet/IP Adapter
Compact 5000 10 Analog, Digital, and Compact 5000 110 Anabog, Digital, and
Safaty Modules Safery Modules

1734 POINT 0™ Adapter
1734 POINT 10 Modules

1734 POINT Gusard O™ Modules Kk U Arcaog, g e

Safety Modules

Kinetix 500 Drives ) oo

(with Safe Torque _
Offfunctionality) 173265 ArmorBlock® Guard V0™ Module P"“;':;;ﬁfmﬂg;mp

Compact GuardLogix 5380 controllers can communicate with safeey devices
on a DeviceNer network via a 1788-EN2DN linking device, as shown in

Figure 5
Figure 5 - Compact GuardLogix 5380 Controller Connected to Devices on a DeviceNet Network

1788 Etherbet-to- Devicehet
Linking Device

179105 CompactiBiock™ 179105 CompactBlock
Gaard 0™ Module Guard /0 Module

173005 AmorBlock 173205 ArmorBlock
Card 10 Module Gusard 170 Module
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Design the System

W’hcn you dC.SlEII. a 5}"513:1'.“1 you must I:Il:l:i&f WI']ﬂt systcm compuncnts your

ﬂpp]ica.l:inn needs. Table 2 describes COMpOnents that are cummunl}r used in
CompactLogix 5380 and Compact Gunrd.[.ugix 5380 control SYstems.

Required For More Information
[N ral Maounting system Yfos . (mmpm:lliﬁgixﬁﬂﬂlfmmuﬂm .
End cap (5069-ECR) The end cap covers the exposed interonnections | Yes ;&hﬁ]ﬂ o
IMPORTANT. The end cap ships with | on the last module in the system.
the controller If you do nat installthe end cap before powering = At Gufloghe YH L et
m;)gi?&taﬁmmmnnqm S063- 1014
IMPORTANT: You install the end p after the
lst module is installed on the DIN ril. This
design hedps to prevent the end @p from going
beyond the kacked position.
If you push the end cap beyond the locked
position or insert it from the backwands direction;
you can damage the MOD power bus and 54
power bus connector.
Femovable terminal bhocks (RTEs) Connect these power types to the controfler: Yfog
= MOD power
« S power
Extemnal power supply Provides Module (M0D) Power mthesystem | Yes
Fatemal power supply|” Provides Sensor/Actuator {SA) Power to the Yes - Dy if the system requires
sysiem S power Power the System on page 25
I the system does not require 54
powet, the ectemal power supply
is not needed.
Studia 5000 Logix Designer application | Configure the project that is used to define Yos «  Minimum Requirements on page 15
aontroller activity during system operation - [reate & Logix Designer Application
Project on page 85
Lima- based communication software Used as follows: Yes = For compatible Line-based
= Assign the controfler an 1P address ommimication software ind, see the
- Maintain commumication over the Etherfet/ 1P ?_:pdm[umrarﬂﬂm@,d
network (enter (PCOC).
= (onnect io the Comtroller on page 55
ComtrofFLASH™ softwane Update controlber firmware Yes . Fm%:npaﬁﬁe[mmﬂﬂd'mﬂmm
see
Product Compatibfity 2nd Download
(e :
+ |pdate Comtrodler Firmware on page 75
(5B programming port Enumhtelashﬂmuﬂhﬂ:qallutﬂﬂp% - {Connect 2 USE Cable on page 64
connection ta the controller, for cxample,
you dowminad a project or update fimware
Fehemet part A1 Conmect to device-fevel netwarks - (hapter 3, Use Etherlet TP Modes on
Exhemet port A2 Connects o these netwark types: - page 1
- Enterprise-level network
« Device-level network

0
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Table 2 - System (omponents

(omponant

Purpose

Required

For More Information

Secure Digital B0 card

IMPORTANT: The 1784-502 card ships

with the comtroller.

Store data; such as the controller project and
diagnostics that are required by technical support
to obtain information if non-recoverable
controller faults oomr

We recommend that you leave the
5D card imstalled, so if a fault
oocurs, diagnostic dat is
automatically written to the card

Use the Secore Digital Card on page 117

Ethemet cables

Used as follows:

- Acess the controller from the workstation
over an Ftherbet/IP netwaork to set I address,
update firmware, downkoad, and upload

prOjeCTs

- [onnect controlier o an Etherbiat/IP netwiork
and perform tasks that are required for normal
operations

Yes.

{onnect an Frhernet Cable on page 63

(5B cable

Aocess the controller directly from the
workstation to set [P address, update firmware,
download, and upload projects.

Thee USE port is intended for temporary local
programming parposes only and not imended for
permanent (onnection.

e - Only if you perform tasks
mmﬁmﬂum
cotumn via the USE port.

You can akso perform the fasks via
the controlles Ethemet ports.

{onnect a U5B Cable on page 64

Intesgrated Safety 1D devices on an
Fihertet1P network

Connected to safety ingut and output devices for
example, {ompact 000 V0 sfety modules or
Guardmaster® Multifanctional Aocess Ba,
IMPORTANT: Compacti oo 5380 controdlers
cannot wse safety devices,

Yes for (ompact GuardLogix 5380
aontrofler.

Safery V0 Dewices on pags 199

Compact 5000™ |0 modules

Used as fliows:

« Lo standard 10 madules that are installed
in the Compactlogix 5380 system

« Pemote standard 110 that are
acressible via the Etheret/IF network

- Lol safety 10 modules that are installed in
the Compactlogix 5380 system

«  Remote safety 1D modules that are accessible
via the 1P metwork

fos

= Standard 10 Modules on page 177
= Safaty 170 Devices on page 199

[hewices that are installed on an
Ethemlet/1P network

Dependent upon device type. Fxamgples inclade:
- Remote standard 170 modudes

+  Remote safety 1) modules

»  Ftfhemnet switches

«  Motion control devices, such & drives

«  HM devices

+  Standard 0 Modules on gags 177
- Safety 1) Devices on page 199
= Develap Motion Applications on page 277

(1) We strongly recommend that youuse separate extermad pover suppiies for MOD power and 54 pawer, nespeciively.
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Controller Features

‘lable 3 lists fearures available on the controllers. The features are described in
derail in the rest of this mannal.

Table 3 - Compactlogix 5380 and Compact GuardLoghx 5380 Controller Features

Feature (ompactLogix 5380 Controllars (ompact GuardLogix 5380 Controllars Yalue
User memary $0a9-1 306EH, 5069-1306ERM 5069-1306ERS2, 50651 306EAMS2 0.6 MEB
5063-L 110ER, 5065-13 10ER-HSE, 5069-13T0ERM | 5065-L3T0ERS, 5069-13 10ERMS2 1 MB
5068-| 320ER, 5069-1 3 20EMM 5049 30ERS2, 5069-13H0ERS2K, M8
5069-{ 320ERMS2, 5065-13 70ERMS 1K
S065-1 330ER, 5069-1330ERM 5069-1 330ERS2, 5069-1330ER52K, i1MB
5069-[330ERMA2, 5065-1330HIMS 7K
5063-1 F40ER, S065-1340ERM 5069-1 340ERS_ 5063-1340EAMS2 4 MB
30651 350ERM 5069-| I50ERS2, 5068-1 350ER52K, 5MB
5065-{ 350ERMS2, 50651 150ERMSZK
S65-1 SB0ERM S06a-1 3R0ERS2, 5065-1 280ERMS2 & MB
S065-| 3E00ERM 5069-1 3T00ERS 2, 5063-13 100ERMS? T0ME
Safety memory — 5069-{ 306ER52, 5062-| 306EAMS2 13IME
— S069-[3T0ERS2, 3065-13 10ERMS2 0.5 MB
— 5060-1320ER52. 5065-1320EHS2K, 1 MB
5069-1320ERMS2, 5065-1 3 ERMS 2K
— 50691 I30ERS2, 5068-1330ER52K, 15 MB
5069-{ 330EAMS2, 5065-1230ERMS2K
— 50681 340ERS2, 5065-1340ERMS2 IMB
— 5069-1 350ERS2, 5068-| I50ER52K, 15MB
5069-1 350ERMS2, 5065-1350EIMS 2K
— 5049-| THOERS2, 5065-1 3R0ERAMS2 4 MB
— 5060-1 3100ERSZ, 5069-13T00ERMS2 5 MB
Contmller tasks « 3lzks
IMPORTANT: The (ompact i Siﬂ]mmhsmwm:hmldmwe&;?tm&dinﬂwﬂmt
tasks available with the Compact Cuardl ogix 5380 controfiers. As a result, the (ompact | ogioe 5380 controlkers support
31 standard tasks.
« 1000 perograms task
»  Eyent tashs; afl event triggers
(ommumication parts + 1- 5B port, 2.0 full-speed, Type B
«  1- Embedded Ethernet ports, 10 Mbps, 100 Mbgs, 1 Ghas
EehedietTP network topologies sapported «  Deyice Level Ring (DLR)
- Star
- Linear
FeherNet/IP nodes supparted, max' 5069-1 306ER, 5065-1 I05ERM 5065-1 306ERS7, 5069-1306EAMS? 16
5065-1 Z10FR, 5060-0310ER-NSE, 5060-L T10EAM | S069-L310ERS2, S069-L310ERMS2 ]
69| 320ER, 5069-1370EIM 5069-| J20ERS2, 50691 30ERSEK, 40
S068-1320ERMS2, 5065-130ERMS 2K
D69-| 330ER, 5069-1330EHM 5069-1330ER52, 5069-1330ER52E, &0
5069-1330ERMS2, 5065-1 3 30ERMS 7K
3068-| T40ER, 5069-1 T40ETM 5049-| 340ERS2, 5069-1 340ERMA2 a0
5062-1 350FAM 5065-| 350ERSZ, 5065-1350ERS2K, 120
S068-1350ERMS2, 5065-1350ERMS 2K
S069-| JROERM 5069-| T0ERS2, 506%-1 3R0EAMS 150
5069-L3 100ERM 5069-13100ERS2, 5069-13 100ERMS2 180
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Table 3 - Compactlogix 5380 and Compact GuardLogix 5380 Controlier Features (continaed)

Feature CompactLogix 5380 Controflars Compact GuardLogix 5380 Controllars Yalue
Exhertiat/IF modes «  LinearDLR mode
«  DuaHP mosde - Avaifable with the Logix Desioner application, version 29.00.00 or later,
Integrated motion axes supported S065-| J06ERM 5069-[ 306ERMS2 1
mm“"[;um'm Em"' Mmmmﬁp;n 5069-L310ERM 5068 13T0ERMS2 1
Intrgrated Motion on an Etheriet/IP network.
Only controllers with an M i the catal 50651 320ERM 5060-1 320ERMS2, 5069-1 320ERMAIK ]
number support motion 5063-1330ERM 5069-1 330EAMSZ, 5069-1330ERMS 2K 16
5069-L340EEM 5069-1 340ERMS2 ]
50651 350ERM 5060-| I50ERMS2, S069-1 350ERMS K M
S069-| 3ROERM 5069-[ 30ERMS2 I8
5069-13100ERAM 5065-1 3100ERMS 2 7
Local V0 modules, max 5{065-1 306ER, 5069-L306EAM, 5069-1310ER, 5060-1 306ERMS2, 5069-1306ERS2, z
5065-1 310ER-NSE, 586913 10ERM 5060-[ JI0ERST, 506%-1310EAMS2
5069-13206R, 5069-1 370ERM 50691 320ERS2, 5055-1 320ERSK, 16
5069-L370ERM52, 5069-1 320ERMS 2K
5060-1330F8™" 5062 1330ERM'" soee1340R, | S069-1330ERSZ, 5069-1330FRSIK, 3|
50651 TA0ERM, 5069-13506RM, 5069-1380ERM, 5069-L 330ERMS2, 50691 330ERMAIK,
5069-L3 100ERM 5069-1340ER57, 5065-1340EAMS2,
5060-L 350ER52, 5069-1350ER52K,
5069-1350ERMS2, 5065-1250ERMS2K,
5069-| IB0ERS2, 5069-13R0ERMS2,
5069-13100ERS 2, 5069-13 100ERMS2

Progrmming languages « lLadder Diagram (LD « For the safety task, Compact Guardl g controllers support Ladder
 desion 0 mﬁmw {uardlogix controfl
i : . ot boa [i4 TS SHOpOTL:
« Sequential Function Chart (SFCH ~ Structured Text (5T)

— Function Block Diagram (FBD}
~ Sequential Function Chart {(380)

Supported Controfler Featwres - [ata access control - [ata access contral
«  Firmware Supervisor « Fimmware Supenvisor
« Secere Digital (500 cand « Secyre Digital (50) card
« ‘Standard Connections « Standard Conpections

« Safety Connertions

1) Anode Is an Echerkiet/ WP deslce that you 204 directly 1o the 10 configparation, and coemis sowand the node iméts of the contrafier. For mare information on ExherMet/ I nodes, zee page 131

{20 Wheea you: use ifiés comtenfler with the Logix Designer application, version 29.00.00, the appSotion limis te number of lol 10 modles in the prejed to 16. For moee ilormiztion, see the Faciowel]
Mutomation® Knowledgebase article #942580, “5220 Compactlogls coevtmilars Bmitad to 16 local Compad 5000 LA maadulos in V20 of Studio 5000, The doommant & avadahie at
it el automation com/knowledgeiase.
With the Logix Designer appiication, wersion 30,0000 or Later, the comtraller supports 26 many a5 31 bocal 110 moduizs

IMPORTANT  When you use a CompactLogix 5380 or Compact GuardLogix 5380 controller,
you da not need to confiqure a System Overhead Time Slice value.
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Features Supported by Compact GuardLogix 5380 Controllers Via
the Safety Task

You can use the Compact GuardLogix 5380 controllers in SIL 2/PLd safery
applicarium: via the Safct}r task in the Logix Designer appiicatinm

In the Logix Designer a.pphcarion. version 31 or later, the Safx:ty task supportsa
subsct of features that are mppnrttd in the standard task as listed in this table.

Feature Studio 5000 Logix Designer Application,
Version 31 or Later
Safory Task Standard Task
Add-On Instructions X X
Enstruction-based slamms and events — X
Tag-based alarms - X
Controfier logaing X X
Event tasks' —~ X
Function Block Diagrams (FBO) — )
Integrated mation x X
Drive Safzty Instructions X -
Ladder Diagram (L) X X
language switching X X
[icense-hased soamce protection - X
[mport program components - X
Excport program components X X
Sequential Function Chart (SFCH routines — X
Smuctured Tet {5T) == X
(1} Wihtie the safety fask canndat be an Event task, standad Erent tsks cn be miggernd with the mse of the Event instraction in the
safoty task.

(¥ Lmited fo the use of Drive Safety instactiens with Kinetx 5700 ERS4 drives.

IMPORTANT Safety Consideration

Compact GuardLogie 53380 controliers can produce standard tags as unicast or multicast, but they can only
produce safety tags as unicast. The controllers can consume safety tags as either unicast or multicast.
When you configure a produced safety tag, you are only allowed to configure unicast connection options:
Logix Designer does not allow you to configure multicast connection options.

When you configure a consumed tag, you must consider the capabilities of the producer:

» [Ifthe producer in the I/0 tree of this contreller i 2 GuardLogix 5580 or Compact GuardLogix 5350
controfler, and you are consuming a safety tag, you must configure the consumed tag to use unicast,

«  Ifthe producer in the |/0 trea of this controller is a GuardLogie 5570 or GuardLogix 5560 controller, or a
Compact Guardlogix 5370 controller, the safety consumed tag can be configured as either unicast or
multicast. A GuardLogix 5560 controller requires Studio 5000 Logix Designer application version
190000 or later for unicast produce/consume safety fags.
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puwer thE S}'Stﬂm The controller prmridcs power to the system as follows:

s+ MOD Power - System side power that powers the system and lets

modules eransfer data and exceure logic.
System-side power is provided through the MOD Power RTB.

o SA Power - Field side power that powers some Compace 5000 1/0
modules and field side devices that are connecred to them.

Ficld-side power is provided throngh the SA Power RTB.

There are spchFIc considerations and restrictions that you must be aware of
before you connect MOD power and SA power to a Compactlogix 5380
system or to a Compact GuardLogix 5380 system.

For more information on how to connect MOD power and SA power to the
different systems, sce the following:

s How o Power CompactLogix 5380 Conrrollers - Chuprcr_l on page 27

s How to Power Compact Gu:i.rch:gix 5380 Controllers Chapl:cr 3 on
page 37
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Chapter 2

How to Power CompactLogix 5380 Controllers

Topic Page
Twa Types of Power 27
" MOD Power %
SA Power W

Thisch apter cxp|-.1ins howto power standard CompactLogix™ 5380

I.'DI'Itl'D!].I’.TE.

For information on how to power Compact GuardLogix® 5380 controllers, see

Chapter 3, How to Power Compact GuardLogix 5380 Controllers on page 37.

The CompactLogix 5380 controllers provide power to the system as follows:

Two Types of Power

s MOD Power - System side power that powers the system and lets
nodulés tanile data Snd cebcats |ngu:

Systr:m--aidc power is pmvldcd ﬂ'l.mugh the MOD Power RTB.

s SA Power - Field side power that powers some Compact 5000™ [/O
modules and feld side devices that are connected to them.

Ficld side power is pmridcd thmugh the SA Power RTB.
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8

Connect external power supplics to the RTBs to prmrid: MOD power and
SA power, Figure 6 shows the R Bson a CompactlLogix 5380 controller

Figure 6 - MOD Power and SA Power RTBs on a CompactLogix 5380 Contraller

Power begins at the controller and passes across the Compact 5000 1/0
module internal circuitry via power buses.

MOL power passes across a MO power bus,and SA power passes across a SA
power bus. The MOD power bus and 5A power bus are isolated from each
other.

IMPORTANT  We recommend that you use separate external power supplies for MCD
power and SA power, respectively. This practice can help prevent unintended
consequences that can result if you use one supply.

Ifyou use separate external power supplies, the loss of power from one
external power supply does not affect the availability of power from the
other supply. For example, if separate MOD and SA external power supplies
are used and 5A power is lost, MOD power remains available for the
CompactlLogix 5380 controller and Compact 5000 1/0 modules. As such, data
transfer continues in the system.

For more information on how to connect MOD power and SA power, scc the
CompactLogix 5380 Controllers Installation Instroctions, pu|:l|i|:ari|:m

5069-IN013
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MOD power is 2 DC power source that is required to operate a
MOD Power o P “q pe
CompactLogix 5380 system.

IMPORTANT  You can only use DC power on the MOD power bus. Do not connect AC power
to the MOD power bus.

Remember the following:

s Fvery module in the Co mpactLogix 5380 system draws current from the
MOD power bus and passcs the remaining current to the next module.

« MOD power lets Compact S000 I/O modules transter data and the

controller exccute logic.
o A CompactLogix 5380 system uscs only one MOD power bus.

s The total continuous current draw across the MOD power bus must not
be more than 10 A, max, ac 18.32VDC.

e Wt recommend that you use an external power supply that is adequately
sized for the toral MOD power bus current draw in the SYSCEML.

You must consider inrush current requirements when you calculate the
total MOD power bus current draw in the system.

Figure 7 - External Power Supply Provides MOD Power

Ll e |
et —nﬁ:t‘:
Sy - E.
=50
MOD Power Bus

When the MOD power source is turned on, the following occurs.

l. The CompactlLogix 5380 controller draws current from the MOD
power bus and passcs the re maining current rhrnugh to the next module.

2. The next module draws MOD power bus current and passcs the
remaining corrent &mugh to the next module,

3. The process continues until MOD power bus current needs are met for
all modules in the system.

For more informacion on the current chat che Compact 5000 L/O modules

draw from the MOD power bus, see the Compact 5000 /O Modules
Specifications Technical Data, publication 5069 TD001.
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SA Power

SA power provides power to devices that are connected to some of the
Compact 5000 I/O modules in the CompactLogix 5380 system. SA power is
connected to the controller via an SA power RTB.

Remember the following:

s Some Compact S000 /O modules draw carrent from che SA power bus

and pass the remaining current to the next module.

Some Compact 5000 1/0 modules unlj.r pass current a]ung the SA
power bus to the next module.

A CompactLogix 5380 system can have mu]tipl: SA power buses; The
first SA power bus starts ar the concroller and passes acToss the I/ (3

modules that are installed to the right of the controller.

You usc a 5069-FPD ficld potential distributor to establish a new SA
power bus. The new SA power bus is isolated from the SA power bus to
it left in the systcmn

For more information on how to use a 5069-FPD ficld potential
distributor in a CompactLogix 5380 system, sce page 34.

If the SA power source uses IMC voltage, the total continuous current
draw across the SA power bus must not be more than to 10 A, max at
18.32V DC.

We recommend that you usc an cxternal powcer supply thar is adequatcly
sized for the total SA power bus current draw on an individual bus.

You must consider inrush current tequirements when you calcalate the
rotal SA power bus current draw in the system.
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s Connections to an SA power bus usc a shared common. All inputs that
draw carrent from an SA power bus to power ficld-side devices have a
return TJ.'Il‘ﬂLIE]’! circuitry to the SA - erminal on che SA powcr

CONNCCTOL

IMPORTANT  Each SA power bus has a shared common unigue to that bus
because SA power buses are completely isolated from each other.

That is, the SA power bus that the CompactLogix 5350 controller
establishes has a shared commen. If you use a 5069-FPD field
potential distnibutor to establish a mew 54 power bus in the system,
that second bus has its own shared common for modules that draw
current from it.

Figure 8 - External Power Supply Provides SA Power
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When the SA power source is turned on, the fcrﬂuwing QCCUrs.

I. The CompactLogix 5380 controller draws current from the SA power
bus and passes the remaining current through to the next module.

IMPORTANT  The level of aurrent that the CompactLogix 5380 controller draws
from the S5A power bus is negligible.
It draws 10 mA (DC Power), 25 mA [AC power).

2. The next module i:l:rrnplc tes onc of these rasks,

— If the module uses SA power, the module draws current from the SA

PBWCF bus ﬂ.l.'id PESSCS t.].?(.‘ Fﬂ'ﬂﬂ.iﬂil‘lg current rl'unugh o d.'l: ncxt
l'llﬂd'l.llt.

— If the module does not use SA power bus carrent, the module passes
the remaining current thmug}l to the next module.

3. The process continues until all SA power bus current needs are met for

the modules on the SA power bus.
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lf].ruur system includes AC and DC modules that require SA power, you must
usc a 5U069-FPD ficld P-ﬂtcntj':.l] discriburar to establish a separate SA power bus
and separate the module Lypes on the isolated SA power buses.

For more information on the current that the Compact 5000 1/O modules
draw from the SA power bus, see the Compact 5000 1/0 Modules

Specifications Technical Data, publication 3062-TDX00].

Track SA Power Bus Current Draw

We recommend that you track the SA power bus current draw, max, per
moduale, and cul[:crj.vd}r for the Com pactLogix 5380 system.

You must make sure that the Compace 5000 /0 modules that are installed on
an SA power bus do not consume more than 10 A. so. YOI [iIsE establish
another SA power bus.

Consider the Fu].]uwmg with this txamp]c:

o Thevalucs in this cxa.mph: TEpIesent a Worst-case calculation. That is, all
modules chat draw SA power bus current, draw the maximom available
on the module.

« Not all modules that arc shown in Figure 9 use SA power bus current.
For cxample, the 5069-ARM and 5069-0OW4! modules only pass SA
power bus current to the next module.

Other modules that do not nse SA power bus current, but are not shown
in the graphic, include the 5069-OB16, 5069-OB16E, 5069-0X41, and
5069 SERIAL modules.
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s

OWsd  O= Tlutmd s

s System SA power bus current, max, is calculated as cach module draws
SA power bus current. The calcnlation bcgins with the controller. The
controller SA power bus current draw wsed for the calculation is 10 mA
for DC power

In Figure 9. after the 5069-1B16 module in slot 1 draws SA power bus
current, the system SA power bus current, max, 5210 mA.

After the 5069-1B16 module in slot 2 draws SA power bus currene, the
system SA power bus current draw is 410 mA. This process continues
until the system SA power bus current, max, is 7.160 A.

Flgure 9- (ompactlogix 5380 System - Calculate SA Power Bus Current Draw
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System 5A Power Bus Curent, Max = 7,760 4
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Use a 5069-FPD Field Potential Distributor to Create a New SA
Power Bus

You can use a 5069-FPD ficld potential distributor to establish a new SA power
busina CompactLogix 5380 system.

The ficld potential distributor blocks the current that passes across the SA
power bus to its lefr. At thar point, the field pa-ttntiﬂj distributor cseablishes a
new SA power bus for modules to the right. The new SA power bus is isolated
from the SA power bus to its left in the system.

You can connect cither a 24V DIC or 120/240V AC external power mppl}r toa
5069-FPD ficld pﬂtr_ntial distriburorina C ompactlLogix 5380 system.

Figure 10 shows a CompactLogix 5380 system that uses a 5069-FPD ficld
potential distributor to create a second SA power bus.

Figure 10 - CompactLogix 5380 System - Create a New SA Power Bus
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You can install mulripit 5069-FPD ficld pﬂtcnri:ﬂ distributors in cthe same

system, if necessary.
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SA Power - Additional Notes

s Other cxam p]cs of system con ﬁgumriuns that use mulriplr SA power
buses include:

— 'The modules in the system cn“cctivd].r draw more than 10 A of SA
powern Thar is, the maximom corrent chat one SA power bus
can prmridc‘

— 'The modules in the SYSTCII must be isolated nEcnrding to moduole
Cypes, such as digita] I/0and an:a]ug I/0 modules.

— The modules in the system arc isolated accurdi.ng to the type of
ficld-side device to which du':r are connected.

For cxample, you can scparatc modules that are connected to ficld
side devices that use DC voltage from modules that are connected to
field-side devices that require AC voltage.

e Theactoal currencin CompactLogix 5380 system c}mngcs based on the

opcrating conditions at a given time.

For example, the SA power bus current draw on some modules is
different if all channels power ficld devices or half of the channels power
ficld devices.

s Some Compact 5000 1/0 modules use ficld-side power but do nor draw
it froma SA power bus. The modules receive ficld-side power from an
external power supply that is connected directly to the I/O module.

For r:xamplc, the 5069-0B16 and 5069 OB 16F modules use Local
Actuator (LA) terminals on the module RTB, that is, LA+ and LA-
terminals for all medule channels.

In this case, you can use the same external power supply that is
connected to the SA power RI'B on the controller to the LA+ and LA-

terminals.

IMPORTANT  You must consider the current limit of an external power supply if
you use it to provide power to the SA power RTE on the controller
and the LA+ and LA— terminals on a 5069-0816 or 5063-0B 16F
madule,
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Two Types of Power

How to Power Compact GuardLogix 5380

Controllers
Topic Page
Two Types of Power £
“MOD Power )
54 Poweer 4

This chapter explains how to power Compact GuardLogix® 5380 controllers.

For information on how to power standard Compactlogix™ 5380 controllers,
sce Chap:cr 2, How o Power Compactlogix 5380 Controllers on page 27.

The Compact Gunrd.Lugtx 5380 controllers prmricIc power to the system

a5 II'—IJIII.‘.I“"S:

« MOD Power Hyscrm-sidc power that powers the SysTem and lets

modules transfer data and exccute logic.

S?Etcm--sidc power is prm-‘i:[cd ﬂ'l.mugh the MOD Power RTB.

e SA Power - Ficld side power that powers some Compact 5000 1/0O

l'l'IDdI.JI‘.'.‘S ﬂl'ld Flfl-d Sidf_‘ dﬂ\"ifl’.‘ﬂ dﬂﬂt arc EDD.['[L‘C['CI?! ED d'tt!'l‘l.

Ficld-side power is provided through the SA Power RTB.

IMPORTANT  Both the MOD and SA Power must be DC power on the controller side.

DC power for the Compact GuardLogix controflers must come from an
SELV/PELV-rated power source,

If you use an AL voltage for local /0 modules, then you must connect
through a 5069-FPD field potential distributor moduke. An AC voltage canniot
be terminated on the controller
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Connect external power supplics to the RTBs to prmrid: MOD power and
SA power, Figure 11 shows the RTBsona Compact Guard]_ugjx 5380

l'.'ﬂl'ltl'DI].Cf.

Figure 11- MOD Power and 5A Power RTBs on a Compact GuardLogix 5380 Controller

Power begins at the controller and passes across the Compact 5000 1/0
module internal circuitry via power buses.

MOL power passes across a MO power bus,and SA power passes across a SA
power bus. The MOD power bus and 5A power bus are isolated from each

other.

IMPORTANT  We recommend that you use separate external power supplies for MCD
power and SA power, respectively. This practice can help prevent unintended
consequendces that can result if you use one supply.

If you use separate external power supplies, the loss of power from one
extemal power supply does not affect the availability of power from the
other supply. For example, if separate MOD and SA external power supplies
are used and 5A power is lost, MOD power remains available for the Compact
Guardlogix 5380 controller and Compact 5000 1/0 modules. As such, data
transfer continues in the system.

For more information on how to connect MOD power and SA power, sce the
Compact Gu.:l.rdLﬂgiJ; 5380 Controllers Installation Instroctions, pu!:lflcatiﬂn

5069 -INO14,
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MOD power is a DC power source that is n:quin:d to operate a Compact
MOD Pﬂ'wer Gu.a.rdl.ugiz 5380 system. Remember the fa:rlluwing:

o You must use SELV or PELV power supp].in:s o pm\ridc MOD power to
Compact GuardLogix 5380 controllers.

s Every module in the Compact GuardLﬂEix 5380 system draws current
from the MOD power bus and passcs thie remaining current to the nexx

II'iDd\liC.

o MOD power lets Compact 5000 1/O modules transfer data and the
controller execute logic.

s A Compact Gua.rd]_.ngi: 5380 system uscs nnly one MOD power bus.
s You must limit the MOD power source to 3 A, max, ac 18..32V DC,

s We recommend that you use an external SELV/PELV rated power
mppl].r that is adcqu:atchr sized for the total MOD power bus current
draw in the SYSICL You must consider current inrush requircments
when you calculate the total MOD power bus current draw in the

FYSTCML.

Figure 12 - External Power Supply Provides MOD Power
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SA Power

MOD Power Bus

When the MOD power source is turned on, the l—ﬂuuwing OCCLTS,

l. The Compact (]u.n.rdLugix 5380 conrroller draws carrent from the

MOD power bus and passes the remaining current d‘l.mugh to the next
module.

. The next module draws MOD power bus current and passes the

remaining current thmu:gh to the next module.

. The process continues until MOD power bus current needs are mer for

all modules in the systom.

For more information on the current that the Compact 5000 1/O modules
draw from the MOD power bus, see the Compact 5000 1/0 Modules
Specifications Technical Data, publication 3062-TDX00].

SA pawer provides power to devices that are connected to some of the
Compact 5000 1/0 modunles in the Compact Guar&.[.u-gix 5380 system. SA
power is co nnected to the controller via an SA power RTHR.

Remember the E:runwing:

IMPORTANT  More spedfic restrictions apply when you connect 5A power toa

Compact GuardLogix 5380 controller or 5062-FPD field potential distributor.
For more information, see page 45.

You must use SELV or PELV power supplics to prﬂvidc SA power to
Compact Gu:a.rdi.ﬂgix 5380 concrollers.

It the SA power source uses I}C voltage, you must limit the SA power
source to 10A, maxar 18...32V DC.

Some Compact SO00 L/ modules draw current from che SA power bus

and pass the remaining currcnt to the nexe module.

Some Compact 5000 I/0 modules only pass current along the SA
power bus to the next module.

Ifthe SA power source is an AC power mppi:.r. or non-SELYV/PELY DC
source, then ¥OLL MLUST ferminate from an FPD before consuming the

power on the SA power bus.
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s ACompact Gua.rdLuEEx 5380 system can have muln'pic SA power buses.
The first SA power bus stares ar che concroller and [passcs acToss the I/O
modules that are installed to che rEght of the controller:

You can usc a S069-FPD ficld porential distributor to establish a new SA
power bus. The new SA power bus is isolated from the SA power bus to
it left in the system.

For more informatien on how to usc a 5069-FPD ficld potenrial
distributor in a CompactLogix 5380 system, sce page 44.

s We recommend that you use an external power supply that is adequately
sized for the total A power bus corrent draw on an individual bus. You
must consider current inrnsh requirements when you calculate the
total SA power bus current draw on a specific bus.

» Conncctions to an SA power bus usc a shared common. All inputs that
draw current from an SA power bus to power ficld side devices have a
return ﬂ1mu5}| circaitry to the SA - terminal on the SA power

Connoctorn

IMPORTANT  Each 5A power bus has a shared common unique to that bus
because SA power buses are completely isolated from each other.
That is, the SA power bus that the controller establishes has a
shared commeon. If you use a 5069-FPD field potential distributor to

establish a new SA power bus in the system, that second bus has its
own shared commaon for modules that draw current from it

Flgure 13 - External Power Supply Provides 5A Power
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When the SA power source is turned on, the il'_ullowing OOCUrS.

1. The contoller draws current from che SA power bus and passes the
remaining current d‘m:rugh to the next module,

IMPORTANT  The level of current that the Compact GuandLogix 5380 controller
draws from the SA power bus is negligible. It draws 10 mA.

2. The next module completes one of these tasks.

— If the module uses SA power, the module drws current from the 5A
powcr bus and passecs the rcmaining currcne thmugh to the next
module.

— If the module does not use SA power bus currene, the module passcs
the remaining current Ehmugh to the next module.

3. The process continues until all SA power bus current needs are met for

the modules on the SA power bus.

For miore informarion on the corrent chat the Compact 5000 /O modules
draw from the SA power bus, see the Compact 5000 [/O Modules and
EtherNee/TP ﬁdap-tcrs Technical Daca, pub[ica['mn 3069 TDOO L
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Track SA Power Bus Current Draw

We recommend that you rrack the SA power bus current draw, max, per
moduole, and cﬂlltl_‘ti.\’tj}' for the Compact Gu.ﬂ.rdl_.ugix 5380 system. You must
make surc that the Compact 5000 1/0O modules that arc installed on an SA
power bus do not consume more than 10 AL If so, you must establish another

SA power bus.
Consider the following with this example:

s The values in this cxa.mp|c FCPIesent 8 Worst-case caloulation. That is, all
modules that draw SA power bus current, draw the maximum available
on the module.

s Mot all modules that are shown in Figure 14 on page 43 use SA power
bus current. For example, the 5069-0OBVES, 5069-ARM and

5069-0OB16 modules only pass SA power bus current to the next
module. Other moduoles thar do not nse SA power bus current, but are
not shown in the Eraphic. include the 5069-OB16F and 5069-0OX41
medules.

o System SA power bus current, max, is calculated as cach module draws
SA power bus current. The calculation begins with the controller. The
controfler SA power bus current draw used for the calcalation is
10 mA for DC power

In Figure 14, afrer the 5069-1B8S module in slot 1 draws SA power bus
current, the system SA power bus current, max, is 90 mA.

After the 5069-1B88 module in slot 2 draws SA power bus current, the
system SA power bus current draw s 170 mA. This process continues
until the system SA power bus current, max, is 1.27 A.

Flgure 14 - Compact GuardLoght 5380 System - Calculate SA Power Bus (urrent Draw

5h Power Bus Carment, Max,

10mA  BimA  S0mA OmA 9WmA  Omh 100mA 100mA  Omd
Per Module |

System SA Power Bus Current, Max = 127 A
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Use a 5069-FPD Field Potential Distributor to Create a New SA
Power Bus

IMPORTANT  Ifyou use local Compact 5000 1/0 relay modules, oran AC voltage for leal
Compact 5000 /0 modules, then you must connect throegh a 5069-FPD
field potential distributor module. An AC voltage cannot be terminated on
the controlies.

You can usca 5069-FPD ficld potential distributor to establish a new SA power
bus in a Compact GuardLogix 5380 system.

The feld P-Dtml:i.:l] distributor blocks the carrent that [rasscs across the SA
power bus to its left. At thar poing, the ficld pﬂt:ntiﬂ] distributor escablishes 2
new SA power bus for modules to the right. The new SA power bus is isolared
trom the SA power bus to its left in the system.

You can connect cither a 24V DC or 1200/ 240V AC external power su ppl}r toa
S069-FPD ficld Pﬂtr_nti:hl distriburor in a Compact Guardl.ngix 5380 system.

IMPORTANT  Some restrictions apply when you connect SA power to a 5069-FPD field
potential distributor,

For more information, see page 45.

Figure 15 showsa Compact Guard]_.ugi.t 5380 system thar nses a 5069-FPD
ficld p-mcnti.a] distriburor to creare a second SA power bus.

Figure 15 - Compact GuardLogix 5330 System - Create a New SA Power Bus
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You can install rnu]:ripir.: 5069 FPD ficld pm:r.ntia] distributors in che same
systcm, iFnrccssarj.a
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Restrictions When You Connect SA Power to a Compact
GuardLogix 5380 System

Remember these restrictions in Table 4 when you connect SA powertoa
Compact Gu:a.rdLugix 5380 system,
Table 4 - SA Power Restrictions - Compact GuardLogix 5380 System

Component to Which SA Powar | Restrictions
Is Connected

Compact Guardlogix 5380 « Youmust wse SELV/PEY-listed power supplies (o provide SA power 1o Compact Guardl ogix 5380 contmollers.
Controfler « Youcan only connect a 24V D SELV/PE V-listed powes supply.
«  The total continuows corrent draw across the SA power bus most not be more than 104, maxatd, . 3V 0C

Example Compact GuardLogix System
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Campact 5000 10 24V DCsatety and
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Table 4 - SA Power Restrictions - Compact GuardLogix 5380 System

Componant to Which 54 Power
Is Connected

Restrics

5065-FPD Fickd Potential Distributar
With Compact 5000 0 Standard
Modules Only

- Youcan connect a 24V DCar 1200240V A power supply. The examiple uses 3 120/240V AL power
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apply:
You can ase non-SELY or PELV power supplies if anly Compact 5000 170 standard modules are instaliad to the fight of the 5069-FPD field
potential distributor
— [ the 5 power that is connected 1o the 5063-FP figld potential distributor is DC voltage, the to COntinsegs CurFent draw acmss
the SA power bis mist not be more than 10 A, maxat 0. . 32V [,
— [fa Compart Guanflogix 5380 system includes Compact 5000 110 relay modules (5065-0W4l, 5065-0%4], 5069-0W16l, or
U0 medules that require 54 power that i AC voltage, you mast nstall these modules to the right of 3 5069-FPD field potential
distributor, as shown.
IMPORTANT: This requirement applies even i it means that you must install the 5069-FPD fisld potential distribator immediately 1o
the right of the Compact Guandlogix 5380 controfler,
i a Compact Guandl ogi 5380 system inclades (ompact 5000 10 standard modules that e 54 power that is provided by a poeer
supply that is not SEIV/PEN-Jisted, the |'0 modubes must be installed to the right of 2 5069-FPD fiekd potential distributor
IMPORTANT: The 54 power bus that the 5069-FPD field potential distributor establishes nnot inclede any Compact 5000 10D safety

Example (ompact Guardlogix System

Pover Supgly _E < MOD Powe - from SELV-listed Power Supply
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How to Power Compact Goandlogix 5380 Controflers  Chaptar3

Table 4 - SA Power Restrictions - Compact GuardLogix 5380 System
Componant to Which 54 Power | Restrictions
Is Connected
5069-FP[) Field Potential Distribuwtor | In addition to the restrictions on gage 45 and page 46, this rstriction 2bo applies:
With Compact 5000 /0 Saferyand | - You must use SEHY or PELY power sapplies to provide SA power to Compact 5000 10 safety modules that are installed to the right of the
Standard Modules 5062-FPD fiedd potential distribator
Example Compact GuardLogix System
L - I\
i MOD Powes - from SELV-listed Power Supply /
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SA Power - Additional Notes

o Other r.xamp]cs uf_sysrcm canfigumriuns that usc mulrip]: SA power

buses include:

— The modules in the system mﬂcctivcl‘_l.r draw more than 10 A of 5A
power. "That is, the maximum carrent that one SA power bus
can provide.

— The modules in the system must be isolated according to module

types, such as digital I/O and analog I/O modules.
— The modules in the system arc isolated according to the type of

ficld-side device to wi‘tich d‘:cy are connected.

For example, you can scparate modules that are connected to ficld
side devices that use DC voltage from modules that are connected to
ficld-side devices char require AC \-'nltagc‘

s Theactual currentina Compact Guardl.ﬂglx 5380 system changcs
based on the operating conditions at a given time.

For r:xamplc, the SA power bus current draw on some modules is

different if all channels power ficld devices or half of the channels power
ficld devices.

o Some Compact 5000 1/0O modules usc ficld side power but do not draw
it from a SA power bus. The modules receive field side power froman
external power supply that is connected {Iin:cr]}r to the I/O module.

For cxample, the 5069-0OB16, 5069-0B16F, and 5069-0OBVES
modules use Local Actuator (LA) terminals on the module RTB, thart is,
LA+ and LA~ terminals for all module channels.

In this case, you can use the same external power supply that is
connected o the SA power RIB on the controllerto che LA+ and LA-

terminals.

IMPORTANT  You must consider the current limit of an external power supply if
yiu se it to provide power to the SA power RTE on the controller
and the LA+ and LA—terminals on a 5069-0816, 506%-0616F, or
5065-0BVES module. The 5069-0BVES module requires a
SELV/PELV-rated power supply.
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Chapter 4

Functional Safety Capability

Safety Concept of Compact GuardLogix 5380
Controllers

Topic Page
Functional Safery Capability 49
Safery Mevwork Humber 1]
Safety Signature 51
Distimguish betwesn Standard and Safety (omponents 51

*Controller Data-flow Capabiltes 52
Safety Terminalogy 53

The Compact {}u:l_rﬂlug,'tx' 5380 concroller System is certified for use in saf:'q.r
app] ications up to and includ ing SIL 2/PLd where the c[c-cntrgizcc[ state is the
safe state.

Compact GuardLogix 5380 controller-based SIL 2/PLd safery applications
require a sa.ﬁ:t}r signature be used.

For SIL 2/PLd safcty system requirements; including functional validation test
intervals, SYSTCML Feaction fime, and PFD/PFH calculations, refer to the
GuardLogix 5580 and Compact GuardLogix 5380 Controller Systems Safery
Reference Manual, publication 1756 RMO12.

You must read, understand, and fulfill these requirements before you operate a
Compact Gu a.rdLugix SI1L2/PLd sa.fct]f SYSTE.
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Chapter4  Salety (oncept of Compact Guardl ogix 5380 Controflers

The safety network number (SNN) uniquely identifics CIP Safety subnets
SHfﬂw HEtwnrk NuthI' within a routable :ﬂaftt:.r network. The combination of SNN + Node Address

uniqu:ly identifics cach CIP SzF:I::.r port an cach device in the routable sa.i'_i:ty
nerwork.

meatt

The application assigns an SNN to cach CIP Safety subnet attached toa
Compact Gua.rdLugix 5380 controller, i.m:]udi.ng the Eﬂdr_planc. Ifthere are
other Logix Safcty controllers on an attached Frhernet nerwork, assign the
same SNN for this nerwerk in cach controller application. This allows you to
usc Logix Designer's antomaric assignment UFSﬂfl:tF network numbers for
devices added to the application.

(T TaT
L. N ml@mﬁlmwlhw— |!=-ur[4i@ﬂ_L=n:.l
Imiwmlhh&:lmﬂhlmwl g | Fopme | Sei=
‘I Safiehy Apoiesinn . Linin s _Ei_q:].n__:h;iﬁ;ﬁ__ .
| Swety Simar
| Sy Sign st SAETRE L
S
e Dldeie -
| Proesct Sgnatue n Run Mode
When msiaang Sefery LO: | Corfigas Oy Wihen o Sefsty Sgnmtues v 7|
Saely Leve (B -|
Safiriy Hetwark fumbess T141F1_n4Bd E1EE -
8004_00o0_nons
..__' h & =
|| oape_noo0_pon3 -
| Ehm——— :
R R
 S—

Foran cxpls_nation of the Safcr}r MNerwork Number, sec the Guardl.ﬂgix 5580
and Compact GuardLogix 5380 Controller Systems Safety Reference Manual,
publication 1756 RM012,

For informatdion on how to assign the SNN, sce Assign the Safcoy Neowork
Number (SNN}on 88.
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Safety Signature

Distinguish between
Standard and Safety

Components

The s:afct]r signature consists of an I1D number, date, and time that uniqux:i].r
idenrifics the s:r.l:ct],r portion ofa project. This signature encompasscs sni—tt:.'
lugic. data, and rnnf:igu'.rarian.

The Compact GuardLogix 5380 system uses the safety signature to determine
project integrity and to let you verify that the correct project is downloaded to
the target controller. The al::ilitj.' to create, record, and verify that che s:afct]r

signature is a mm‘n:l.atur:.r part of the sﬁct}'--applicatiﬂn C[E\-'tiﬂpl‘llt‘l‘lt process.

The sa.{:ct)' signarire must be present o operate asa SIL 2/PLd sai:ct],r

controller.

See Gengrate the Safcty Signature on page 262 for more information.

Slots of a Compact GuardLogix 5380 system chassis that are not used by the
saf-:t‘:.r function can be Pupul:l.tc& with other Compact 50007 /O modules thar
are certified to the Low 'ﬁ:ritagc and EMC Directives. See hrrp:f"-"

: 7 R e =
find the CE certificare for the CompactLogix Product Famﬂ}' and determinc
the modules that are cerified.

You must creare and document a clear, ]nEicaI. and visible distinction between
the safcry and standard portions of the controller project. As part of this
distinction, the Studio 5000 Logix Designer” application features safery
identification icons to idcni:[i:}' the sa.ﬁ:ty task, szfcqr programs, snfct}r [OULines,
and safety components.

In addition, the Logix Designer a.Pp!Icatiun disp]:ays a safcrj-r class attribure
whenever safery task, safety programs, safety routine, safety tag, or safery
Add On Instruction propertics are ciisphyci
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Controller Data-flow
Capabilities

This illustration :xp]ai.ns the standard and safct}' data-flow ca.paf:i]itil:s of the
Compact GﬂﬂIdLﬂgiI 5380 controller,

Figure 16 - Data-flow Capabilities

Compact GuardLogix 5380 Controller

Standard

Standard 1ags and logic bebiave the same way that they do in 2 standard (ompactl ogix 5380 controller

Standand 13 data, program- or condroller-scoped, can be exchanged with extemal HMI devices, personal
comyputers, and other controllers.

(ompact Guardloaix 5380 controllers are integrated controflers with the ability te move {map) standard tag
data into safety tags for use within the safety task. This ts the only way to gt standard tag data in to the
safety task. bogic in the safety task cannat read orwrite the standand tag that i the source in the tag
mapping data transfer; it can ondy reference the safety ta) destination of the mapping. But, it can read and
write that safety tag.

ATTENTION: Mapped tag data must not be used to control a SIL 2/1d
outpat directly.

(ontmler-scoped safety tags can be read directly by standard logic

Safety tags can be read or written by safety lngic.

Safety tags can be exchanged between safety controllers over Ethemet networks, induding
1754 Guardl ogix comtroliers and 5068 (ompact Guandlogix controllers,

Safety tag data, program-or controller-scoped, can be ead by extemal devices, such as HMI dewices,
personal computers, orather standard controllers. External devices canneot werite to safety tags (whether the
controller i potacted or pot).

(Omce this data is read, it is considered standard data, not SIL 2PLd data.
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SHf.Ety Termi n.ﬂlﬂ-gy The following table defines terms that arc used in this manual.
Abbreviation Full Term Definition
Toal (e Out of (ne Identifies the programmable electronic controller anchitectare. Tool & a single-channel system.
lon2 (ne Dt of Two [dentifies the pregrammable electronic controfler anchitecture. 1002 is 2 duat-channel system.
(P Safety Commion industrial Prxtocal - Sl 2/PLad-rated version of (I
Safety Certified
o Diagnostic Coverage The ratin of the detected failure rate to the total failure rate.
D Profiability of Failure on Demand The average probability of 2 system to fail to perfom its design function on demand.
PFH Prabablity of Failure per Hour The peobabdlity of 2 system to have 3 dangerous fathsre acour per hour.
PL Performance Level [50 13849-1 safery rating.
S Safety Integrity Level A redative level of risk-reduction that s peovided by 2 safety function, or to specify 2 tamget level of risk reduction.
sLa SIL (Laim Limit The maximum safety inteqrity level (SIL) that can be achieved.
SN Safiety Metwork Number A unique number that identifies 3 section of a safety nevwork.
UNID Unigue Node 0 (alsa called unique: | The unique node reference is a combination of a safety network number (SHI) and the node address of the node.
node raference)
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Notaes:
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Chapter 5

Connect to the Controller

Topic ] Page
Configurz Ethertbet/IP and USE Drivers on Your Workstation ] 6
Cannection Dpticns &3
Set the Controbler 1P Address 5
Update Controller Firmware 75

You connect to a controller thmugh Linxbased software. To use Linxbased

software, you must use a communication driver that corresponds to the cable
CONNEections.

For l'IHFlP]I, IJt‘FCII"C You can CONnect to ‘d'h‘.‘ cantrﬂﬂcr VI an I":tl'il:l'l'ltt Ea.i:lil‘,

¥OU must £reate an FrherNet/IP driver rJ'l.mugh Linx-based sofrware.

TIP  The example procedures in this chapter use RSLinx® Classic. For other Ling-
based communication software, the procedure can slightly differ. See the
online help for your Linx-based software,

A communication driver is required to complete thesc rasks:
s Upload and download Studio 5000 Logix Designer® application projects
¢ Update controller firmwarc

s Sctor changt the coneroller IP address

s Collect controller data for electronic operator interfaces over an
Ethernet neework

o Conncer RSNetWorx™ for EtherMNet/TP to the Fthernet nerwork for

online monitornng of neowork resource utilization.
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(nnﬁgure Ether“emp and Before yOU can conmnect to the controller l‘l‘l].‘DﬂE}I the Ethernet or USBE port,
USB Drivers on ?uur yOu must cunﬁgu_n: the EcherNet/IP or USB driver in Linx-based software on

your workstation.
Workstation
A workstation running the Studio 5000 Logix Designer application can usc

Ginpact these communication drivers:
o FEtherMNed/IP driver:

- Suppnrts FUNCIME COMMUNICArions

- Rt:qmm d'lﬂ.t t]'h: WD[k!‘tﬂL’lDl’l .II.F.I.IEI tl'il: EDI’III’D”.CI’ arc co EI.HE'EIH:I:I.

— Supports communications over longer distances when compared to

the USB driver

o Fthernet devices driver:

~ Lets you download a Logix Designer application project to a
controller that is on an Erthernet network when your controller is not
directly connected to that network

~ Requires that you configure the IP addresses to which the software
browses and, theretore, the devices with which the controller
COMMUNICATES

o USB driver:

— Convenicnt method to connect to an unconfigured controller and

configure the Etherner port

— Convenicnt method to connect to a controller when the Fthernet
port configuration is unknown

— Convenicnt method updatx the controller firmware

— Not intended for runtime connections; itisa tem porary-usc u.nl}'
connection with a limited n:a|:l|i.nE distance
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Configure the EtherNet/IP Communication Driver in RSLinx Classic
Software

Before you add an Ethernet driver, confirm that these conditions exist:
o Theworksation is pmp-crl].r connected to the EtherNet/TP nerwork.

s TheIP addressand other nerwork parameters arcmm:cliy cc-nf-igurcd
for the workstation.

T ccmﬁgurc the EcherNet/IP driver, cnmpl:l:c these steps.

1. From the Communications pu]l--dnwn menu, choose Cunﬁgl.m: Dirivers.

The Configure Drivers dialog box appears.

2. From the Available Diriver Types Pull- down menu, choose
EcherMNet/IP Driver.

3. Click Add New.

'.h'u::hh_h_h I:Ilh'?' T_j:'p'ur

17881 IP0HP for 1H dvaces
A5 237 Dl

E T
206 CF TP KK foe D 148

[FT Slava Dava
DIHAGS UIC d=wizay
itlua Backplors |Sofll cgefifi, LUSR|
DiavvicaMet Drivers {17T0EFD A0MFT divers|
SLC B0 LHARS] Emadabor cifad
Aemole Devices via L Galowsy

Tlose ]
hein |
1704 S| for Canvsiiler devioes g Bore _Cerieyae. |
e |
s |
S |
Dejele
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Connect to the Controller

The Add New RSLinx Driver diﬂIﬂE box appears.
4. T}'pc a new name or use the defanlt name, and click QK.

Firesm s cmelc e i e, )
[2B_ETHIR
The Configurc driver dialog box appears.

5. Click Browse Local Subnert.

TIP  Toview devices on another subnet or VLAN from the workstation running
Linx-based communication software, dick Browse Bemote Subnet.

| Etherdimt/ i Serrcs i |
|

| & Erouse Locs: Subret " Brwese Remobe Subnet

ImeS Ehemel Connection S18-LM 1515814 |

e—— |
|, (o P | o | ||
e

6. Seclecr the Driver that YOI Want to use.
7. Click OK to close the dialog box.

The new driver is available on the Cunﬁgl.m: Dirivers dia.lug box.

~fusalahie Difwer Typss
{EtherletiIP Daye: =] | AddHew. i
= b i
Hestres et Desciiplion Shalus
SE_ETH 2B Elbmrel AUNNING Flwrrimg
AE_ETHIP-1 -0 Ethemast AUMHING Flurring
B VER-E ALMKING Fluring Flaitup

el [l

Ciaeln
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Configure the Ethernet Devices Drivers in RSLinx Classic Software

The fuuuwing conditions musk exist to cuni:igun: an Ethemet devices driver:

s The workstation is connecred to another Ethernet necwork than the
target controller.

s TheIP address and other network parameters are correctly configured

on the workstation,
To mnfigun: the Frhernet devices driver cnmplv:tc thesc steps.

1. From the Communications pull down menu, choose Configure Drivers.

c Eﬁ!nrnil':lﬁu'm'._
The Cunﬁgu.n: Dirivers :iia]c-g box appears.

2. From the Available Driver Types pHJ.Lduwn menu, choose
Fihernet devices.

3. Click Add New.

~ eyt My Tpas

R T DL b
OF1 Poling b 2ster Dnpset i
VABEPEICE] iy Contiolesd vy

DF1 Slawe Dniem

DHAES LHE dewiosy

Miaal Bagaplew [Solll agefifae, [I5E]
Dy et Covers T TTIEFDUSTMFT dhvsrs)
SLC 500 [DHACE| Eradator diver

Cnortausd USE Doye

Remuie Cerime: w3 Lire Daleswiy:

The Add New RSLinx Driver dialc-g box appears.

4. You can use the defanlt name for the new drive or type a new name, and

click OK.
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|28 ETHZ
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The Configure driver dialog box appears.
5. On the Configure driver dialog box, enter a host name for cach smtion
to which RSLinx Classic software browses.

The host name is the 1P address for the device.

6. Click Add New to add stations and give cach a host name.
7. When you are finished adcling stations, click OK.
8. Onthe Con ﬁ.gu.r: Dirivers dla.lng box, click Close.
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Configure the USB Communication Driver in RSLinx Classic
Software

In R5Linx Classic software, version 3.80.00 or later, a USB driver
aumm-.l.-tic.ﬂ.[}.' appears in the software when you connect the USB cable from
your workstation to the controller

The USB driver can take a moment to appear in RSLinx Classic software.

IMPORTANT A USE driver appears in RSLinx (lassic software only when a USB cable is
connected between the workstation and the controfler.

Once the cable is disconnacted, the driver disappears fram RSLinx
Classic software.

l.F:l,':!-u use the RSLinx Classic software, version 3.80.00 or later, and 2 USB
driver does not appcar .Lummatif.sﬂ}r. com picrr_' these ste s

. Confirm that the USB cable is connecred to the controller.

The Found New Hardware Wizard dialog box appears.

2. Click any of the Windows Updatr: conncction options and click Next.

Foairid Mrw Hardware Wizard

Welcome to the Found New

Hardware Wizard

“wiedowas wall ssach or cunant and undahed sodbaaa by

boack g o woir comce e, o the hsid sesre ratslation OO, o on
The Wiewdonks Updats Wb sia [wdh o paimission]

Tleed pur pievacy polcy

Loen ' o eoerec! te wisdows Upcalo (o seaich i
i ™
1 ez, s oo oely

e Fion vl ery fime | ponnast & deaca
™ Ne, nof tht lims

Dk Mgt b conbins,

E l Iy gl | (EETE

TIP  Ifthe software for the USB driver is not found and the installation s

canceled, verify that you have installed RSLinx Uassic software, version 3.80
or later.
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¥

3. Click Install the software automatically (Recommended) and
click Next.

The software is installed.

Fisuinid Mew Hardwiase Wizard o

Pleaze wolt while: the wazasnd installs the soltware.

E kel Aulomation LISE CIF

= -
st )
To CWINDE W S estem 3D RAINVERS.
|

dEaL sl s J Eanpel J

4. Click Finish o cnnﬁgurr_ your LISB driver.

5. From the Communications pull- down menu, choose R§Who.

The USB Port Diriver appears in the RSLinx Classic Workstation

Organizer.
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Connection Options

(ompact
{Ginardl ogix

Before you can bcgin using your controller, you mst make a connection o the
controller. Make sun: thar you have :Lln:ﬂd}f cnnﬁgurcd the EthetNe/TP or
USB communication drivers (sce Configure EtherNee/IP and USB Drivers on
Your Workstation on page 56).

Connection options with the controller include:

s Frthernet cable to an Etherner port The controller Etherner pores
support communication rates of 10 Mbps, 100 Mbps, and 1 Gbps. Sce

s USB cable to the USB port The controller USB portusesa lype B
receptacle and is USB 2.0 compatible. The port runs at 12 Mbps. Sce

Connecra USB Cable on page 64

Connect an Ethernet Cable

The cxample graphic shows a CompactLogix™ 5380 controller. You perform
the same task to connect an Ethernet cable to a Compact GuardLogix® 5380

l..'DI'ItI'D”.C L

power applied to this module or any device on the network, an electrican
cam occur. This could cawse an explasion in hazardous location installations.
Be sure that power is removed or the area is nonhazardous before
proceeding.

2 WARNING: if you connect or disconnect the communications cable with

].'F‘_fDII are conn:cl:ingt]ﬂ: controller dln:cﬂ}* to an EtherNed/TP nerwork,
connect a CAT 5c or CAT 6 Edhernet cable with an RJ45 connector o a

C-III'I'It!'Dﬂ{‘l' E'd'il:l'ﬂﬂi PDJI.-

For information on how to select the proper cable, see Guidance for Scl:q:ring

Cables for FrherMNer/IP Networks, puHical:lun ENETNPOOT-EMN-P
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Connect a USB Cable

Use the USB connection to updatc firmware and download programs.

The u.amplc Eraph'u:: showsa Com pactLogix 5380 controller. You pe tform the
same task to connect an Frthernet cable toa Compact Gi.r:lrd}_.ngi.t 5380
controller.

not intended for permanent connection. The USE @ble is not to swceed 3.0m
(984 ft) and must not contain hubs.

A WARNING: Do not use the USB port in hazardous locations.

Figure 17 - USE Connection

c The USE port is intended only for temporary local programming purposas and

&4 Tockweail Automation Publication 5069-UMO0YTD-EN-F - Apeil 2012



Connect to the (ontroller Chapter 5

SEt th a (ﬂ ntro Iler IP Add ress You must set the IP addressona Compactlogix 5380 or Compact Guard.LuE;'ur.

5380 conrroller for the controller to operate on an EtherMNet/1P necwork. The
controllers ship withour an [P address.

IMPORTANT  This section provides a general description of how to set an |P address.
The Etherllet/IP mode in which the controller operates affects the setting
and use of IP addresses on the controller. For example, if the controller
operates in Dual-P mode, you must setan [P address for each contraller
Ethernet port. That is, you must complete the steps that are described in this
section twice—once for each port.
For more information on how the EtherNet/IP modes affect the controller IP
address, see Chapter 3, Use EtherMet/IP Modes on page 141.
Additionally, the tasks that are described in this section show a
CompactLogic 5380 controller. You complete the same set of tasks to set tha
IP address on a Compact GuardLogix 5380 controfler.

When the controller s in the cut-of the box condition, the fullowing apph'
regarding IP addresses:

s The controller embedded Frhernet ports arc cnnﬁ'gurcd to obtain an IP
address viaa DHCP server,

If there is no DHCP scrver or the DHCP server is not cunﬁgurcd to sct
the 1P address, yOu must set the IP address ma.nunll}r.

s The contoller is cnnﬁgurcd so that YO MuSE set the 1P address cach
time that power is cycled.

You can cnnﬁgun: your controller so that you anc not rcquin:d to setan
IP address each rime chat power is c:fdn:u:L

s The controller is cnnﬁgurcd to use Dual- 1P mode. As a result, YOU st
set-a unique IP address ﬁ:lrpmt Aland port AZ.

You can use these tools to sct the IP address:

» BOOTP-DHCP toal

o DHOCP scrver

» RSLinx" Classic sofrware
» SD card
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Each tool has connection requircments to set the IP address via that tool. For
l:xarnpl-:, your compuer must be connecred to the controller via a USH cable to

sct the initial [P address of the conmoller with RSLinx Classic software or the

appl'u:a.riun.

To operate on an EcherNet/TP network, you must define these parameters.

EtharNet/IF Natwork Parameter

Descrinth

[* address

The IP address uniguely identifies the module. The IP address is in the form oo eocose o where each ool a mumber from
000.. 255

Thers are some reserved values that you cannot use as the first ectet in the address. These numbers are examples of values you
cannot use:

0V xxx. o oo
127 xx oo one
273 to 255 e oo

The spexific reserved vadwes that cannot be used vary accomding to the conditions of each application. The previows vahues are only
examples of reserved values.

Sabnet mask

The submnet mask divides [P addresses into a network address and a hiost address. It defines whether the contmller exchanges
Ei;ﬁlpﬂ:kuﬁrecdwilhimﬂwdﬂkq or whether it mutes packets through the Gateway. This field & 2t 1w 0.0.0.0by

bateway

A gateway connects ndividual physical networks into 2 system of networks. When a node communicates with a node on anather
network, 3 gateway irmsters the data between the two networks. This fiedd is set to 0.0.0.0 by defauft

If you use Domain Name System (DNS} addressing, or reference the controller
via host name in MSG instructions, define these parameters.

Table 5 - EtherNet/IP Network Parameters for DNS Addressing

EtharNet/IP Network Paramater Description
Hast name A host name & part of a tewt address that identifies the host for a module. The full text address of 2 module i=
host_namedomain_name.
Safety (onsiderations
« Safety connections are not allowed to use host names (this requires DNS lookup, which & not aflowed for Safery 10). Safety
devices on EtherNet/ 1P netwarks do not present the host name parameter. Standand devices do present the host name
parameter, regantless of whether the project i safety or standard.
. Eunmﬁuanﬂ.ughﬁﬂﬂmuﬁmunhawukg:mmmmnﬁrﬂmmmﬂl}enusrdmislmdmlm
CGuardl ogix 5580 controllers are considered standard devices (the only connections are standard consumed tags), so the
controller presents the host name parameter.
« When Compact Guard] ogix 5380 controllers are used in 2 safety profect, itis assumed to be a safety davice, and the host name
parameter is not presented.
Domain name A domain name is part of a text address that identifies the domain in which the module resides. The full text address of a modude is
host_name domeain_pame. The domain name has a 48-charecter limit.
1§y specify a DNS server, you mmrypeaﬂmnmnamAbqumﬂmﬂfmmﬂnmudhmmmaﬂlﬂayﬂmmi
duuummmdmhulhemlhrﬂslﬂenﬂheﬂﬂ SpSsHOn.
Primary DN server address An address that dentifies amy DNS servers that are wsed in the network. You must have a DNS server if you spedfied 3 domain name
o host name in the modale configuration. The DHS server converts the domain name or host rame 0 an IF address that i wed by
Secondary INS server address the pernwok
For more information on DN addressing, see page 73.
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Set the IP Address with the BOOTP DHCP EtherNet/IP
Commissioning Tool

The controllers are DHCP-cnabled |:|:,r defaule.

The BOOTP-DHCP tool is a standalone ool that you can use to seran 1P
address. When used, the BOOTP-DHCP tool sers an [P address and other
Transport Control Protocol ( TCP) parameters.

The BOOTP-DHCP rool is installed amnmaricaﬂjf when you install

RSLinx Classic software or the Logix Designer 3ppiicati-:rn 0N YOUT COMpPULer.

Access the BOOTP-DHCP tool from one of these locations:
s Programs > Rockwell Software® > BOOTP-DHCP Tool

If you have not installed the server, you can download and install it from

e lools dirc':mqr on the Studio 000" environment installacion CD

IMPORTANT  Before you start the BOOTP-DHCP toal, make sure that you have the
madule hardware (MAC) address,

The MAC address scrolls acrmss the controller status on the front of
the controller. The address uses a format similar to the following:

00-00-BC-14-55-35

To set the IP address wich a BOOTP.-DHCP wool, comph:t: these Steps.

1. Connect your workstation to the Ethernet network where the
controller resides.

2. Start the BOOTP-DHCP toal.

. Mainlznance -
L Message Marages
4 Microsoft Office 2013
J Microaoft Sihverlight
L Migrosedt System Center
. Palo &ita Metworks
. POFCreatar
L Fockwll Softmare
[ FactaryTalie &drainistration Cansole
il Restart View Designer Services
& Stucho 5000

i BOOTE: I N
_ WeooteonchToel |

~ FaciorgTalk Acniation
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The MAC address of the controller appears in the Request

History window,

3. Scleccthe appropriate controller and click Add to Relation Lise.

[ KT S i Rt T [T T B b TH Tl

Frvanl Finlrinr
Ethernet Addross [MaCH Tepe |1F,ﬁdiu-'su Huﬂnm{ Dipscription

[RETE LTS S .
Lniohe o - ww DHCF e, g FARE 332 TECS

The New Entry diﬂjog box appears.
4. TypeanIP address, Hostname, and Description tor the module.

Hostname and Deseription are optional.

Ehirree. v [Fisd 200

piTEe: A Y H]

e [

5. Click OK.

6. Toassign this configuration to the module, wait for the module to
appear in the Relation List panel and select it.

7. Click Disable BOOTP/DHCP.
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ot LR Etherlet A Commizsianing Toal Pl = |
Fie 'FI-‘T&,_ e S e — — __
A Helaliey Tavscber Histse Cliaa Hisneny
Elbermel Addresy [MAC] Type [hlil'rllll.':EI:] vd | IR Address Hooimame |
FASASEISES  DHOP TE¥SR T '
bR L LHEF 133484 12 19816

FIETFARREY D BHEFE 1334011 1

Seedfoamn:  EreaB00TREECA  Redd ADOTRANCE|

IP Address | Hustname | Desor
VORISR

1 Eivrs aed yamcirgs Fealabms
I Lo b sensaon OHEF fmgesd fon FABS 33 ETOL M 1 3E
) |

——— — .‘

The module now uses the assignrd runﬁgumriun and does not issuc

BOOTP or DHCP requests after power is c].rclc-.':[ on the controller.

IMPORTANT  Remember the following:

= [fyou do not dick Disable BOOTP/DHCE on future power cydes,
the current IP configuration &5 dieared and the controller sends
DHCP requests again.

= [fyou click Disable BODTP/DHCP and it does not disable
BOUTR/DHCE you can use RSLinx Classic software to disable
BOOTP/DHCP.

For more information on how to use RSLinx Classic software to

disable BOOTP/DHCP, see page 69.

Disable BOOTP/DHCP with RSLinx Classic Software

To disable BOOTP/DHCP from RSLinx Classic sofrware, fumpkt:: these
steps.

I. Starr RSLinx Classic software.

After several scconds, an RSWhe dia]ug box appears.

2. Ifno RSWho d.la.lng box appears, from the Communications pu]l-dmlm
menu, choose RSWho.

3. Navigate to the controller.
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You can access the contreller via the USB or an EtherNet/I1P driver
4. Right-{lick on the controller and choose Module .C-unfigumridn.

B D Gpaomeay T S Ty - ST S
o al 2Fap vl
il 8| m- Hadow ! T VR et
= B Veartmems, ik AN T  E=
-
P ﬂ'vi FHIL L mmir W
iR, wean iz
Py FT T CE N TR R Cosfigurs blas DDEGEC Tame
Ll oz
_I:\n-hnhm-m
Coefizars B
Loy
Vpesss b=
| ks G
—— -

5. Click the Port Configuration tab.

6. From the Network Configuration Type, click Static to disable
BOOTPR/DHCE

7. Click OK.
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Use a DHCP Server to Set the Controller IP Address

Because the controllers are DHC Peenabled when thc'_l.r are in the out-of box
condition, you can use a DHCP server to set the TP address,

The DHCP server au[nnuticaJJy assigns IP add resses to client stations luggi.ng
on toa TCP/IP network. DHOCP is based on BOOTP and maintains some
backward compatibility.

the same I address to specific devices when they appear on the EtherNet/IP

2 ATTENTION: You can use & DHCP server that is configured to always assign
network and reguest an [P address.

If your system does mot use a DHCP server that assigns the same IP address for
specific devices, we strongly recommend that you assign the controller a fived IP
address. Do not set the I address dynamically. That is, do not use the Obtain [P
settings automatically by using DHCP option in R5Linx Classic software or the
Logix Designer application.

When a controller uses Obtain IP settings automatically by using DHCE the [P
address for that controfler is deared with each power cycle. If the same IP
address is not automatically assigned to the controller via a DHCP server, when
it requests a new IP address, it can be assigned a new [P address.

The use of a new IP address can have unintended consequences. For example, a
Duplicate IP Address condition can exist or the controller can experience
configuration faults because the IP address differs from what is stored in the
Logix Designer application project.

Failure to observe this precaution can result in unintended machine motion or
loss of process control,
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Duplicate IP Address Detection

The controller verifics thar its 1P address does not macch any other nerwork
device IP address when you perform cither of these tasks:

o Connect the controller to a FtherNet/ IP network.

. Changc the controller 1P address.
If the contreller [ address marches chat of another device on the nerwork, the
controller Ethernet port transitions to Conflict mode. In Conflict mode, these
conditions exist:

» Nerwork (NET) status indicator is solid red.

o The4character display indicates the conflict.

The display scrolls: <IP_address of this_module> Duplicace IP
<Mac_address of duplicate_node detected>

For tmmplc: 192.168.1.1 Duplican:l[’ (00-BC:02:33:-B4
Duplicate IP Address Resolution
When two devices on a necwork have [P addresses thar conflicr, the resolution

depends on the conditions in which the duplication is detected. This table
describes how duplicate IP addresses are resolved.

Duplicate [P Addrass Dataction Conditions

Resolution Process

«  Both devices support duplicate [ address detection.

-+ Second device is added to the network after the first
device & operating on the network

1. The device that began operation first uses the [P address and continues to operate without interrupiion.

7. The device that begins operation second detects the duplication and enters Conflic meode.
Toassign 3 new I address o the contraller and leave Conflict mode, see Set the [P Address with the BOOTP DHCP
Etherhet/IP Commissioning Tool on page 67.

«  Bath devioes support duplicate [P address detection.

«  Both devices were powered up al appeoximately the
Same time.

Both Erhertiet 1P devices enter Conflict moda.
T resabve this conflict, follow these steps:
2 hssign 2 new I address to the controller. For more information, see Set the 1P Address with the BOOTE DHCP

Exhertey/1 Comméssioning Jool on gage 67.
b. Cycle power to the other device.

(e device supports duplicate [P address detectionand a
segond device does nol.

1. Pegardless of which device obtained the P address first, the device that does not support IP address detection mes
the I address and continoes to operate without intemaption.

1 The device that sapparts duplicate IP address detection detects the duplication and enters Conflict mode.
To assign a new [P address 1o the wntrolier and leave Conflic mode, see Set the 1P Addwss with the BOOTP DHCP
Etherhet/ 1P Commissioning Tool on page &7
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DNS Addressing

You czn also use DNS addn:s;ing to spccifj,r a host name for a coneroller,a
domain name, and DINS servers. DINS add ressing makes it possible to
configure similar network structures and IP address sequences under different
domains.

DNS addr-:ssing is necessary un!}' it you refer to the controller b}' host name,
sach as in par.h &cscrlprinns in MSG instructions.

To use DNS addressing, follow these steps.

1. Pnssig;n a host name to the controller.

A nerwork administrator can assign a host name. Valid host names must

be IEC-1131-3 compliant.
2. Configure the controller parameters.

3 Cnnﬁgurc the TP address, subner mask, gateway address, a host name for
the controller, domain name, and prima r].f.-"sccnnd:}jj' DYNS server
addresses.

In the DNS server, the host name must march the [P address of the
controller.

4. Inche Logix Designer inIica.tiﬁn.. add the controller to the I/ O

cc-nﬁgu ration trec.

IMPORTANT  Remember the following:

« [fachild module resides in the same domain as its parent module, type
the host name. If the domain of the child module differs from the domain
of its parent module, type the host name and the domain name
{hostname. domainname)

« You can also use DNS addressing in @ module profile i the 1/0
configuration tree or in a message path. If the domain name of the
destination module differs from the domain name of the source module,
thien use a fully qualified DNS name (hostname.domainname}, For
example, to send a message from EN2T 1.location1.companyA to
EN2T1.location2.companyA, the host names match, but the domains
differ. Without the entry of a fully qualified DN5 name, the module adds
the defauit domain name to the specified host name.
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Use RSLinx Classic Software to Set the Controller IP Address

Cump|ctc these steps to sct the IP address of the controller witch
RSLinx Classic sofrware.

. Confirm chat ¥OUr COMPULCT is connected to the coneroller viaa

USB cable.

2. Start the BSLinx Classic software. Afrer several seconds, an RSWho
dialog box appears.

3. Ifthe RSWho diaJuE, box does noc appear, from the Communications
puﬂ--dnwn menis, choose RSWho.

oy-[RsWha-1)

B Rl Edit View

@ & SE(_ P

R pucheowne 1| e

4. Navigate to the controller via the USB driver.
5 Right--dick the controller and choose Module Cunfiguratiun.

it i ey 08
|| % Fle Ect View Communiceons Station DOEAQPC - Secorty
| & 2|8 mile| W
M Aulnbiiwss _;J ﬂﬁ.ﬂ Einksang - s o
£l Workststion, MALUSMAYCTAEYL

#-2x Limx Gateways, Ftherret

2 AF_FTHIP-1, Frhpmt

1 B NB_VER-1. TTER-A1T/A Virtisal Chasus [ |

=1 e L5E:

0

Remave

£ anfigure Mew DDEORC Tapic
Diata Menitor
Configure Driver
Ugload ED5 file fram device.
Security
Cevice Froperties
e Stebbe
i Module Conleurston

6. On the Port Configuration tab, click Mannally configure IP settings for
the port.

7. Assign the port c-:mfigurariun parameters and dick OK.

Tockweail Automation Publication 5069-UMO0YTD-EN-F - Apeil 2012



Connect to the (ontroller Chapter 5

Update Controller Firmware

. T——
BT IV 5000 L ZATERMI Cxirfilimakicin =)
I —

[y Hora .

Bevnt: '} - *}
agonzery Mame r = =
Berenr: 2 . ks
Comr s flarm

Heel Mo

el g Failwark, b fuo 5 Corfegomsd

e — |
(e

Use a Secure Digital Card to Set the Controller IP Address

You can use an S card to sct the controller 1P address. The SD card can ser the
IP address when it loads a project onto the controller.

For morc information on how to usc an SI) card, sce Chapeer 7, Usc the Scoure.
Digital C 117,

The contraller ships with firmware revision 1acor insealled. You must updatc
the firmware revision before you can use it in a Logix Designer application
project.

IMPORTANT  The controllzr must be in Remote Program ar Program mode and all major
recoverable faults must be deared to accept updates,

IMPORTANT Safety Consideration
You cannot update a controlier that is safety locked.

You can use these tools to update the controller firmware:
o ConmrolFLASH™ or ContmolFLASH Plus™ software

s AutoFlash fearure of the Logix Designer ﬁpphcatiun
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To updatt the controller Ermware, cumpicr: these rasks:

e Determine Rs:quircd Controller Firmware

s Obrain Controller Firmware

o Usc ContolFLASH Software to Update Firmware

IMPORTANT  This section provides a general description of how to update
conirofler firmware.
Hrmware changes can have different effects on some controllers based on
system conditions when the change is made, particularly regarding the
Etherfet/IP mode that is used.

For more information on how controller firmware revision changes @an
affect your controller configuration regarding Etheret/IP mode use, see

(hapter 9, Use EtherNet/IP Modes on page 141.

Determine Required Controller Firmware

IMPORTANT  The controllzr must be in Remote Program ar Program mode and all major
recoverable faults must be deared to accept updates,

The firmware major revision level must match che software major version level.
For example, if the controller firmware revision is 31y, you must use the
Logix Designer application, version 31.

Not all controllers support the same minimum frmware revisions,

Make sure that YOU are aware of the appropriate firmware revision, and
compatible softwarc version, for your controller before obtaining and updaring
firmware.

Download firmware, associated files (such as AOP, EDS, and DTM), and
access product release notes from the Product Compatibility and Download

Center (PCDC) ar hetp:/ /compatibilicy rockwellautomation.com/ Pages/

home.aspx.
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Obtain Controller Firmware

You can obtain controller firmware in these Ways:

e Firmware is pnckag::d as part of the Studio 5000 Logix Designer

zpplicar'tc:n installation.

IMPORTANT  The firmware that is packaged with the software installation is the
initial release of the controller frmware. Subsequent firmware
revisions can be released.

We recommend that you chedk the PCDC to determine if later
revisions of the controller firmware are available. For more
information, see the next bulliet.

« Download firmware, associated files, and access product release notes

from the PCDC:

pedc.page

Use ControlFLASH Software to Update Firmware

IMPORTANT  Based on the catalog number, Logix Designer application version, and
firmware revision that are used, CompactLogix 5380 and Compact
Guardlogix 5380 controllers have different minimum ControlFLASH™
software version requirements,

To determine the minimum software version for your application, see the
PODC at: http:/fwww, iockwellastomation.com/rockwellautomation,
support/podc.page.

The ControfFLASK software is available as follows:

= Part of Studio 5000 Logix Designer application installation process

= Standalone download from the PCDC

power-up, this update can be overwritien by firmware on the 50 card.
For mare information on how to use 50 ards, see Chapter 7, Use the Sequre

Digital Card on page 117,

2 ATTENTION: If the Secure Digital (30) card is locked and set to load on
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78

1. \’L'rif_)r the Fullc-wing-.
s The nerwork connection is made.

s The neowork driver has been cunf_igur:& in Linx based
communicaton software.
e Theconeroller isin Remore Program or Program mode and all major

I'Et:ﬂ‘u'i.']-'ﬂb]t f.'i.ll!t& arc Cii‘.‘{!.rtd.

2. From the Windows Start Menu, click FLASH Programm ing'lhﬂls =
ConrrolFLASH.

\. FLASH Programming Tools

3. Click Nexr.

‘Walkomata ContalFLASH, thefimmars

update o CortrolFLASH reada the

Iedisireg irdorsnation fram you belore 1 can

by updeling & desvos.

1 Tha Calzlog Musbe ol ths tamst device

2. The Metweerds Canliguration parameten
foptonal.

1.The Network Path- o the lamet device.

£ The Famwars Revmon for thrs updsbs.
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4. Select the controller, and dick Next.

ControlFLASH version 15.01.00 or later hasa F:l.mil:f name that app|ics
to all controllers in chae i'-amil'_l.', instcad of individual controller catalng
numbers.

Stering cotgeg rumber o the tag= deven: Erdar i sl ging numbser of e lamed device

CempaciLage: 838 A0GILY
Cantrol Lzt Cantrol

1SR 5EER

PE-L33ERM

ComtrolFLASH version 14.01.00 or earies ControdFLASH version 15.00.00 or kater

5. Expand the communication path and sclect the controller.

6. Click OK.

: [P ARREE B ik 15261 2 s
i B Worlskatizn, Pl SRAL L [ASKTY
o | Cortmosgs, | e
i1 % AR FTH-L, Frnemet

i B AR VEM.D ITER AT il
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7. Select the firmware revision and click Next.

If the firmiware revision you neced is not on the list, choose Show all

TE¥iSIONS.

TiP

Ifyou experience a Saipt Fle Emor after you select the fimware revision
number, as shown, there can be an issue with your firmware files.

CamirolFLAZH

R Senpteta s Thescnprile reen sk si e selEcied SE feasinn = ooripn

Freas B Ier e imameaton

[ ]

We recommend that you use the latest version of the ControlFLASH
software. [ you are not, first upgrade to the |atest varsion.

To resolve the issue, perform the following:

- Goto http//www.mockwellautomation.com/support/ and download
the firmware revision you are trying to update. Replace the fimmware
revision that you have previcusly installed with that posted on the
Technical Support website.

= |fthe replacement firmware revision does not resolve the anomaly,
contact Rockwell Automation Technical Support.

8. Onthe Summary Screen, click Finish.

Conirol i feckad by this eoupment have b

TARGER  Thetaget madule = obout o be
wpdmed wih new fimwam Dumng the update
Trear ek ] best winabéie b pedfiorm b5 rovmal -
ool funclion. Plaase sabos oo that 2

suspenided il Lhal o sdfely olical funclions
dtecied. To abort the fimware update press

Cerced pow, To begn the: updele now, press

Finan

Catalog Numior - S065-L340ERM

Serial Mamber  GITREFESD

Cumerr! Ravion. 29002 483

Haw Rewison. 31001660

—

9, When a confirmarion dialug box appears, click Yes.
ﬁﬂrmm | ——— |

Are paw sLTe you want Lo begin
updating the @mnoet device?

¥es j b
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Before the firmware updan: bcgi.us, this dialﬂg bex appears, Take the
rcqu[n:& action for your -app|icarlun. In this ::x:a.mplc, the upgrﬂdc
continucs when OK is clicked.

Alrembon T e S Dislalcard s lockad and el bo load on
poverr-4p, this updass may e orenstben Sy frmware e the 50 ceed
Badun buthe "Bidire Voo Begin " s lion of the ieaie nole ' uin
updating. o youw'winh bo contineel

The progress dialog box indicates the progress of the firmware update. The
controllers indicate progress in updates and blocks.

IMPORTANT  Let the firmware update complete before you cycle power or
otherwise intermupt the update.

If the firmware update is interrupted, the controller reverts to boot
firmware, that is, revision .o,

When the updatc 15 cump]crc, the Upd:m: Status diaJag box indicates
thar the update is complete.

10. Click OK.

| Canugriumbe: SEsL30ERM .
Sacalliber  BUTSAESD

rEu:::l":‘t_H.p'r'imn. %EH %
Niza e 0 ]
Feest |

Simus
_ i Lg

11. Close the ControlFLASH softwarc.
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Use AutoFlash to Update Firmware

To updatt the controller Ermware with the AutoFlash featore, cnmp]-:tr: these
steps.

ATTENTION: If the Secure Digital Card is locked and set to load on power-up,
this update can be overwritten by firmware on the S0 card.

L. Vcrii:y the I:nllowing:
e The nerwork connection is made,

s The nerwork driver has been configured in Linx-based

communication software.

e The controller is in Remote Program or Program mode and all major
recoverable fanles are cleared.

2. Start the Logix Designer app].ic.:ttinn. and create a project.

For more information, sce

on page 85.

b

In the project, click RSWho.

r T T
d Whi Aciive (R —F@H "
14] Frntrsan Aty ™
= E'ﬂnrl:tmnn. LTSRN CTASYT E"’j
Ol 25 Lirx Gatewayy, Elherel —
0 S ABETHF-L, Ethiernet L M|
| o W AR VEP-L, 173%-ALTA Vinua| Chenn —l
£l s U158 LR e

il |15, 050U SARERNA L CUSSSERL SEA0-LTOEFM AL

* e m " '

Bt e et royet Pt |

Pathr Frapect: <ranes

g2 Tockweail Automation Publication 5069-UMO0YTD-EN-F - Apeil 2012



Connect to the (ontroller Chapter 5

3. Select the controller and dlick Go Online.

E‘A;‘I‘Ihl!‘ﬂsﬂ‘ -.Ir_rfn_ it -‘t_?:]

H a Warkstatinn, NALISMAYCTAE0
g Lime Gateweys, Eshemet
T dp AE_ETHIP-L Tthemet
1 5
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6. On the Who Acrive dialﬂg box, select the controller under the

commumnication dri".ﬂr:r'_l.ruru want to osc, and dick Up&aj:: Firmware.,
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(hapter5  Connect tothe Controller
7. On the Choose Firmware Revision J:fialug. browse to the location of the
firmware files (C:\Program Files (x86)\ControlFlash).
8. Sclecr the Armware revision, and click Updare.
4. On the Confirmation dhlog. click Yes.
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10. On the ControlFlash Artention dialog, click OK.
’ rqnnmﬁﬂxcémrr;zlﬂ.;-hﬁu:
Atzentiord H the Secure Digital cang 15 [odeed 2nd 52t to load an
pormer- Ly, bhis update may be cvenwrnten by firmwaes on the 50 cane
Ficter to the “Betore You Begqin® sochonof the relesse aobes beters
cedating. Do yeod wiih oo corginue!
w
A progress dialog box indicates the progress of the firmwarc update. The
controllers indicate progress in updates and blocks.
IMPORTANT  Let the firmware update complete before you cycle power or
otherwise intermupt the update.
If the ControlFLASH update of the controller is interrupted, the
controflers revert to boot firmware, that is, revision 1.
When the update is complete, the Update Starus dialog box indicates
that the update is complete.
11. Click OK on the Wha Active dialog box.
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Chapter 6

Start to Use the Controller

Topic Page

(reate 3 Logix Designer Application Project 85

Additional Configuration for a Compact Guardl ogix Controfier | &8

(oo Omkine with the Controller a5

Download to the Controller 111

Upload from the Controllar 105

(hoose the Controller Operation Mode 1[13]

(hange Contmller (onfiguration 12

Reset Button 13
(Createa I_g.gil Designgr Out-of the box, the controller docs not contain a Seudie 5000 Logix Designer®

S A applicarion project. To create a Logix Designer application project, complete

Application Project chesctepe

l. Starcche app]lcﬂl:iﬂn. The Logix l}csigncrﬂpplicaﬁnn is part of the
Studio 500" cnvironment.
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(hapteré  Start to ke the Controfler

2. Click New Project.

Rockwall Soffwane”

Studio 5000

.

3. On the New Project dialog box, complete these steps:
a. Sclect the controller.
b. Name the project.
c. Browse to the location where the project file is created.
d. Click Next.

Mot Tynrs

AL o Cormpact, ngo™ 5160 Cantrelier
STE-LI0ES-MSL Compackiogn™ SI00 Canminolar
3029 LAXCES Coemipaciooga™ 3280 Corrinolier
IED-L32CEN Competoga™ L1IE0 Coninl:
B2 R B S Compadctooms™ SUE0L amirolaf
SO0 LSs0ER Coormpiect L™ SIED Contiodio:

izt B o = Comipaict o™ IBrLemingia

P Commmacll g™ TA20 Corielar

Hame  LIS0ERA ueplicdlio

Loesbun  [hlsemwareaf o mentfrtres Brjermiin =

11 Tockweail Automation Publication 5069-UMO0YTD-EN-F - Apeil 2012



Startto Lke the (ontroller  Chaptar 6

4. Seclect the following:
s BRevision
« Sccurity Aathority {optional}
o Securc With (only available if Security Authority is used)

For information on sccurity, refer to the Logix 5000 Concrollers
Sccurity Programming Manual, pu blication 1756 PMULG.

e, LWIERM Copmmartt —— 0 Do s

e T

Tarpummy Mg i]ﬁ'm

3 s anky e smiacted Yerundy Rotnonfy o guthenticabon aned
AT hornrstion

T L] Mo s Lyl Moo

Do prilisadon Fal

5. Click Finish.

6. Basedon your controller:
s ForaCompact Gua.r&l.ﬂgi_x' 5380 controller, continue with
Additional Cunﬁguration fora Compact Gmrdl.ﬂgil Controller on
pagc 88.
s ForaCompactlogix™ 5380 controller, continue with Go Online

with the Controller on page 95.
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Chapteré  Start to ke the Controfles

Additional Configuration for
a Compact GuardLogix

Controller

Compact Gu:a.rdLugix 5380 controllers require additional cnnﬁguratitrn after
you create the project. These topics describe how to i:l:rnﬂgurt the addicional

P’;I.J.'S.I'I'I.CECTS..

Topic Page
Assign the Safety Network Nomber (58N) 88
G Drikine with the Controller g5

For a Compact GuardLogix controller, the Logix Designer application creates
a safety task and a safety program. A main Ladder Diagram safety routine chat
is called MainRoutine is also created within che safctypmgrm.

A red bar under the icon d.'tstinguishts snfc‘qr programs and routines from
standard project components in the Controller Organizer.

i e TR T

a Tasks
a % MenTen
A L blaian L

a [ Sty ek
& b Safetydrogmm
7 Perameters and Loce] Tags
Lo MainRoutme
IR LS T 1T S —
d wWinkinn Srvum

Assign the Safety Network Number (SNN)

When you create controller projects, the Studio 5000 Logix Diesigner
application gencrates an SNN value automatically whenever it recognizesa
new subnet that contains CIP Safery devices:

o FEach CIP Safety capable port on the controller is assigned an SNN. The
Compact GuardLogix 5380 controllers have up to three safery nerwork
numbers: a scparate SNN for cach Ethernet port, and one SNN for the
backplanc.

o Ifabrdge or adapter device is in the I/0 tree and a child CIP Safery
device is added, the subnet that is created by the bridge or adapter is
assigned an SNN.

For tn:rica] users, the antomatic assignment of a dme-based SNN is safficient.
However, manual assignment of the SNN is required if the following is true:

« Oncor more controller ports are on a CIP safery subnet thar already has
an cstablished SNN,

» A safety project is copied to another hardware installation within the
same routable CIP safery system.
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Starttolke the Controller Chapter 6

Rockwell Automation recommends d]angjng cach SNN to the SNN a]rcad].r
established for chat subnet, if one exises. Thar way, devices created larer in the
project are aummnticalljr assigm:d the correct SNN.

For information regarding whether the controller or Ethernet ports are being
added to existing subnets, see the GuardLogix $580 and Compact GuardLogix
5380 Contraller Systems Safety Reference Manual, publication 1756 RMO12.,

Each sa.ﬁ:q.r network must have a unique sﬂfcty nerwork number. Yoo must be
surc that a unique SNN is assigm:d to cach CIP saﬁ::y neework that contains
safcty devices.

TIP  Multiple safety network numbers can be assigned to a (IP safety subnet ora
ControlBus™ chassis that contains multiple safety devices. However, for simplicity, we
recommend that each CIP safety subnet has only one unique SNH.

For an explanation on the Safery Network Number, see the GuardLogix 5580
and Compact GuardLogix 5380 Controller Systems Safety Reference Manual,
Pu]:rhcatin-n 1756 BMOI2.

The SNN can be softwarc-assigned (time-based ) or uscr-assigned (manual).
These two formars of the SNN are described in the following sections:

. e Assi Timel SSN 0
o Manual Assignment of SSN on page 91
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Start to ke the (ontrofler

Automatic Assignment of Time-based S5N

When a new controller or device is ereated, 2 dme-based SNN is autumal:ira]]].r
assigned.
s Devices chat are created d.irrcr}y under the controller port defaule to
ha\ring the same SNN as that porton the concroller.

« For devices not directly under a controller port, subsequent new safery
device additions ro the same CIP safcl:].r network are assIgnc& the same
SNN defined within the lowest address on that CIP s:tl:cr'_l.r nerwork.

The time-based format sers the SNN value as the dare and time when the
number waxy gcncnm:d, acco rd.i.ng to the computer running the configuratic-n
software.

Figure 18- Time-based Format
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Starttolke the Controller Chapter 6

Manual Assignment of S5N

Manual assignment is usciul jf:,'uu la‘_!.r OUL YOUr NErwo rk and put the SNNs on
your nctwork diagram. It may be casicr to read SNNs from a diagram than it is
to copy and paste them from multiple projects.

Manual assignment of the SNN is n:q'uin:d if the fﬂ”ml;ing is troe:
¢ Onc or more controller ports are on a CIP safety subnet that already has
an established SNN.

« A safct}' projectis cnpicﬂ to another hardware installation within the
same routable CIP safety system.

IMPORTANT  ifyou assignan SNN automatically or manually, make sure that system
expansion does not result in a duplication of SNN and unigue node reference
combinations.

A waming appears if your project contains duplicate SKN and unigue node
reference combinations. You can still verify the project, but Raduwell
Automation recommends that you resolve the duplicate combinations.
However, there @n be safety devices on the routable safety network that have
the same SN and node address and are not in the project. In this case, these
safety devices are unknown to the Logix Designer application, and you will
not see a warming.

If two different devices have the same node refarences, the safety system

cannot detect a packet received by one device that was intended for the other
device,

If there are duplicate unique node references, as the system user, you are
responsible for proving that an unsafe condition cannot result.
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Chapters  Start o Use the (ontrofler

Follow these steps tu'c]la.r%c the controller SNNs to a manual assignment:

1. On the Online toolbar, dick the Conooller Propertics icon
2. On the Controller Properties &.Ea]ng. click the Safcl:}r tab.
3. On the Safety tab, click Q to the right of the safety nerwork number

for the port that you want to change.
[ w L . | dmmicg |
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Sofety Sigrurers: L k] -
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Wheen slacing Safety 0! | Conligurs Oy When i Solsty S Eonn =|
Sty Leve [Snafya -l
R oo ot n:n@
G,
inar 41?‘1- Eldﬂ-?' EIED :__
M Steici i s =

4. On the Safery Network Number dialog box, select Manual
Enter the SNN as avalue from 1...9999 (decimal).

T |
T} i |
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|-| e 1 [y
Mo
200_f0o0_p0 e —EE! i
i
[ oK ] | - | | W |I
6. Click OK
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Startto Lke the (ontroller  Chaptar 6

Copy and Paste a Safety Controller Safety Network Number (SNN)

[‘F}nuu st a.ppljr an SNN to other s-d'_ct}’ controllers, you can copy and paste
the SNN. There are mull:iplc ways to copy and paste sfct)' controller SNN=.

Copy a Safety Controfler SNN
From the Cunn'nuchmp-crtics Saj—tt:.r “Tab:

l. Ondhe Safct}' tab. click in the SNN ficld that YOU WanE 6o copy.
2. Press Cul-C to copy the SNN.

i T —
| Bmcein ey | Copucty | romrem e, | b g, | mmam | fmo | i
| — QM-& e
S W [y oainemn |
Swars atun
LW e ST - L
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Whinraimling Sifeh L0 |ﬂlllmlhlb—l-id-h—nhll =
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From the Saﬁ:t}r Network Number cIi:JDE:

1. On the Controller Propertics &iﬂ]ug, click the S'aﬁ:l:].r tab.

2. Click ___I to the right of the safery nerwork number to open the Safery
Nerwork Number d.i.n]ug.

3. Onthe Safcr}r Merwork Number &inlng. either click Copy.or click in the
SHNN ficld and Press Ced-C.
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Tt it
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Start to ke the (ontrofler

Paste a Safety Controller SNN

1. On the Controller Properties &.Ea]ng. click the Safcr'_gr tab.

2. Click o the right of the safery network number to open the Satery

Nerwork Nomber di.a]ag.
3. Onthe Saﬂ'ry Neowork Number dialng. cither click Paste, or click in the
SN ficld and Press Ced V.
Firrait
e e
& b
Exe i IF 1 m
[ pme |
[ on | [ cence |[ b |

4. Click OKL
5. On the Controller Properties Safcry tab, click OK.
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Startto lke the Controller Chapter 6

Gﬂ Online with the (untm"Er Togo online with the controller, yOu must first spcci{'—],r 4 communication p:a.th
inthe Logix Designer :Hl:lplicatian.

TIP  Forthis section, the U5B port was chosen as the communication path.
Anather path through the embedded Ethemet ports is also possible.

Use RSWho

I. Open orcreate a Logix Designer npplicatic-n project.

2. Inthe application, click RSWha.

. "-' (Bl 1-1..\“.7-:1-: path uming WA Ra ]

& Who Active RSHna
Weabrowse | Tovech | [0y

= - Workststion, NALSMAYCTAN L
[ g Lirx Gatesays Tthemet
b &g A3 [THPA, Ethemer
=+ AR VER-L, 1TA0-A077 A Vingal Capses
=5 = ]
" ﬂ L, 80e0- SANEHN LT3t S50 L WOERRI A | nebdes

o | il ¥

Pt e setpueitonn |
Path M Frodect <rons > -

4. If you want to store the path in the project file, dlick Set Project Path.

IF:,mu store the project p.;u:]'l in the project, you do nor have to choose the

paﬂ‘t each time you go online.
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Start to ke the (ontrofler

5. After you choose the communication F:!.I:I'I.. click Ge Online in the

Who Acrive dialng box.

Vipuobimes  Aulet | |E |
5 B Wodkdtalicn, NALRMAYCTEEY] .hg.....q.}_J 1

- g L Bty Erhurrat

e —
g EE ETHINI, Ethernit 2 i T |
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I o - B WEIRL 17021008 Wirtual Dhesos |
b R | el

taf ' 1 i LR O Gl R, S LRE TN R LA

E
|
|
i n .
i Lestilad [P TS———
Sath i Sromest: L1

| clexe mopecrath |

Go Online usesthe highﬁghtcd node in the Who Active tree, ItEﬂ.r&ijS
of the setring for Path in Project. For more information on the Who
Active d.i:a.iug box, sce che Logix Designer Online Hclp.

Tockweail Automation Publication 5069-UMO0YTD-EN-F - Apeil 2012



Starttolke the Controller Chapter 6

Use a Recent Communications Path

You can also select a recent communications Pad't and go oaline or appfy it to
your project.

i. Click the Recent Communication Pach button next to the Pach bac

P onex _ - (T |

the path.

Sty Choly St Wity Sl bty v Pemet || Repot sl

Painin Project: LUSEYTE

3. 'lostore the path in your project, click Set Project Path.
4. Click Go Online.

| " St iy Vimitvn Wt Sted fiobioyn Fdeee || Rsied Pt il |
W Mo

Pt iy Froyect: UzEV1

For more information on the Select Recent Communications Path dialog box,
see the Logix Designer Online H:]P.

Once you have cstablished a communication pa.dl, then you can choose Go

Online from the Controller Status menu when you are working in the project.
K. ] SR SR

Ga Onlirg
Uplead.

b Menbiais Crisicie

Sce Additional Consideragions for Going Oinline with a Controlleron

page 98,
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(hapteré  Start to ke the Controfler

Additional Considerations for !hcLogix Designer applicarion determines whether vou can go online with a
s . . tarpet controller based on whether the oftline project is new, or whether
Going Online with a T8¢ ller based on whether the offline proje heth

changes occurred in the offline project.
Controller « Ifthe project is new, you must first download the project to the
controller.

s« If changes occurred to the project, you are prompted to upload or
download.

o If no changes occurred, you can go online to monitor the exccution of

the project.

TIP  Forinfermation on upleading & project, downloading a project, and the
upload and download dialog bowes, see the Logix Designer Online Help.

A number of factors affect these processes, including the Match Project to
Controller feature and the Firmware Revision March feature.

For Compact Guﬂ.rdl.ogi:. controllers, additional considerations include the
safcrj' status and Faults, the existence of a saﬁ'nr signature, and the

safe Ty lock/ - unlock staras of the project and the controller. See Additional
Considerations for Going Online with a Compact GuardLogix Controller on
page 100,

Match Project to Controller

The Match Project to Controller feature affects the download, up|nac|. and go
online processes of standard and safery projects. This fearure is on the
Controller Propertics Advanced tab.

Trreeats Y |I-F-=u_!w,‘tp—ih_ﬂ-u|
I| S| H...-!.-._'[ Mo bty | DunTesw | Se008 | S5 mceme | Pes | Dawp |

L L i —

Fowr U e —

o) Varz R ic T
Sk el ERGRART

S Cor i D 1y Lt P Poroviit b Poiica

Tz Dovwfigs Tl 1

T I .

If the March Project to Controller feature is enabled in the offline project, the
]_ug:ix Dfsigm:r npp]icatiﬂn Comparcs the serial number of the controller in the
oftline project to that of the connected controller. If they do not match, you
must cancel the download /upload, connect to the correct controller, or
confirm that yon are connected to the correct controller that updates the serial
wniniberin th project to match the target controller.
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Startto lke the Controller Chapter 6

Firmware Revision Matching

Firmware revision m.at-.:hing affects the download process. If the revision of the
controller does not march the revision of che project, you arc pmmp:cd to
update the firmware of the controller. The Logix Designer application lets you
up-d.ﬂxc the firmware as part of the download sequence.

IMPORTANT  To update the firmware of the controller, first install a firmware update
kit. An update kit ships on a supplemental DV along with the Studio
5000" environment.

TIP  You an also upgrade the firmware by cheosing ControlFLASH™ from the Tools
menu in the Logix Designer application.
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Chapteré  Start to ke the Controfles

Additional Considerations for
Going Online with a Compact

GuardLogix Controller

You can 'I.JP]DE.d PIDEF.EI!T ]DE;EE BIIEI go unlj.n: l"CE,ELI'd:lCSS DE- 5:].{:1.'}' status. Sﬂftl'}"
srarus ﬂIld F-li.'l!].l'i D]'.II}" HHECI d’lf dDW’I’tlDE& PRJEESS.

You can vicw the safcty status via the S:I.ﬁ:t}' tab on the Controller Propertics
dialog box.

Safety Signature and Safety-locked and -unlocked Status

The existence of a safery signature and the safery-locked or -unlocked starus of
the controller affect both the upload and download processes.

The s:a.'ﬁ:t}' signature and the saf:t;f lock status are up|uadcd with the project.
For l'I&lTlPlc, if the project in the controller was snﬁ:ry-unhckcd, the offline

projoct remains safcr)r unlocked Fnl|nwing the upluad. even if it was locked
before the upload.

Following an upload, the safery signature in the offline project matches the
controller s:af:t'_gr signature.

The safct].r lock status a.lwzg.rs HP]OH.:EIS with the project, cven when there is no

safc £V signature.

The existence of a safety signature, and the controller safety lock starus,
determines if a download can proceed.

Table & - Effect of Safety-lock and safety signature on Download Operation

Safety-lock Status Safety Signature Status

Download Functionality

Controfler safety-unlocked

Safety signature in the offfine project matches | The entire application downloads. hﬁglagsamrﬁiﬁahdmﬂmwhulhwhaﬁwhn the
thie safety signature in the mntriler safety signature was oeated. Safety

status matches the status in the offline project. The
safety sionature does not change.

Safety signatures do not match. If the controller had a safety signature, it is astomatically deleted, and the entire project s

downloaded. Safety lock status matches the stitus in the offfine project.

Safety sionatures match

Controfler safety-locked

[f the offfine praject and the controller are safety-locked, all standard project companents ane
downlaaded and safety tags are minitialized o the values they had when the safety signatue
was created,

If the offfine project is not safery-locked, but the controlleris, the downboad is bocked and you
mrust first onlock the controller to allow the dewnload to procesd.

Safery sipnatures do not match. Yo meust first safety-unbock the controdler to allow the downboad to proceed. If the controller

had a safety signature, it i antomatically deleted, and the 2ntire project is downloaded. Safety
vk status manches the status in the project.
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Checks for Going Online with a GuardLogix Controller

For a safety project, the Logix Designer application checks for the following:

¢ Do the offline project and controller serial numbers match (if Project
to Controller Match is selected)?

o Docs theoffline project contain chzngts that are not in the controller

projecc?

» Do the revisions of the offfine project and controller firmware

match?

e Are cither the offline project or the conrmoller mfcr}r--]nckc&?

« Do the offline project and the controller have comparible safety
signarures?

Table 7 - Connect to the Controller with a Safety Project

If the Software Indicates

Than

[nabde to connect to controfler. Mismatch between the offfine poject and the
controfler serial momber Sefected contmller can be the wrong controller:

(omnect 1o the arect controfler, select another project file, or choose the Update
project serial number chackbox and dhoose Go Online. . . to connect to the contralker
and update the offline pryject serial number to match the controdler,

Unable to connect to contmfler. The revision of the offfine peoject and the motroller
firmware are not compatible.

(hooss ome of the following options:

« [hoose Update Firmware. Choosa the required revision and didk Update. (ick Yes to
canfirm your selection.
IMPORTAMNT: The online project s deleted,

= To preserve the online project, cancel the ondine process and imstall 2 version of the
Studio S000% environment that is compatible with the firmwarz revision of your

You must apload or download to oo online by using the open project.

(hoose one of the following options:

+  lpload to update the offline project.

»  Downdoad to update the comtrofier project.
« [hoose File to select another offfine project.

[Fnzbie to connect in 2 manner that preserves safety sionature. The firmware minor
revision on the controfler is not compatible with satety sionatare in offline project.

« To preserve the safety signature when the firmware minor revision s incomipatible,
upstate the firmware revision in the commiler to exactly match the offfine project.
Then oo online 1o the controller.

« To proceed with the download despite the safety siqnature meoenpatibility, dick
Download. The safety signature is defeted.
IMPORTANT: The safety system requires revalidation.

Uinable to connect to controfler. Incompatible safety signature cannot be deleted while
profect is safety-locked

(Canced the online process. You must safety-unlock the offfine project before attempting
to go online.

When the controller and the Logix Designer application are online, the safery
lacked status and safcty signature of the controller match the controller
project. The safery-lock starus and safety signarure of the offline project are
overwritten by the controller. If you do not want the changes to the offline
project to be pcrmancnt, do not save the project file I:nllnwing the 2o online

PIDECSS.
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(hapteré  Start to ke the Controfler

Download to the Controller

102

When you download a project to the controller, it copies the project from the
Logix Designer apphcatlun onto the controller. You can download a project in
[WO Ways:

o Usc Who Active on page 102
o Usc the Controller Status Menu on page 103

Use Who Active

You can wse the features of the Who Active dialogbc:x to download to the
controller after you have sct the communication path, Complete these steps to
download to the controller.

After ci'm-using the communication p:nrh. click Download in the
Who Active dialog box.

= Wbl ian, PALS “\ul“'ﬂ_“-m
- ;’— Lirx Gtevys, Elnernet
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2. Atter reading the warnings in the Download dialog box, click
Download.
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Use the Controller Status Menu

After you choose a communication path in the Logix Designe rapp]fcatiﬂn, you
can wse the Controller Status menu to download o the controller. To
download, from the Controller Status menu, choose Download.

Figure 19- Download Via the Controller Status Menu

i A -
) | LT BT R R

m Cha ]
-1;:# Offfine 1. seFooe . HeEr

ECTE . o
| Uplopa..

# . Comtrlier UIERAAE applieatiay  Dowmioad o
7 Cantraller Tage
o0 Centraller Fault Hamdier

TIP  After the download completes, the project name appears en the sorolling status
display.
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Additional Considerations for Forasafety project, the Logix Designer application compares the follawing

Download to a Compact
GuardLogix Controller

informarion in the offline project and the concroller:

s Controller serial number (if project to controller match is selecred)

o Firmware major and minor revisions
» Safcry starus

« Safety signature (if one exists)
o Safcty-lock starus

After the checks pass, a download confirmation dialog box appears, Click

Download.

Crrmrinnm] aFew jrmrt L10EUAS ] et 1 e
:"'I oe s
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The Logix Dcsigncrappiica.tiun disp]a:rs status messages in the download
dinlﬂg. progress screen, and the Frrors window,

If the Software Indicates:

Then:

[knable to download to the controfler. Mismatch between the offfine project
and the matrolles serial number Sefected controller i be the wrng
controller

Connect to the correct controller or verify that this is the corect conteofler IF it 15 the cumect
contmlker, ched: the Update project serial number checihox to allow the download to proceed.
The pjesct serial number is modified to match the controfler serial numbser.

|mable to dowminad to the controfler. The major revision of the offline project

(Choose Update Firmware: Choese the mouired revisien and dlick Update. Click Yes to confirm your

and the controdler fimywase are not compatible. selection.
Unabde to download to controller Incompatitde safety sipnature cannat be anrel the downdoad. To download the peoject, you must safety-unlack the offiine project, delete
deleted while the project is safery-Jocked. the safety signature, and downboad the project.

IMPORTANT: The safety system requires evalidation.

(annat download ina manner that preserves the safety signature. Controdler
firmuware mirios revision & not compatible with safety sgnature in offfine
project.

+ i the firmware minor revision & incompatible, mmﬂfﬂfﬂlﬂjsumlum update the
firmrware revision in the controlfer to exactly match the offfine project. Then download the
afffine projiect.

« Toproceed with the download despite the safety signature incompatibility, dick Downdoad,
The safety signature i deleted.

IMPORTANT: The safety system rquires revalidation.

Unable to download to controfer. Controller i locked. (ontroller and offfine

Choose Unlock. The Safety Unlock for Dewnload dialog b appears. H the Delete Signature

profect safety signatures do not match. checkbo & selected and you choose Unlock, dick Yes to confirm the deletion.
[MPORTANT: The safery sysiem requires evalidation.
Downlnading safety signature._ The safety signature is present in the offiine project and is downloading.

Following a successful download, the safety-locked status and safety signature
of the controller match the project that was downloaded. Safery data is

initialized to the values that existed when the sa.l:cr}r signature was created.
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Upload from the Controller

When you upload a project from the controller, it copics the project from the
controller to the Logix Designer application. To upload a project, usc onc of
these methods:

o Usc Who Active on page 105

o Usc the Controller Status Menu on page 106

Use Who Active

You can wse the features of the Who Active dlalogbnx o upl(md from your
controller after you have sct the communication path, Complete these steps to
upload from the controller.

l. Inthe Logix Designer nppiicaticrn project, click RSWhao.

2 Expmd the communication pa.th and select the controller,

3. Click Upload on the Who Active dialog box.
i Who Actve sy oINS

o

o fidirwize 1T
B Wetkkatren, NALSKIAYIEGOELD
 #g Linx Getewsys, Ethernet
¥ as AR EVHID., Exvaenat
y R A8 LDP-L17PER-A0T/S Vietual Chassin
= S LB
& . B SOE-LILIOINKISS [ TRIrT LD SAFTTY, T2 Test

Fatha Syl
Path e Prgoect] Owre>

Tockweail Automation Publication 5069-UMIOTD-EN-F - Apeil 2012 105



Chapters  Start o Use the (ontrofler

4. On the Connected to U[:!ln:ld &ia|u-g box, \rcrii:j-' that the project is the

onc you WHNT [ L'I.Plﬂld.

5. Click Upioa.d.
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Todd Muvzer.  EDRRRERA
Eil Ko Frotion

For more information on the Connected To upload dialog box, see the Logix
Diesigner Online [—]clp.

Use the Controller Status Menu

After you have chosen a communication path in the Logix Designer
applitarinn. you can use the Controller Statos menu to up]uad from the
controller.

l. From the Controller Starus pu”--dﬂwn menu, choose Up-]nsi

| FLE EDT WVIEW SESRCH LOGIC COMMUNICETIONS TOOLS
SalnA I SR

E. MoForoe:
Gio-Tnling

Upioad... [}

Downlaad

4 bl Motion Groups
o Ungrouped Axes Progom Mude
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2. On the Connected to Uplnmd &i:ﬂng box, \rcrii:j-' that the project is the

onc you WHNT [ L'I.P].Dld.

3. Click Upioa.d.
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Additional Considerations for Forasafety project, the Logix Designer application compares the following

Upload to a Compact
GuardLogix Controller

informarion in the project and the controller:

« Controller serial number (if project to controller match is selecred )
Open project to the controller project
« Firmwarc major and minor revisions

« Safety signature (if one exists)

IMPORTANT  Anupload is allowed regardless of the Safety status and the Safety Locked

state of the offfine project and controller. The lacked status follows the state
of the uploaded project.

Table 8 - Upload Behavior

Upload Behavior:

Responsa:

If the project to controller match is enabled, the Logix Designer application
cheds whether the serial number of the open project and the serial numbser of
the controfler match.

« (ommect to the comect controfler or verify that this i the comect controfler.
+ Selact a new project to upload into or select anather project by choosing Selec File
« Ifit i the comect controller, sefect the Update project serial number checkbo to allow the

download 1o proceed. The project serial number & modified to match the controller seral
nember.

The Logis Designer application checks whether the open project matches the
controfler project.

= [ the projects do not match, you must select a matching file or canced the wpload process.
«  |ithe pmijects match, the sofiware checks for changes in the offline (open) project.

The Logix Designer apphication checks for changes in the offiine project.

« I there are po changess in the offfine project, you cn go online withowt uplsading. Cick Go

Online-

« Ifthere are changes in the open project that are pot present in the controller, you can choose

{0 upload the project, cancef the uplnad, orsebect another file.

Uploading safety signature.

This message appears during the upload only if 2 safety signature matching the one in the
comtroller does not exist in the offfine project.

If you choose Upload, the standard and safery applications arc uploaded.
If a safery signature cxists, it is also aploaded. The safety-lock status of
the project reflects the original status of the online (contraller) project.

TIP Before the upload, if an offline safety signature exists, or the offline project is

safety-locked but the controller is safety-unlodked or has no safety signature,
the offline safety signature and safety-locked state are replaced by the online
values {safety-unlocked with no safety signature). If you da not want to make
these changes permanent, do not save the offfine project following the
upload.
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Choose the Controller
Operation Mode

Use this table as a reference when &clcmﬁning your co neroller opcration mode,

In This Mode You Can: In This Mode You Cannot: & ATTENTION:
RUN Run mode—The controller is actively |« Tumn ootputs to the state +  Tum owtpats to their configured | Fun mode is used anby when all
controlfing the process machine. Frojects commanded by the fogic of the state for Frogram mode romditions are safe.
cannot be edited in the Logix Designer prOject. « [hange the mode of the
application when in Run mode. «  Exerute (scan) tasks aontrofler via the bogic Designer
« Send mesages application
« - Sond and receive data nresponseto |« Downdoad a project
a message from another controfler | - Schedule a ComtrolNet neteork
«  Produce and consume tags «  While oaline, edit the project
REM Ramote Run mode—This mode & « Tum outputs to the state «  Tum outputs to their configured | Youw are able to modify a project
identical to Run mode except you can edit commanded by the fogic of the state for Frogram mode fite online in Bemote Run mode:
the project online and change the project. « Download 2 project Be sure to control sutpats with
contralier mode throagh the Logi «  Eremute (scan) tasks « Schedule a ControlNet network | care to avoid injury to personnel
Designer application. «  [hange the mode of the controller and damage i equipment.
via the Logix Designer application
«  While anline, edit the project
» - Send messages
« Send and eceive data in response o
2 message from another controfler
«  Produce and consume tags
Remote Program mode—This mode | - Tom owtputs to their configured «  Tum oustpats io the state
functions like Program mode, excep you state for Program mode commanded by the logic of the
an change the controller mode throegh |« Change the mode of the controller project.
the Logix Designer application. via the Logix Designer applicition | «  Bxecute scan) tasks
« Download a project
« Schedule 2 ControlMst network
«  While online, edit the project
« Send and receive data in response to
2 message from another controller Dutputs
«  Produce and consume tags mﬁmmﬂ;:im
Remote Test mode—Ihis controlier | - Tom owtputs to their configured +  Tum outpats o the state which cin cause a dangerous
miode exerutes code, but U0 is not state for Program mods commianded by the logic of the | SITtON.
controffed. You can edit the project «  Erecute (3can) tasks project.
oaling, and change the controllermode |« Change the mode of the comtroller | < Downdoad 2 project
throagh the Looix Designer application. via the Logix Designer application | «  Schedule a ControlNet network
(utput modules are commanded to their | * mmﬁr.m‘l"htmn + Send messages
Program mode state (on, off, or hold]. e e ke i
2 message from another controller
«  Produce and consume tags
PROG Program mode—This controfler mode |« Tom omtputs to their configured +  Tum oustpats (o the state Do not wse Program mode as an
does not execute code or control T, but state for Program mode commanded by the logic of the | ememency stop (E-stop).
editing operations are availzble. . Hmn]n;dmm Emﬁbnn}mh Emgmrlﬂmdﬁsncﬁaufery
Output modules are commanded to their | = Sthedulea network + brequie EYIE.
Program mode state (On, O or Hold). | = While online, edit the project + (hange the mode of the Dutpats are commanded to
Inthis position, controller modes cannoy | * Send and receve datainespamse o | contler via the Logix Designer | their Program mode stae,
be changed through the Logix Designer 2 message from another controller application which can cause a dangerois
applicatian. »  Produce and consume tags + Send messages Situation.

{11 Moving the mode switch fream Run to Remode keaves the contredier i e Remota Rum mode, while moving the switch from Program to Remate leaves the matroller in the Bamote Program mode. You

annait choase Remate Test mode by the mode switch alone, 5t 15 only awailable via the Logix Destqner apgplication.
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Made Switch

10

Clrew o
ml - B
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Use the Mode Switch to Change the Operation Mode

T d‘:a.ngc the operating mode, use the controller mode switch. The controller
mode swicch P‘Fﬂ\-"[dt!- a mechanical means to enhance controller and control
System sccurity. You must ph}rsicaﬁ}' move the mode switch on the controller to

dmng: its operating mode from RUN, to REM. or to PROG.

When the mode swicch on the controller is ser to RUN mode; fearnres like
online rd.iti.ng. program downloads, and firmware updah:s are pmhibircd.
See Choose the Controller Operation Mode on page 109 fora liscof

P rohibited features.

The mode switch can complement other authorization and authentication
methods that similarly control user-access to the controller, such as the

Factory Talk® Security service.

IMPORTANT  During runtime, we recommend that you place the controller mode switch in
RUN mode. This an help discourage unauthonzed access to the controller or
patential tampering with the program of the conitroller, configuration, or
device firmware.

Place the mode switch in REM or PROG mode during controller
commissioning and maintenance and whenever temporary access is
necessary to change the program, configuration, or firmware of the product.

The mode switch on the front of the controller can be vsed to n:l'm.nE: the
controllerto one of these modes:

s Run (RUN)
s Remote (REM)
¢ Program (PROG)

L] rueren

[0 cxewiin
Ot ] O Derme im

Made Switch
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Use the Logix Designer Application to Change the Operation Mode

When you are online with the controller, and the controller mode switch is set

to Remote (REM, the center position), then you can nse Logix Designer to

r;hnng: the opcration mode.

The Controller Status menu in the upper-left corner of the application window

lets you specify these operation modes:
s Remorte Program
o Remote Run

s Remote Test

. From the Controller Stacus pu"-dnwn menu, choose the

opcration mode.

AN PR ey - R 2

. W5 Pengrar Hete

L o 1 F Par: A8 ETHIP-1V192 163, LE=
- rhoH Hem Prog F® sgroices

=i D
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0 Cantroller Fait Hardle
= PowerUp Handler
4 o Tesks
a 2% lain Task
b5 MainProgrem

Hun klod=
Teid Maie

Mogmm Sock

k. mag

TIP  For this example, the contraller mode switch is set to Remiote mode. If the
controller mode switch is set to Run or Program modes, the menu options

change.
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(hange Controller After the project is created, you can change some configuration parameters on
the Controller Propertics dialog box while the controller is offline.

Configuration

I:_mmpics of cnnﬁgmablc paramctcr that you can changt offline include the
following:

s FrherMNeo/IP Mode on the General mb

o Enable Time S}mchmnizariﬂn on the Dare/Time tab

s Execotion Control on the SFC Execution tab

Ta d‘:a.ngc the controller ::r:mfigu.ratiun while the project is offline, campl: e
these steps.

. On the Online toolbar, dick the Controller Propertics burcon.
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Reset Button

You can reset the Com pactLogix and Compact Guan:[]..ngix controllers with
the reser butron. The reset burton is u-nh.r read duri.ng a4 powcr-up or restart. If
you press the resct button at another time, it has no effect,

Fora Compact GuardLogix controller, the Safety Locked starus or safery
signature does not prevent you from performing a controller reset. Because the
applitarinn is cleared from the controller duringz resct, the :afct}' level of the
controller is cleared also. When you download a safety project to the contraller,
the safm}' level is set to che level sp-cciﬁ:c[ in the project.

A controller has two stages of reser:

« A S-tagc 1 reset clears the app].ical:inn program and mcmory, but retains
the TP address, all nerwork scrrings, and firmware revision. A stage |
resct occurs only if the controller contains a user application. Sec Stage 1

o A Stage 2 reser retarns the controller to our-of box scTrings l:inclucling
firmwarc), and clears all nerwork sertings. A stage 2 reser occurs only if
the controller does not contain a wser application, and the current

controller irmware is not a Lx version. Sec Stage 2 Resct on page 115.

IMPORTANT  Because port enable/disable status is associated with the application
program, the Ethernet port becomes enabled after a Stage 1 or Stage 2
resat,

Are can occur, This could cuse @n explosion in hazardous location
installations. Be sure that power is removed or the area is nonhazardous
before proceeding.

: WARNING: When you press the reset button while power is on, an Electric

& Allen-Bradey

[Cran  Cm Danan [Curse %
Crws O Ome D

=
[
Reset Button — =2 S
i fg;mumﬁg :é i
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Stage 1 Reset

IMPORTANT  Astage 1 reset occurs only if the controller contains a user application,

The stage 1 resct {nmplctts the fuﬂnwing:
s Clears the application program.
» Rerains the network scttings for the embedded Etherner port.
« Rerains APR (motion pasition info) information.
« Retains all PTP configuration ( Time Synchronization) parameters.
o Rerains Wall Clock Time within the encrgy retention capability of the

module.

e Createsa timcmmpcd entry in the Controller Log thata Smgc 1 Reser
event has occurred.

e Resers the controller o hcgin the controller start up process.

s Prevents the controller from loading firmware or software from the SD
card on this first start up after the reser; rcga.n:ucss of the sctting on the
SD card, and without modifying the SI) card contents (the write-
protect sctting is irrclevant). An 5D card reloads ( if configured to do so)

on mbscqucnt powcrup situations.

o Enables the Erherner port, if it was Prcriuusl:,’ disabled.

To pcr&:rm a Stage 1 reset, cq:rmp|ct4: these SLEps. This process assumes that an
S card isinstalled in the controller.

. Powerdown the controller.

2. Open the front door on the conrroller.

3. To press and hold the reset button, use a small tool with a diameterofa
paper clip.
4. While ]mldi.ng in the reset burton, power ap the coneroller.

5. Continue to hold the reset button while the 4 character display eycles
dlrﬂugh CLR, 4. 3.2, 1, Project Cleared.

6. After Project Cleared appears, releaze the reser buron.

IMPORTANT  Ifyou release the reset button before Project Ueared scrofls across the
display, the controller continues with powerup and does not reset.

Aftera Stage 1 reset is performed. load a Logix Designer application project to
the controller in these ways:

o Download the project from the Logix Designer application - For more
information, sce Download to the Controller on page 102
s Cycle power on the controller to load a project from the SD card.

This option works only if the project stored on the SD card is
configured ro load the project on powerup.
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Stage 2 Reset

IMPORTANT  Astage 2 reset occurs only if the controller does not contain a user

application, and the cument controller firmware is nota 1.x revision,

The stage 2 resct com p|1:t|:s the fﬂﬂu-wing:

Rerurns the module to revision 1.x firmware, that is, the out-of box
firmware revision.

Clears all user sctrings, induding network and cime SYIC hronization

sctrings.

If the concroller uses firmware revision 29.011 or later, the EcherNeo/1D
miode is reser to Dual IF mode, that is, the defanit mode.

Resers the controller o hcgin the controller start up process.

There are no entrics in the coneroller ]og aftera Stage 2 resct, but saved
logs on the 8D card remain.

Ta Pr:rfurm a Stage 2 reset, ccrmp|ctr these steps, This process assumes that an

S card is installed in the controller

Ll

N

Power down the coneroller.
Open the front door on the controller.
Remove the SD card.

1o press and hold the reset button, use a small tool with a diameterofa
pape rcl ip.
While hold ing in the reset button, power up the concroller,

6. Continue to hold the resct burcon while the 4-character nils-pla:-; cydﬂ

=

through DFLT, 4, 3, 2, 1, Factory Default
After Factory Default appears, release the resct button.
On }rﬂurwnr]cstation, delete the files on the SD card.

Power l:lﬂl“"]'] tj.'lli.‘ CGIILTD].IL'T.

. Reinstall the 5D card.

. Powerup the controller.

. Verify that the controller is at firmware revision 1.x, and the controller is

set to DHCP-enabled.
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Aftera SIHEE 2 resctis pcrfcrmr&. you must compia:h: these tasks to use the
controller again:

. Cﬂnﬁgurc the Frhernet ports, set the desired ErherNet/ TP mode, and set
the controller I address configuration.

For more information, see St the Controller IP Address on page 65.

. Up-c[:l.rt the firmware revision - For more information, see Llpd.a.u:_

« Download a Logix Designer application project to the controller in one

Bf tJ'!CEI: WH.\"S'

— Download the project from the Logix Dcngm'r appin:atmn Far

more information, see

— Cycle power on the coneroller to load a project from the SID card.

This option works only if the project stored on the SD card is
configured to load the project on powerup.
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Use the Secure Digital Card

Topic [ Page
Considerations for Storing and Loading a Safety Project 120
Store tothe SO Card 121
Load from the SD Card 12
Other Secure Digital Gard Tasks 128

The controllers ship with an SID card installed. We recommend that you leave
the 5 card inscalled, so if a fanlr occuors, djagnustic data is autcmaﬁcaﬂ}r
written to the card. Rockwell Auromation can then use the data o hclp

investigate the eause of the faule.

We recommend that you use the SD cards available from
Rockwell Automation:

o 1784.5D2 card - 2 GB card that ships with the conroller,
o 1784:5D1 card - 1 GB card

« CodeMeter CmCard 5D, 4 GB, catalog number 9509. CMSDCDH4

{whcn license-based source protection and exccution protection features

arc enabled),

While other SID cards can be used with the controller, Rockwell Automation
has not tested the use of those cards with the controller and you could

cxpericnce data corruption or loss.

SD cards that arc not provided by Rockwell Automarion can have different
industrial, environmenral, and certificarion rat ings as those cards thar are
available from Rockwell Automation. These cards can have difficalty with
survival in the same industrial environments as the induostrially rated versions
available from Rockwell Antomation.

The mCcmory card that is cnmpﬁ,tiblc with your controller is used to load or
store the contents of user MEory for the concrollern
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Chapter7  Lsethe Secure Digital Card

When you use the Store feature, the project that is stored on the SD card
matches the project in the conrroller memory at that time. Ch:mgcs thar you
make after you store the project are not reflecred in che project on the 51 card.

If you make changes to the project in the controller memory but do not store
those changes, the next time that you load the project from the SD card to the
controller, you overwrite the changes.

IMPORTANT  Donot remove the SO card while the controller is reading from, or writing to,
the card. If you remove the card during either activity, the data on the crd
or controller can become corrupt.

Additionally, the controller firmware at the time when the card is removed
can become comupted, Leave the card in the controller until the OK status
indicator tums solid green.

If an SD card is installed, you can see the contents of the card on the
MNonvolarile Memory tah of the Controller Propertics &ia]ng box. Ifa safct:,r
ﬂ]:lplic:-tl:inn is stored on the card, the sai'_ct}r--lﬂflc status and the sa.’r_cqr signature
are shown.

Figure 20 - Nonvolatile Memaory Tab
m
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The project must be anline to see the contents of the S card.
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Remember the f_uﬂawing:

s An 5D card slot is on che front of the contoller behind the door

| EY

] Wi miia

@, @ Aen-Beacloy

an D [ E['l'rl!-i

S0 Card St

E )
TN P

il :

Etheriet/IF
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& & 1§ & ¥
[
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Compact-Guandl cgi g sABT

HEREH

o Ifthe card is installed and a fault occurs, c[iagnustic dara is autﬂrn.aricaﬂ}r
written to the card. Dizgnc:sn:ic data hclps the investigation and
correction of the fault canse.

s The contmoller deteces the presence of an 8D card at power-up or ifa
card is inscreed du.ring controller opcration.

s TheSD card can storc all cuni:iguratiun dara that is stored in nonvolatile
Mmemory, for C‘I‘E.ITJ.PIC, the controller 1P address.

e The 8D card can store the back up program.

IMPORTANT  Rockwell Automation recommends that you back up your Studio
5000 Logix Designer® program to an 50 card reqularly.
If @ major non-recoverable fault ocours that removes the program
from the controller memory, the backup copy on the S0 card can be
automatically restored to the controller and quickly resume normal
controller operation.

For derailed informadon on how to use nonvolartile MCmory, refer to the Lng;i_x
5000 Controllers Nonvelatile Memory Programming Manual, publication
1756 PMO17.
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Chapter7  Lsethe Secure Digital Card

Considerations for Storing
and Loading a Safety Project

Only Compact GuardLogix® 5380 controllers support safery projects.
CompactLogix™ 5380 controllers do not support safery projects.

You cannet storc a sal:cr].r project if the s:tﬁ:ty Staris lsSai'_tt}' Task lnupcmblc.

When you store a safety project, the controller firmware is also stored to the

5D card.

IfFno apl:l]imr[on project exists in the controller, YOL Can save unl}r the firmware

D{: ‘d'tt SH.F:’E}' CGHI.TGJ.ICI.

If a safcty signature cxists when you store a project, the following occurs:

- SEfCL'_',’ 1':1.'55 arc Sfﬂl'cd Wlth d'l.t \"EJLI'E tl'!l:}' h‘&d W}ICH 'd'll: signaturc Was
EI’SL v:rcatcd.

e Standard tags arc stored with their current values.

s The current safery signature is saved.

When you store a 5ai'::t}' app]'l.cation project on an 5D card,

Rockwell Automation recommends that you sclect Program (Remote Only) as
the Load mode, that is, the mode that the controller enters aftera project is
loaded from the SD card.

IMPORTANT  To help prevent the firmware that is stored on the 5D @rd from overwriting
newly updated firmware:

» The update process first checks the load option on the 5D card, and
changes the load option to User Initiated if necessary,

= The firmware update proceeds.

= The controller resets.

= The load option remains set to User Initiated.

If the 5D card is locked, the load option does not change, and the firmware
that is stored on the SD card can overwrite the newly updated firmware.
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Store to the SD Card

We recommend that you back up your Studio 5000 Logix Designer app]ication
o an SD card rcgnﬂ.a.rl]r.

If a major non-recoverable fault ocours that removes the program from the
controller memory, the backap copy on the D card can be automatically

restored to the controller to quickly resume normal controller operation.
To store a project to the S card, complete these steps.

I. Make sure chat the controller is online and in Program mode or Remote
Program modec.

2. From the Controller Starus pull- down menu, dlick Controller
Propertics.

FILE EONT (VEWS. SEARCH IO COMMUNICATIONE - TOOUS
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4 7% MainTask Tesl Moty

b L MeEnProgrem
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# | Mosicn Groups
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LainTom | Adwwooas || 5% Gecuten, | Freet

Bty | bt Feoiad [ o G | Smeany | Bl

miazk o1 Honsoldds Verszry EEEE—

TIP  Ifload/Store is dimmed {unavailable), verify the following:
= The contraller is in Program mode or Remote Program mode
= You have specified the comect communication path.
= The 5D card is installed.

= The 50 card is unlocked. The locked status appears in the bottom-left
comer of the Nonvolatile memory/Load Store dialog box.

If the SO card is not installed, a message in the lower-left corner of the
Nonvolatile Memory tab indicates the missing card as shown here,

i) Nomvolatiie memory riot present
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Chapter7  Lsethe Secure Digital Card

4 C].'IHIIEI: the Load Image propertics ﬂrcﬂnﬁngtu your appIicaIinn

requirements.
Liwied o |
Lot Hce! S
A e

e Pl = —

This table describes che Load Image options.
Table 9 - Load Image Options

If You Want to Load the | ThenSelect This | Motes Safaty (onsiderations
Project Load Imaga
Option
Whenever you tomonor | On Powerlp = Dhuing a power cycle, you lose any onfine changes, tag | - anﬂlmﬁzpphﬂmﬂnhﬂwmmm“'m
cytie power values, and network schiedule that you have not stored the con is safety-locked or there & a safety signature.
in the nomiolatile memaory. If the apgliction i confiqured to load from the SO cnd on
« The controller loads the stored project and firmware at power up, then the application in the controfler is
every powerp regardless of the firmware o everwritten even if the controller is safety locked.
application prject on the controller

- You can ahways use the Studio 5000 Logix Designer
application 1o load the praject.

Whenever thers is no O Uniitialired « If the project bas been deared from memery, this «  The controdler #lsa updates the fimmware on the safety
projectin the controller Memary aption koads the project back into the controller on parines, if necessary.

and you turm on of oz PCWET-U

chassis power - The controller updates the firmware on the contraller,

if necessary. The application project that i stored in
nommolatile memeory i also loaded and the controlier

enters the salected mode, 2ither Program or Ban.
= You can always usz the Logix Designer application to
the peoject.
{Hyﬂwuj'-llwlnq-tl liser Initiated « [f the controller type and the major and minor « Yo can initiate 3 load, moardless of the safety status.
Designer application revtsions of the project in nonvolatile memory match | . Yoy can load a project to a safiety-locked controller anly
the contraller type and major and minor risions of when the safety signature of the project that s storedin
the contralier, you can initiate a load. nonvolatile memory matches the project on the controlle.

«  [f the sipnatures do not match or the controller & safety-
Iocked without a safety signature, you are prompted to first
unilock the controller.

IMPORTANT: When you unlock the controller and initiate a
load from nomvolatile memeary, the safety-ladk status,
passwards, 2nd safety signature are set to the values
contained in nomvalatile memary ance the load is complete.

« [ithe firmware on the primary controfler matches the
revision in nomvolatile memory, the partner firmware
is updated, if necoszary, the application that is stored in
nomvolatile memaory is loaded so that the salety status
muanmgwmmmmmw

IMPORTANT  To help prevent the firmware that is stored on the 5D card from overwriting newly updated firmmware:
= The update process first checks the load option on the 50 card, and changes the load option to User Initiated if necessary.
+  The firmware update proceeds.
= The controlier resets.
= The load opticn remains set to User Initiated.

Ifthe S0 card is locked, the load option does not change, and the firmware that is stored on the 50 card can overwrite the newly
updated firmware,
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5. Changc the Load Mode propertics ::u:-.:nrding to your a.Pp!Ica‘tiun

requirements.

If You Want thia Contraller to Go to This Moda after Loading Then Choase Manu Itams
Program Program {remote onkyh
Lioad mezge (n Frve Ly =
Fun Run {remote only) Load Meda: [} al
e vk

IMPORTANT Safety Consideration
Rockwell Automation recommends that you use Program {Remate Only), when you set the Load Mode for a safety application

project.

& Acco n:ling to your 3pp-]icatiun requirements, sct the Automatic
Firmwarc Updatac propertics for I/O devices in the con Figu ration tree of
the conmroller. The Automaric Firmware Upda.n: property is also referred

to as the Firmware Supervisor frarure.

IMPORTANT  Safety Consideration

Some Safaty 1/0 devices do not support the Firmware Supervisor feature. For example, Safety /0 devices on DeviceNet
networks and POINT Guard /0™ modules do not support the Fimmware Superviser feature,

This table describes the Automaric Firmware Up-d:ltt options for 1/O

devices.
Setting Description Menu ltems
Disabie Disabibes amy automatic fimmware apdates. This item only appears in the meng
when you initially save the image. . e :
T . —
T Juatke i
Emable and Store Files to Image Enables automatic firmware updates for |10 devices in the configuration tree of

the controller Saves 11 device fimmware and controfler firmware (o the image.
Dnhhﬂdrﬁesﬁmmmmmwhm Match Keying participate in the
Antomatic Firmware Update process.

Disable and Delete Files from Image

[sabhes automatic firmware updates for 10 devices in the configuration tree of
the controller. Removes 10 device firmware from the image, bt does nol
remeve controller firmiware from image. This item only appears in the menu on
subrsequent saves of the image.

(1] The dewices that are used with 1Eis optian must support the revision of femwaee being opdted to

7. Click Store.

8. Click Yes in the confirmation dia]ngbnx that appears.

4‘. CREGER, Thea contyolier 1 e Tl vl sl Sppes Teee
e A Sovwi ey i enChisnued sodiodon i s
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Chapter7  Use the Secure Digital Cand

If'_l.rnu enabled Automatic Firmware Updah:, a dialug box informs you
which modules are not included in the Auromaric Firmware Upd..m:
opcration.

IMPORTANT Do not remove the SO card while the comntroller is reading from, or writing to,
the card. If you remove the card during eithier activity, the data on the @rd
or controller can become cormupt. Additionally, the controller firmware at
the time when the card is removed can become corrupted, Leave the ard in
the controller until the OK status indicator turns sofid green.

4. On the Automatic Firmware Upd:l.tt dialog box, click Yes.

The project is saved to the SI) card as indicared by the controller status
indicarors.

Thesa Indications Show the Store Status

While the store &5 in prograss, the following ocours:

« DK indicator is flashing green

« 5D indicator is flashing green

= Saving. . . Do Not Remove 5D (ard & shown on the status display

« A dialog bax in the L ogix Designer application indicates that the store & in progress
= Controller Resets

= SAVE is shown oo the status display

When the store & complete, the followirg oo

«  The controfler resets.

IMPORTANT  Allow the store to complete without intermuption. If you intermupt
the store, data cormuption or loss can ocur
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Load from the SD Card

After you have sct the communication patl‘n, are online with the controller, and

l'!.ﬂ\"l: chu.nscd rh: cuntmlh:r o Prugm.m mm:lc. you can ID‘EI:I a FI'D]C'Et i ﬂ'l{

I.'DI'Itl'D!].Cf {:rum l'].'l'l.'.‘ momory C‘I!Id.

Memary),

IMPORTANT  With the 50 card and brand new, out-of-box controllers;

= [fyou insert an 50 card with an image into 2 brand new, out-of-box
controller {firmware 1.x), then at power-up the controller automatically
updates the firmware up to the version of firmware that is stozed on the
5D card. The update happens reqardless of the Load Image setting in the
image on the 50 card (User Initiated, On Power Up, or On Uninitialized

= Ifthe image was created with erther On Power Up or On Uninitialized
Memaory settings, then the controller both updates the firmware and
loads in the contrafler application.

You can load from an 5D card to a concroller in one of these ways:

« Controller Power up

s Useriniriated Action

TIP  You can always use the Logix Designer application to load the project.

Controller Power-up

This table shows what hsr.ppcns at power-up when the 8D card in the controller

contains an image,

Image Satting (Controller Is in Dut-of-box Condition Firmware = 1o ang Internal Nonvolatila | Firmware = Towand |
w1 Firmware) Mamory Is Not Vali J Konvolatile Memory Is ¥
User itiated Luads Firmware Oaly' Tloes Nothing Does Nuthing
(kn Powwer Lip | oads hath Firmeare and Application + | oads Firmware if there is a revision mismatch |« Loads Firmware if there is a revision
= Loads Application mismatch
« loads Applicatian
On Urnanitialized Memory | Loads bath Firmware and Apulit:ltinm «  |oads Firmware if there is a revision mismatch | Doaes Mothing
«  Loads Application

{1 Indecates change in bebevior from Compactlogly 5370 2 aldor contoliors.
{7 “V¥ahd" Inchides the Ko Project condition.
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Chapter7  Lsethe Secure Digital Card

User-initiated Action

IMPORTANT  Foran out-of-box controller that uses firmware revision 1.0, you must

manually update the controlier te the required firmware revision before you
can load a project on the controlier,

You must EDlTlPlt [c th(! FD].I'JWIIIE I:ICi:DI'C Youcan lﬂﬂd. a Pl’ﬂjfft s I:hc -EDHTFDHCI

from the SD card when the controller is already powered up:
» Make sure thar the controller hasa wurking firmware revision.
o Establish the communication path.
» Go online with the controller.

» Make surc that the controller is in Program mede.
lo load a project to the controller from the SD card, complete these steps.

. From the Controller Starus puﬂ- down menu, dick Controller
Propertics.

FLE-EDI  VEW SEARCH [OGIC COMMUNICATIONS TOOLS
- R = AT e

PR

- [ Program Mods

? 5 Connuie 0K X F Fallt AB-FTHIP- 11292, {58, L5
= E By St O B .
4 o POok E Hem Frog It Forems F_ Mo

Cartredar Diganizer o Ohne
& | Conlrolles LASAM application. | Uiizss
& I.:nruruller.'l'ags

© Cankraller Faul Hendles
1 Broser- U Hapdion Plsgren L4
o il Tasks Fun Kode
T MainTash test Mode
P 5 MainProgram
= Unscheduled lenr Fane
Aoy Mo Grgups =T Einill

Unigrouped Sxay
bl et Controller Propesd fes
. Legical Msded -
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126 Tockweail Automation Publication 5069-UMO0YTD-EN-F - Apeil 2012



Use the Secure Digital (ard ~ (haptar 7

2. On the Nonvolatile Memaory tab, vcriﬁ‘ that the project thart is listed is

ﬂlt‘ COImeCh Onc.

rage in Nonveatls Memoty

Name L32GERM_spolcation

Tume: SOED-LIAIEANM Camamctlagi™ 5200 Cantroler
Flawnion: Iz

Load Image: Llsweer irwtiavtd]

Pragran [Remale D)

TIP  Ifnoproject is stored on the SO card, a message on the Nonvolatile Memary
tab indicates that an image {or project] & not available.

71 Inkubit &fomalic Firmseans Lpdate

'_l] Mo imags in the roswclallie membiy

For information on how to change the project thar is available to load
from nonvolatile memory, sce the Logix 5000 Controllers Nonvolarile
Memory Programming Manual, publica.tion 1756 PMO17.

3. Click Load/Store.

| eera ] Mcicvaes | WeoFaty | e [ ibvevos [ SFCEwodoe [ Fmen
borwbri Renct | Capacay | WmemsiPgest | FedCadhgemien | Seey | Heamlag
m Homanietie Menomy = e
po——
o SR OETIH Gamgenct g™ S G tler
PR iz
Lol e Ll b il
Lo Mo Frpm e Tk
e M

TIP  [fload/Store is dimmed (unavailable), verify the following:

= You have spedfied the comect communication path and are online with
the controller.

= The 5D card is installed.
= Verify that the controller is not in Run Mode.

4. Click Load.

S, S
b B

R et
W ETUTT AETTRE @M |
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5. Click Yes in the confirmation dia|ng box chat appears.

Lege Dazignar ﬁ
—

Consddar e boboving Sedore oracesding
| e [

& URNGER: o oormole b oo sies Dymer T
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3 A covrrnkiation’ 1 Ine cosivokes will e s i Sng R
‘g ksl ebo e By SrranSalnne g ed hougn Hhis
P

B Ruraroat of the merrory s dupnd e Lzml vy canupt
radmz

(LN -
i gt o
Lot ] Low ]

After you click Yes, the project is loaded to the controller as indicared b]r

the controller status indicators.

These Indications Show the Load Status

Fﬂu]elhehidummmﬁﬂwhlmmqm
0K indicator i solid red

= SDindictaris flashing green

- Loading. . . Do Not Remove 5D Card is shown on the status display

- Updating Firmware. . . Do Bot Remove 50 Card can be shown on the status display if the firmware is
also updating with the lnad
= hdiafog bowin the Logoc Designer application indicates that the store & in progress

?ﬂmﬂ]ehaducmphte the following ooours:
Contraller reboats.

IMPORTANT  Let the load to complete without interruption. if you interrupt the load, data

cormuption or loss an ocour
Other Secure I]|g|ta| You can perform these tasks with the SD card:
Card Tasks s Change the image that is loaded from the card.

o Check for a load that was completed.

o Clear an image from the 5D card.

» Storc an empty image.

e Change load paramecters.

o Recad/write application data to the card.

e View sa.i:cr}r- lock staros and safct)' signatures on the Non-volartile
Memory tab . Compact Guardl.ogix 5380 controllers nnl‘_l.-'.

For more information to complete any of these rasks, see the Logix 5000
Controllers Memory Card Programming Manual, publication 1756 PMO17.
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EtherNet/IP Network

Topic Page
Etheret/I* Mepwork Functionality 30
Software for Etherl et/ Betworks 131
Modes on an Etherlet/IP Natwork 131
Etherhet/I* Metwork Topologies 134
Etheret/Ii* Network {ommunication Rates 137
Socket Interface 139

CompactLogix™ 5380 and Compact Guardl.ngix‘ 5380 controllers operate on
EcherNet/TP networks,

Remember, before your controller can operate on FthetNet/IP neework, you
MLISE cnnﬁgu.rc driver in RSLinx" Classic software. For more information on

how to configure a driver, sce page 57 and page 59.

IMPORTANT 5Some example graphics in this chapter use CompactLogix 5380 controllers
and some use (ompact GuardLogix 5380 controflers.
The controllerused & for example purposes only. Each example can use
either controller type. For example, the graphics shown in section Linear
Network Topology beginning on page 135 use Compact GuardLogix 5380
controllers. You can use CompactLogix 5380 contrallers in the same
examples.

The EtherNet /TP nerwork offers a full snite of cuntm],cunﬁgﬂraﬁun, and dara
collection services by layering the Commeon Industrial Protacel (CIP) over the
standard Internet pmmcuis, such as TCP/IP and UDE. This combination of
well-accepted standards provides the capability thar is required to support

information data exchange and control applications.

The controllers use socker interface transactons and conventional
communication over the FtherNet/ [P nerwork to communicace with Ftherner

devices thae do not support the FrherNer/IP appﬁc&tinn pml:aml.

For more information on socker interface transactions, see Socker Interface on
page 132,
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Ethe rHE‘U‘]P Hetwnrk The Compactlogix 5380 and Co mpact Gua.rd.Lugix 5380 controllers support

Functionality

the Fu].lnwing EtherNer/IP nerwork funniun.:l][t}f:

Dual built-in EtherNet/TP network ports - Port Al and port A2
Supporc for these FtherMNeo/ TP modes:

— Dual TP mode - Available with che Scudio 5000 Logix Designer”®
appiicar.inn. version 29.00.00 or later

— Linear/DLR mode

Support for these EtherNet/IP network topologies:

— Device Level Ring (DLR)

— Lincar

— Sear

Support for these EtherNet/1P network communication rates:
— 10 Mbps

~ 100 Mbps

- 1Ghbps

Support for only full duplex operation

IMPORTANT  Ifa device supports only half-duplex, you must connect it to a
switch to communicate with a CompactLogix 5380 or
(ompact GuardLogix 5380 controller.

Support for CIP Sync technology that is based on Time
Synchronization using the IEEE- 1588 Precision Time Protocol
Duplicate IP address derection

Socket interface to communicate with Fthernet devices thar do not
support the EtherNet/TP application protocol

Compatible with industry standard Ethernet switches - Managed

switches are recommended, and C[P--pmtﬂcul--awarc switches can
pmvid:: more pn:dictab]c p-:rf_nnnﬂncc.

CIP 5:1{'-:1:_',' over an EtheriNet/IP network - Compact Gum'd]_.ugl'_x 5380

cuntrullv:rs DI!I.I}"

Support for messaging, produced/ consumed tags, HMI, and distributed
/O modules

Support for Integrated Motion Over an EtherNet/IP network - Not
available on all CompactLogix 5380 or Compact GuardLogix 5380

cantmﬂcrs

For more information on using Intcgr:m:d Motion over an FcherNed/IP

nerwork, sce Ch:apl:tr 15, D;_:\-'dop Motion z’tpp_licgtiugs on page 277,

For more information about network design, sec the Ethernet Diesign
Considerations Reference Manual, puincatiun ENET-BEMO02,
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Software for EtherNet/IP

Networks

Nodes on an EtherNet/IP
Network

Table 10 lists software that is used with the EtherNet/TP networks and

lTiDLI.tJlCS.

Table 10 - Software for Use with EtherNet/1P Networks

Software lisa Required ar Optional
Eogix Designer application | - (onfigure Compactlogix projects. Required

+  Define Fheren 1P commimicition
R5%ino® (lassic or ASLinx «  Configure communication devices. Required
Enterprise «  Provide diagnostics.

«  Establsh communication betwoen devices.
BOOTP DHCP Etherbet 1P Hssign [P addresses to the rontmller and devicesonan | Optional
Commissianing tool Eeherlet/IP network.

When you configure your CompactLogix $380 or Compact GuardLogix 5380
control systeml, you must account for the number of EtherNer/IP nodes that

you include in the 1/0 cnnfigumrinn section ni'_}'nur project.

Table 11 shows the maximum number of FrheNet/IP nodes dhae the

controllers support.

Table 11 - CompactLogix 5380 and Compact GuardLogix 5380 Controlier EtherNet/IP Hodes

{ompactlogix 5380 Controllers Nodes Supported, Max
5069-1 306ER, 5069-1306E0M 16
5{469-1310ER, 5059-1310ER-HSE, 50691 310EAM L
5069-{370ER, 5069-13 20EM ]
S065-1 13068, 5069-1330EAM 50, 6ot
50069-L I40ER, 5063-140ERM 55,901
5065-1 350ERM 60, 120"
50501 3R0FRM 70,150/
5{469-L 3100ERM 80, 180"
Compact GuardLogix 5380 Controflers Nodes Supported, Max
5069-| 306 ERMS2, 5065-1306ER52 16
5069-1310FRSZ, 506813 10EAMS2 P
L3206RS2, 5069-1 320ERSK, 40
5069-1 370ERMS2, 5069-13 70ERMS 2K

5069-| 330ERSZ, 5063 1330ERSK, &0
5069-1330ERMS2, 5069-1330ERMS 2K

5{469-1 340ERS, 5063-1340ERMS2 %
3069-1350FRS2, 5069-1350EAS2K, 120
5069-1350ERMS2, 5069-1350ERMS 2K

5063-1380ERS2. 50691 380FAMS2 150
5069-| 3100ERS2, 5068-13 100ERMS2 180

(1) 'Wah Studio 5000 Logts Designes Applicatien Version 11 or laier
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Devices Included in the Node Count
Any EtherMNet/TF devices that you add to the /O cunl—igumﬁ.nn section are
counted toward the concroller node limic, The ﬁ:r"c:wing are exam plcs of
devices that must be counted:
» Bemote communication and.aprcrs
o Switches that are included in the /O I:ﬂni'_i.gumtinn section
o Devices with an embedded Frhernet port, such as drives, [/ O modules,
and lin king devices
s Remote controllers when a produce/consume connection is established
between the two controllers
s HMI devices that are induded in the /O con I:Iguratinn section
o Third party devices that are directly connected to the EtherNet/TP
network
Devices Excluded from the Node Count
When you calculate the EtherNet/IP node limitation of a controller, do not
count devices thar exist on the EtherNet/IP nerwork burt are not added to the
/O cnnfiguratiun section.
The Ful|nwing devices are not added to the 1/O mnf_igurat"mn section and are
not counted among the number of nodes:
s Computer
o« HMIs thar are noc added to the 1/O mnﬁgumtien secton
s Devices that are the target of MSG Instructons but were not added to
the I/O) configuration scction
o Standard Etherner devices with which the controller communicateés viaa
socker interface
132 Rockwell Awtomation Publicytion S5069-UMOOT0-EN-P - Apil 2018
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Figue 21 shows nodes in the /O tree.

Figure 21 - Example EtherNet/IF Nodes

Node
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The Capacity tab in the EDII.'EI’D"CFPIDPC.IIiES dia]ngbox &isph}'s the number
of Fthernet nodes that arc used in a project. The ﬁ:r"nwing graphit is
representative of the project shown in Figure 21.
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EthErHEtﬂP Hetw.nrk iﬂml:;f;ﬂ..cﬁixéigu and r(k:umpact Guar&l_.crgix 5380 controllers support
. ok Vet W DSt
Tﬂpﬂlﬂglﬂs cse EtherNet/IP nerwork types

s Device Level Ring Network Topology
s Lincar Network Topology
o Star Neowork 'lhpr.ﬂug'lf

Some mmp]cs in this section usca CompactLogix 5380 controller and other
cxamples use Compact GuardLogix 5380 controllers. This is for cxample
purposes only. Either controller type can be used in cach example.

Device Level Ring Network Topology

A DLR network topology is a single- fault tolerant ring nerwork tha is
intended for the interconnection of antomation devicex A DLR network uscs

Supervisor (Active and Backup) nodes and Ring nodes.

DLE nerwork tupﬂlugits aummnr.ica”].‘ convert to linear nerwork tﬂpulugics
when a faule is detected. The conversion to the new network topology
maintains communicarion of dara on the nerwork. The fanlt condition is
typically casily detected and corrected.

The controlleris l:}rpicaﬂ:f in Lincar/DLE mode when it isused ina DLR
tﬂpﬂ]ﬂg}-‘. If the controller operates in Dhaal IP mode, it must connect o a DLR
mpc:]ug‘_l.r via an ETAP that is connected to an Frherner percon the coneroller.

IMPORTANT  Ifyou use a controller ina DLR network with at least one device that hasa
maximum network communication rate of 100 Mbps, set the controller
ports to 100 Mbps. If there are other devices in the ring that support
1 Gbps, you should still set all devices in the nng to 100 Mbps to help provide
muore reliable communication.

Figure 22 - CompactLoglx 5380 Controller in a DLR Network Topology

g T e ,
1 | Compact 5000 10 Ether¥et/IP Adapter
Compact 5000 /0 Modules

Compactl ngix 5380 Comtmller
Compact 5000 10 Modules

Ml netwark communication on this network wses the 100 Mbps rie
because all device ports are manually configured for 100 Mbps.

-----

Compact 5000 110 Erheriet/IP Adapter

Compact 5000 1/0 Modules
i —————————
[ ] | JE8
Kinetix® 5500 Drives : 0 1734-ADNTR Adapter |- = 15 PanelView™ Pl 7
hl " 1734 POINT LO™ E 12 23| Terminal
'—J § Madules
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Linear Network Topology

A lincar network tnpuh:g}r is a collection of devices that are dais}'— chained
l‘ﬂEL‘d‘ltrﬂEl‘ClS.S an EtherNet/IP nerwork. Devices that can connect to a linear
network mpcdng}r ose embedded switch tech nnlu-g}r to Temove any need for a
sCparatc switch, as rc:quircd in Star nerwork tnpnlngics.

Figure 23 - Compact GuardLogix 5380 Controller In a Linear Network Topology

Compact 5000™ /0 Etherbe/IP Mapter
Comgpact 5000 10 Modules

1794-AENTR Mapter
1794 FLE™ V0 Modules

Workstation

plp hsidn

PRITIF3

o

PanelView Pius 7 Terminal

(ompact Goardl ogix 5380 Comtmfber 1734 AENTR Adapter
Compact 5000 L0 Modigles 1734 POIRT 170 Mosdales

For more information on how o dcsign a DLR necwark, see the FrherNed/IP

Embedded Swicch 'li:chnnlng]f ﬁpp]icaﬂnn Guide, puhlicat‘iu:m ENET-APOOS
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Star Network Topology

A star network tnpnlng}' is a traditional EtherNet/IP network that inclodes
mull:[plc devices thar are connected to each other via an Erherner switch. The
controller can operate in Lincar/DLR or Dual IP mode when it is connected
to a star nctwork topology.

If the controller operates in Dual 1P mode, the Ethernet ports have unique [P

CDI'IEEII!‘E.L’i.DﬂS E.I'.ll.l must IJL' :;ﬂnncct:d o I:I.EH-{'I:'CI'II S'I.IE]i'ICtE.

For more information on how o {oni:igun: a controller that uses Dual 1P

mode, see Chapter 9, Use EtherNet/IP Modes on page 141.

Figure 24 - CompactLoglx 5380 Controllers In a Star Network Topology

Comgpact|ogix 5360 Controfler
Comgpact 5000 10 Modules 5060-AENTR Adapter
Compact 5000 10 Modules

Terminal

Kinetix 5500 Drive

Powertlex 577 Drive 1734-AENTR Adapier
1734 POINT 10 Modules

Integrated Architecture Tools

For more information when you design your CompactLogix 5380 system, sce
the Inrcgrn:c-d Architecture® Iun]s and Resoorces weh page. For cxamplc, you
can access the Pﬂpulﬂr [ unﬁgura.nnn Dirawings w ith different FtherNee /1P
nerwork tnpcdngics.

The tool and resources are available ar: of

global/ products technologics/ mn.gms.dmhlmrmgmulmmm ,page
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EtherNet/IP Network
Communication Rates

(ompact
{Guardl ogix

The Compactlogix 5380 and Co mpact Gua.rd.Lugix 5380 controllers support

these EtherNer/TP nerwork communication rates:

s 10 Mbps
o 100 Mbps
s 1 (:':lps

Merwork pcrfurmn.ncc in a CompactLogix $380 system is c:ptir:raj ifthel ’ths
network communication rate is used. However, many Ethernet devices do not
suppart the 1 Gbps network communication rate. Instead, they supporta
maximum rate of 100 Mi:lps.

The difference in maximum nerwork communication raccs Impacts your
CompactLogix 5380 system and, insome apphcat'tuns. TCSLTiCES you from using
the 1 Gl:lp-s nerwork communication race on a controller.

When you dt:sign a CompactLogix 5380 system and consider using thel Gbps

rate on thc EDHITD"C!’. T-EI'I.'.I.C[TII:I'CI.' tl'if ED].]DW]-.I'I:EL

s Youcan vse the 1 Gi:rps network communication race on the coneroller
ports when all network devices support the 1 Gbps, for example,
S069-AEN2TR adapters with Compact S000 I/O modules and a
gigabit- -:apch switch.

When yOu use the 1 Gl:rps nerwork communication race, EI:I!'IEE'IJTL‘ the
controller pores to use Auro-Negotiate,

Compactlogix 5380 Contraller
Compact 5000™ /D Modules

Saratix 5400 Switch

|FH

Comgact 5000 10 Etheriet/IP Adapter

% ‘:'|
Ey— Compact 5000 110 Modules
Workstation
(ompact 5000 10 Etherbat TP Adapter

(ompact 5900 10 Modules
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e You can use the 1 GI:lps network communication raie on the controller
ports when some network devices SUPPOTT & MAXImum network
communication rare of 100 Mbps. Haowever, in this case, the controller
must be connected to those devices rhmugh a ma.nngod switch.

The port to which the controlier is connected must be configured for
Auto-Negotiate and the 1 Gbps network communication rate.

(ompact! ogix 5380 Controller

Compact 5000 1'0 Madules Compact 5000 10 EtherNet/ Adapter

Compact 5000 10 Modules

1
PanefView™ Plus7 o -
Terminal =

PowerHiex® 527 Drive

We recommend that you de not use the 1 Gbps network communication rate
on the controller ports ific operatcs on a lincar or DLR nerwork topo]ﬂgjr and
at least one device on the network supports the maximum neework
communication rate of 100 Mbps.

That is, do not use different network commaunication rates on device ports in
the same FrtherNet/IP network without a m.a.nagt:d switch.

Al network communication on this e e
retwork uses the 100 Mbps rate. 1794-AENTR Adapter oy bkl (o pact 5000 V0 EthertietIP Adapter

1794 FLEC™ 10 Modules WLl WMMWW

I3

].-.l..l.LJ

Fanel¥iew Plss 7
Terminal

Compect] ogin 5380 Controller Kinetin 5500 [irives 1734-AENTR Adapter
Cosmipact 5000 10 Modules 1734 POINT 170" Muodules
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Socket Interface

The controller can ose socket interfaces to communicate with Ethernet devices

thar do not support the ErtherNetr /TP apl:l]icariun pmm«:u]. The socket
interface is [mp[:mtnl:cd via the Socker Dbjc:r.. The controller comminnicates

Arrrage Configuention - m Creatsfd W00
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e Terll
o oo [ e | [ e |

with the Socket Object via MSG instructions.

You mustuse MSG instructions that configure and operate the socker interface
as Unconnected, and nse the Message to Self parh. To communicate with
another device, yOu must understand the applicatiun pmtﬂ€u| of the ather
device, The following are example screens of a MSG instruction that is used

with a socket interface.

Mrrag Comfigueation - m CranshATEE ==
[ Tl G e | Tag
W Pan THE |, |

1] L1 - B B
Db itmhia Vating 1 W el Dol Langgin: {1
i B Tukee | wime g Lo Crat TToecgis &+
Erafeh
Srer T

T = T T

The controllers support up to 32 socket instances.

IMPORTANT  Keep these in mind when you use sockets with the controllers:

A significant difference between Compactlogic 5380 or

Compact GuardLogix 5380 controllers and other Logi S5000™ controllers
is the communication path. (ompactLogix 5380 controflers do not
require a separate EtherNet/1P network communication module, for
example, a 1756-ENZTR communication module. For the CompactLogix
5380 and Compact GuardLogix 5380 controllers, the MSG instruction is
sent to the controfler itseff by using the path THIS:

All Compactlogix 5380 and Compact GuardLogix 5380 controllers must
use unconnected M5G instructions for socket servers. When you
configure a message for a Compactiogix 5380 and Compact GuardLogix
5380 controller, make sure that the Connectad checkbox on the Message
Configuration dialog box is deared.

When the controller operates in Dual-IP mode and uses a Socket Object,
you can use an [P address with a Socket_Create service type. For more

information, see Use Socket Object on page 165.

For more information on the socker interface, see EtherNee/TP Socket
Interface :’i.pphcariﬂn 'l'i':d'tniq'uc, Publicnriun ENET-ATO02.
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Notaes:
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Chapter 9

Use EtherNet/IP Modes

Topic Page
Available Network Levels 2
Etherhet/IP Modes 143
(Owerfapping P Address Ranges 149
Canfigure the EtherNetIP Modes 150
{Thange the Frhertle/TP Mode 158
Sofftware Dsplay Differences for EtherNat /1P Modes 166
*Controlfer P Address and Firmware Updates 168

This chapter describes the EcherNet/IP modes that are available with the
CompactLogix™ 5380 and Compact GuardLogix® 5380 controllers.

o DualIP

s Lincar/DLR

Wi expect you to have a working knowledge of both modes beforc usinga
CompactLogix 5380 or Compact Guard Logix 5380 controller. This r:haptcr
describes specific tasks in cach application that are related to the EtherNet/IP
modes,

Other cha.prcrs in this pub]icm:ion describe how o P-crfl:rml mone gcncml tasks
in the Studio 5000 Logix Designer” application and RS5Linx" Classic software.
If necessary, read those chapters to understand better the tasks thararc
described in this chaprer.
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Available Network Levels

142

The controllers can connect to these FtherMNet/IP network levels:

o Lnterprise level Nerwork

s Device level Network

The advantage of connecting to separate network levels is that you can segment
the nerworks and isolate the communication on each. For example,
communication that is r:quircd for the controller to execute a task is restricred
o the device-level nerwork.

Nerwork scE@mentarion and the rcsu]l:ing communication isolation can hclp
provided enhanced security in your application. Additionally, the option to

connect to scparate network levels helps you organize the networks in your
applitarian N a morc Iugical Manner.

Enterprise-level Network

Remember the following when you connect to enterprise level nerworks:

e You can connect uril].rpurr Al toan cntcrprii:-lc\-':l ncowork.

IMPORTANT  When you set the IP address and subnet mask, you establish an IP address
range for the port. Make sure that the IP address ranges that are established
for each port on the controller do not overlap.

For more information on overlapping IP address ranges, see Qverlapping IP
Address Ranges on page 149.

When you connect a port to an cAfCTprisc: level nerwork, VOl conl:igun: the
fnﬂﬂwing parameters:

» [P address (Required)

o Subnet mask, also called the nerwork mask (Required)
o Garcway address (Oprional)

» Host name (Optional)

« Domain name (Optional)

o Primary DNS scrver address (Required if your controller makes
DINS requests.)

s Secondary DNS server address (Required if your controller makes
DNS requests.)
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EtherNet/IP Modes

Device-level Network

R.EI'EI.CI'D.EJCF t].'lc fﬂllﬂ“"iﬂg WI’ICI‘I. You connect to EIC'\"iC-C— IL"\?E]. nctworks:

e Youare not l'Cq'l.III‘Ed o conncct d’ll: Cﬂ-l’tl’rﬂ].l{l.' o an cnt:rpris:--lcvcl
I]C‘t"ﬁ"ﬂl'l{ EC COMNCCE TO d.(.'"r’iCC-ll:\"(.‘]. I'IEIWDTI{.S.

+ Youcan connect port Al, port A2, or ports Al and A2 to device level
networks.

When ¥OU CORNECt a port to a device level nerwork, you configm‘c the
ﬁ:].lowlng parameters:

s [P address (Required)
o Subnect mask, also called the network mask {(Required)
o Gateway address (Oprional)

« Host name (Optional)

With the Logix Designer application, version 29 or later, the controllers
suppart these EcherNet/IP modes:

s DualIP Mode
e Lincar/DLR Mode

Out-of the-box, the contreller FtherNer/ TP mode is Dual TP mode:

Dual-IP Mode

Dual 1P mode lets you connect ports A1 and A2 to scparate nerworks. In this
mode, port Al can conmect toan cnicrprisc level nerwork or a device-level
network. Port A2 can only connect to a device-level nerwork.

IMPORTANT  Dual-IP mode is first available with CompactLogix 5380 controller firmware
revision 29,017 or later.

In this mode, cach port requires its own nerwork mni:igumrinn. For more
informarion on how to c::-ni'_jgun: the Etherner ports when the controller uses

Dual IP mode, see Configure the EtherNet/IP Modes on page 150.

You must avoid mcr].appmg 1P address ranges when YOu € GIIFLELI re the Fthernet

ports in Dual 1P mode. For more information, sce !:h&rla.ppmglﬁ&dﬂ&&
Rangss on page 149.
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Figue 25 showsa CompactLogix 5380 controller using Dhaal IP mode in with

CONNCCTons Lo an I:I:I.I'CFPF]-SC- IL"'J'{.'I I'h':[“"ﬂl'l: .:I.i'll:l. a dcvicr--lc‘w:i HC'I.'WDI'i'Z.

Figure 25 - CompactLogix 5380 Controller In Dual-IP Mode with Enterprise-level and Device-
level Network Connections
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Figure 26 showsa CompactLogix 5380 controller using Dhaal IP mode in with

CONRECTions to scparate device level nerwaorks, inc|uding a DLR nerwork.

Figure 26 - CompactLogix 5380 Controller In Dual-IP Mode with Device-level
Ketwork Connections Only

IMPORTANT  ifa controfler is using Dual-IP mode, it can connect to 2 DLR network
topology only through & 1783 Ethernet tap, in this case via port AL

i (ompactlogin 5380 Controller
| Compact 5000 10 Madules
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bl (ompact 5000 10 EtherbiatIP Adapter
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Compact 5000 10 FeherNet/IP Adapter
Compact 5000 1/ Modules

:

E
]
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Controlter Functionality Considerations in Dual-IP Mode

Remember these controller functions when you use Dual 1P mode:

s The controller docs not support these functions:
— TCP routing or switching between the two scparate networks.
— CIP bridging of [/O connections (including produce/consume)
between the two scparate networks.

+ The controller supports these funcrions:
— CIP bridging for non-1/0 connections such as HMI, messaging, or
sockets between the two scparate nerworks,
— CIP bridging for Unconnected CIP messages between the two
scparatc networks.
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Linear/DLR Mode

When controllers operate in Lincar/DLR mode, 'd':n:}' can Dnl}' connect to one
nerwork. Thar is, there is Dn]j’ one nerwork cﬁnﬁg‘l.:ratiﬂn. The two ph:ﬁii::d
ports allow the controller to connect to linear or DLR media topubgics if
desired.

After firmware revision 29,011 or later is installed on a controller, the
EcherNet/TP mode is autnmatical!}' set to Dual 1P mode. You must -:hangc the
EtherNetr/1P Mode to usc Linear/IDLE mode.

For more information on how w chang: the controller to Linear/ DLR mode,
scc Change the EtherNet/IP Modc on page 158.

Flgure 27 - Compactiogix 5380 Controller in Linear/DLR Mode in a DLR Network

Comgpactlogix 5380 Controdler Compact 5000 1T EtherNet/IP Adapier
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Figure 28 - Compact GuardLogix 5380 Controller In Linear/DLR Mode in a Linear Network
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Figure 29 - CompactLogix 5380 Controller in Linear/DLR Mode in a Star Network
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Overlapping IP Address

Ranges

IMPORTANT  Owverlapping P address ranges only applies when the controller operates in
Dual-IP mode.

ifyou use the controller in Linear/BLR mode, you can skip this section and
proceed to Linear/DLR Mode on page 147.

The IP address and subner mask values that YO AsSIign [o an Ethernet port
cstablish an [P address range tor the port. The subnet mask value is used to
establish the Network part of the IP address.

Dvcr]apping IP address ranges occurs when any IP address from one range is
also present in the other IP address range. When a concroller uses Doal 1P
mode, the Network parts cannot nvcr]ap berween the Frhemet ports.

The following examples describe conditions in which IP address ranges do not

or do overlap.

EXAMPLE [P Address Ranges Do Not Overlap

The table describes port Al and port A2 configurations that use IP address
ranges that do not everlap.

None of the IP addresses in either port IP address range exists in the IP
address range for the other port.

Port Number | IP Address Subnet Mask/ | IP Address Range
Network Mask | (Low ta High)

M 1016815 552552550 | 101T6ELL. 191 T6RT 254
LY, 1916821 552552550 | TOLI6ELY. 1911682 254

EXAMPLE 1P Address Ranges Do Overlap
The table describes port A1 and port A2 configurations that usa IP address
ranges that do overlap.
All1P addresses in the port AZ IP address range are in the port Al IP
address range.

Port Number | IP Address Subnat Mask/ | IP Address Ranga
Network Mask [Low to High)

LA 192.168.15 552552500 | 192.168.0.1. .. 192.168 3.754
A2 192.168.2.1 553559550 | 190168.2.1...192.168.2.354

The difference between the port configurations in the cxamples is the Subnet
Mask/Nerwork Mask value for port Al

In the first c.ta.mph, the value is 255.255.255.0. In the secand u:':!:a.lnph:, the
value 255.255.252.0,
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Configure the EtherNet/IP
Modes

The screens can be slighﬂ}r different on the Controller Propertics di:}lﬁg box

Lincar/DLR mode.

You can cunEEurc both Dual IP and Linear/DLE EtherMNet/IP modes with

these sofrware applicn:iem:
Logix Designer application, version 29.00.00 or later
R5Linx" Classic software, version 3.8 100 or later

Wich the Logix Designer :11}}:riice|.1:il|:|-n1 version 28.00.00,
the 5069 L320ER and 5069-L340FRM concmollers nn|],.' support

IMPORTANT  Keep in mind that the applicable minimum software versions vary
by controller @talog number. That is, you @n wse some controllers

in fower software minimum versions than others.

For mare information how to determine what the minimum
software version requirements are for your controller, see (ontrofler

Eirmwizre and Logix Designer Application Compatibility on page 16.

for Compact Guﬂ.rdLugix 5380 controllers. For L'mmp]r:. the Compact

GuardLogix 5380 Controller Properties dialog box includes a Safety tab that
does not exist in the CompactLogix 5380 Controller Propertics dialog box.

Configure Dual-IP Mode in the Logix Designer Application

In the Logix Designer application version 29.00.00 or later, the EtherNet/IP

Mode is Dual IP by defaulr and is displayed on the General tab in the
Controller Propertics d.ialﬂg box.
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You sct the [P address and Subnet Mask on the Internet Protocol tab.

TIP When you set the IP address and Subnet Mask, we recommend that you use
# USE connection from the workstation to the controller.
1. Confirm that the project is online.

2. Confirm thar the controller is in one of these modes:
+ Program mode

o Remore Program modc
+ Remote Run mode

You cannot cha.ngc the IP Address or Subner Mask if the controller is in
Run mode.

3. Click the Internet Protocol mab.

4. From the Port puﬂ--l:fnwn meny, choose Al

5. Click M:munll}r co nﬁgurc IP setrings.
6. Assign [P Address and Nerwork Mask values.
7. Click Apply.

I"-. & Wen sy c=rdigoon oF et
aiF o by way OHCE
Sy s U ! L
Tinrwrs Mt Frmery DIk Banver T 8 & =
Spienday DNS =r"
Fard Manee, oy T o @8 .0
.

LLIWl

8. Repeat the previous steps, bcginning at step 4

In step 4. make sure that you choose A2 from the Port pull down menu.
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Configure Dual-1P Mode in RSLinx Classic Software

In RSLinx Classic software, the 1P Mode for which the controlleris cﬂn.{:igurcd
is disl:l].a}rcd on the General tab in the Cunf_i.gu.m.:inn dii]ng box.

For m:ampfc. this gmphic dispiays that the controller is in Dual [P mode.

|

Sherlet/IF Mode:  A1/AZ Dushd
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You sct the [P Address and Network Mask on the Pore Cnnﬁgumtinn tab,

TIP When you set the IP address and Subnet Mask, we recommend that you use
# USE connection from the workstation to the controller.

. From the Port puﬂ--l:fnwn meny, choose Al

2. Click M:munﬂ}r co nﬁgurc IP setrings.
3. Assign [P Address and Nerwork Mask values.
4. Click Apply.

5. Repear the steps.

In step 1, make surc that you choose A2 from the Port pull down menu.
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Configure Linear/DLR Mode in the Logix Designer Application

Remember, with firmware revision 29.011 or later, the EtheriNet/IP Mode is
Dugal 1P b}- defaunle. You mmst ch.'.mgc the mode to vse Linear/DLR mode.

IMPORTANT  For more information on how to change the controlier Etherbet/IP mode,
see Change the EtherNet/IP Mode.on page 158.

After you change the EthertNet/IP mode to Lincar/DLR mode, the new mode
choice is ﬂisph}‘cd on the General tab in the Controller Propertics dialng bax.
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You sct the [P Address and Subnet Mask on the Internet Prorocol tab.

1. Confirm thar the project is online and the controller is in Program
mode, Remote Program mode. or Remote Run mode.

You cannot change the IP Address or Subnet Mask if the controller is in
Run mode.

2. Click the Internet Protocol tab.

3. Click Manually configure IP sctrings.

4. Assign IP Address and Network Mask valucs.
5. Click Apply.

T
G o | i 1P | aterce | SiGDeasn, | P
| _mosiecnins Mersaey | oeroet Pesiocol™ corguminn. | ek | sy | wam g
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Furd Warras E‘“"‘-"""m? T I )
ALy
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158

Configure Linear/DLR Mode in RSLinx Classic Software

Remember, with firmware revision 29.011 or later, the EtheriNet/IP Mode is
Dugal 1P b}- defaunle. You mmst ch:mgc the mode to vse Linear/DLR mode.

IMPORTANT  For more information on how to change the controlier Etherbet/IP mode,
see Change the FtherNet/IP Mode on page 158

The new mode choice is displayed on the General tab in the Controller
Propertics di:aIﬂE box.

FE415 5069 [S40ERMATA [ niiain 3738

|| General | P Gofigusstin. | Advancad Pot Codfguison | Tt |

Dwics Nama! 'SOEELTATERM/A, LroMer_T725
Werrdon Mr Brodey Comparyy.
ot Type: 14
Sodiet Todn 152
Fmn I
Senel Mmber: ESMESD
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You sct the [P Address and Subnet Mask on the Internet Prorocol tab.

. Confirm that the project is online.
2. Click the Pore C-nnfiguraﬂou tab.

3. Click Manually configure IP settings.

4. Assign IP Address and Nerwork Mask values.

5. Click Apply.

| U311 3083-L340ERMA Canfigumtion s |
el PO Coriurdion | foversnd Pod Garfaaation | Kaino]
|
L o ;
L;_ W Man sy configare [0 ssiros
e Y Leing BO0TR
¥, aidnamatrally using HCP
{’. e
| Pcfuoric Mask: 285
|\-::w'.-'5'n1-—— il o
S s i 3 o (]
Secondsry Hame
yteild o 0 ] 0
Coran Kare
b Name:
Statin: Pitimtri, Farloce Corfigued
T —
.f'. ™
(o [ el [ [y [ )|
e = _‘r
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(hange the EtherHEU[P You can ch'angi: the EtherNet/1P mode in the Logix Designer applicatiun or

RSLinx Classic software.

Mode

IMPORTANT  Remember the following:

Linear/DLRE mode.

= Exercise caution when you change the EtherNet/IP mode on your
controller, and consider the possible effects of the change.

= You cannot change the controller EtherMet/IP mode from Dual-IP to
Linear/DLR when you are connected through port A1 port. You must be
connected to the controller via port A2 to change from Dual-IP mode to

The effects of changing the EtherNet/IP mode are different based on mode
change. Make sure that you are aware of them before changing the EtherNet/1P

J.'l'lﬂl'.i.'.‘..

Table 12 - Effect of (hanging the EtherNet/IP Mode

EtherNet/IP Mode Change Effects

DuzHP Mode to linear/ DL Mode .

The port AZ 1P address, network mask, default
gateway settings are apphied to the A1/AZ port.

The MAL address of port A1 & applied 1o port ATAZ
This scemaria exists if the controller finmware i
upgraded to revision 29.011 orgreater before an P
addriss i sEL

Axtempts to change from Dual- P mode o Linear!
DR mode are only sucoessiul if the 170 configuration
section in at least one port does not contain
madules.

If the VT configuration sections for both ports
inclode modules, you cannat change the EtherNet/1P
mode from Dual-IF mode tolinear/DLE mode.

LinearTILR Made 1o [ual- P Mod= .

The port A1/AZ P address, network mask, defauli
gateway settings are apphied to port AZ.

(rthver port A1 AZ sextings, for example, NS servers
and Domain Kame, are lost.

The part A1/A2 MAL address is applied to port A1 &
separate MAL address is applied tm Port AZ.

Port A is DHP-enabled.

The V0 Configuration secticn in the Logix Designer
application project is automatically assigned 1o
port Al

You can change the i configuration m the Looix
Designer application project (o assign it to port A7
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Change the EtherNet/IP Mode in the Logix Designer Application

IMPORTANT  This example shows the EtherNet/IP mode change from Dual-IP mode to
Linear/DLRE mode. The same tasks apply to change from Linear/DLR mode to
Dual-iP mode.

o r_ha.ngc the EtherMNet/TP mode in the Logix Designer applicaricm. mrnp|ctc
these steps.

. Confirm that the project is offline.
2. On the General tab of the Concroller Propertics di.alug bax, click
Change IP Modc.

&=W!?ﬁ|ﬂ'ﬁl‘l|hhﬂ|ﬂnﬂml‘dmﬁ|5ﬂ:£—=lmlhpn

'Whndor Al -frovchay

g 5363 HERM Crrryat Lorpe ™ 511 Corerriion gt |
Pl y03

Flane: LHEER_sapsrwn

a——

AP ALAE DosHF
Nrdas:

oK. it | ek | [

3. From the New mode pull down menu, choose the new mode and
click OK.

e

i-l.'\.-':'lllﬁlﬂﬂlﬂ' e
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4. Click OK on the Controller Propertics dialog bex.

5. Save the project.

6. Download the updated project to the controller.

7. When the Fc:ﬂowing WaIning appears, read it carcﬁ.lll}r.

IMPORTANT  Before you change the Ethertlet/IP mode, make sure that you
understand the impact on your controfler when you change
the mode.
For moze information on the impact of changing the EtherNet/IP
mode, see Table 12 on page 158.

(st L=

.Li"‘ e Eifversey1H Mods & st o be charges 1 five cotder,

Correntmodai ALfadr Trinl- 1P
[ ] AL nesrDLR,

E % The preme proyect sl be dewred and ibe sormpler sl st
horgorsiton] el o ifiniee e punsssn i Conrgob

L. OANEDRT The EferfistiF Fode m the mriroler i set @ Duel 2
snd wil e changed to Lioeay LR Crangng to Lrean 302 wil
mombne te Ctheret neteors, remtrg n ceuomen of e
rebvark ol ored S Dusl-lP.

0 The Intermes Protoonl setings for Tre A1AAE nbarfscs wil ba copesd
from the A2 nherfece. Ense et Trce ectngs ans corrsct.

Frocesd uit te Sowriet S ode change s

) ] ]

h

8. Click Yes to continae.
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Change the EtherNet/IP Mode in RSLinx Classic Software

T d‘:a.ngc the EtherMNet/1P mode in RS8Linx Classic software, cnmp]ttr: these
steps.

I. Confirm that the controller is online and there is no project in the
controller.

2. Confirm that the controller is in one of these modes:
+ Program mode
s Remote Program mode

e Remote Run mode

You cannot cha.ngc the [P Address or Subnet Mask if the controller is in
Run mode.

3. Righe-click the controller and choose Module Configuration.

|8 =
e
-
1 1T 1R LR
W | Lergelcons
Dby

Rernowe

Configare Mew DOE/OPC Topic
Dats Momilur

: Driver Deagnioshcs
Cenbigure Drives
Upioad EDS fie from device
Securtby_
Dt Fropertss

E [= 3

{  Moduln Configuraman
— —
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4. On the General eab of the Cnnfiguratic-n djalug beox, click Clnn.g:
IP Mode.

Proguct Tods: 134
Rewsian: 31002

5. From the New mode pull - down menu, choasc the new modc and

click OK.
Elnag EthissMut /TP Mcale e ]
A gy e et bt i sy 2 e T ek g,

Clnwntraiot AT Dided -0
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6. When the Fuuawi.ugwming appears, read it C:I.IC'I'—IJ.H}T.

IMPORTANT  Before you change the EtherNet/IP mode, make sure that you
understand the impact on your controller when you change
the mode.
For more information on the impact of changing the EtherNet/IP
mode, see Table 12 on page 158

Changing StherNenTR Made | S

|
| QE Thi ErherfietT Modn b ahaut tn e changed,

| Currend mogde: A1fA% Dusldp
e made: A1AY neariliR

_ﬂ DANGER: The Etherfeel T8 Mooe in the controler s sl 1o
Dud-TP 3wk ke changed 1o LreanDLAL Changing to
Linesr jOLR. willl combrinz e Elherrel nebaerks, rasultng in
disruphion of the nebwork I wired for Dusl-P,

The Imt=mat fratocal s=tings for the A 1A arerfacs sl he
G o) mapied from the A2 mterfare. Enare thnt thess setings are
EOTeLT,

Procesd with the Etherfiet/T® Mode dhangs=?

e J [ om | [ b |

7. Click Ycs to continue,
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DNS Requests

To qu.ﬂ].ii:)' the address of a module, use DNS add ressing to spec i.'l::r a host name
for a module, which also indudes spccii:}‘ing a domain name and DNS servers.
DNS addressing makes it possible to configure similar neework stroctures and
IP address SCOUERCCs under different domains.

DNS addressing is necessary only if you refer to the module by host name, such
asin FE-J:I'I d::scriprinns in M50 instroctions.

IMPORTANT  Safety Consideration

For information on DNS Addressing for Compact GuardLogix 5380
controllers, see Table 5 - EtherNet/1P Network Parameters for DNS
Addressing on page 66.

For more informarion on DINS addr-r:ssing, see the EtherNer/ 1P Network
Configuration User Manual, publication ENET UM001

DNS Request Routing

DINS requests can be gene raced from porc Al or port A2

DNS Reguest Generated From Port AT
o Ifthe DNS server address is in the local subnet of port A1, DNS
requests [eave through Al port.
o If port A2 isenabled and the IDNS server address is in local subnet of
port A2, DNS requests leave through A2 port.

s If the DNS scrver address is ousside of all local subness, DNS requests
leave through Al port towards port Al defanle gateway.

NS Request Generated From Port A2

. H:pun: Al is enabled and the DNS server address is in local subnet of
port Al, DNS requests leave thmugh Al port.

o Ifthe DNS server address is in local subnet of port A2, DNS requests
leave thron gh A2 port.

o If port Al iscnabled and the DNS server address is outside of all local
subnets, DNS requests leave through Al port towards port Al defanlt
gatcway.

o If port Al is disabled and the DINS server address is outside of all local
subnets, DNS requests leave through A2 port towards port A2 defanlt
gatcway.
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SMTP Server

The SMTP serveris onI}r available via the enterprisc port. Therefore, emails
can un|3,r be senc on the enterprise port.

For more informarion on how to send emails via an Frherner port. sce the
EtherNet/IP Network Configuration User Manual, publication
ENET UMOGO1.

Use Socket Object

When the controller operates in Dual IP mode and usces a Socket Object, you
can use an [Paddress with a Secket. Create service type. By defaule this IP
address is INADDR._ANY.

Remember the E:rlluwing:

o lfyouuse INADDR_ANY, IP communication that the Socket Object

instance initiates follows the same routing rules as DINS request routing

rules described in DNS Request Routing on page 164.

» Ifyou usc the IP address of port Al instcad of INADDR_ANY, IP
pﬂckcr_v. can nnl‘_l.r o to the port Al subnet or via its default garcway.

s Ifyou use the IP address of port A2 instead of INADDR_ANY, IP
pﬂclrm can go uni}' to port A2 subnct or via its defaul: gatoway.

» Ifyou usc an IP address other than the port A1 or A2 IP addresscs or
INADDR_ANY, the Create_Socket_Scrvice request is rejected.

Send Message Instructions

You can send Message (MSG) instructions out the enterprisc port or the
device-level port. The IIII'IIY difference beeween the MSG instruction
configurations is the path.

When you can{:igu:t an MSG instruction on a controller that opcrates in [Daal
1P mode, use chese pﬁths:

« Enterprise port (Port Al) - 3
o Device lovel port (Port A2) - 4

If the controller operates in Lincar/DLR mode, the path is 2.
For more informacion on how to use MSG instructions, sce che Logix

5000 Controllers General Instructions Reference Manual, pub]icariﬂn 1756
RMOO3.
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Software Display Differences for EtherNet/IP Modes

1able 13 shows differences in the Logix Designer application when the
controller uses Doal [P mode or Linear/DLR mode.

Table 13 - EtherNet/IP Mode Display Differences In the Logix Designer Application

EtherNet/IF Moda
Section in Dual-P Mode Linear TR Mode
Aoplicati
[0 {onfiguration
Tree in Controfler £ Z11/0 Cenfiguration P
(hrganizer El-.ﬂ&? Backplane = S5 10 Configuration
| m [0] 5069-L340ERM LI40ERM_application i 506D Backplane
i) AL Ethemet 5 10] 5063-L34DERM L30ERM agglication
| L 5063 LA0ERM LI40FRM _spplication = T ALIAL Ethemet
-2 AL Ethernet * TR SUE9-LS40ERM LIERM_applicabicn
| i) S069-L340ERM LHOEAM applicaticn
Generl Tab on A s
i EEEGTEEE———— | (e T o
ios D Sovmam ey | oy e S| w s zuLJ_.!nuu_ b M| S | wwrenim | iCueeme. | i | ey
Progerties Dialog T Y B B B [ T
e Ay Bl — P——
Tum S R Do g™ T e -.Eﬂ& | TFum TR Cana e e~ DTz |_m__
LSRN B e | — g
e Ll bl AMIERS s pmnt
c Bund .'I'_.'.!.d" b it M 1 Ewha® AL e TAF ™

i m— = uE 7 b ORI b am— moiE v b i Er
[T IR Ly.m ¥ [T A Ly's ¥
—— Tralifeme 3 3 v » L
Ay e et S b
e Fam e L = b s By T2
[ e e

1f you comnect port A1 to a device-leve] nehwork, some parameters appear
a5 configerable but are not used. For more information on what pameters

configure i connect a port Io a device-level network, see Devie el
E‘Lﬂm&mﬂﬂ.

The Controller Propertics &ia]ug box also prnvi&cs a Nerwork tab in dhe Logix
Designer app|icariﬂn when the controller uses Lincar/DLE mode. The
Network tab is not available when the controller uses Dual IP mode.
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lable 14 shows differences in RSLinx Classic sofiware when the controller uses
Dual TP mode or Linear/DLR mode.

Tabie 14- EtherNet/IP Mode Display Differences In the R5Linx (lassic Software

EtherMet/IP Mods
Section in DuaH-P Mode LinearDLR Mode
Saftwara
b A1 W L - N L1

a— Hr L {] L ¥

Doy Bawn 000 ITIPN 0| ol _TTHN

i e o T,

ey T W

Frodadl Gl o

Frusemns i

T ey AT

Fni Fail

(. Eitwese ¥ R -I'A.::n.;- -'--h-_. ( Hifee T B -le.-:n.l __- - —
[ o] e [ e [ |

Port Configuration

Tab S e — )

i
i

BT S Pt Rt o Ly Jiwm et gt Carqpasi

] e [ o [ e ] el | = [

1 you connect paort A1 to a device-level network, some parameters appear
s configurable but are not used. For more information on what parameters
Emﬁmmmamma%-kﬂnﬂm&,mkﬂﬂ:ﬁ

The Configuration dialog box also provides a Nerwork tab in RSLinx Classic
software when the controller uses Linear/DLR mode. The Netwaork tabis not
available when the controller nses Dual 1P mode.
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Controller IP Address and

Firmware Updates

o operate pmpcrfjr. Compactl.ogix 5380 and Compact Gua.n:lLugix 5380

controllers roquire an IP address, and the firmware revision thar is cﬂmpatbec

with the version of Studio 500 Logix Designer you are using,

IMPORTANT  This section does not apply to the Compact GuardLogix 5380 controllers

because you must use firmware revision 31.011 or later with those

controllers.

The conditions that are described exist with controllers that use firmware
revisions earlier than 31.011.

You must be aware of the f_u-ﬂuwingbcforc you set the IP address and updalc

d’lf Contro ll{! I: f[frnwam:

- Cﬂ-l’jfm”:l’ sCate bci:urc you mﬂkt -E!'Lﬂl'igt.i

« Firmware revision to which you arc updating the controller

o Order inwhich you set the [P address and upc[an: the Armware revision

(ontrollerState | Description Firmware Rovision | Task Complation Order Result of Completing Tasks in Order Indicated
Before Making of Update/(hange
Changes
(ut-of-box «+ MolP ddressset | Revision 29011 ar 1. Change the [therfet/iP mode | - The controller Erhelet/IP mode is automaticafly set to Dual-|P
- [inique MAC fater from Dal-IP mode to Linear mide.
addresss are used DlRmode. + The port A1/A2 IP address, network mask, default gateway
forport A1 and For more information, see settings are applied i port A7,
port AZ, ﬂqrmt!il:EElhejﬁthﬂF_Hndr (rther port A1/A2 settings, for example, DNS servers and
respectively -yl Domain Name, are lost.
2. Set IF address on port A1/AZ. :
- Eadh port on the 3. install controller frmware. |+ The port A1/A2 MAC address & applied tn part A1, and 2
ﬁggﬂm separate MAC address is applied to Port A2
: 2 » Youmust set the [P address configuration
= [imware revision
100 1. Install controfler firmmware. +  The controlber Etheriet/IP mode remains set 1o Duad-IP mode
1. SetIP addresses on port A1 and after the firmware & installed.
port AL The controfler Erherlet/IP mode i set to Dual-IP mode when it
i in the out-of-bo state.
«  hunique MAC address i assigned to each controller port.
= Youwmust wi the IP sddress and related parameters for port A1
{enterprise port) and port A2 (device-level port).
- NolP addressisset | Pevision 28.00 1. SetIP address onport AVAZ. | - The comtroller ErheretP mode & automatically set to Lineay/
. OneMA addressis | IMPORTANT: Oaly the 2. Install controfier firmware. DT mosde.
usesd for part A1/AZ mgfd 1. tnstall controtler fimmare, | - The P address settings on port A1/AZ remaiin the same.
« Port AV/AZ s controllers sappoet 2. Set IP address on port A1/AZ.
[H(P-enabled evision 78 o0
« Fimware revision
1o
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(ontrollerState = Desoription Firmware Revision | Task Completion Order Result of Completing Tasks in Order Indicated
Before Making of Updata/Change
(hanges
(kperating « [ address set on Bevision 79.011 or Update controller firmware - Etherhet/ TP mode chianges to Dual-IF mode.
A [ - The port A1/KZ P address, network mask, default gateway
s installed seliings are applied to port A2,
(ther port A1/AZ settings, for example, NS servers and
Domain Hame, are fost.
- The port A1/A2 MAC address & applied to port A1, A separate
MAL ad dress is applied to Port A2
«  The I'0 Configuration section in the L ogix Designer application
proect is awtomatically assigned to port AT,
You can change the W configuration in the Logix Designer
Fppiication project to assign it to port A2
+ I necessary, you tan change to DL inear mode after the
firmware revision update. For more information, see (hange:
i Exherbiet/IP Mode on page 158
. mhzﬂ-ﬂm Downgrade torevision | Downgrade controfier firmesare «  EtherNet/IF mode remains in Linear/DLR mode
inLinear xvx - -
. Pk st on APORTANE Yok cai « | address settings remain the same
A | oo
= e 5069
29011 ar later i Eﬂgﬂuﬁ:ﬁm}
nstalled 1340ERM controllers.
- (ontrofler operates Deamgrade contrufler firmware. | - Etherblet/IP mode sutomatically changes from Dual-P mode 1o
int g HF made Linear/DLR mode
g ﬂﬁﬁg“‘ + " iterthe change s made, the port A2 Intermet Protocol
port A2 configeration is apphied to the K102 port.
« [immware revision
20 ar laer &
installad
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Notaes:
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Manage Controller Communication

Topic Paga
Connection Dverview m
(ontroller Commimication Interaction with Control Data 7
Produce and Consume (Interlodk) Data 173
Sendand Receive Messages 1
(ﬂn“ﬂ ctiﬂl'l ovewiew Conncctions arc used when the SYSICM Ccontaing these conditions:

s /O modules, communication modules, and adapters are present in the
L/O) configuration of the user project.

» Produccd or Consumed rags arc configured in the user project.
o Connccted Messages arc exccuted in the user application.

o External devices, programming terminals, or HMI terminals
communicate with the controller,
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Controller Communication
Interaction with Control Data

The controller runs the communications task scparatchr from the app]ical:inn
code. The controller runs communications ns}’nchmnnus]}r o the npplicm:ien.
Thercfore, it isimportant to make surc communicarions that arc delivered o
the controller are complete before the application exccutces on the newly
delivered dara. This applies to data that is coming into the controller and data
that is going out from the controller.

For example, if an HMI device writes a large block of recipe data ro the
controller, the application code can start to execute on that data before the data
is written. This action resolis in half of the current recipe and half of the fast
recipe in the npplica!:inn spacc.

'I'raditiunaﬂ}r. programmers have used the Fﬂ]lnwiﬂg to control the effects of
ﬂs}rnchm MOHLS COTMMINCAtions:
s UID/UIE pairs

. Mn-?i.ngdm with CPS instructions.

These options rely on controlling when the main core can switch tasks. Asa
result, the communication task cannot chanE:: data when the control task s
using it. Because che coneroller processcs communications on an Lndcpc ndent
CPU corc, these methods are no longer cffective in all cases.

1able 15 highlights the controller behavior.

Table 15 - Compactlogh 5380 and (ompact Guardlogix 5380 Controlier Behavior

Tag Access
Application Construct HMI M56 170 Update Produce/Consume | Other User Tasks Motion Planner
UIDANE Miowes Allcrwrs Allowes Allowes Blocks Allows
(Ps Blocks Blocks Blacks Blocks Allovwrs Allows

Bfocks - Heldps to prevents source data values from change by commumications during application exeqution
Ablows - Commumications can change source data values during application eeartion.

in

Because the controllers have 32-bic data IntCgrity, this un|1l.' npphcs to data
structures larger than 32 bits. If word level integrity is your primary concern,
the 32 bit data integrity does not impact your data use.

Good programming practice dictates the use of two unique words at the
hcginning and the end of data. The controller validates the words to w:rif_'f the
entire struciure has data integrity. We recommend that the handshake daea is
cha.ng:d and the 311:|p|icnti-:rn code validares it CVCIy ransacion before the
controller n.pplicatiun code or hightr--lc'ﬂ:l SYStCm rcacI'mg controller data aces
on it
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Produce and Consume

(Interlock) Data

lable 14 shows two data elements that are added o a structure for data
integrity chccking. Thar is, Starr Daca and End Dara are added. We
recommend that the controller validates the Start Daravalue and the Fnd Dam

valuc match before the controller aces on My_Recipel.

If the Stare Dara and End Data values do not march, it is likely communications
iz in the process of E—iﬂing the structure. The same appﬂcs to i‘lighcr-]cvcl
systems thar are receiving data from the controller.

Table 16- Data Elements

Structure My Recipel ' Redpe? My _Recipe3
Start Data m 102 103

Sugar 3 4 #

Flour 4 3 g

(hecolate 7 ? 4

il fi i 2

End Data 10 102 {[IE]

TIP  We recommend that you perform this test on a buffered copy of the data and not
the actual data element being written to by the communications core. f you use
buffered data, you help prevent the risk of the communication core changing data
after you have passed the data valid test.

The controllers let you produce (transmit) and consume (reccive) controller
scoped rags. CompactLogix™ 5380 and Compact GuardLogix® 5380
controllers produce the same standard tag through the Echernee ports and the

b&l:kp!ﬂlf, El'ld CONSUEMICT COUNDS EPPIF [£e] Fl'l‘.‘. tﬂtﬂj CONSUMmMCTs i:l'ﬂl'l.'] Sﬂ PDF[S.

Figure 30 - Example Produced and Consumed Tags

Controfler 1 Controller 2
Produced Tag e |Consizmed Tag
Controller 3

L e |Consumed Tag

Controfler 4
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174

lable 17 describes the Fyst:m--sh:u':c[ tags.

Tabie 17 - Produced and Consumed Tag Descriptions

Tag Description

Produced tag # tan that 3 controller makes availabbe fior ese by other controflers. Multiple controlbers can
simuftanenusty consume (receive) the data,

I produced tag sends its data t one or more consumed tags leonsumers) without using logic,
Consumed g # tan that receives the data of a prodoced tag. The data type of the consumed tag mest match

the data type {inchuding any amay dimensians} of the produced fag. The BP of the consumed
tag determines the period at which the data opdates.

For two controllers ta share produced or consumed rags, the controllers must
be attached to the same network. You cannot bridge produced and consumed
tags over two networks.

Produced and consumed tags use connections of the controller and the
commumnication modules bcing used.

The Compact Gmrd.Lﬂgix 5380 controllers can also use Produced and
Consumecd Sal:cr'_l.r tags. For more information on how to use them, see

Produced/Consumed Safety Tags on page 247.

Requested Packet Interval (RPI) of Multicast Tags

The first consumer of 2 multicast pmduccd fag on any given communicarions
port establishes the RPI value for that port. All subscquent consumers that use
the same port must request the same RPI value as the first consumer, otherwise
they fail to connect. Controllers with backplanc and Ethernct ports can
Pmducc damaaran Indcp-cndcrit RPI valuc on cach port.

For more information about pmducrdfcunsumcd rags, see the Logix 5000
Controllers Produced and Consumed Tags Programming Manual,

publication 1756 PMO11.
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Send and Receive Messages

Messages transfer data ro other devices, such as other controllers or operator
interfaces. The MSG instroction is a Ladder Diagram outpur instruction that
asynchronously reads or writes a block of data to or from another module over
the backp]anc ora nerwork. The size of the instruction d tpcnds on the dara
types and message command that you program.

Mcssag:’:s ust connection resources to send or receive data. Mcssagcs can leave
the connection opcn [czu:hc&} or can close the connecrion when the micssage is
done transmitting.

Messages can be unconnected or connected. Unconnected messages depend on
the availability of unconnected buffers in all devices through which the
message passcs. Connected messages begin with a request ro allocate
connection buffers in all of chase devices, before stndi.ng the actual micssage. If
you choose to cache a connected message, the controller keeps the connection
opcn after the MCssage is cnmpl:tc. Cached message IMproves r:Fﬁcimqr if you
intend to send the message repeatedly.

Connected messages use connection resources, and are less efficient than
connected cached messages or unconnected messages. If the connected
message is uncached, the resources arc used temporarily cach time the message
is l:riggcmi As lcnng as a cached connected message Tomains in the cache, the
resources remain allocated and are not available for other messages. Cached
messages can get pushed from the cache if the application exceeds the cache
capacity of the controller.

Each MICS5AgE USCs ONC CONNCCtion out of the conroller, rcgardlcss of how
many devices are in the message parh.

Table 18 - Message Types

Messaga Type {ommunication (onnected Massaga | Message (an Ba
Method Cached

(P data table read or write = Configurable Yos™

PLC-2* PLC-3% PLCS® oeSIC | P No No

bl typesi OPwithSoureD | Mo No
OH+™ Yes Yes

(1P generic = Optional " Yoo

Block-transfer read or write == Yes Yes

(1] You caa connect CIP generic messages. However, for most applications we recommend that you leawe (FF genanc messages
tmnnecig
() Werecommend that you cache conmected messages that oo more frequently than ooce esery 60 seconds, f possible.

For more information about how to use messages. see the Logix 5000
Controllers Messages Programming Manual, pubﬁcariun 1756 PMOT2,
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Determine Whether to Cache Message Connections

When you cs:lrif-igurc a message instruction, you can cache the connection. Use
Table 19 to decide to cache a connection.

Table 19 - Options for Caching Connections

if the Massage Exeoutes Then

Repeatedly Cache the connection.

When you cache the connection, the connection remains open and execution
fime is optimized. I 3 connection is opened sach time that the message
EXEOITES, EXeCUtion time is increased.

[nfrequently [ not cache the connection

When you do not cache the connection, the connection closes wpon completion
of the mess2oe. As a resuft, the connection is available for other uses,
[Intomnected messages are hest used for infrequent cched messane
COMHECTnS.

TIP  (ached connections transfer data faster than uncached connections. The
controller can cache as many as 256 connections.
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Local I/0 Modules

Standard I/0 Modules

Topic Page
Lol 110 Modules 1w
Remote 10 Modules 185
hdd to the L0 Configuration While Online %5
Determine When Data s Updated 1%6

CompactLogix™ 5380 and Compact Gu:ardl_.ugif 5380 systems support these

1/0 moduole options:
o Local I/O modules
s Remote [/O modules

The CompactLogix 5380 system uses Compact 50007 L/O modules as local
1/O modules. The modules are installed to che righr of the controllern

The number of local Compact 5000 I/O modules that you can install in a
CompactLogix 5380 system varics based on the controller thar is used, uptoa

maximum of 31 modules.

Table 20 lists the number of local 1/O modules thae controllers support.

Table 20- Local 1/0 Modules In CompactLogix 5380 System

(ompactLogix 5380 Controllers

Compact GuardLogix 5380 Controllers

Local 170 Modules Supported, Max.

5069-1306ER, 5065-1306EAM, 5069-1310ER, 5069-1310ERM,

S069-L310ER-NSE

5069-306ERMS2, 5069-1306ERS2, 5069-1310ER52,
S069-1310ERME2

065-1 320ER, 5065-1320ERM

S069-1320ER52, 5065-1 205K, S069-1320ERMS2,
S069-13F0ERMA2K

5069-1330ER™ s069-13300RM™ S069-L340ER, 5069-
L340FRM, 5069-L3SOERM, 5069-1I80ERM, 5069-13 100FRM

S069-330EM52, 5069-1330ER52K, 5069-1 330ERMST,
5069-1350E152, 5060-1350ERRIK, S060-1350ERMS2,

5p59-13100ERS2, 5065-13100ERMS2

50691 330ERME2K, 5069-1340ER52, S069-1340ERMSZ,
5069-1350ERME2K, 5069-1380ERSZ, S069-1330ERMSZ,

(1) When you ese this contrafier with the Studie 5000 Logts Designer application, version 22.00.00, the pplicition lmits the number of loc

1113 minduskes In the progedt to V6. For more Infanmation, see the Fodosell Autemation® Knowledgehase artide £942580, "5380 Compect] ogén controflers [imited to 16 local modules In verslon 29 of

Stdia 5000° The documesnt bs avallable at itk 'werw,mcksveSautomation. mm rmledgebes:
With tha Logix Deigner application, verson 30:00.00 or tior, the controller supports a8 many s 31 locaé 1) modales
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The fu]]uwing are cmmpi:: factors chat yOu must considerwhen you decide
how to use local I/O modulesina Compactlogix 5380 system:

s MNumber of local 1/O modules that the controller suppores
s Features available on different modules, for example, sequence of events

per point timestamping on unl}r some Compact 5000 1/0 &i_i_-,iral input
modules

s /O module power usage, i.ncluding MOD power and SA power

For more information on Compact 5000 I/O modules, see Additional
Figure 31 - CompactLoglx 5380 and Compact GuardLogix 5380 Systems

Compactiogin 5380 Controller  Compact 5000™ D Local Modules Compact Guardlogix 5380 Controller Campact 5000 M0 Local Modules
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Add Local 1/0 Modules to a Project

Before you can add local 1/O modules to a Logix Designer application project,
you must opcn an cxisting project or create a project. For information on how

to create a project, see Create a Logix Designer J"Lpl:_dicﬂﬁun Project on page 85.

There are two methods to add local 1/ O modules to the project:
o Discover Modulcs
o New Module

Discover Modules

The Discover Modules fearure is useful when I/ Q modules are a|1’rad.}r installed

and YOU CAn CONnect the Logix Designer apphcaﬁan to the controller. To use

Discover Modules to add a local I/ module, complete these steps.

l. Go online with your Logix Designer 'a.]:-plica.ﬁun.
2 Right-{llck S069 Eackphm: and choose Discover Modules.

Commaider Organizer - @ X
P

¥ 10 Controller | 3J40ERM_applcation

O Tesds

# o Mloticn Groups

W Ungrosiped ises
¥ 1 Alarm blarisger
0 Asses
i Lol Medsl
4 ' B0 Confsgunitan

Wﬁtmi 0 e Moduie. ._I

a 25 AL Ehemet T Bis i
£H5060-1090 Disrover sdiies... s
& Fo Az Bhomet |
{5 soes-Lwn 1 T

Frnl v

The Logix Designer appiicarinn autumarimu'}.r detects available modules
that are installed in the SYSCCm.
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3. Atthe Sclece Module Type window, click Create to add a discovered
meodule to your project.

1| Deme-an Trinald

ven | (e ] [
4. At the New Module window, mnﬁgm‘: the module pmp:rtics.md
click OK.
= Gl
Cirgmea
[ ﬁ*"""__:" e SRBEE ) O Vithage Tarwrn Arsing s
om oo ot
Rl||| L=t M Tand - b
T - ez
1 CHEl
ey
i Onld
Ll
i tubd
Wi Vs S,
fr— e oy
b ﬂ‘r!.?““ v imE
Cxibepa B inprg Campmen WA
PR :-um
[r—
i ] [ | [t |
- —
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5. Atthe waming ﬂia.log box, click Yes.

TIP  Ifyou inhibit the module connection, you must remember to uninhibit the
connection later.

[ —— e
i

# DANGEL Onfire =oduls creakan,
A

Crmaling naw mode orlinn could @ffinct runrng stem.

To preesnt sodule oresbon from afectng nurmng sesem, oeibs
il e conmecinn(g) ntibnod,

L ininiee et connescionifi,

[

e
|

6. Closc the Select Module Type dialog box.
T add additional local I/O modules:

. If}rm.t cleared the Close on Create checkbox when yoi creared the first
/O module, repeat steps 3.6,

« Ifyou did not clear the Clase on Create checkbox when you creared the
first I/O module, repeat steps 2...6.
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New Module

You c2n add a standard I/O module offline or online. Iﬁrnu do not have
physical 1/O installed, or you cannot connect to the controller, this is the
casiest method to add 1/0. To use New Module to add a module, complete
these steps.

1. Rig,ht-{lick S069 Backplmc and choose New Module,

Loaaniier DRQARTTE = 0 =
WP

B Conbroller LIADERM applcatian

b Tsks

A ) Wotion Growns

W Ungrouped foes
B 5 Alaren BManige
¥ Agzets
T Logicat Model
# o 0 Confguertion

WISH-LH]EF! Fiews Module. b

4 ;. &1 ftheme Iimnpenit blapule..
EM-LHDIIM Drrreery I |
b B SEQ-AENITRE . . P |
&, no-pooggee T st
) 210-H00T-EES  Fomt rl

a i‘i AT Fthemriet
[ 5065 LMOERM LMOERM spiphcetion

2. Select the module and dick Create.

Y Dew Py T

Carmwy Hmtwr [E¥es =3

Bt bt Vs o sl

REHA E Pl TI 2647 A |

BEERHL T Posrd Bl 00 b, B

SPRS W 1 Pt 24 T g S b, e "

P iYL TN & Py 1 I i S Tk T 3 e

e B hawrres woiags Toewe Searsg i

boi s 4 Drsw ‘wllygm Tomwr BT T ogne Sy, Pl

BRI TE Pawiy R85 AL Thiper

RERIEIE E Faorg 30 O e, Soures

SPEREIEF 16 Prnd 380 T Figr. Spomnd Cnind. S

SprysIm B Prars Sy I Shopep i

s T 4 Charwsd 'pge Smwrs nging Dupas -

L ] i

TT o 17 Bl Tirpesn Fsl - fl e Errrm.
oo Conte |

The New Module -:Iia]ng box appears.
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3. On the General eab, set the Series and Revision [parameters.

4. C-nnﬁg:.trc the rest of the module as need. For information on electronic
kcying. stee Electronic Keving on page 184
5. When mmplcrc. click OK.

TIP  Ifthe Series and Revision parameter values do not match those of the
module for which this configuration is intended, your project can experience
module faults.

o Spmnnal
e
M 189
Liicam T R e B g Ml s P 90 U Tk
{wrow's ‘R R P St
oy
ol P -
| - rap_Egned_Cnuwm = [} o
s . = b
j - temmee
iy
Wil
L]
Wizl Fipdiss Db
Wirehew T}
[ =
[} [ M— 11
e
A Mol %asg  —IeEts buls
it T =2
S T
D |
|
—

6. Il:].ruu add a module while online, ac the warning &Ia]ng box, click Yes.

TIP  Ifyou inhibit the module connection, you must remember to uninhibit the
connection later.

Lagis Designer i

-! DANCED. Oning sodole oéalion,
Lresing new moduls orine oould = fect rumnng rsem,

To geaveril netichob o waBion fiem aflpcirg nuesing vywsem, oeale
module st cormecsonis] mhidied,

Tritat et s Conmeirr(i),

e ] i |

i Crmabe rims mndole ool
t

7. Close the Seleer Module Type diaiag box.

To add additional local I/O modules:

s Ifyou clcarcd the Close on Create checkbox when you created the firse
I/0 module, repeat steps 2.3,

. If].rm.t did not clear the Close on Creare checkbox when you created the
firse 1/O module, repeat steps L3
For more information on how to use local 1/O modulesin a
CompactLogix 5380 system, see thic resources thar are listed in Additional
Resources on page 12,
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Electronic Keying

Electronic K:}'ing reduces the Pﬂssibilir}r that you usc the wrong deviecina
control SYSCT. It COMparcs the device thar is defined in your project to the
installed device. [l:iccyiﬂg fails, a fault occars. These actributes arc campar:d.

Attribute Description

Vendor The device manufacturer.

Devica Type | The general type of the product, for example, digital [0 module.

Product Code J The specific type of the product. The Produce (ode maps to a catalog namber.
Major Revision A namber that repeesents the functional apabifities of 2 device.

Minar Revision i number that represents behavior changes in the device.

The Ful|nwing Electronic Keying options arc available.

Keying Option

Description

{ompatible
Module

Lets the installed device accept the key of the device that & defined in the project when the
instafbed device can emulate the defined device. With (ompatible Module, you can typically
replace 3 device with ancther device that has these characteristics:
« Same catalog number
« Same or higher Major Revision
+  Minor Revision 25 follows:

— Ifthe Major Revision is the same, the Minor Revision must be the same or higher,

— ¥ the Major Revision is higher, the Minor Revision can be any number,

Disabe Keying

Imdficates that the keying attributes are not considered whenattempting to communicate with
2 device, With Disable Keying, communication can oocarwith 2 device other than the type
spedified in the project.

ATTENTION: B= cautious when using Disable Keying; if wsed incorrecthy, this option can lead
to personal injary or death, property damage, or economic foss.

e strongly recommend that you do not use Disable Keying.
Hpumﬂbahk!:ﬁng,ﬁwummﬁﬁﬂmmﬁnﬂmmﬂmﬂnﬁmﬁwﬂwﬂu
device being wsed can fulfill the functional requirements of the apalication.

Exact Match

Indicares that al keying attribates mast match to establish communication. I any attribute
does ot match precisely, communication with the device does not ocour.

Ca.rcﬁ.l.ll}r consider the j.mp| ications of cach hying option when sciccri.ng ONnc.

IMPORTANT  Whan you change Eecironic Keying parameters online, it MBmupts connections t

the device and any devices that are connected through the device. (onnections from
other controlless can also be broken.

If an 1/ connectien to 2 device is interrupted, the result can be a loss of data.

More Information

For more detailed information on Electronic Keying, sce
Electronic Keying in Logix 5000 Control Systems Application Technique,
pub'ica.tiﬂ-n LOGIX-ATOOTL.
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Remote 1/0 modules do not reside in the Compactlogix 5380 or Compact
HE mote UO Mﬂ'dUIES Gu.ﬂ.rdl.ugiz 5380 control system. The controller conneces wo the I/ O modules

via an EtherNet/IP network. The controllers SUpPPOTL the usc of a wide range of
0 ] Etu?:ldlp:cg[ix remote I/ modules. For maximum pcrfurmnncc, we recommend thae you use
Compact 5000 1/O modules when you use remote I/O modules.

Forexam p]c, CompactLogix 5380 and Compact Guar&l_.crgix 5380 controllers

can connect to E:-"-Dwing:

s Chassis-based /O module families, such as Compact 5000 [/O, 1756
Contm[l_ngix" I/O, 1769 Compact 1/O7, or 1746 SLCTL/O modules

s In-cabiner I/O module families, such as 1734 POINT /O™ or
1794 FLEX ™ 1/O moduales

s On-Machine™ I/O module familics, such as 1732 ArmorBlock® 1/0
modules

IMPORTANT  The following network examples are solely intended to show remote 1/0
modules in vanous network topolegies. The eamples do not address
network communication rates between the controller and the 1/0 modules.

We recommeend, however, that you consider network communication rates
when you determine the best way to incorporate remote I/0 modules in your
CompactLogx 5380 system.

For more information, see EtherNet/IP Network Communication Rates on
page 137

Flgure 32 - Remote /0 Modules in a CompactLoglx 5380 System on a DLR Network Topology

(ompactlogix 5380 Controler Comgpact 50060 [0 Etherbet/IP Adapler
Compact 5600 10 Modules Compact 5000 10 Modules

PowerFlex® 527

(ompact 5000 U0 EtherNet/ TP Adapier
Y (ompact 5000 10 Madules
F. Y ==
i L
E iE
1734-AEN TR Adapter Panel¥izw™ Plus 7 Terminal
1734 POINT 1/0™ Modules
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Figure 33 - Remote I/0 Modules in a Compactiogix 5380 System on a Linear Network Topology

Compactlogix 5380 Controller

. 1734-AENTR Adapter
Compact 5000 10 Modules Powestlex® 527 Drive 1734 POINT 10 Modules

k! ]
Ly s
B - -]

LER L b
[TTTEEL ]
'

PanelView™ Pl 7
Terminal

(omgact 5000 10 ErherbetHP Adapter Comipact 5000 10 EtherNet/IP Adapter
(ompact 5000 10 Modules Compact 5000 10 Modules

Figure 34 - Remote /0 Modules in 2 CompactLogix 5380 System on a Star Network Topology

(ompactl ogix 5380 Controfler
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Add Remote I/0 Modules to a Project

Before you can add remote 1/0 modules to a project, you must add the
EtherNet/1P communicaton module thar facilitates communicadion berween
the controller and the remore I/ O modules.

There are two methods to add remote I/ modules to the project:
» Discover Modules
s New Module

Discover Modules

The Discover Modules fearure is useful when /O modules are already installed
and connected to the nerwork. When you use Discover Modules to find
Ethernet devices, the Logix Designer application browses based on how
Ethernet browsing is configured in RSLinx" Classic sofrware.
s If the FtherNet/IP driver isused in RSLinx Classic software, the Logix
Designer application antomatically detects remote /O modules.

s Ifthe Fthernet devices driver is used in RSLinx Classic software, you

st cnnﬁ.gurc the IP address for cach Frherner device thar you want to
display in the Select Module Type dialog box that is shown on page 188.

s Ifthe Frthernet bus is browsed via a CIP router, YOI Must mnﬁgum the
1P address for cach Feherner device that YOI Want o displ‘.i}' in the Select
Module Type dialog box that is shown on page 188.

The tasks in this section appl}' when you use the
EtherNet/IP driver in BSWho to browse the nerwork.

To use Discover Modules to add a remote 1I/0 module, complctu: these SLCpS.

1. Go online with your Logix Designer application.
2z R_Eghr--dick Ethemet and choose Discover Modules,

SR e

b o Adsm Manages

bW dset

'.'h Loghal Model
o o 0 Corfiguration
o B 0G0 Bachplane
0] S069-L SE0ERM LBIIERR_apphestion
|17 5068-1F8/ A Leal_lrput
121506500414 Lacal Datpus

i § Mesmooute

e kadiic

# £5 A7 Ftharrat
{5 wea-{340ERM L Dhmmunﬂulnh

Fropemes. AflsEnte
Beint "

The Logix Designer appiic:ric:n mmma.ric:;]l}r detects available modules
that are installed in the system.
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3. Atthe Selece Module Type window, click Create to add a discovered

adapl:cr to your project.
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4. At the New Module window, configure the module properties and

click OK.
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5. Atthe warning dialog box, click Yes.

TIP  Ifyou inhibit the module connection, you must remamber to uninhibit the

connection later.

r‘w E.h‘!‘ﬂll i
i DihisEA. Onfre madie e ban,
Crpating nitis sodle orlne could affiect ronnng Esem.

il conreconiE]

It madule connections),

Crsate fem S obie?

Togrevent nodue ceeton from effectrg namng system, oeeis
modiie inhibsied.

Rockwell Automation Publication 5065-UMOOTD-EN-P - Apeil 2018




Sandard 0 Modules  Chapter11

6. Close the Select Module Type l:lialug box.
7 Right-{lick S069 Barkphm: and choosce Discover Modules,

4l WO Clagonsticn
o I 50ES Backplane e I
I 101 soso-Lsingrea) B hew Moute
I L1 506R-IF2 4 Log et B

B (7ISUE-OUAIALL  Discower Madudei..
& @5 AL Ethermet s
5 s060-LM0ERN L ] Ferie e A

4 = SE-AENITR Rem Print ¥l

4 g% AL Ethernat
5 065 LMDERI LISDERM _sppheatian

The Logix Designer application antomatically detects available modules

thar arc installed in ﬂ:u_: system.
8. At che Sclect Module Type window, click Create to add a discovercd
module to VOur projoct.
(] o e ]
: LW pnsssee o (ST
!
e [ s || |

9. At the New Module window, configure the module propertics and

click OK.
e ey = ——— -
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10, Atche waming ﬂia.log box, click Yes.

TIP  Ifyou inhibit the module connection, you must remember to uninhibit the
connection later.

[ —— e

# DANGEL Onfire =oduls creakan,
Creating nnw ol orfion colkd affinct urrng i,

To preesnt module oresbon from afectng nurmng wrsiem, oesb
il e conmecinn(g) ntibnod,

| i o comnesciiri(i]

[

4 Create res module ok
|

11. Closc the Select Module Type dialog box.

After you add the remote 1/O module, consider the fﬂ]luwing:
s loadd remote [/O moduoles in the same remote location:

- If}rnu clearcd the Close on Create checkbox when you creared the
first 1/ O module, repeat steps 8...11.

- H'_:.rcl-u did not clear the Closc on Create checkbox when you created
the first I/ module, repeat seeps 7...11.

¢ loadd remote I/O modules in another new remote location, repeat

steps 2...11.
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New Module

You can add a standard 1/O module offline or online. Iﬁrnu do not have
physical 1/O installed, or you cannot connect to the controller, this is the
easiest method to add 1/O. To use New Module to add a remote I/O module,

complete these steps.

1. R.Ight--cllck FEthemier and choose New Module.

Coartrollar Organzed - B K
{2 ikl
B o Controtier L 30ERKE sppleatenn
B Tasis
A ) Mekiom Groegs
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Bl Al Maniger
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B, 2198 - HODG-EFS KS300_drove._]
B 2108 HO0-ERS K500 rirveld

5060 1a0EF [ M Motuls |
tmprort Module

2. Scleer the EtherNet/1P -adaprcr and click Creare.

For some madules, the Select Major Revision dialog box can appear.
If the dialog box appears, choose the major revision of the module
and dick OK.

Remember, if the Series and Revision parameter values do not
match those of the medule for which this configuration is intended,
your project can experience module faults,

TIP

Cames i Gy | oo
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301 LI P Cavps iarslage® L58 Tahe Covte
T N oot izt ngee® T oty oo
B30 i3 Rl o sge UL Lo
BOER-L)OERIT catned oartie® T35 Jdw) Coavi
S35-L ) MDERSE Carped Toariopd T3 Sdoy Cordele
ERSLER Corpastiage ™ 3555 Coriivien
SO T el Cavpactisg T T wimie
STTHL I Lo (b rmage® TUD Sy Cnngus
SR IERRGE LTS IE T s e e
310 570 Moatihn ™ il Pt “-F-_-
| Dl i Dt | Lo | | Comy | | Pem
-

Tockweail Automation Publication 5069-UMIOTD-EN-F - Apeil 2012 m



Chaptar 11

Standard [0 Modubes

192

3. Atthe New Module window, EBH'EEU.FE the module propertics and

click OK.
s wirrm
Coremcian
o i = e -
Trpa B n T Pl [y B A B B e S TR [ D e =
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4. Ii-jrnu add a2 medale while online, then ar the warning dia]ug box, click

Yes.

TIP  Ifyou inhibit the module connection, you must remember to uninhibit the
connection later.

Logi Designer

-

|
E Crmate naw madue oriner
i

c.-& DANGER, Doers Foibie odun,

Creating naw rrodile orlne oould affect o sides.

To preven s 0 ealin from affecing nunneg yystem, oeale
repaiule s correctonis] whibried,

77 Iredbnt michule comwection(o).

T T

5. Close the Select Module Type dia.log box.
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&. Right-cﬁck ti'lc m:'wi}r added EtherNet/IP communication module or
the backplanc and choose New Module.

4 ! D Canfiguration
4 BN Backplane
{5 m3s6a-Lustem L3al | Meis Mooule.
B 1] 060-FesA Ln-uUr; gt Moduie., h
H 127 5063 OALA L“"-‘I ELs e Ak s
4 Fg AL Etharnet |
[ 50653 E0ERN LMOER; (T Pante L=y
a [ S060-AENTE Rermate_|

7. Select the I/'O module that you want to add and dlick Create.

TIP  [fyou must add multiple 10 modules to the same remote location, we
recommend that you clear the Close on Create checkbox before you
dlick Create.

Ifthe (Jose on Create checkbaox i dleared, when you complete configuration
foran /0 module, the Select Module Type dialog box appears automatically
and you can skip step 6.
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5. Cnuﬁgurc the /'O module.

9, Arthe New Module window, Eunﬂgu.rt the module propertics and
click OKL

:_m"' - B e e L ]
=] - ——en
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T —_—
st
e
o
—
=]
o Pkl e,
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Fist b P

Lk If],ruu add a medale while online, then ar the warning dia]ng box, click
Yes.

TIP  [fyou inhibit the module connection, you must remember to uninhibit the
connection later.

-

Logis Desmgner “‘

T
|
| & DANGER: Onfire madulé reaboe,

Craatieg nes module orline could @fect urng rinlen,

Topeevert modoe sreabon from affechng rneg Fysiem, orale
Auidule v corweCtonds) rhdeied.

| [ It e Connescan{s).

Cresabe new module onliee #

Lo ][ o |

11. Close the Select Madule Type dialog box.

After you add the remote I/O module, consider the fﬂuuwi.ng:
o loadd remote [/O modules in the same remote location:

~ Ifyou clearcd the Close on Create checkbox when you created the
first 1/O module, repeat steps 7...8.

— If}ruu did not clear the Close on Create checkbox when you created
the first I/Q) module, repeat steps 6...8.

e loadd remote I/O modules in another new remote location, repeat
steps 111
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Add to the 1/0 {ﬂnﬁgurﬁtign Ynuf:nn acl_rl |ﬂc:;11_T.ncIl1mmch I.".U mi:_hdtﬂcs and other devices to the controller
. . C tion while the project is online.
While Online e

IMPORTANT  Toadd /0 modules when the controller is onfine, the controller mode switch
must be in the REM or PROG position.

The Compact 5000 1/0 modules must already be installed in the system. You
cannot install Compact 5000 1/0 modules when the system is powered.

The modules and devices you can add while online a:l:prnds on the software
version that yOouI use. Later versions have more modules and devices that can be

added while online.

Add-on Profiles { AOP) for modules are made available berween releases of
different Logix Designer application versions. There are cases in which, afrer

you download and install the AOQP file for 2 module, you can add the module

to a project while online.

1o see a list of the available AOP files, go to:
heeps://download.rockwellanromation.com/csd/download.aspx 2downloadid=addonprofiles

For more information about how to add to the I/Q) Configuration while

online, see the Logix 5000 Controllers Design Considerations Reference
Manual, publication 1756-RM094.

Modules and Devices That Can Be Added While Online

You can add these modules and devices to the CompactlLogix 5380 or
Compact GuardLogix 5380 controller I/ O configuration while online with
Logix Designer, version 28 or larer.

s Compact 5000 1/0 modules - Aslocal or remote IO modules

o Compact 5000 1/0 FehetNet/IP ada.ptcrs

« 1756 ControlLogix EtherNet/IP modules

e 1756 C—untm"_.ugix 1/0) modules

IMPORTANT These modules cannot be added while onfine:

= 1756 ControlLogn: Motion modules {1756-MOZAE, 1756-HYDOZ,
T756-MO2AS, 1756-MO3SE, 1756-MOBSE, 1756-MOBSEG, 1756-M16SE)

. Controllogix 1756-RI0
- (ontrolLogix 1756-SYNCH

. Safetyl/0
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Determine When Data

Is Updated

CompactLogix 5380 and Compact GuardLﬂEj_x 5380 controllers updatc data
ﬂs}rnchm nuush’ with the execution -:lHngic. Sce these flowchares to determine
when a controller, input module, or hridgt sends daca:

o Input Data Updatc Flowchar

o Output Dara Update Flowchart

Input Data Update Flowchart

IMPORTANT Safety Consideration
Compact GuardLogix standard inputs are updated just like CompactLogix
standard inputs, but Compact GuardLogix safety input tags (inputs,
consumed, and mapped] are updated and frozen at the beginning of safety

task execution.
See Safety Task Execution on page 244.
Diigital withom events, anakog without RTS, pesduced tag
Mathod of Input Data Production Produced t#g with data state change events
Dugital with Events Enabled
Analog with ATS Enabled l
RIS=RPI o
l"l’ﬁ
The module sends data at
The module sends data at the W5 the TS andl BRL
h 4
- The meadule sends data at the FPl and
< at the change of a spedfied point.
Y

The producdng controfler sends data at

- the P and when an 107 executes.
Thee Event task in a consuming contmller
isonly triggered when an 107 instraction
Isexecured in the producer

Y
- The modale or the producng
v controlier sends data at the APL

196

Mew data can appear in Input tags at any point in the program scan. 1 the
contnol logic reads inpat tag waluss in multiple locations, do nat assame
that the data remains unchanged throughout the scan of the lgic.
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Output Data Update Flowchart
Martomatic outpat
3 processing of =ach task.
Method of Gutput Data Production Dutpist Module Profile Canfiguration
Cyclic data production at 10T instrisction exeasies. We
the BPL recomimend to minimize the use of
107 inestructions to critical outputs
The salety Aflis sent at the AP andy ::aruhiﬂﬁnmﬂu
the safety task period. For deils
infanmation o safety
output apdates, see
aafety Task Exeqution on
page 144,
Y Y Y Y
Data i sent by the Dlata i sent by the _ ) Data s sent by the controfler
contrller triggered controller triggered No data i sent by automatic triggered by the end of task.
at the RPL by the user program. ouipUt processing
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Notaes:
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Topic Page
Add Safety /0 Devices 199
" Configure Safety 110 Devices [ =
Uking Network Address Translation (RAT) with O Safety Devices m
Set the SHN of 2 Safety 10 Device 20
" Cannection Reaction Time Limit 208
Safaty U0 Device Signature e
10 Device Address Format p1i|
Replace a Safety V0 Device I m
Add SafEt}' 1/0 Devices When you add a safety 1/O device to the system, you must definca

ri:rnfiguraljun for the device, inv:|uding the follow 'Lng:

s MNode address for DeviceNet nerworks

IMPORTANT A Compact GuardLogin® 5380 controller can access devices ona
DeviceNet network only via a linking devices, for example, the
1783-EN2DN linking device,

The controller can communicate with devices on DeviceMet.
However, typically Compact GuardLogix 5380 controllers use
EtherMet/IP networks to communicate with safety devices.

o [P address for EtherNer/TP nerworks

« Safety network number (SNN). To set the SNN, see page 204

. Cﬂnfigurntinn sigmature, Sec page 209 for informartion on when the
configuration signature is sct antomatically and when you must set it

» Rcaction time limit. Sce pagec 208 for information on setting the
reaction cime limit.

« Safcry input, output, and test paramcters complete the module
cc-nfigu ration

IMPORTANT - You cannot add Safety 1/0 Devices while onfine with the controller.
« You can configure safety /0 devices via the Compact GuardLogix 5380
controller by using the Studio 5000 Logix Designer® application.
= The Discover Modules feature is not compatible with safety 170 devices.
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Configure Safety I/0 Devices

[ompact
Guardlogix

Add the sal—ﬂ}r I/ device to the /O Cunﬁgumtinn folder.

TIP  Some safety |/0 devices support both standard and safety data. The Module
Definition defines what data is available.

1. Right-click the Ethernet network and choose New Module.
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2. From the Catalug tab, select ti'u_: safn:}.r 1/0 device.

TIP  Usethe filters to reduce the list of modules to choose from.
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3. Click Create.
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4. lypcaname for the new device.
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5. 'lo modify the Module Definition settings, click Change (if necessary).

IMPORTANT  Forsafety |10 devices, do not use Disable Keying.
For more information on Electronic Keying, see page 184.

&. Enter the node address for DevicelMNer networks, or the TP address for
FtherNet/IP networks.

Dnl}r unused node numbers are included in the puﬂ down menu.

If your network uscs necwork address translation (NAT'), scc Using
N | lress Translasion (NATY with CIP Safety Devi
page 202

7. 'lo modify the Safety Network Number, dlick the | .| button (if
See page 204 for details.

8. Set the Connection Reaction Time Limit by using the Safery tab.
See page 208 for details.

9. Tocom p]:t: the mnfigumr'mrl of the saﬂ:t],r I/0 device, refer to the nser
documentation and the Logix Designer online htlp.
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Using Network Address
Translation (NAT) with CIP

Safety Devices

202

NAT translates one 1P address to another IP address viaa Nﬁ_l_--cﬂnl:i.gmtd

rooteror switch. The router or switch translares the source and destination

addresses within data packcl:s as rraffic passcs between subnets.

This service is uscful if you must reuse IP addresses throughout a network. For
example, NAT makes it possible for devices to be segmented into multiple
identical private subnets while maintaining uniquc identitics on the puHic
subnet, such as for mujtiplc identical machines or lines,

This section unl}' applics o s::fcqr osers where the controller and the devices it
talks to arc on scparate sides of the NAT configured router or switch.

Wich CIP Sa.ﬁ:t}'. the IP address of the device is part of the unigue node
referenice that is part of the pmmEnL The device compares the IP address
portion of the unique node reference in CIP safery packets to its own 1P
address, and rejects any packets where they do not match. The IP address in the
unique node reference must be the NAT 'ed IP address. The controller uses the

translated address, but the CIP safety protocol requires the actual address of
the device.

If].rcm are using NAT to communicate with a CIP Sn.ﬁ:qr device, follow these
STeps fo ser the IP address.

1. Inthe IP Address ficld, type the IP address that the controller will nse.
This is umaﬂ:.‘ the IP address on the puf:ﬂic network when using NAT.

£ i e )
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2. Toopen the Advanced Ethernet Settings diall:rg bex, click Advanced.

Treahids ad rtmder e cale Pareh et Addren ardalon (e s
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- == MAT |
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%

3. Check the checkbox to indicate char thix module and the controller

commumnicate I‘J‘erI‘Ll.Eh NAT devices.

4. Type the Actual module address.

TIP  you configured the [P address using the rotary switches, this is the address
that you set on the device. Alternately, the Actual module address is the
same address that is shown on the device Intemet Protocol tab.

5. Click OK.
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Set the SNN of a Safety I/0
Device

204

A time-based SNN is ﬂummaric:lﬂ:; assigncrl when you add the first Eafcrjr /O
device on the network. This does noe apphr to the controller h—ackph.nc or
Fihernet ports since the controller counts as a device on the nerwork.

When subscquent safety devices are added to the same network, they are
assigned the same SNN as defined in the lowest address on that CIP Safety
nctwork, or the controller itself in the case of ports attached to the controller.

For most app|icariﬂns,- the antomaric, time-based SNN is sufficienc.

If your application requires you to manually assign the SNN of safety I/ O

devices, you only have to assign the SNN of the first safery 1/O device you add
in a remote network or backphnn Logix Designer then assigns the SNN of the
firscdevice to any additional devices that you add to that same remote network

ar b&ckp]anc_

For an explanation of the Safety Network Wumber, see the GuardLogix 5580
and Compact GuardLogix 5380 Controller Systems Safery Reference Manual,
pu]:rlica.tian 1756 BMO12,

Change a Safety I/0 Device SNN

Follow these steps to change the safety 1/0 device SNN to a2 manual
assignmcnt:

1. Right-dick the emotc FtherNet/IP communication module in the I/O
Configurartion trec, and sclect New Module.

2. Seclect your safery I/O device, and click Create.

3. On the New Module cunﬁgnmtinn dlalug. click E to the rig}lt of the
safcr}f nerwork number.
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4. Onthe Safcq.r Network Number &ia]ngbox, selece Manual
5. Enter the SNN as a valuc from 1...9999 (decimal).

| Foma

6. Click OK.
7. On the New Module cunﬁguratiun dlalug. click OK.
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Copy and Paste a Safety I/0 Device Safety Network Number (SNN)

lf].nuu st a.p'r‘rl}' an SNN to other s-afct:.' 1/O devices, you can copy and paste
the SNN. There are mull:iplc ways to copy and paste 51{'_:1:)' 1/0) device SNNs.

Copy a Safety [0 Device SNN
From the Module Properties General Tab:

. On the General tab, select and highllghz the SNN.
2. Press Cul-C to copy the SNN.
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From the Safety Network Number dialog:

1. On the Module Properties General 'Tab, click _i to the rfght of the
safety network number to open the Safety Network Number dialog.

2. On the Safery Network Number dialog, cither click Copy, or click in the
SN ficld and Press Ced-C.
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Paste a Safety I/0 Device SNN

. Onthe Module Properties General tab, dlick e the right of the
Sﬂfcr}r nctwork number to open the Safety Network Number dialog,

T e
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2. On the Safery Network Number dialog, cither click Paste, or click in the
SN ficld and Press Ced V.

.
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Foran ::xpls_nation on Sﬂ.ﬁ:f_'f Nerwork Number, see the Gua.rdl.c:gix 5580 and
Compact GuardLogix 5380 Controller Systems Safery Reference Manual,
publication 1756 RM012,
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Connection Reaction Time These three values define the Connection Reaction Time Limit (CRTL).

Limit Value Default Description

Requested Packet Interval (RPN 10ms {lnpat RPI) | How often the inpot and output packets are placed on
the wire | network).

Timeout Multipler ? The Timeout Multiplier is essentially the number of
retries before timing sat.

Retwork Defay Multipfier M0 The Network Delay Multiplier sccounts for any known
d&lagm the wire. When these defays oocor, timeouts
an be avpided using this parameter,

I’f_].rcru adjust these valoes, then YO Can :u:ljusr the Connecrion Reaction Time
Limit. If a valid packet is not received within the CRTL, the safety connection
times out, and the input and output dara is placed in the safe state (OFF).

IMPORTANT  The default values generate an Input connection reaction time limit of
4() ms. If no edits are made to the defaults, verify that this connection
reaction time limit is used in the safety reaction time calculations.

We recommend that you do not decrease the timeout multiplier and
network delay multiplier from the default, as this could lead to nuisance
connection drops.

IMPORTANT  For applications with large banks of POINT Guard Safety 1/0, the default
conmection reaction time fimit can result in connection loss to the safety 1/0
modules. In these cases, it can be necessary to incease the RP value from
the default. Make sure that the new connection reaction time limit is used in
the safety reaction time aloulations.

For an explanation on reaction times, see the GuardLogix 5580 and Compact
GuardLogix 5380 Controller Systems Safery Reference Manual, publication
1756 RMO12
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" . Fach safcr]r' device hasa unique mnﬁguraticrn signature that defines the
SafEt}' UD DE'"(E Slgnature modale cunﬁgumt[un. The cnnﬁguratinn signarure is u:nmpq:sscd of an [I}

number, date, and time, and is used o w:rll:].r the cnnl:igur:itinn of the module.

Configuration Via the Logix Designer Application

When the /O device is cunf-igurcd b}' using the Logix Designer a_pplicatiun.
the mnﬁgurati-:m signaturc is gcntra,tcc[ alm:rmat:imu:f. You can view and copy
the co nﬂgumtian signarure via the 53.&1:3( tab on the Module Properties dla]ng

box.

Flgure 35 - View and Copy the Configuration Signature
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Reset Safety I/0 Device to Out-of-box Condition

If a Guard I/O” module was used prcviuus!:r', clear the :ﬁsﬁngmnﬁgﬂmtiﬂn
before i.n.stnﬂing itona safct}r nerwork b}f resctring the module to its ouc-of-box

condition.

When the controller project is online, the Safety tab of the Module Propertices
dialog box displays the current configuration ownership. When the opened

project owns the n:unfigurariﬂn, Local is din'p]a}rcd. Whena second deviee owns
the c-:mﬁgu ration, Remote is disph}*cd, n]ung with the safcty network number

(SNN). and node address or slot number of the configuration ewner.
Communication crror is disp-!a}rcd if the device read fails.

If the connection is Local, you must inhibit the module connection before you
resct ownership. Follow these steps to inhibit the module.

)i Righr—-cli::k the module and choose Properties.

2. Click the Connection tab.

3. Check Inhibit Connection.
. Click Apply and then OK.

e

Follow thesc sECps o resct the module to its our-of-box u:unfigumrinn when
online.

I. Righe-click the module and choose Properties.

2. Click the Safety tab. Contigration Oimershi. Local
3. Click Resct Ownership. n;,g'u“ﬁl -

TIP  You cannot reset ownership when there are pending edits to the module
properties, when a safety signature exists, or when safety-locked.
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1/0 Device Address Format

When you add a device to the 1/O cnnﬁguratiun folder, the Logix Designer

applic:-itinn au tumadcﬂﬂ}r creates concrolle resrupcd Eagls for the device,

1/0 informarion is prcscnrcd A5 4 5CT c:i'_tags. Each 2 Uses 4 SEructure of data,
depending on the type and features of the 1/O device, The name of a tag is
based on the device name in the system.

A Snfcr:.r L/O module address follows chis :xa.mpl::.

EXAMPLE  Modulename.Type Member

Table 21 - Safety /0 Device Address Format

Where Is
Modulename The name of the safety |10 device
Type Type of data Inpust: |
Dutpat: 0
Member Specific data from the (1 device
Input-oaly module  Modulename- PunMaode!”
Modulenamed (onnectionfzulted'
Modilename Inpat Members
Output-onlymodule  Modulename RunMode'"
Moduename- (onnectionfaulted'
Moduleriame-{ Jutput Members
(ombination U0 Modulename:] RunMode!”
Modulename Connectionfaudted!!
Modulename Input Members
Moduiename-{ Dutput Members
(1} Thismamber s required.
Table 22 - More Resources
Resource Destiption
Logix 5000 Controllers L0 and Tag Data Programming. | Provides information on addressing standard 170 devices
Mamual, pabication 1756-FM004
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HE plil(E a Saf'ety ”U DE‘H‘i(E This section prcnri&cs information on rcplzcingsafcty /O devices when d‘Lcy

are connected to Compacc G uﬂrdl.ogi:. controllers.

Configuration Ownership

When the controller project is online, the Saﬁ:ty tab of the Module Propertics
dia]ug box disp|a:,'s the carrent ::unfigﬂrallﬂ-n nwncnhip.

s When the opencd project owns the configuration, Local is displayed.

s When a second device owns the Enni'-i.gu_ratiun, Remore is disph}'cd.
along with the safcty network number (SNN), and node address or slot

number of the configuration owner.

s If the module read fails, Communication error is displaytd;

If the connection is Local, you must inhibit the module connection before you
resct ownership. Follow these steps to inhibit the module.

1. Right-click the module and choose Propertics.

2. Click the Connection tab.

3. Check Inhibit Connection.
. Click Apply and then OK.

e
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Replacement Configuration

You can use the Logix Designer apphmﬁun to rtplacn:a sa.&t;f 1/0 device onan

Ethernet nerwork.

1o rcplm:q: a Guard I/0 module on a DeviceMNet necwork, your choice dcpcndj

on the type of module.
Table 23 - Software

if you are using a Usa Sea

Safity ' device on FtherNaeP The Lomix Desigmes Below

network. application

179105 Guard 10 module viaa Logix Designer application | Below
1788-EN2 M finking device

1724 POINT Guard V0™ medube via a RENetWor™ for DeviceNet | Sea the POINT Guard 1/0 Safery
1788-EN2I finking device and a software Windules Lser Manuzl, publication
1734-PIN adapter 1734-Mo13,

o Ifyou arc relying on a portion of the CIP safety system to maintain

SIL 2/PLd behavior during device replacement and functional testing,
the Configure Always feature cannot be used.

For more information, see Replacement with “‘Configure Only When.
No Safcty Signature Exists’ Enabled on page 214

It the entire routable CIP safety control system is not being relied on to
maintain SIL 2/PLd {Iuring the rcp]a{cmcnr and functional testing ofa

device, the Cﬂnfig.tr: J’Llwa]ﬁ fearure can be used.

For more information, see B;p_lggmggt with 'anfiggg ﬂﬂgs’
Enabled on page 219.

Saf:t:.r L/O device rcpIaccmcnt is cnnﬁgurc& on the Safctjr tab of the Compact

Gu.a.rdLugix 5380 controller propertics J:E:dng box.

Figure 36 - Safety 1/0 Device Replacement
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Safiety /0 Devices

114

Replacement with ‘Configure Only When No Safety Signature
Exists’ Enabled

When a safety 170 device is replaced, the configuration is downloaded from
the safctjr controller if the DeviceID of the new device matches the uriginal.
The DevicelD is a combination of the node/IP address and the SN and is
updated whenever the SNN is ser.

If the project is configured as ‘Configure Only When No Safery Signarure
Exists, follow the appropriate steps in [able 24 to replace a safery 1/0 device
based on YO SCenario. After you cumpl:tc the SLCPS, the Devicel D) matches
the original, and this enables the safety controller to download the proper
device configuration, and re-establish the safety connection.

Table 24 - Replacing a Module

Compact Replacemant Action Required
| i Module Condition
Signature Exists

Mo Mo SHH None The device i ready for use.
(Dut-oi-bo)

Yes or No Same SN as original | Mone The device i ready for use.
safety Lask
configuration

Yos Mo SHN Sep Scenario | - Repfacement Device bs Cut-of-box apd Safety
(k- Signature Exists o page 214,

Yos Sep Seeqario 2- Replacement Device SN |s Different from

Differant SHM from i i i
orginalssety tas Oiriginal and Safety Signature Drists on page 216,

No comfiguration Sep Scenario 3 - Replacement Device SN ks Different from
Driginal 2nd Mo Safety Signature Exists on page 218

Scenario 1 - Replacement Device Is Out-of-box and Safety Signature Exists

I. Bemove the old 1/0 device and inseall the new device,
2. Righe-dick the replacement safery I/O device and choosc Propertics.

3. 'lo open the Safety Nerwork Number dialog box, click || | to the nght

thl’it‘ Eﬂfﬂf}’ I]L‘E“-'Dli'k. l'lllI'EIEPCf.
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4. Click Sct.

ety Hotwork umbar
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5. Verify that the Network Status (NS) status indicator is alternating red/
green on the correct device before clicl:ingﬁi‘s on the confirmarion

dta]crg box to set the SNN and accept the rtp].accmcnt device.
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1F ovec o1 mrone copbrolers ane o bemok ng b0 connect oo gutpks oF modite, secking Sefety Natwork: Humbesr vel resuk
In ok e o ship aesing arontec 1 st conkrole that aacoessfollv connschs £o nokputs:
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6. Follow your company-prescribed procedures to funcrionally test the
r:p|a|::c& I/0 device and system and to anthorize the system for use.
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Scenario 2- Replacement Device SNN Is Different from Original and Safety Signature Exists

I. Remove the old /O device and install the new device.
Right-click your safery I/0 device and choosc Properties.
Click the Safety tab.

Click Reset Ownership.
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5. Click OK.
6. Right-click the device and choose Propertics.

7. loopen the E-afct}r Nerwork Number dialng box, cick _.L! to the rigl'll:
of the sﬂfct_',' network number.
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8. Click Set.
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9. Verify that the Network Status (NS) starus indicator is alternating red/
green on the correct device before clicking Yes on the confirmation
dialog box to set the SNN and accept the replacement device.
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10. Follow your company-prescribed procedures to functionally test the
replaced /O device and system and to authorize the system for use.
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Scenario 3 - Replacement Device SNN [s Different from Original and No Safety Signature
Exists

1. Remove the old /O device and install the new device.

2z Rig['lr- dick your saﬁ:t}' I/0 device and choose Propertics.

3. Click the Safery mb.

= “tadule Properties: O8E locol {1 79105 - IDEEDBAA 1.9Y
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4 Click Reset 'Dwn:rship.
5. Click QK.

6. Follow your com;ranjr-prcsn‘ibcd pmccdu.n:s o ﬁ.tm:tiﬂnaﬂ}r test the
rrphcu:d I/0 device and system and to authorize the sysicm for use.
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Replacement with ‘Configure Always’ Enabled

ATTENTION: Enable the Tonfigure Always' feature anly if the entire (1P
A Safety Control System is not being refied on to maintain SIL 2/PLd behavior

during the replacement and functional testing of 2 device,

Do not place devices that are in the out-of-box condition on a (P Safety
network when the Configure Always feature is enabled, except while following
this replacement procedure.

When the ‘Configure Always' feature is enabled in the controller project, the
controller automatically checks for and connects ta a replacement device thae
mects all of these requirements:

s The controller has configuration data for a compatible device ar that
network address,

s Thedevice is in out-of-box condition or has an SNN thar matches the
configuration.

If the project is configured for *Configure Always, follow the appropriate steps
to replacce a safery I/O) device.
I. Remove the old 1/O device and install the new device.

a. If the device is in out-of box conditfon, g0 to step 6.
No action is needed for the Compact GuardLogix 5380 controller to
take owne rs]'lip of the device.

b. If an SNN mismarch error occurs, go to the next step to resct the
device to out-of box condition.

Righr--dj:ck your snf:'l:}' 1/0 device and choose Properties.
3. Click the Safery tab.
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4. Click Reset Ownership.
5. Click OK.

6. Follow your company- prcmﬂ::u:d pmccdun:s to {'—un:ticma]]],' test the
r:pl'ac:d I/O device and system and to authorize the system for use,
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Notaes:
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Elements of a
Control Application

(ompact
{usardl ogix

Develop Standard Applications

Topic Page
Elements of a Control Application m
Tasks 1B
Programs ne
Parameters and Local Tags n
Programming Langeages ity
" Add-On Instructions Pt
Extended Properties it
hiccess the Module Object from an Add-On Instruction 15
Monitor Controller Stats i
Manitor 1) Connections RN

A control npp]imtinn consists of several elements char require p|ann1ng for
efficient appficaiinn CXCCUTION. ﬁppficniinn clements include the Eﬂ“nwing:

o Tasks

» Programs

+ BRoutines

o Parameters and Local Tags
» Add-On Instructions
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Figure 37 - Hements of a Contrel Application
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Tasks The controller lets you use muiripif tasks to schedule and prioritize the
cxcourion uf_}rﬂur programs bazed on criteria. This mlﬂr'tta_iking allocares the

processing time of the controller among the opcrations in your npplicmiun:
e The controller executes one task at 2 time.
o One task can interrupe the exccution of another and take control based
on Its priority.
s Inany given task; Yo Can usc mu]tip]:: programs. One program execures
ar a time.

e Youcan displaq.r tasks in the Controller or Lug'u:al Olrganizer views, as
NCCCssary.

TIP  Alarge number of tasks can make it difficult to optimally tune your system.

Figure 38 - Task Within a Control Application
| Controfier Fault Randler ]

(on

I
Ll

Controfler (global) Add-Oin Instraction V0 Data System-shared
Tags Definition Dara
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Fiqure 39- Tasks
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A task provides scheduling and priority information for a set of one or more
programs. Use the Task Properties dialog box to configure tasks as continuous,

Pcrindic, or cvent.

Figure 40 - Configuring the Task Type
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Table 25 - Task Types and Execution Frequency

Task Type

Task Execution

Devcriot

Comtinuos

[onstant

The contimaous task mns in the background, Any CPL time that & not allecated to ather operations (such as motion and
other tasks) is ysed to execuke the programs in the continuows task.

« The comtinuoas task nms constantly. When the continuous task completes 3 full scan, it estans immediately.

= A project does not require a contineous task. I osed, you use only one continous task:

Perindic

At a set imterval, such & every
100 ms

A periodic task performs a function at an interval.

= Whenever the time for the periodic task 2upires, the task intermupts any lower pricrity tasks, exacutes once, and retams
control i where the previows task left off

+ You can onfigure the time period from 0.1. .. 2 000 00000 ms. The default is 10 ms. tis also controfler and

configuration dependent.

Fwent

bmmadiately whan an event oorurs

A event task performs a function when an event (trigger) eomurs. The trigaer for the event task cn be the following:

«  Module input data change of state

« A corsumed tan trigger

- An EVENT instruction

«  Anaxis igger

= A motion event trigger

You can canfigure an opticnal timeout interva! for missed event triggers. The timeout interval camses the event tasks to

ﬂﬁnhihﬁumeufdwuw' - Set the Chedk the Execnte Task T Mo Bvemt Ocoars Within < timeoat period>
% for fask.

The CompactLogix™ 5380 and Compact Guardl.ngix’ 5380 controllers
support up to 32 tasks, Dnl}r onc of the tasks can be continoous.

A rask can have up to 1000 programs, cach with its own executable routines
and program-scoped tags. Once a task is triggered (activated), the programs
that are assigned to the task execore in the order in which they are grouped.
Programs can appear nni}'nnct in the Controller Organizer and muftip]: tasks

cannot il'iill.'ﬂ thcm.

Event Task with Compact 5000 I/0 Modules

TIP  Compact 5000™ 170 safety input modules cannaot trigger events.

Some Compact 5000 1/0 digIraJ input modules can trigger an Event task. For
example, complete these steps to configure an Fvent task with a 5069 1B16F
modale input statc c]'rangc that triggers the event.

. C-:rnﬁgurc the 5069.1B16F input module to trigger the Event task. The

i:oﬂml.ring tasksarc rcquirtd‘

a. Use the Dara with Events connecrion type in the 5069 IB16F
module definition.

b. Enable the Event.
¢. Sclect at least one point on the module to participate in the event.

d. Decfine what constitutes an cvent, for example, a state change from
Off oo Omn.

e, Choose which :dgc of the event triggers the event. Thart is, the rising
cdgc, the fnlli.ng cdgc, or both can trigger an cycnt.

You can also latch an event and enable independent point triggers.
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2. Create an Event task in your projeet.

3 Ccrnﬁgurc the Evene task.

s You must choose the event trigger. For example, you can choose

Maodule Input Data State Cl‘laﬂgc as the triggern
o Link the task to the appropriate Event Input tag on the module.

For more information on how to use event tasks with Compact 5000 1/0
modules, sce the Compact 5000 1/0 Digit:l_l and S:rfct}' Module User Manual,

publication 3000 UMO004
For more information on how to usc event tasks in general, sce the Logix 5000

Controllers Tasks, Programs, and Routines Programming Manual, publication
1756 PMUO05.
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Task Priority

Each task in the controller has a priority level. The operating system uscs the
priority level to determine which rask o exccure when m:ﬂtipl: tasks are
wriggered. A higher priority task interrupts any lower prioricy task. The
continueus task has che lowest priority and a pcric:dic or event task
Infcrmpis ik

The continuous task runs whenevera pcrindic task is not running, Dcptnrli.ng
on the applicatinﬂ.. the continnous task could run more i:rcqucnrj:f than the
pcrindic tasks, or much less frcqucnﬂ}r. There can also be |:u'gc 'mrial:rilit].r in the

Frcqucnc].r thar the task is called, and its scan dme {duc to the effecr of the other
periodic tasks).

IMPORTANT  [fyou configure multiple tasks with the same priority, the controller
timeslices them, which de-optimizes their application. This is not
recommended.

You can chFIgu.n: pcriﬂdif and event tasks to exeoute from the lowest priority
of 15 up to the hi.ghcst priority of 1. Use the Task Propertics dialug box o
configure the task priority.

Figure 41 - Configure Task Priarity
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Pﬂ:g rams The controller opcrating system is a pre-cmptive mult{tnﬂcing system thatis in
Lumpli:m:c with IEC 61131-3. This system pm\rid:s the E}llnrwi.ng:

s Programs to group dara and logic
¢ Routines o cncapsula.tc cxecurable code that is written in one

programming language

Each program contains the following:
o Local Tags
s Paramectcrs
» A main executable routine
» Other routines

« An npﬁnnal fault routine

Figure 42 - Program Within a Control Application
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Scheduled and Unscheduled Programs

The scheduled programs within a task execute to cumph:tinn from first to last.
Programs that are not accached o any task show ap as unscheduled programs,

Unscheduled programs within a task are downloaded to the controller with the
entire project. The controller verifics unscheduled programs but doces not
execute them.

You muost schedule a program within a rask before the controller can scan the
program. To schedule an unscheduled program, usc the
l"mgra.m.-"Phasc Schedule tab of the Task Properties diﬂhgbnx.

Figure 44 - Scheduling an Unscheduled Program
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Routines

A routine isasct nﬂugic instructions in onc programming hnguag:. such as
Ladder Diagram. Routines pnnri&l: the execurable code for the projectina

r.'nntmﬂcr.

Each program has a main routine. The main is the first routine ro exceute when
the controller triggers the associated task and calls the associated program. Use
logic, such as the Jump to Subroutine (JSR) instruction, to call other routines.

You can alsa ‘.iPCCi.F)’ﬂl‘I ﬂpticmal program fault routine. The contoller exccures
this routine if it encouneers an instruction-cxccution fault wichin any of the

routines in the associated program.

Figure 45 - Routines In a Control Application
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Parameters and Local Tags

With a Logix 50007 controller, you usc a tag (alphanumeric name) to address
data (variables). In Logix 5000 controllers, there is no fixed, numeric format.
The tag name identifics the data and lets you do the following:

. Drga.m'.?.t your data to mirror your mm:hi.nrrjr.

o Document your application as you develop it.

This cxa.mph: shows data tags that are created within the scope of the Main
Program of the controller.

Figure 47 - Tags Example
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There are several guidelines for how to ereate and configure parameters and
local tags for uprimai task and program cxccution. For more information, sce
the Logix 5000 Conrrollers and 1/O Tag Data ngTammingI‘v‘fﬂnuﬂ],

publication 1756 PM004.
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Program Parameters

Program paramcters define a dara interface for programs to facilitate data
sharing. You can achicve data sharing between programs through cither pre
defined connections between parameters, or directly through a special

notarion.

Unlike local tags, all program parameters are publicly accessible outside of the
program. ﬁdd.il:iuna]]}r. HMI external access can be spccli:i:d on individual
basis for cach parameecr.

There are several gui&c]in,cs for how to create and foni:igurc parameters and
local tags for uptirn:l_l task and program cxccution:
« Laogix 5000 Controllers and I/O Tag Data Programming Manual,
publicarion 1756 PMO04
o Logix 5000 Controllers Program Parameters Programming Manual,
publication 1756 PM02]
s Logix 5000 Controllers Design Considerations Reference Manual,
publication 1756 RM094

pmg ra mming La nguages The Studio S000 Logix Designer” application supports these
programming In.nguag:s.

Language Is biast used in programs with

Ladder Diagram (LD) Continuows or parallel execution of multip: operstions (not sequenced]
Boalean or bit-based operations
{omplex ogical operations
Message and commvumication processing
Machine interlocking

Dperations that service or maintenande personne] have 1 interprat to
troubleshoot the machine or process

IMPORTANT: Ladder Diagram i the only programming lnguage that can
be used with the Safety Task on (ompact Guandl g 5380 controflers.

Fanction Block Diagram (FED) (ontinuoes process and drive control

Loop contral

Calculations in dnowit fow

Sequential Function Chart (SH) | High-level management of multiple operations
Rapetitive saquence of operations

Batch process

Motion controd that eses Stractured Text
State machine operations

Stroctured Text (5T) (omplex mathematical opesations
Spedalived armay or table loop processing
A string handling or protocol processing

For information about programming in these !anguagcs, sce the
Logix 5004 Controllers Common Procedures Programming Manual,
publication 1756 PM001.
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Add-ﬂn |ﬂ$tl‘l.l(ﬁﬂ!l5 Witch the Logix Designer applicatiﬂn, you can d:sign and ccmfigun: sctsof

:Dmmﬂn}y wsed instroctions to increasc project consistency. Similar to che
built-in instructions that arc contained in Logix 5000 controllers, these
InsEructions you create are called Add-On Instroctions.

Add-On Instructions reuse common control algorithms. With them, you can
do the ![:c:rﬂuwing:

o Easc maintenance by creating logic for onc instance.
- ﬁppl}r SOUCCE protoction to hc|p protect intellecrual property.

o Reduce documentation :Icv:]upmcnt time.

You can use Add-On Instructions across multiple projects. You can define your
instructions, obtain them from somcbody clsc, or copy them from another
project. Lablc 26 cxplains some of the capabilitics and advantages of use Add.
On Instructions,

Table 26 - Add-On Instruction Capabilities

(apabilrty Description

Save Time With Add-On Instructions, you can combine your most commonly used logic into sets of repsable instructions. Yoo save time when you create
mhmmummmmmn Add-On Instructions increase project consistency becawse commanly wsed algonthms
all work in the same manner, regardless of who implements the projec.
IMPORTANT: You cannot edit AQls whife online. You can overwrite existing Al by wsing the partial import online featre.

sz Standand Editors Yo wse one of these editors to create Add-On Instructions:
« ladder Diagram
« Function Blodk liagram
+ Stractured Text

Export Add-Om Instructions You cam export Add-On Instructions o other peojects and copy and paste them from one peoject to another Give each instrucion a unigus,
descriptive name to make it easier to manage and ewse your wllaction of Add-On instructions.

lise Context Yiews Comtext views letyoo visualize the logic of an instraction to perionm instant and simple online troableshooting of yoar Add-On Instractions.

Document the Instruction When you create an instruction, you enter information for the desoription fields. Each instroction definition inchudes revision, change history, and
description information. The description text ako becomes the hefp topic for the instraction.

Apply Soare Protection When you create Add-On Instructions, you cn limit wsers of yoor instructions i read-only acoess. You can abo bar access to the intemal logic or

Iocal parameters that the instroctions use, This source protection Jets you stop enwarnted changes bo your instructions and helps protect your
intellectmal property.

Once defined in a project, Add-On Instructions behave similarly to the builtin
instructions in Logix 5000 controllers.

Wich Studio 5000 Logix Designer Version 31 and greatet, Add On
Instructions appear under the Assets folder in che organizer. 'I'hr:}r appcar on

the instruction tool bar for casy access along with internal instructions.

Figure 48 - Add-On Instructions (Studio 5000 Logix Designer Version 31 Example)
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Enﬂndﬂd prﬂ perﬁes The Extended Properties feature lets you define more information, such as
limmirs, cngincering unis, or skatc identifiers for various co mponcnts within the
controller project.

Componant Extendad Propertios

Tan [ the tag editor, add extended properties tna tag.

Lser-defined data type In the data type editor, add extended properties to data types.

Add-On Instractions [ the properties that are assodzted with the Add-On Instroction definition,
add extended properties to Add-On Instructions.
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Pnss-&nuugh behavior is che -.ﬂ::ilirj' o assign extended propertics at a hightr
level of a strucoure or Add-On Instruction and have thar extended property

automatically available for all members. Pass through behavior isavailable for

descriptions, state identifiers, and engineering units and you can configure it.

Co rjﬁgun: Pﬂjs-ﬂlruugh behavioron the Project tab of the Controller
Pmp-crl:ifs dinlug box. lfjrnu choose nor to show pess—-l:h mug]'l propertics, on 1‘_!.?
cxtended propertics that arc mnﬁgu red fora given componcnt arc d]'sph}rn:[.

Pass-through behavior is not available for limits. When an instance of a tag is
created, if limits are associated with the data type, the instance is cupicd..

Use the .@Min and .@Max syntax to define tags that have limits. Therc is no
indication in the tag browser that limits extended propertics arc defined fora
tag; If you try to usc extended properties that have not been defined for a tag,
the editors show a visual indication and the routine does not verify. Visual
indicators include:

o A rungcrrorin Ladder Logic.
s A verification error X in Function Block Diagrams.

o The error underdined in Structured Text.

You can access limit extended propertics that the .@Min and .@Max syntax

defines. However, YOu Cannot writc o extended propereics valoes in lngic.

For more information on Extended Properties, see the Logix 5000 Controllers
I/0 and Tag Data Programming Manual, publication 1756 PMOO4.
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Access the Module Object
from an Add-On Instruction

The MODULE ubjcct prﬂvidcs status information abont a module. Toselecta
particular module object, set the Object Name operand of the GSV/S5V
instruction to the module name. The specificd module must be presentin the
/O Cﬂni'_igu_rat ion seceion of the coneroller organizer and must -have a device
name.

You can access a MODULE object directly from an Add-On Instruction.
Previously, you could access the MODULE object data but not from within an
Add-On Instruction.

You must create 2 Module Reference parameter when you detine the Add-On
Instruction to access the MODULE object data. A Module Reference
parameter is an InOut paramete rof the MODULE data type that points to the
MODULE Dbjcct of a hardware module. You can use module reference

parameters in both Add-On Instruction |Dgic and program lugic.

| % Add-On Instrucson Definition - MaduleSiatus 110

| s | ot | e | S o | 0

i<

U RRTESOEE s F TR ——

tame Usige |DuinType | Oelm -
. ' e K ModRaT
: Srabkaln gt BOOL AE il W u:u EninyShanug
=
113 _Mociied FOu MOTULE mI
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For more information on the Module Reference parameter, see the Logix
Designer app|if3tiun online hl:lp and the Logix 5000 Controllers Add-On
Instructions Programming Manual, pubhcaﬁun 1756 PMO10.

The MODULE object uses these artributes to provide status information:
s DEntryStatus

FaultCade

Faultnfo

FWSupervisorStarus

ForceStatus
Instance
LEDStatus
Mode

Path
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Monitor Controller Status

138

The controller uses Get System Value (GSV) and See System Value (SSV)
instructions to get and sct (change) controller dara. The controller stores
system data in objects.

The GSV instruction retricves the specificd information and places it in the
destination. The 88V instruction scts the specified attribute with data from the
source. Both instructions are available from the Input/Output tab of the
Instruction roolbar.

Figure 43 -GSV and 55V Instructions for Monitoring and Setting Attributes

When you add a GSV/SSV instruction to the program, the object classes,
object names, and attribute names for the instruction are shown. Far the GSV
instruction, you can get valoes for the available arrribures. For the S5V
instruction, nn|}' the artributes thar YOu can sct are shown.

Some object types appear repeatedly, so you have to specify the object name.
For example, there can be several rasks in your application. Each task has its
own Task object that you access by the task name.

The G5V and S5V instructions monitor and set many nbj::ct.s and atiribuotes.
See the online ht|p for the G5V and 55V instructions.
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Monitor I/0 Connections

If communication with a device in the /O cnnﬁgum.tion of the controller does
NoE OCour in an ﬂpphcatiﬂn--sp:ciﬁc pcr'[ud. the communication tdmes oot and
the controller p roduces warnings.

The minimum timeout period that, once expired without communication,
canses a timeout is 100 ms. The timeont period can be greater, depending on
the RPI of the app]icatinn. For :xampic, ii'_}'nur apphmﬁun uses the defaule
RPI = 20) ms, the timeont p-criﬂd is 160 ms.

For more information on how to determine the time for your applicntinn, 50

the Rockwell Automation” Knowledgebase for answer ID 38535:

]IIF'E P, mgk!l\"f AULOIEALIOn.COm./ kﬂm!il! dﬂthﬂﬁﬂn

W"hcn a nmeout I:EDES OO r_h: EBﬂ[Fﬂ“{‘.l’ PFD[!'I.JCE‘S tl'lt‘SC wn.mings:

e [/O Faule status information scrolls acrass the 4 -character status display
of the controller,

s A ﬁh shows over the I/0 configuration folder and over the devices that
have timed our.

« A modulec fault code is produced. You can access the fault code via the
following:
— The Module Propertics dialog box

— A GSV instruction

For more information about 1/O faules, see the Logix 5000 Controllers Major,
Minor, and I/O Fanlts Programming Manual, public:iticrn 1756 PMO14

Determine If I/0 Communication Has Timed Qut

This example can be used with the CompactLogix 5380 or Compact
GuardLogix 5380 controllers, and help determine if controller communication
has timed out:

s The GSV instruction gets the starus of the I/0 status indicator (via the
LEDStatus attribute of the Module object) and stores it in the
IO _LED tag.

o [0 _LED isa DINT tag that stores the status of the 170 starus indicator
or status display on the front of the controller.

o If10_LED cquals 2, at least one I/O connection has been lost and the
Fanlt Alert is set.

Flgure 50- G5V Used to Identify I/0 Timeout

| BEY G - Pl fsert |
it s [T F G & 0. LED
| g W M=
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IMPORTANT  Safety Consideration
Each Safety [/ module has a connection status in the module defined tag.
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138

Determine If /0 Communication to a Specific I/0 Module Has
Timed Qut

If communication times out with a device (module) in the 170 configuration
of the controller, the controller produces a fault code and fault information for
the module. You can use G5V instructions to get fanle code and information

via the FaultCode and Fauldnfo ateributes of the Module nbjci:t.

For Safety I/O modules, see Monitor Safety Connections on page 269.

Automatic Handling of /0 Module Connection Faults

You can use an 1/O) connection error to cause the Concroller Fault Handler to
exccute. To do so, sct the module property that causes a major fault to resule
from an I/O connection error. The major fanle causes the execution of the

Controller Faule Handler.

IMPORTANT  You cannot program Safety 1/0 module connections or safety
produce/censume connections to automatically cuse a major fault on the

controller. See Develop Safety Applications on page 241.

It can be important to interrupt your normal program scan to handlean /'O
connection fault. In this case, scr the ‘Major Fault On Controller If
Connection Fails While In Run Mode' and put the logic in the Controller
Fanlt Handler

Figure 51 - I/0 Connectlon Fault Causes Major Fault

T - —

v

You can cnnﬂgurc the a.pplicar_i.nn so thaca response toa failed 1/O miodule
connection can wait untl the next program scan. In this casc, purt the lngic ina

normal routine and use the GSV technique that is described on page 237 to
call che logic.
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First, dcvclup a rontine in the Controller Fanle Handler that can mspnnd to
1/0 connection faulis. Then, in the Module Properties dI:L]DE box of the 1/ O
module or parent communication module, check Major Fault On Controller If
Connection Fails While in Run Mode,

It takes at least 100 milliseconds to detect an |/0 connection loss, even if the

TP Controller Fault Handler is used.

For more informarion about programming the Controller Faule Handler, sce
the Logix 5000 Major, Minor, and I/O Faults Programming Manual,
publication 1756 PM014.

Sample Controller Projects

Logix Diesigner includes sample projects that you can copy and modify to fie
your application. To access the sample projects, choose Sample Project in the
Studio S000° interface.

Figure 52 - Opening Sample Projects

Rockwell Software”

Studio 5000
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Notaes:
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Develop Safety Applications

Topic Page

Satety Task 1

Safety Programs 244

Safety Routines i

Safety Tags M5

Produced/Consumed Safety Tags 7

Safety Tag Mapping 256

Safety Application Protection 259

Generate the Salety Signature a2

Programming Restrictions 265

Monitor Safery States 266

Safety Faults m

Develop a Fault Routine for Safety Applications s

U GSV/SSY Instructions in a Safety Application 76
Comgiatt This chapter explains the components that constitute a safety project and
Guardl ogix provides information on using features that help proreet safety application

integrity, such as the safety signature and safery-locking.

The Gua.rd.[.ug,ix 5580 and Compact Gua.rdl.ngix 5380 Controller Systems
Safety Reference Manual, publication 1756 RMO012 addresses the following

topics:

o Guidclines and requirements for developing and commissioning

SIL 2/PLd safety applications, including the nse of Add on Profiles
o Creating a derailed project specification

- Writing.. dncu.m:m:ing. and [csr_'tngﬂw :hpp]icatiun

« Generating the safery signature to identify and help protect the project

. Cﬂnﬁrmmg the project b} printing or d]spla}ri.ng the uplaadcd project
and manually comparing the configurations, safety data, and safery
program logic

. Vcri.{:],'i.ng the project d‘tmugh test cascs, simulations, functional
verification tests, and an independent safety review, if necessary

. ank_ing the sﬂfcnr app|i::atinn

. Cali:nlati.ng system reaction time
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Safety Task

configuration) can affect the Safety Function(s) of the system if the
modification s performed while the application is running. A modification
should only be attempted if absolutely necessary. Also, if the modification is
not performed correctly, it can stop the application. Therefore, when the
safety signature is deleted to make an online edit to the safety task, before
performing an enline modification alternative safety measures must be
implemented and be present for the duration of the update.

f ATTENTION: Performing an on-fine medification (to logic, data, or

When you create a s:afv:r'_gr controller project, the Studio 5000 Logix Designer”

applicnricn autcmartcaﬂ].r creatcsa saﬁ‘ty task with a 3:1chr program and a
main (safety) routine.

Flgure 53 - Safety Task in the Controller Organizer and Logical Organizer

Logical Dyparicer

e :nrrirulllr'n'nal. | - MamProgrem
0 Cortrodler Fapk Hender # 'l Logic and Tags
B Pewar-LUp Hardler 5 & Parameders end Locel Tag
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4 7% MalnTak 4 L SafetyProgrem

TSR TET
a (T SatenyTark

o b SefetyProgrem

& Pasmmtnrg and Lecal T

L MainRoutirs

@l logicand Tegs
& Farameters and Locsd Tags
i PlainBauting

4 o Mtion Greuos B

Within the 5a.Fc'r'.r task, YOUL Can usc rnulripl: safcr],' programs, which are
cumpns-cd Dfmuhiph: safcrg roarines. The Compact Gusrdl.ugi_f S380
controllers support one safety task. The safery task cannot be deleted.

You cannot schedule standard programs or execute standard routines within

che sni'ctjr task.
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Safety Task Period

The sa{'-ct]r taskisa pcriﬂdic timed task. You sct the I:aslcpﬁ'arir:.r and watchdug
rime via the Task Propertics - Safcl:jr Task &iﬂ]ng boax.

loopen the dialug baox, rlght- click dhe Safcr}r Task and choose Propertics.

Figure 54 - Configure the Safety Task Period
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To get the most consistent safety task execution time, and to minimize safety
task warchdog faults, we recommend running the safery task as the highese
priority uscr task.

You specify the safety task period (in ms) and the safety task watchdog (in ms).
The safety task period is the clapsed time between snccessive starting times for
the safety task. The safety task watchdog is the maximum time allowed from
the start nfsaﬁr}' task exccution to its cnmplcljun.

The sa.ﬁ't}r task p:ﬁud is limired to 2 maximum of 500 ms and cannot be
modified online. Be sure thar the safety task has enough time to finish logic
execution before it is triggered again. If a safery task warchdog timeout occurs,
a nonrecoverable safety fault is generated in the safety controller.

The sa.{'_ct],r task p:rim:i dir:cdy affecrs system reaction time.
For more information on how to calculate system reaction time, see the

GuardLogix 5580 and Compact GuardLogix 5380 Controller Systems Safery
Reference Manual, publication 1756 RMO12.
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Safety Task Execution

The s:a.'ﬁ:tjr task exccutes in the same manner as a standard pcﬁudic task, with
these exccptions:

s All safety inpurt tags (inputs, consumed, and mapped) are updated and
frowen ar the bcginning nfsafctjr task cxecution. For more information
on s:hfcqr tag mapping, scc page 256,

« Safety outpue packets ( produced tags and output modules) are
gcncra.tcd at the conclusion Dfsafct:r task cxecution,

o When the controller does not have a safety signature and is not safery
locked, the safety task can be held off until an online edit of 2 safery

CIEIT.I.CI'It CDIT!.P]CICE.

Safety programs have all artributes of standard programs, excepe that they can
safﬂt}' Prﬂg Lo cml}' be scheduled in the sal:cr].r task and can on[:.r contain s:af:t}r components,
Sa.l:cr}rpmgmms can u:mn]],-r Contain s.aftl:}r routines. One saﬁ:t}r routine must be
dcsignaxcd as the main routine, 2nd another safctl.r routine can be des ign:l.rr:d as
the fanlt routine.

Safety programs cannot contain standard routines or standard tags.
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Safety Add-On Instructions

Safety Tags

You can create saﬁ:t}' Add On Instructions to be used in Sai'_n:tjr a.ppljmtinns.
Safcr}rﬁdd On Instrucrions feature a safcqr instruction signature forwein
sa{'_:r}r related npplicatinns up to and inclu::[irig SIL 2 rated a.ppjicmtions.

For more information, sce the Logix 5000 Controllers Add On Instructions
Programming Manual, publication 1756 PM010.

Safety tags have all attributes of standard tags with the addition of mechanisms
that are certified to provide SIL 2/PLd data integrity.

When You create a tag, you assign the ﬁ:runwing propertics:
s Name
o Description (optional )
+ lageype
s Daracype
s Scope
o Class
s Styke
o External Access

o [fdhe tag value is a constant

IMPORTANT  You cannot create a standard alias tag of a safety tag. Instead, standard tags
can be mapped to safety tags using safety tag mapping. See Safety Tag
Mapping on page 256.

The Logix Designer app]i,ca.tiun can Write to sa.ﬁ:t;f tags d.irccﬂ'_!.r via the Tag
Monitor when the Compact Gu.ﬂl‘E[LDEiI 5380 conrroller is saﬁl:}t-u.nluckcd.
does not havea safcr],' signatur, and is c:pcmringwithou: safcqr faules.

The controller does nor allow writes to safety tag data from cxternal human
machine interface (HMI) devices or via message instructions from peer
controllers. HMI devices can have read only access to safety tags (depending
on the External Access sctring).
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Valid Data Types

The data type defines the type of data that the tag stores, such as bicor integer.

Data types can be combined to form structures. A structure p-m'ridcs 2 unigue
daca type that marchesa spcciﬂ'c need. Within a strocture, each individual data
type is called a member. Like rags, members have a name and data type. You can

create your own structures, such as arrays or nser-defined data types.

Logix controllers contain prtdcﬁm:d dara types for use wich spcciﬁt
INSIMICTIONS. ?a.ﬁ::hr fags can be cnmpmcd of the ﬁ:rﬂc:win.g:

o All primitive data types (for cxample, BOOL, SINT, INT, DINT,
LINT, REAL)

s DPredefined types that are used for safety application instructions

o Uscr-defined types or arrays that are composed of the two types above

Scope

The scope of a tag determines where you can access the rag data. When you
creatc a tag, you define it as a controller tag (global data) or a program ragfor a
specific safety or standard program (local data). Safery tags can be controller
scoped or safety program-scoped.

Controller-scoped safety tags can be read by cither standard or safery logic or
other communication devices, but can be written b}r nn]}r ;afc‘q.r 1ogic or
another safety coneroller. Program-scoped safery tags arc accessible only by
local safety routines. Thesc are routines that reside within the safety program.

When you create pragram—-scnpcd tags, the class is autum.aticnll}r spcclﬁc&,
dcpcnd_i.ng on whether you created the Lagina standard ora sa;l:ct],r program.
When you create controller scnpcd tags, yOu must manunll}r select the tag class,

When safety tags arc controller-scoped, all programs have access to the safery
dara, Tags must be v:::rnrm”cr—scupcd it thc:.r arc used in these ways:

. Multipl-c programs in the project
s lo produce or consume dara

e In sa.ﬁ:’tj.r tag mapping

For more information, sce Safety Tag Mapping on page 256.

Controller-scoped safety tags can be read, but not written to, by
standard routines.
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ng tam Parameters For program paramecters, a safety parameter cannot be connected with or
bound to a standard parameter or controller-scoped tag.
For information on program parameters, see Program Parameters on page 232,
Prod ufedfcunsumed To transfer safery data between Compact GuardLogix 5380 controllers, you

safﬂtf Tﬂ g5- usc pmduccd and consumed s:d:cr].r £ags.

Tags that arc associated with safety [/O and produced or consumed safery data
must be controller-scoped safety tags. For produced/consumed safety rags, you
must create a user-defined data type with the first member of the tag strucrumn

thar is reserved for the status of the connecrion. This memberisa pmdcfincd
data type called CONNECTION_STATUS.

Table 27 - Produced and Consumed Connections

Tan Connection Description
Produced Compact Guardlogix 5380 controllers can produce {send) safety tags to other Guand] ngix
contmllers

+ Compact Guardlogix 5380 controllers ondy sapport nnicast poduced tags.

« Compact Guandl ogix 5380 controllers do support producing 2 ta to up to 15 conswmers if all
consiemers are configured to omsume the tag unicast.

« The psoducing contralber 15es one connectian for each consumer.

{onsumed Compact Grandl ogix 5380 controflers @n consome {(receive) safety tags from other fuandl ogix

oontrodlers in these oonfigurations:

» H you have a fompact Guardl ogix 5380 controfler {the producer) in the 10 tree of another
Compact Gaardl ogix 5380 controller (the consumer], then the consemer can only consume a
tag frm the producer i the tag is micast.

« [ the producer controller & a Goard|ogic 5570 controfler, then a Compact Geardl ogix 5380
comsumer controllercan consume multicast o unicast tags.

« Each consumed tag consumes one conpection.

Produced and consumed safery eags are subject to these restrictions:
» Only controller-scoped safety tags can be shared.
e Produced and consumed sa.ﬁ:qr tags are limited to 128 |:|}rlcs.

s Produced/consumed tag pairs must be of the same user-defined data
type.

o The first member of that user-defined data type must be the predefined
CONNECTION _STATUS dara type.

o The requested packet interval (RP1) of the consumed safery rag muse
match the safcty task period of the producing Compact GuardLogix
5380 controller.

To pmpr:r]}' canﬁgurc pmc[uc:d and consumed 5:|_ﬁ:qr tags to share data
berween peer saf:t}-' controllers, you must pmpcrl}' confi gure the peer sa.ﬁ:r].r
controllers, pmducc a sa.fcty £ag, and consumc a sal:cr}r tag, as described in this

SCOCTION.
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Configure the SNN for a Peer Safety Controller Connection

The peer safety controller is subject to the same configuration requirements as
the local safery controller. The peer safery controller must also have a safery
network number (SNN).

The safety application that is downloaded into the peer safety controller
configures SNN values for cach CIP Safety port on the controller.

Tahle 28 - SNN and Controller Placement

Peer Safaty Controller Location | SHN

Placed in the bocal chasis The user application on the peer controller generates an SHN value fur the
local badkplane port of the controlles.
Placed inanather chassis The controlker must have a unaque SHN.

Foran rxplanatinn of the Safcr}r Network Number, see the Guarl:[Lngi.x 5580
and Compact {;ua.nﬂ.ugi_t 5380 Conrroller Systems Saftrjr Reference Manual,

publication 1756 RM(12,

If the automatically assigned SNN of the producer controller does not march
the SNN the controller actually vses, you can follow these steps ta copy and
paste the SNN,

TIP  When set the cormect SNINs of the controller s described in Assign the Safety

Network Number (SNN) on page 88, it results in the producer controller being
assigned the correct SNN. In these cases, you need not perform this procedure.

. Addthe Pmduccrcuntn:r”rr to the I/O tree of consumer conoroller.

In chis cmmpjt. the pmduc::r controller isaccessed via an Ether™Nee/TP
nctwork through the Al Ethernet port. Set the Al port SNN to the
same SNN as the Ethernet port SNN from the SIL2_SafetyProject.
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2. Inthe pruductr controller project, rIght--click the pmducnr:'r controller
and choose Controller Propertics.
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3. On the Safery tab, click the Ll next to the port (Ethernet or
Backplane) that communicates with the consumer controller. This
opens the Safety Network Number dialog box.
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TIP  You can also copy the SNN directly from the Safety Tab. On the Safety tab, select
the cell with the SNN. Right-click and select Capy (or press Ctri-G).
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5. Inthe I/O tree of the consumer controller project, right click on the
module thar represents the pmducing controller, and choose Propertices.
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7. Paste the pmdw:cr controller SNN into the SNN ficld and dick OK.
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Produce a Safety Tag
Cump'ctc these steps to pmducc a saﬁsr}' tag.
l. Inthe pru&ucing controller project, creatca ascr-defined data type

dcfining the strucoure of the daga to be pmducci

bfake sure that the first data member is of the
CONNECTION_ STATUS data type.

For more information on the CONNECTION_STATUS data eype,
see Monitor Haﬂ'r"r Connections on page 269

.t"'

Right- dlick Controller Tags and choose New Tag,

3. Scrthe type as Produced, the classas Sa.ﬁ:r'_r, and the Data Type o the
uscr-defined data typc you created in stcp 1.

4. Click Connection and enter the max limit on the number of consumers
(L.15).

5. Click OK.

. Click Creare.
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Consume Safety Tag Data

FB].]DW d‘lCSC SEC‘PG o consumc data tI'!.ﬂt is pmduﬂ:& IJ:F E.I'I'Dd'“.‘l.' cnntm“:r.

IMPORTANT  Logix Designer does not download & project if you try to consume a safety
tag froma remote controller that has disable keying enabled.

I. In the consumer controller project, create a user-defined data type
identical to the one created in the producer project (the names of the
uscr-defined data rypes must maech).

TIP  The user-defined data type can be copied from the producer
project and pasted into the consumer project.
2. Right-dick Controller Tags and choosc New ‘Tag.

3. Scrthe Typeas Consumed, the Class as Saﬂt}r. and the Data 'I'}rpc tothe
uscr-defined data type you created in step 1.

i Cormmiasality Taa] Coasts - =

et s T | Sapmg
Hin

| g | remarokes

Typo |Bomess = Fameger|

T o | .

DT Rty Tog =

|

Cimieaciin .

4. Click Connection to open the Consumed Tag Connection d.i.a.iog box.
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Fmncie Taca  WyCgien Taz
(Tag Naa of edanco by
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5. From the Producer Puﬂ--dnwn menus, select the controller that produccs
the data.
6. Inthe Remote Data ficld, enter the name of the produced tag,
7. Click the Safery tab.
8. In the Requested Packet Interval (RPI) ficld, enter the RPI for the
connection in 1 ms increments. The defanlt is 20 ms.
s TheRPI spccifics the pcr[m:i when data updarcs over a connection. Lhe
RP1 of the consumed safety tag must match the safety task period of the
producing safety project.
Consumer Project Producer Project
medTa.gLCnnnEl_:_ﬁo_q |' sk Proparis " X
Cornexsion | Sofmy. | Gistus | I:Enuud Carfumion Progrmm Schadis | Matis |
Flacuested Pacon bterval AP | 7005w 115000 [— i o
Cymecson Nenctor Tirs Lo I T I, i
Fad I Hlety [P ]| Faomy; W ] Lowerrambe yolds ok prorty)
' Wiooog Mmoo
oK ][ Czpsa |[. bein
T TR A N .

154

The Connection Reaction Time Limit is the maximum age uf_saﬂ:t:.'
packcu on the associated connection. For simplc timing constraints, you
can achicve an -Jcccptai:llc Connection Reaction Time Limit b],r
a&justi.ng the saf;cf)‘ task pcrind of the pm-ducing controller, which
adjusts the RPL

s The Max Nerwark Dc|a}’ is the maximum observed transport dcinjr from

K

the time the data was prodm:cd until the time the data was received.
When online, click Reset Max to reser the Max Network Delay.

It the Connéction Reaction time limit is accepable, click OK.

TIP  Ifasafety consumed tag has the ermor code: " 1680111 Requested Packet

Interval (RP1) out of range,” check that the consumed tag RPl matches the
producer safety task period.
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1k If'_l.rnur 'app|icariun has more cr::mplcx requircments, click Advanced on

the Sa.{'_cty tab to access the Advanced Connecrion Reaction Time Limir

PEE['.I.ITI.ICECTS.
Achrwerwtd Crnrwrtinn Reartnm Time Tt Comfagiraion Jessitem| |
Flaranted Fackst niweoal [F7] 220w [1H0
Taaian Wlikal 27
Matearh Duan Mdkei AR 4 g TP 0 BAO)
Comrmrton Riscdoe Tirs Lo LT
Lo ] ] eened| [ pee |

s The Timeont Multiplicr determines the number of RPIs to wait fora
packet before declaring a connection timeout.

+ The Network Delay Multiplicr defines the message transport time that
is enforced by the CIP Safcty protocol. The Network Delay Mulriplicr
specifics the round-trip delay from the producer to the consumer and
back to the producer.

You can use the Network Dcla].r .Mujtiphcr to increase or decrease the
Connection Reaction Time Limic

multiplier below the defaults, this could cause nuisance safety connection

losses. If you use wireless networks, you may need to increase the values
above the default.

f ATTENTION: Ifyou decrease the timeout multiplier or network delay

Table 29 - More Resources
Resource Dascription
[onmection Resction Time Limit on page 208 Provides mare information on how to set the AP and

understand how the Max. Retwork Defay, Timepat
Multiplier, and Network Belay Multipliers affect the

[onnection Beaction Time
Monitor Safety Connections on page 265 (ontains infarmation on the COMNECTION_STATUS
predefined data rype
Logix 5000 Controllers Produced and Consumed Tags Pravides detailed information on wsing prodieced and
Programming Manual, publication 1756-FMOL1 consumed tags
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: A 5afci:}-' routine cannot dirccl‘l}r access standard tags. lo allow standard tag dara
SafEt}' Tﬂg Mapplng o be used within safcr}r task routines, the Compact Guard.l_.ug'tx 5380
controllers prm?id:: a sai:ct)' tag mapping fearure chat lets standard 1ag valoes be
cuplcd into s::ftty task MCOry.

Mapped tags are copied from the standard rags to their corresponding safety

tags at the bc-ginni.ng of the saf—-:r:.r task. Thiscan increase the iaftt}-‘ task scan
nme.

TIP  Standard task routines can directly read safety tags.
Restrictions

Safcry tag mapping is subject to these restrictions:
s The safety tag and standard tag pair must be controller-scoped.
o The dara types of the safety and standard tag pair must march.
o Alias tags arc not allowed.

« Mapping must take place at the whole tag level. For example,
mylimerpre is not allowed iFm].r'l'Imtr isa TTMER tag,

« A mapping pair is onc standard tag mappcd o one sa.ﬁ:r}r fag.

¢ You cannot map a standard tag to a safety tag that has been designated as

aconscant.

¢ lag mapping cannot be modificd when the following is true:
— The project is safety-locked.
— A safcry signature exists.
— The key switch is in RUN position.
— A nonrccoverable safery fanle exists.

verify that the data is used in an appropriate manner. Using standard data in

a safety tag does not make it safety data. You must not directly control a

SIL 2/PLd safety output with standard tag data.

For more information, see the GuardLogix 5580 and Compact GuardlLogix 5380
Controller Systems Safety Reference Manual, publication 1756-AM02.

T ATTENTION: When you use standard data in a safety routing, you must
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Create Tag Mapping Pairs

. Toopen the Safcry Tag Mappi.ngﬂia]ng box, choose Map S:ifctj.' Tags
from the Logic menu.

Starian Tag fame -«tF.f_u;'rﬂu:m *] [ o |
* .
: I

o

| Dikete Pl | #

2. Add an existing tag to the Standard Tag Name or Safery Tag Name

column by typing the tag name into the cell, or choose a tag from the

P‘L!JJ.-'I.IUWI'I mcnil.

Click the arrow o displa}f a filtered tag browser dia|ng box. [f}-'uu arc in
the Standard Tag Name column, the browser shows only controller
scoped standard tags. If you are in the Safety Tag Name column, the
browser shows controller-scoped safety tags.

Sharcand Tap ans o+ Eaimiy Tag Harme o[ mee

3. Toadd anew ag o the Standard Tag Name or Saf-:r;.r Tag Name

column:
a. Right--clic]: in the empty cell and select New Tag.
b. Type the tag name into thic cell.

= Right--cllck in the cell and choose New tagnamc, whiere tagname is the
Xt you entercd in the cell.
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Monitor Tag Mapping Status

The leftmost column of che Safcrjr lag hlappingﬂia]ngbox indicates the status
of the mappcd pair.

Tabie 30 - Tag Mapping Status lcons

Call Contents Description

Ermpty Tag mapping & valid.
When offline, the Xicon indicates that tag rrllwphgis irnvafid. You can move to another row

or cose the Safety Tag Mapping dialog bo.
‘When online, an invalid tag map results inan emor message explaining why the mapping is
imvalid You cannet move to another mw or dose the Safety Tz Mapping dialog box if 2 tag
Indicates the row thiat currenthy has the fos.

E Represents the Create New Mapped Teg row.

- fiepresents a pending edit.

[

{1} Tagmapping s 2bo checked during projec versication. Invalid 3 mapping sesults & 2 projec verfication emor.

For more information, sce the tag mapping restrictions on page 256.

Tockweail Automation Publication 5069-UMO0YTD-EN-F - Apeil 2012



Develop Safety Applications  Chapter 14

Safety Application
Protection

You can hc|p profect your a.]:p!ic;ltiun program from unauthorized ch'angcs En.r
gencratinga s:tft'qr signature, sctting passwnrds, and saft'qr- fncking the
controller:

Safety-lock the Compact GuardLogix 5380 Controller

A ATTENTION: Safety-locking alone does not satisfy SIL 2/PLd requirements,

To ]1-:1[1 protect Sﬂ.ﬁ.‘l‘}f--l'(.'].ﬂttl:l. control co MpOnCnes from modification, and hc|1:r
prevent the saﬁ:qr signature from Ecing deleted accidental !}', you can safcr}r--lmﬂc

d'll: Lae ntmﬂ-:r ﬂ.I'I'I:l SCC passwnrds o lﬂCIi ﬂl'ld LI.EI.il'.'H:k d'l(f con ETG"CI'.

IMPORTANT  Ifthe application is configured to load from the SO card on power up, then
the application in the controfler is overwritten even if the controller is safety
locked.

The safety lock fearure applics only to safcty components, such as the safery
task, SELFL‘[‘}T programs, s:-tfct}' routinecs, SEFI:.‘F‘_F Add-On Instructions, safcr}r rags,
safcty [/O), and the safety signature.

You can mu&iﬁ-‘ all standard components while the controller is .safcr}' locked.

TIP  There are multiple ways to view the safety lock status of the controller;
The 4-character display on the controller indicates lock status,
In the Logix Designer application, the text of the online bar Safety Status button

indicates the safety-lock status.
penciriiomalET ST NS
:m’“'m Eemi Prog B2 fioForces b b Edib o Salety i
Fa S ] N 1 E.ﬂ.r‘b
The Logix Designer application tray also displays the following icons to indicate the
safety controller safety-lock status.

= controller safety-locked
¥ = controller safety-unlocked

You can safery-lock the controller project regardless of whether you arc online
or offline and regardless of whether you have the original source of the
program. However, no safety forces or pending online safety edits can be
present.

You cannot -:h:mgc the Safcrl.r-lnck-:d or -unlocked status when the controller
mode swicch isin the RUN position.
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TIP  Safety-lock or -unlock actions are logged in the controllerfog.
For mare information on how to access the controller log, refer to the Logix S000
Contrallers Controller Information and Status Programming Manual,

publication 1756-PM015.

You can safety-lock and -unlock the controller from the Safety tab of the
Controller Properties dialog box.

Figure 55 - Safety-locking the Controller

7 Procect Sgrature in Aun Mod=

‘When molacing Sofety VO | Condgure Gy When No:Sefety Sgneture Seen
Eataly Lewes TN

Halaly Nebwork Nunbees.  [E08H Sncipmne YOED_pe02_GADT
sEEreETEI e
Lol gt SUED_E262 Fan

(2 Ethenen 40EZ_(4E7 BaD3
W

TIP  Inthe Logix Designer application, you can also choose Tools = Safety =
Safety Lock/Unlock.

If you scr a password for the safery-lock feature, yon must type it in the Enter
Password field. Otherwise, click Lock.

Figure 56 - Safety-locking the Controller

r
Eafely Lock

. |

" Lecking disabizs datz ediing, logic sding. and
_;J,_ teweing n e ankety aoel oot

Lock se'sty sppicaton?

| Goreymin Sy Synmise

| e Pesmnet., | [ Leciey | Gl | [ e

— = = —

You can also sctor cl'L:a.ngc the P-ammr& from the Szfcr}r Lock diﬂlﬂg box. Sec
See Passwords for Safery locking and Unlocking on page 261.
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The Sﬂ.ﬁ:t}'--lﬂtk fearure, described in this section, and standard security
mcasures in the Logix Designer inIica!:inn are appiical:lr w Compact
GuardLogix controller projects.

Sec the Logix 5000 Controllers Sccurity Programming Manual, publication
1756 PMO16, for information on Logix Designer security features.

Set Passwords for Safety-locking and Unlocking

The safery-lock and -unlock frature uses two scparate passwords. Passwords are
optional.

IMPORTANT  Rockwell Automation does nat provide any form of password or security
overnide services. When products and passwords are configured, Rodowell
Automation encourages customers to follow good security practices and to
plan accordingly for password management.

Follow these steps to set passwords.

l. Onthe Logix Designer menu bar, click Tools » Sﬂi'_ct}' > C]‘l:mgc

Passwords.
2. From the Whart Password puﬂ down menu, choose cicher Sﬂf_(!f}f Lock or
Safery Unlock.
t_h_m;n Paaswanas — ===}
I inst Fagewar [satotyloce. x|
Lk
Tt Passrmerd

3. Type the old p-asswnrd. if one exists.
4. Type and confirm the new passwnrd.
5. Click OK.

TIP  Passwords can be from 1. . .40 characters in length and are not case-
sensitive, Letters, numerals, and the following symbols can be used: * ~ 1@
FSUWAR*() _+, -=[HIIV:: 1.

Tor clear an existing password, enter a new password of zero length.
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Generate the Safety Signature

IMPORTANT  Togenerate a signature, the controller must be in Program mode.

Betore verification tosting, you must generate the sai—:rg,r signarure, You can
gencrate the sa.ﬁ:tjr signature -unI‘_lf when these conditions exist:

e The safety-unlocked Compact GuardLogix 5380 controller project is

DHI:IHC.

s Thercare no safety forces, pending online safety edits, or safety fanles.
s The sa.ﬁ:t}' status must be Schr'_l.r Task QK.

TIP  You can view the safety status via the safety status button on the online bar on
the Safety tab of the Controller Properties dialog box.

o generare the s:-tfcty signatune from the S&l:cr'_l.r tab of the Controller
Propertics dialog box, click Generate.

Flgure 57 - Generate Safety Signature

.'r.-n—uu—-—u L]
e s o
For the safety signature, (ompact Guardiogix 5380 [| s e
controllers have a 32 byte I Only the first 4 bytes of the [ ——% 5 et ="
display on the tab. To view and copy the entire 32 byte 10, Rt o s Lrere =
click | __ | to open the Safety Signature ID dialog bow. o ——
bl
T
e G

TIP  Inthe Logix Designer application, you can also choose Tooks > Safety >
Generate Signature,

Ifa provious signatire cxists, you arc pro mprcd [0 OVErwTite it

TIP  Safety signature aeation and deletion is logged in the controlfer log.

Far mare information on how to access the controller log, refer to Logix 5000
Controllers Controller Information and Status Programming Manual, publication
1756-PMN5.
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Whena m.ﬁ:t}' signature cxists, thesc actions are not pt'rmirt-:& in the s:afrt}f
portion of the applicaticm:

« Onlinc/offline programming or cditing (including safcry Add-On
Instructions).

« Force safety 1/O.
o Change the inhibit state of safety I/O modules or producer controllers.
o Manipulare safery data (except by safety routine logic).
o Download a new safety application only if the controller is locked.
Protect the Safety Signature in Run Mode
You can help prevent the safety signature from being deleted while the

controller is in Remore Run mede, rcg:.rdlcss of whether the Sai'_cl:],r applicatinn
is locked or unlocked.

IMPORTANT  You must complete these steps before you create a safety signature or safety
lock the controfler. Once a safety signature exists, or the application is safety
locked, the Protect Signature in Run Mode checkbox is not editable.

Follow thesc steps o protect the safery signacure:

1. Open the Controller Propertics dialog box.
2. Click the Satety rab.

3. Check Protect Signature in Run Mode.

4 Click OK.

| Moruothe Memary | Capecky | bemel Fmiood | PodCocfgumion | Seuty |
| Guwen | Mwsrbmda | Mooctae | DowTie | Advecced | SFCEwomen | Popa | s

Sy ko, oo e
Salwly Saiue
! Sefety Sralins: fartim s '

-
F Probect Sigraure i Flury Made

Wihaen replacrg Salety 0 | Corbgurs Oy When Ho Sofety S Exeln.

Sty Ll e

A133_00DT_SEFT
ST A [ SR P
4103_0307_SEFE
R THTE P
4103_0307_S8F%
LR TUEE FTE T T

FUEE
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(opy the Safety Signature

You can usc the Copy button to create a record of the safety signature for usc in
safcty project documentation, comparison, and validation.

Click Copy to copy the ID, Date, and Time Components to the Windows

|:|1pboa.r|:L
Delete the Safety Signature

Click Delete ro delere the sai—:rg,r signature, The mfct],r signature cannot be
delered when these are true:

o The controller is safery locked.
e The controller is in Run mode with the mode switch in RUN,

s The controller is in Run or Remoee Run mode with Protect Signature in
Run Mode cnabled.

must retest and revalidate your system to meet SIL 2/PLd requirements.
Without a safety signature, the controfler is not SIL2/PLd capable.
For more information on Safety Integrity Level (SIL) and Performance Level

(PL) requirements, see the GuardLogix 55580 and Compact GuardLogix 5380
Controller Systems Safety Reference Manual, publication 1756-RMOT2.

f ATTENTION: If you defete and then generate a new safety signature, you
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prug ramming Restri(tinns The Logix Designer app]%ca.tiun imposes restrictions thar limit the A\rai]abﬂit:.r

of some menu items and features (such as cut, paste, delete, scarch and replace).
These restrictions help protect safcty components from being modificd
whenever ar least one of these are mue:

s The controller is safety locked.
« A !ﬂi'-{:'l.'j.' signature exists.

. 53.5:1::; faults arc present.

IMPORTANT  The maximum and last scan times of the safety task and safety programs can
be reset when online.

If even one of these conditions apphr, VOU cannot do the fnl]::rwing:

o Create or modify safcty objects, including safety programs, safery
routines, safety tags, safety Add-On Instructions, and safety I/O devices.

« Apply forces to safery tags.

o Create new safcty tag mappings.

« Modify ordelete tag mappings.

« Modify or delete nser-defined data types that are used by safery rags.

. Mn-c[Iﬁr the coneroller name, dcs-cr[ption, chassis type. slot, and saﬁ::::,'
network number.

e Create, mudif)'. ordelete a saf_cr:,' connection.

When the controller is saﬂ:qr- locked, VOU cannot mndi.F}' ordelete che safﬂ‘:.r
signarure.

For a program paramecter, a safety parameter cannot be connected with, or
bound to, a standard parameter or controller-scoped tag.
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Monitor Safety Status

266

You can usc the following to monitor the controller statns:
o Online bar in the Logix Designer application
. Safcr}r tab in the Controller Properties diﬂiug box

View Status Via the Online Bar

The online bar &Isph}'s project and controller informartion, i.nv:|uding the
controller status, force status, online edit starus, and iafcr],' SCATIS.

Figure 58 - Status Buttons

:m";r ‘E rmosnsmeaise L A5
:mw“ Hem Frog W7 Mo forces b, HoEdie Fk Safery Lncked. A,
(ontrofler Status

When the Controller Stacus button  rem ey B is selected as shown above,
the online bar shows the controller mode (Remote Program) and starus (OK).
The Energy Storage OK indicator combines the status of the primary
controller and the safety partner.

If cither or boch have an ENCIgy storage fanlt, the status indicaror illuminaces.
The I/0 indicator combines the status of standard and safcr)r /O, The 1/O
with the most significant error status is displayed next to the status indicator.

Forces Status

The Forces Status button teFese k.| indicates Forces or No Forces. When
the button is selecred, the online bar shows whether I/O or SFC Forces is

enabled or disabled and installed or not installed. The ForcesStatus menu

contains commands to remove, enable, or disable all forces.
Online Edit Status

The Online Edit Status botron e 2 indicates whether edits or no
edits exist in the online ladder routine or Funcrion Block Diagram, When the
button is selecred, the online bar shows the edit state of the controller, If edits
are made bjr another user, cthis area shows a texrual dfcscriprion of the edits.
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Safety Status

When you click the Safery Status button ssyussass .2, the online bar
displays the safery signatore.

Figure 59 - Safety Signature Onfine Display
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The Sﬂfcr‘r,' Status button itself indicates whether the controller is saftr:.r- locked
or -unlocked, or fanleed. It also disp].ﬂj,'s an icon thatr shows che sai'_crjr SCATHS.

When a safety signature cxists, the icon includes a small check mark. #ﬁ
b

Table 31- Safety Status Icons in a SIL 2/PLd Application, Both Online and Offline
If the safety statusis | This icon appears

Safety Undocked i The controdler & not safery bocked.

Safiety Locked The controfler is safety lockad.
I

Safety Fauled u! There is a safiety faule.

Safety Fask Inoperable

J-_' The controfler is not safiety hocked and the safety taskis inoperable.

AT The contraleris safety locked and the safety askis noperabl.

EEN  Thereis.a safety fuit and the safety task s inoperable.
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View Status Via the Safety Tab

View controller s:afcl:}r status information on the sa.l:cr!.r status button on the
online bar and on the Safcr:.r tab of the Concroller Propertics di.a]ug box.

Figure 60 - Safety Status

& Contbrolley Propacio - 5103 Test == T
MNeeweistie Mamory | Copwcty | iemret Protecs | fonCofigamter | Seeaty [ Ammice |
Gows | Memimar | Momfeds | Oendee | ddvenced | SPCSecdpn | Prea  Sdeb

| ooty Stmue: Safety Tesk O

Sefety SgrEae Gereme. | *

o Safery task inoperable.
o Safery Task OK.

Except for Sa.ﬁ:qf Task OK, the dcscﬁptinns indicate that nonrecoverable
safcty fanles exist.

See Major Eafgg Faulis ( T¥pe 14) on page 274 for fault codes and corrective

actinns.
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Monitor Safety Connections

For tags associated with consumed safct}' data, YOU can monitor the status of
safety connections by using the CONNECTION _STATUS member. For
monitoring input and output connections, safety 1/O tags have a connection
starus member called Sai:cr].rﬁts.ms. Both dara Lypes contain two bits:
ConnecrionFanlred and RunMode.

The ConnectionFanleed valuc indicates whether the safety connection
berween the safery producer and the safety consumer is Valid (0) or

Faulted (1). If ConnectionFaulted is sct to Faulted (1) forany reason, the safery
data is reset to zero and the RunMode valae is ser to Idle Seare (0).

The RunMode value indicates if consumed data is actively being updated by a
device that is in the Run Modc (1) or Idle State (0). Idle state is indicated if the
connection is closed, che saﬁ:t}r task is fanlted, or the remore controller or
device is in Program mode or Test mode. For safery I/} conncctions; the
RunMode is a]wa}rs inverse the ConnectionFaulted seatus. It does not prmridr

unique data.

The E}Huwing table describes the combinations of the ConnectionFaulted and
RunMode stares.

Table 32 - Safety Connection Status

ConnectionFaulted Status | RunMode Status Connection Operation

0="Yalid 1=Hum [hata 15 actively being contrafied by the prodidng device,
The producing devics is in lun mode.

0= Valid 0=1de The connection is active and the produding device s in
the dle state. The safety data is reset to zemo. This applies
1o consumied connectians anly,

1=Fauled 0=ldle The safety connection is faulted. The state of the
producing device is unknown. The safety data is mset o
zern and the RunMode value s set toldie State [0).

1= Faulted 1=Hun [mwvalid state,

IF a device is inhibited. the ConnectionFaulted bit is set to Faulred (1) and the
RunMode bit is sct to Idle (0) for cach connection that is associated with the

device. As a resulr, safcl:'_l; consumed data is Teset to zem,
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Utilize Status

Connection Status(.ConnectionFaulted) is the status of the safety connection
between the safety controller and safety I/0 module. When the connection is
operating properly, this bit is LO (0). When the connection is NOT operating
properly, this bicis HI {1). When the connection stamus is HI {conncction not
operating properly). all other module defined tags are LO, and should be
considered ‘invalid’ data.

Point Status is available for both safety inputs (. PoexInputSratus) and safety
outputs [.PocxQutputStatus). When a point status tag is HI (1), it indicates
that individual channel is fl.lIlL‘L‘Iﬂ:l‘liﬂE and wired mrrcctl}r, and thar the saftr}r
connection between the safery controller and the safery [/0 module on which
this channel resides is Opcrating pmptﬂ}r.

Combincd Status is also available for both safety inputs
(.CombinedInputStatus) and safety outputs (. CombinedOutputSratus).
When the combined starus tag is HI (1), it indicates that all input er cutput
channels on the module are fonetion ing and wired curn:cﬂ}', and that the 5:|.'Fct}'
connection between the safery controller and the safery [/0 module on which
these channels reside is Opcraring pmptrly.

Whether combined status or point status is uscd is application dependent.

Point status simply provides more granular status.

The dual channcl safety instructions have built in safery I/O starus
monitoring. Input starus and Outpur status arc paramecters for the safety input
and output instructions. The DCS instruction (and other dual-channel safety
instructions) has inpur status for input channcls A and B. The CROUT
instruction has input status for Feedbacks 1 and 2, and has output starus for the
output channels that are driven by the CROUT outputs O1 and O2. The
status tags used in these instructions must be HI (1) for the safety instruction
output tag(s) (O1 for input instructions and O1/02 for CROUT) to be

tn:rgi?.cd.
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For pmpcrsaﬁ:tjr instruction o peration, it is important to drive the input status
and outpat status tags BEFORE/ABOVE the safcl:}' instroction as shown in
Figure 61.

Figure 61 - Instruction Examples

AENTR1API0OStstus  AENTR-1LPIMSIatus 1BES_PL_00_01_inputSiatus

DCs Safety_interlock
Safety Funchon SAFETY GATE o1
Input Type EQUNALENT - ACTIVE HIGH
Discrepancy Time iklsac) 300 (—FP -
Festan Type MAanUAL
Cold Start Type MANUAL
Channst & AENTR:1:LPti0Dats
(4=
Chennst B AENTRTLPHO 1Dats |
G
input Sintus B8R Pt 00 D1_InputStmius
1]
Aaset Hesat
D
AENTH 11 PIDEStatus  AENTR: 1 LPI07Stalus IBES_P|_06 07 inpulStatus
— ] v ! = e
AENTR.ZIP0Z0utpuiStalus  AENTR.Z | P030utputStatus  DB8S_P_02_03_OutputStatus
= ! —— ][ — e =3
| "EroUT Satety_Actustor -
Foedbeck Type HEGATIVE o1
Feedhach Reactnn Tline (Meec) 1060
A ruate []utpq.ﬂ_El‘l-lhiﬂ <02
O
Feedhack 1 AENTR: 11 Pt0E0ata FP
L
Fesdback 2 AENTRALPI0TData
D4n
POt Siatus B85 At 06 07_InputStatus:
(4=
Dulput Stals OBBS_ Pt 02 03 OutpulSiatus
04
Rens| Resst
0w
Safety_Actuator.01 Sifﬂhf_ﬂc!ﬂliur.UZ AENTRZ0.M0ZDseta AENTRZ:0.PHi3Data

Safery [/0) status should be interrogated when using instructions such as XIC
and OTE. The Itspunsibillr}r for this falls to the user. Yoo shoold wzn’ﬁr that
safcty input channel status is HI (1) before nsing a safety input channel asan
interlock. You should verify that safery output channel status is HI (1) before
COCTEizing a sn.ﬁ:ty OuLpur channel.
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Safety Faults

Faults in the Compact GuardLogix 5380 systcm can be:
» Recoverable controller Faults
» Nonrccoverable controller faules
» Nonrecoverable .sai'_ct}' fanlts in the iafv:r}-' applicariun
o Recoverable safety faults in the safety application

Nonrecoverable Controller Faults

Monrecoverable controller faules occur when the coneroller internal diag,nﬂ:-;ti{:s
fail. If a nonrecoverable controller faunlt occurs, standard and safeey task
execution stops and outgoing connections stop. Safery [/O devices respond to
the loss of outpur data by transitioning to the safe state. Recovery requires that
you download the applicatinn program again.

If a fault occars, di:lgnnmc dara is ﬂummatic'aﬂ}r written to the $1 card.
Rockwell Automation can then use the data to help investigate the cause of the
fanlt. Contact Technical Support.

Nonrecoverable Safety Faults in the Safety Application

If a nonrecoverable safery fault occurs in the safety application, safety logic and
the safety protocal are terminated. Safety task warchdog and control
P:a.rm:rship faules fall into this catcgory.

When the safety task encounters a nonrecoverable safety fanlt, a standard
major recoverable fault is also logged, and the controller proceeds to cxecute
the coneraller fanle handler, if one exists. If che controller fanle handler handles
this fault, then the standard tasks continuc to run, even though the safery rask

remains fauleed.

Ifyou override a safety fault, it is your responsibility to prove that
operation of yeur system is still safe.

You must provide proof to your certifying agency that your system can
continue to operate safely after an ovemide of a safety fault.

f ATTENTION: If you override a safety fault, it does not dear the fault

IFa safcl:}' signAcire exists, you can clear the fault to enable the safi:l:)' task to
run. If no sa.l:ct}' signanire cxists, the ﬁa.ﬁ:ty task cannot mn again until the
CnEire app|ic:11:i|:m is downloaded again.
o [fyou usc the Clear Majors button or Clear Faults menu item in Logix
Designer to clear the fault, the standard npp|iczriun should continue to
run while the s:d::'l:y appiia:aricn is recovered from che snapsh-:r:.

. IF'_I.ruu use the mode switch methed {turn the mode switch to F'mgnun.
then back to Run), the saﬁ‘qr :tpplicatic-n is recovered from the snapshnt,
but the scandard .'Lpplicatiun bricﬂ}' transitions out of Run mode.

Tockweail Automation Publication 5069-UMO0YTD-EN-F - Apeil 2012



Develop Safety Applications  Chapter 14

Recoverable Faults in the Safety Application

If a recoverable fanle ocoars in the safcr‘r,' app]lca.titrn. the system can hale the
exceution of the sa.l:cr:.r rask, dci}cnding upon whether or not the faoltis
handled b]r the Program Fault Handler in the safcty :i.ppﬁcatiun.

When a recoverable fanlt is cleared programmatically, the safery task continues
without interruption.

When a recoverable fanlt in the s:afct)r appiicati-:m is not cleared
programmatically, a Type 14, Code 2 recoverable safery faule occurs, The safery
program cxecution is smppcd, and sa&t}' pmmml connections are closed and
reapened to reinitialize them. Safety outputs are placed in the safe state and the
producer of safety-consumed tags commands the consumers to place them in a
safc state, as well

If the recoverable safery fault is not handled, a standard major recoverable fanle
is also logged. and the controller proceeds to exceute the controller faule

handler, if one cxists, If the controller fanlt handler handles this faule, then the
standard rasks continue oo run, even ﬂmugh the mﬁ:’t:.f task remains fauleed.

The occarrence of recoverable faults is an indication that the application code
is not protecting itself from invalid data values or conditions. Consider
mod i.{'_:.ring the app]i::a.tiun to climinate these faults, rather than hn.ndli.ng them

at run-time.

Ifyou overide a safety fault, it is your responsibility to prove that

f ATTEMTION: If you cverride a safety fault, it does not clear the fault.
operation of your system is still safe,

You must provide proof to your certifying agency that your system can
continue to operate safely after an ovemide of a safety fault.

View Faults

The Recent Faules d.i.a.lng box on the Major Faults tab of the Controller
PI‘DFH.‘.TI:ifS dia]ug box conrains rwo subtabs, one for standard faults and one for
saﬁcr}r fanles.

The status display on the controller also shows fanlt codes with a brief status
message. Sec Status Indicators en page 307,
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Fault Codes

1able 33 shows the fault codes specific to Compact GuardLogix 5380
controllers. The type and code correspond to the type and code thar s
displayed on the Major Faults tab of the Controller Propertics dialog box and
in the PROGRAM object, MAJORFAULTRECORD (or
MINORFAULTRECORD) attribute.

Table 33 - Major Safety Faults (Type 14)

Code | Cause Status Corrective Action
Taskwatchdog axpired. User task has not completed ina Nonmecoverable (aar the faudt.
specified period of time. A program ermor caused an infinite If 2 safety signature exists, safety memory is reinitiafized and the safety task
g1 | loon, the program is too complex to execute 25 quickly 2s h,,gmﬂmw
spi::ﬁl_ied,m’afﬂghermﬂfmknmmgﬁmiaskﬁmn H a safety signature does not exist, you must redovnioad the program so the
finishing. sabety task can run,
02 | An ermor ests in a roatine of the safety task fecoverable Correct the emor in the user-program logic
07 | Safety task is inoperable. Nonrecoverable (ear the fauit.
Thits fault oceurs when the safety logic s imvalid i 2 safety signature exists, safety memaory is reinitiafized via the safety
signature and the safety task begins seouting,
H a safexy signature does not #xist, you most download the program again so
the safely task can ran.

The Logix 5000 Controllers Major and Minor Faults Programming Manual,
_pu]:rhcatin-n 1756-PM014, contains &r:scrlprinns of the fault codes commion to
Logix controllers.
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Develop a Fault Routine for
Safety Applications

If a fanlt condition occurs that is severe t:nnugh for the controller to shut down,
the controller Ecncratcs a major faule and stops the execution uﬂngic.

Somc applica.tinns do not wane all sa.l:c‘-:}-' faules to shut down the entire systcm.
In those situations, usc a fault routine to clear a specific fanlt and let the
standard control portion of your system continue to operate or configure some
outputs to remain ON,

system can continue to operate safely after an overide of a safety fault.

The occurrence of recoverable favits is an indication that the application code
is not protecting itself from invalid data values or conditions. (Consider
madifying the application to eliminate these faults, mther than handfing
them at run-time.

2 ATTENTION: You must provide proof to your certifying agency that your

The controller supports two levels for handling major fanles in a safery

application:

. 53.5:1‘1.* Program Fault Routine
o Conroller Fault Handler

Both routines can nse the GSV and S8V instructions as described on page 276.

Fach saf:t;.r program can have its own fanlt routine. The controller execntes the
program fanlt rowrine when an instroction fanlt occors. If dhe program Faule
routine does noc clear the faule, orifa program fault routine does not exist, the
saf-:rjr task Faults and shuts down.

When the safety task fanlts, a standard major recoverable fanlt is also logged.

.'-].l.'id 'd'l.t Ccont ml]cr P[DCDC&S Lo exconic d‘lt CBI!.LTD].IEF i:H.'LIIr hﬂ.ﬂl.l.l.l'.'n i.I:DI'lC CXists.
l.|.'- EJ.'IIL‘ EBI‘I.H“D].IL'[ Fﬂ.i.'!].l' J'mndlcr I'I.EI'IEI.IL'E this fau]t, thcn rh:: St:!.l'.tl:!.ll.'d tﬂ..'iI'LT

CONCnUe [0 rin, CVen ﬂ'mugh t]'lc SELFC[}" [BSI'E remains fau]tcd'_.

The controller fault handler is an optional component that exccutes when the
program fault routine cannot clear the fault or does not exist.

You can create one program for the controller faule handler. After you creare
that program, you must cunﬁgjurc a routine as the main routine.

The Logix 5000 Controllers Major and Minor Faults Programming Manual,
publication 1756 PM014, provides details on creating and resting a faule

routine,
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Use GSV/SSV Instructions in a
Safety Application

For standard tasks, you can usc the GSV instruction to get values for the
available areribures. When using the 85V instruction, the software displ&].rs Dn!}'
the atrribotes thac YOU can sct.

For the safety task, the GSV and S5V instructions are more restricted. S5V
instructions in safety and standard tasks cannot set bic 0 (major fault on error)

in the meode artribute of 2 safcr}r 1/O device.

ATTENTION: Use the 55V instruction carefully. Making changes to objects
can cause unexpected controller operation or injury to personnel.

Access FoultRecord Attributes

Create a user-defined structure to s.implif_',r access to the Ma.jurPaulLthcrd and
Safe I:fliukFﬂultRccnrﬂ artributes.

Tabie 34 - Parameters for Accessing FaultRecord Attributes

Name DataType Styla Description
Timel ow DINT Decimal Lower 32 hits of the fault timestamy value
TimeHigh DINT Dedmal Upper 32 bits of the fault imestamp valoe
Type [HI Decimal Fault type {program, 10, or ather)
(ode 1] Dedmal Unique code for this fault (dependent on fault type)
o DINT]] Hexadedmal ¥anglel]-:m1:iﬁciinmutiun idependent on fault type and
0
(apture Fault Information

The SafetyStatus and SaferylaskFaultRecord attributes can caprure
information about non-recoverable faults. Use a GSV instruction in the
controller fault handler o capture and store fanlt informadon. The GSV
instruction can be used in a standard task in conjunction wich a controller faule
handler routine that clears the faule and lets the standard tasks continue

cxXCouring.

For more information on using the GSV and S5V instructions in safct;f
applimtinns. refer to the Input/Outpur Instructions chapn:r of the Logix 5000
Controllers General Instructions Reference Manual,

pubhcatiun 1756-RMOG3.
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Develop Motion Applications

Topic Page
* Motion Overview 2
(ibtain Axis Information 281
Progeam Mution Contral | 79

Some CompactLogix™ 5380 and Compact Gmrﬂl.ogix' 5380 conerollers

support lnt-:gmtu& Motion over an FtherNet/IP network on digital and
Intcgrat::d miotion interfaces.

s The controllers support these numbers of integrated motion axes:
Compactlogix 5380 Controflers Gt Canllogis Y00 Cantoatbers
S065-| 306ERM 2 5069-1306ERMS2 1
S065-| 310ERM 4 S06G-13 T0ERMS2 4
S065-| 370ERM 8 5069-130ERMS2, 5068-1 370ERMAK | &
S065-| 330ERM 16 S069-1330ERMS2, 5069-1 330ERMAZK | 16
S065-| 350ERM M S069-1350ERMS2, 5069-1 350ERMAZK | 24
5065-1 3100HEM k7 S069-13 100ERMS7 32

s Digital drive interfaces include EtherNet/IP connected drives.

. ].nrcgrm:cd Motion over an FrtherNet/ [P network SUPPOTLS SOme
Kinetix" drives and some PowerFlex® drives. For example, Kinetix 5700

and PowerElex 755.
« All CompactLogix 5380 and Compact Guard.Lug_ix 5380 controllers

support single-axis motor control with PowerFlex variable Frcqucnqr
drives over an FtherNet/IP network.

This ﬁ.ln::rlunalir}r iz available on CompactlLogix 5380 and Compact
Gunn:U_.crgiJr 5380 controllers that do not support other aspects of
].nrcgrm:cd Motion over an FtherNet/ I[P nerwork.

For more information, sce the following:

. ].nrcgrm:cd Motion on the FetherNer/TP network Cnnfigmc'mn and
Startap User Manual, publication MOTION UMOO3.

. Iﬂn:gml:cc[ Motion on the FthetNet/IP nerwork Reference Manual,
Publication MOTION RMO}3.
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Motion Overview

78

The controllers support up to 256 axcs of i.nr.cgratcd motion. The 256 axes can
be any combination of CIP, Virual, and Consumed axes. You can add all awes
o one Motion Group, and ¥Ou can assign any com bination of axes to different
axis updm:c schedules. You can associare Intcgratcd Motion axes to any
appropriate drive.

The controllers do not support Analog or SERCOS motion.
The a:onfigumtion process varies, {I:pcndi.ng on your applicatiun and your
drive selection. The fnl]awing arc Ecntra] steps to cnnﬁgl_m: 4 MorioT
application.
I. Create a controller project.
. Select the type of drive.
. Create axis tags as needed.

2
3
4. Ccrnﬁgurc the drive.
3

. Create axes as needed.

Tockweail Automation Publication 5069-UMO0YTD-EN-F - Apeil 2012



Develop Motion Applications ~ Chapter15

prug ram Mﬂti on (ﬂntrn| The controller pmvidcs a set of motion control instructions for yOur axes:

s The controller uses these instructions just like the rese of che Logix
SO0 instructions.

+ [iach motion instruction works on one or more axes.

o You can use motion control instroctions in these
programming lan mIages:
— Ladder Diagram (LD)
— Strucrared Text (5T
— Scquential Function Chart (SFC)

s Fach motion instruction needs a motion control tag. The tag uscs a
MOTION_INSTRUCTION data type and stores the information
status of the instruction.

For more informartion, see the Logix 5000 Controller Motion Instructions

Reference Manual, publication MOTION RM(02.

Unintended operation can result if you reuse the same maotion control tagin
other motion instructiens, or if you wiite to any of the motion control tag
elements.

f ATTENTION: Use each motion control tag in only one motion instruction.
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In this rm.mplr:. a simp]c ladder dIagmm that homes, jogs, and moves an axis,

Hinitiafize_Pushbutton = onand the 2 = off (My Axis X SenmictionStates = off |, the M5S0 instruction roms on the axis

Inhalze_Pushbeeton  My_dws 3 Servolfciion’ beius
5

C
4k

Home,_Pushbuttor
1L

J/E
J"'ll.

Iy e AwisHomzdSatue
J7E
[ .

EMN
ER—

Ms0
Mation Sesvo On
Bz, (ETR g |
Wction Corfirol My fuas-Z On

A

Iftiome_Pushbotton = on and the 2 hasn't been homed (My_Auis_ X AxisHomedStates = off), the MAH instruction homes the-asis.

()
wEEn

4 L

Jog_Pushbutton

My Sz ol ServedichionSialus

Mohicei Asiz Home EN—

L My Az 0[] W DN

Wation Contiol My B ¥ Home ER—
IP3—
FLow

if Jog_Pushbwtton = on and the axis = on (My_Axis X ServofctionStatus = on), the MAJ instruction jogs the axis forward at & units/second,

A
Mok daiz Jog EH—o
fotig My Asis 4 [T o DN e
Matior Contiol fdy_ &z Jon ER—
Direction by iz % Jog_Drection IP3—
[#

Speed My fas ¥ Sello Manuall ogSpeed

gle
Speed Units Uitz per zec

More >3]

th_hﬁhmm=nﬁlheﬂl§imunmmﬂuaxhaﬂﬂﬂwwmz_ Makz sure that Change Decal is Yes. Otherwise, the axs decelerates at

its maximum speed.

Jog Pushbulion

| — . —

10 amits 2t 1 ot second

Maove_Command

280

My_Asiz X ServabclionS et

S
Mot Az Stop N ——
By by &xis s [ o DN—
Metion Conkicl Py btz A MAS A
Shop Type Jog —{IP—
Change Decel ez P —
Deced Rate My Axiz_% Sed Fp MarallogDiecal

1m0+

Decel Urits Urids per peed

IMove_Command = on and the axis =on (My_Auis_ X ServolictionStatus = on), the MAM instraction maowes the auis. The axis moves to the pasition of

484 )

Maotion &z Move —, EN—
Az My Az [0 ps o e
M atian Comitrol My Ams ¥ Move ER—
Move Typs 0 =y

, o P e
P it i
Speed Myp_sgis_#_5SellpAdites peedCommand

104
Speed Lints Uz par zec
Mare 1|
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Oh'tain Alis infﬂrmati'ﬂn You can obtain axis information via these methods:

s Double-dick the axis open the Axis Properties dialug box.

o Usca Get System Value (GSV) or Sct System Value (SSV) instruction to
read or change the configuration at runtime.

o View the Quick View panc to sce the state and fanles of an axis.

o Useanaxis tag for starus and faults.

Figure 62 - Obtain Axis Information

ll—uiu—.-—u,-t—-—!.—uw—uq
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R a8 __'L!"" « G FL E!’ - - |
o l ] I 10 -
= = <
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B et Dt R e Eapm BS -
: . AN B TR b R -
an-mlq-lnr [ N ] T Ay
< Larerrriie | wurk = s eeier i 1 Bz i Wien
B e e T I::‘l:.‘-:::-‘:: PI_P::_:
Bl [ LT T
o Al |_..__ o _liw w
1'-'-»-:-“__“_? A | fuis Properties Dialog Box
[TRLEFSEES __,..-""ﬂ
i b SR e W m oy il b YRR e DAt ST - A O
T e St 4 Ji a'e i
Ay remmen g =
Br e v o
=
R - L E?hﬁiﬂlmm
i huis Tag
= [ Quick View Pane
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Notaes:
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Chapter 16

Controller Diagnostics with
Logix Designer

Troubleshoot the Controller

Topic Page
Controller Diagnostics with Logix Designer 3
{ontroller (Ragnostics with Linx-based Software 96
Controller Web Pages 7
(ther Potential lssues to Troubleshoot 35

This chaptcr describes how to troubleshoot the controller if issues occur duri.ng
normal opcration.

You can usc messages on the 4-character display to troubleshoot the controller.
For more information, sce Appendix A, Status Indicators on page 307.

You can use the Controller Propertics in the Studio 5000 Logix Designer®

appIicatian to view fault conditions in these ways:

o Waming Svymbol in the /0 Configuration Troe

¢ Categorics on I/Q Module Properties Dialog

o Eault Inf onin the C = s Dialos B
» Port Diagnostics

Advanced Timg Sync
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Warning Symbol in the I/0 Configuration Tree

IMPORTANT  Safety Consideration

You cannot configure safety connections to automatically fault the
controfler.

Awarning 5ym|:)0| appearsin the controller organizer next to the I/ O module.
This occurs when chere are faules or other conditions in the [/O module, orif

the connection to the I/O module fails while in run mode.

Figure &3 - Waming Symbaol on /0 Module

# Lo Covlnedles LHHUERRY Spphiaben

st [ Tasks =) I 5063 Eackplaﬂ-&
4t 55 Miotion Groups T T

153 Aided- O Inedisic by
s |E4 Dt Typpes
2 Trends
i Logicsl Mods
J,-l B0 Cord iggurate
= -'.'n-.'.E! Ea:l:nl:lne

L ﬂ |.1 s Hy;.).:JB-l. Ah.gn_:pud countsr
L3

The Fﬂ“nwing conditions are pussiblc:

s When the I/O module is configured to cause a major fault on the
controller and an /0O medule fault occuars, the Eaﬂuwingmn result:

~ Controller state displays Fanlted.
— Conroller statas disp].a}'s Controller Faulr and is stcad:.r red.
— /O module statos dispﬁa].rs /O Mot R.r:spunﬂing and blinks green.

5 I Progam Mode -

. M Convolier Fauk \ Path: AB_ETHIP-
B Energy Stoeage OK

S o Mltﬂga;:d'lq Faulted AR o

IMPORTANT  The descriptions in the Logix Designer application can change based on the
controller mode and status.

IMPORTANT  Safety Consideration

You cannot configure safety connections to automatically fault the
controfler.
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e When the I/0 module is not configured to canse a major fault on the
controller and an 1/0 module faule oceurs, the following resule:

— Controller state displays the current state, for example, Rem Run.
— Controller status displa}fs Controller OK and is stcad}' ETEChL

— /O module staros d.ispl-.q.rs 170 NntRcspanding and blinks green.

% Run Mode i

! B Controller OK N\ * Faif: A ETHIP-
Bl Energy Storage OK =

5 m /O Not Responding  RUM fZ NoFe

Categories on |/0 Module Properties Dialog

The Module Propertics diﬂ]ng for I/O modules includes a series Di'-cm:gurics.

You can usc some of the categorices to troubleshoot the controller.

IMPORTANT  The numberand type of categories vanies by 1/0 module type.

The following arc examples of ways to nse categorics on the Module Propertics
dialog box when you troubleshoot a controller:

o Modulc Starus on General Carcgory

Module Eault Descri c on C .
+ Module Fault Descriptions on Module Info Category
Diagnostics Option on Module Info Carcgory

The Catcgorics that are described in this section d]sp]a}r the module starus.
When a faule exists, the text is Status: Faulted in the module status line as

shown in Figure 64.
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Troubleshoot the Controller

Module Status on General Category

The General category dfsplz:.rs the module status.
Figure 64 - Module Status In Fault Message Line

|
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Module Fault Descriptians on Connection Category

The Connection category displays the module fanlt description that includes
an error code that is asseciated with the spcciﬁc fanlt ype.

Flgure 65 - Fault Description with Error Code
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Module Fault Descriptions on Module info Category

When you click the Module Info caregory, a dia]ng box &isp]a}rs the module
fanlt description and the corresponding fault code. Click OK to access the
Module Info category.

TIP  The Module Info tab requires successful communications to help you
troubleshoot the fault effectively. Consider the following:

= |f communication to the /0 module is O, but the module is faulted, we
recommend that you use the Module Info category to troubleshoot the
fault,

= |f communication to the /0 module is faulted, we recommend that you
use the Connection category to troubleshoot the fault,

On the Module Info category, the Status section displays the following abour
the I/ O module:

s Miajor and Minor Faults
o Internal Stare

Figure 66 - Major and Minor Fault Information
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Diagnostics Option on Madule Info Category

You can access the &.'mg;{mstics tor a module from the Module Info category.
Click Diagnostics, to access the Module Diagnostics dialog box.

Flgure 67 - Module Diagnostics
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Notification in the Tag Monitor

General and dia.gnﬂstic module faults are rcpurtn:d in the Tag moniror uf_}'nm'

Logix Designer app]icati-un project.

The Value ficld indicares a fanlt with the number 1.

Soie! [EILIMER 2ok = Showt M Tae

- T

S

| Cimts T

Fault Information in the Controller Properties Dialog Box

You can use these tabs on the Concroller Propertics dinlu-g box to

l:mublcshnuring the controller:
- m-g rF;;.U.lLs
o MinocE
+ Neowork

Major Faults

You can monitor information about recent major fanlts and also clear major

taults on the Major Faules tah.

Figure 68 - Major Faults Tab In Controller Properties Dialog Box
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Minor Faufts

You can monitor information about recent minor fanles and also dear minor

faults on the Minor Faualts tab.

Figure 69 - Minor Faults Tab in Controller Properties Dialog Box
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Typically, the Network tab is used to monitor for faults that occur when the

controller iz uszed ina DL nerwork.

IMPORTANT  The Network tab i not available when the controller operatesin
DuaiHP mode.

Figure 70 - Network Tab in Controller Properties Dialog Box
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Port Diagnostics

When your project is online, you can view the status of the embedded Eﬂ_‘lcmct
ports on the controller.

L. Access the Controller Properties.
2. Click the Port Configuration tab.

3. On the Port Configuration tab, click the Port Diagnostics button foran
active port.

uw . MaprTmin J__w&.-r_uumm_l erm 1. w-_=|
Hryeestin fpey | Horm | o roisesi Pfﬂf*-’vm k|

The Port Diagnostics page, dlsplays information for the port. See
Table 35 on page 292 for parameter descriptions.

L e Pd\— [P HE IS Tas Breni
Motz Prskes Julbdird 1z Detarred Taramaaesy,
Zarzeadn Tomza thacd heeare n [T A -
Tmeciemty D riasd Caten ol ] Caeearss Jmene
Cciemir Wi P e n BAAS Tramerd Free
Vet W Lo Lt u A lageren b
Ui Profocst Fackets mbbnd: ) CorksSwee
brare Toa ang
|
| e |

Tockweail Automation Publication 5069-UMIOTD-EN-F - Apeil 2012 m



(hapter 16 Tmubleshaot the Controller

Table 35 - Port Diagnostics Parameters - Logix Deslgner

Paramater Description

Interface Counters The Imtzrface (oumers valoes have no vale when you ot comemmicte
ot of the por.

(ctets Inbound Displays the mamber of octets that ar received on the interface:

(ctets Guthound Displays the number of octets that are transmitted to the interface.

Unicast Packets Inboend Displays the number of unicast packets that are received on the interface.

Unicast Packets Dutbound Displays the number of unicast packets that are transmisted on the imerface:

Mom-unicast Packets [nbound Displays the mamber of non-unicast packets that am reeefved on the
interface,

Noa-unicast Packets Duthound Displays the number of non-unicast packets that am transmitted o the
imterface.

Packets Discarded inbound Displays the number of inbound packets that are received on the interface
but discarded.

Fackets Discarded Duthound Displays the number of outbound packsts that are transmitted on the
interface but discarded.

Packets With Errors Inbound Displays the number of inbound packets that contain emors (exdudes
discarded inbound packess),

Packets With Errors Outbound Dispays the nomber of outbound packets that contain emors (exchudes
discarded outbound packets).

Unknown Protocs] Packets Inbound | Displays the number of inbound packets with mkmown protocal

Media (ounters The Media Coanters values have reo value when you are offline or online and
thiere i 3 communication ermor,

Mignment Errors Dispays the number of frames recsived that 2m= not an integral number of
octets inlength

5 Envoers Displays the number of frames received that do not pass the FC5 chedc

Single Collisions Displays the number of smczesshally transmitted frames that experienced
exactly one colfision.

Multiple Collisions i the nomber of sucoessfully transmitted frames that axperienced
mudtiple collisions.

SOE Test Errors Displays the nomber of times an S0F test emor message was generated.
Deferred Irnsmissions Displays the number of frames for which the first trarsmission atiempt is
delayed becanse the medium is busy,

Latz Collisions Displays the number of times a collision is detected later than 512 bit-times
into the transmission of a packet.

Excessive (ollisions Displays the number of frames for which transmission fails due 1o eocessive
collisions.

MAL Transmit Frmors Displays the mumber of frames for which transmission fals due to an intemal
MAL sub layer transmit ermor.

MAC Receive Ermors Displays the number of frames for which reception on an interface fails due
toan intemal MM sub layer reoeive eror

Carmier Sense Disphays the number of imes that the carrier sense condition was lost or
never asserted when attempiing to transmit a frame.

Frame Too Long Displays the number of frame= received that excead the madmum permited
frame sz,

Reset (ounters (lick Reset Coumter ta cawse the imterface and media counter vatues on the
miodule o set to zem, and the values in the dislog o update.
Reset (ounter appears dimmed when:
« offiine
- online and 3 communication eror has occurred
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Advanced Time Sync

The Advanced Time Sync djal-ug d.ispia}rs information that is related to CIP
Sync time S}rnchmnii'f.ﬂtium

IMPORTANT  The information appears only if the project s online and Time
Synchronization is enabled on the Date/Time tab. Also, when the controller
operates in Dual-IP mode, the Advanced Time Sync tab provides data for
each port.

. On the Date/Time tab, dick the Advanced botron.
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194

Table 36 - Time Sync Parameters

Grandmaster (odk

"

Displays information about the Grandmaster dock. The vendor of the Grandmaster device
umlxltisinfmuﬁmﬁtﬁ]ﬂmmmmnﬁmisspﬂ&
« llser Hame

»  lser Location

+  Protorol Address

«  Physical Address

+ Dlock Fype

+  Manufacturer Name

« Model

» - Serial Number

«  Handware Revision

+  Firmware Revision

« hoftware Yersion

«  Profile Idantity

«  Physical Protoco]

= Network Protocol

«  Port Number

Lkse the vertical somll bar o view the data.

Displays the unique identifier for the Grandmaster dock. The format depends on the
network proteonl. Ehiemet netwark encodes the MAC address invto the identifier.

Displays a measure of the quality of the Grandmaster dack. Values are defined from
0...255 with zero s the best dodk.

Accuracy

Indicates the expectzd absolute acouracy of the Grandmaster clock relative to the PP
epoch. The acouracy is specified a5 graduated scale that starts at 75 rsec and ends at
greater than 10 seconds ar anknown. The kwer the acouracy value, the better the dock

Variance

Displays the measure of inherent stability properties of the Grandmaster dodc The value
is represented in offset scaled log units. The lower the variance, the better the dock.

Displays the time source of the Grandmaster dodk. The available vadues are:
»  homic Chock

« GPS

- Radio

« PIP

- NIP

« HANDset

« [ither

« Dscillator

Priority 1/ Priority 2

Displays the relative prionty of the Grandmaster cladk to other docks in the system. The
pricfity values range from 0. 255, The highest priority is zem. The default value for both

setlings 5 128
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Table 36 - Time Sync Parameters (continued)

Local Clack

Synchimnization Mot | Diplays whether the bocal dock is synchronized or not synchrorized with the
m:ﬁaﬂﬂm&mnmmd.h s synchronized if it has one port in the slave state

and is receiving updates from the time master.

(ffset to Master Displays the amount of deviation between the ol dock and the Grandmaster dock in
nanasecomds.

Backplane Smate WE?MMulﬁthmmﬂEm&nhEmasfnﬂm

« [a

. Dlaled
«  |istening
« PreMaster
« Master
« Pasmive
» Uncalibrating
«  Slave

+ Kone
Ethemet State Eﬁsmg;?tufdmiﬂmﬂmﬂtnﬂﬂﬁhumﬁﬂm:

- Fau

! Ditied

- listening

« PraMaster

- Master

« Passive

» lincalibrating

- Shve

» Naone

IMPORTANT: When the controller operates in Daal-HP mode, this stiribute provides data
for each controller port. The fields appear as follows:
« M, Ethemet State

« A7, Ethemst State

dentity Displays the unigue identifier for the ol dock. The format depends on the network
protncal. Ethemet network encodes the MM address into the identifier.

(lass Displays a measure of guality of the tocal dock. Valoes are defined from 0., 255, with
7o as the best dock.

Mrouracy Indicates the expected absolute accaracy of the local dock relative to the PIT epoch. The
accuracy is spetified as a graduaied sale that starts at 25 nsec and ends at greater than
10 seconds or unknown. The lower the acooracy value, the better the dock.

Variance Displays the measure of inherent stability properties of the focal dodk. The value &
represemted in offset scaled log mits. The lower the vafance, the better the dack.

Sourge Displays the time soarce of the local dodk. The avadable valoes are=
= Atomic Chack

- G

= Terrestrial Radio

= PIP

- NIP

HAND set
[ther
(=allztor
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Controller Diagnostics with
Linx-based Software

19

You can also view diagnostic information in Linx based software.

l. Use the RSWho butron to browse.
2. Mavigate to the Frhemnet nerwork.

3. Righe-click the controller and choose Module Statistics.
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The Module Staristicy dinlﬂg va[drs this informartion:
s The General tab shows device information, and any faults on the

controller.
o The Port Diagnostics tab shows information for the Ethemet port.

s The Connection Manager Tab shows informarion on connection
requests.

e The USH cab shows informartion abour the USB port.
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(n ntrn"Ef WEb pages The controller pmvidcs &iagnustif wech pages that track controller
pcrforma.ncc, network pcrfu:rrrnnnc-:, and ba.ckphmc pcrfummncu.
0 ] Etu?ﬂlp:cgtb: To access the diagnusr_it weh pages. follow these STEPS.

2

Open your web browser.

. In the Address ficld, type the IP address of the controller and

press Enter.

To access the information that you neced, use the links in the lefeside

navigarion bar.

IMPORTANT  The controller web pages are slightly different based on the EtherNet/IP

mode that is used. The web pages look differant and provide different
information.

For exampie, consider the following:

= When the controller operates in Linear/DLR mode, the left-side
navigation bar displays a Ethernet Port A1/A2Z folder with three tabs,
There is one Ethernet Port web page for both ports, and the controller
web pages provide one set of Ethemet data.

= When the controller operates in DualHP mode, the left-side navigation
bar displays an Ethernet Port A1 folder and an Ethernet Port A2 folder.
Each folder has three tabs.

There is an Ethernet Port web page for each port, and the controller web
pages provide one set of Ethernet data for port AT and another set of
Ethemnet data for port A2
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Home Web Page

The Home web page Emvi&:s device information and controller status.

Linear/DLR Mode
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Tasks Web Page

On the Tasksweb page, the pic chart shows the percentage of the control core’s
CPU consamed by the rasks thar are on char core. 'H'u_: gauges show the CPU

utilizadion of the control and communications cores.

The table shows the tasks that are running on the Control core (all system tasks

are summarized as one task).
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Diagnostics Web Pages

The Diagnostics web pages use a scrics of tabs to provide information abour
the following:

« Module Diagnostics

« Application Connections

« Bridge Connections

» Ring Statistics
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Limear/DLR Mode

Ethernet Port Web Pages

The Ethernct Port web pages usc a scrics of tabs to prmrlc[c information about
the following:
s Diagnostic Overview

s Nerwork Sertings

o FEthernet Statistics
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Advanced Diagnostics Web Pages

The Advanced Diagnostics wch pages pmvid: information about
the Fﬂ“nwingr

s TCP/IP Network - Provide information about the following:
— ICMP Sratistics
— 1P Searistics
— UDP Scaristics
— TCP Staristics
— TCP Connecrion
— UDP Table

o [Fthernet Port A1/A2- Provide information about the following:
— Interface Statistics
— ARP Table
— TP Route Table

IMPORTANT  This information is listed separately for, and & unique to, each port
when the controller operates in Dual-IP mode.

« 1588 PTP (Time Sync)
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Limear/DLR Mode

Dual-IF Mode:
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Browse Chassis Web Page

The Browse Chassis vaidl:s information about the devices in the system. Yoo
can click the link foreach l:mnlug number to access more information abour
that device,
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Other Potential Issues to
Troubleshoot

Your ECII!IJ.TDHCI' can EIPCH-.CI'I.EC uﬂ'u:r ISS1ICS d'.tﬂ.t you must L'I.'BLIIDIESITDDL

Continuous Task Sends Output Data at High Rate

A free running Continuouns Task can keep sending outputs ar a high rare. It the
Continuous Task cxecotes repe L'iriw:]].r with a short task execution time, and
local output or produced data is changing, the controller can produce dara
faster than the recciving modules can react. We recommend that you program
apprnprintcf}' to avoid this condition.

Immediate Qutput Instructions Issued at High Rate

CompactLogix™ 5380 and Compact GuardLogix" 5380 controllers can issuc
Immediate Output (IOT) instructions faster than I/O modules can react to
them. We recommend that you program IO'T instructions so that they are sent
at a rate appropriate for the I/O module and the corresponding physical

devices.

Integrated Motion On an EtherNet/IP Network Traffic
Priority Status

When you use a Stratix® managed switch to change the network
communication rate from 1 Gbps to 100 Mbps, the system can fail to prioritize
the Inrcgmtcd Motion On an EtherNet/IP network communication highr:r

than standard I/ O communication.

For more information on when to usc a Stratix ma_nagcd switch to a:hangc the
network communication rate from 1 Gbps to 100 Mbps, sce page 137.

For more information on m:.magu:d switches in gcncral. see the EtherNee/IP

Nerwork sccrion of the pmdu::r dirr:cmry accessible ar chis address:

hiep://ab.rockwellauromationcom/ nerworks and communications/ctherner
ip-nctwo ok,
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Notaes:
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Appendix A

Status Indicators

The CompactLogix™ 5380 and Compact GuardLogix™ 5380 controllers have a
four-character Emﬂi.ng status dispfa}r, controller status indicators,
EtherNet/ TP network staros indicarors, and power indicarors.

Topic Page
Status Display and Indicatars 308
General States Messages 309
{ompact GuandLogix Status Messages m
Fault Massages mn
Major Fault Messages 32
10 Fault Codes kL
Controler Statos indicators 37
EtherHet/IP Status Indicators 319
Power Stanu Indicators iM
Thermal Monitoring and Thermal Fault Behavior in
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Status Bispla}! and Indicators Figurs 71 shows the status display and indicators on Compactlogix 5380 and
Compact GuardLogix 5380 controllers.

Figure 71 - Status Display and Indicators

'y

NI

Item | Description

&-(haracker Serolling Matus Display, see page 309
(omtrodler States indicators, see page 317
Etherhet/IP Status Indicators, see page 313
ﬂmmus Indicators, see pM

sl

L N L L]
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General Status Messages

The scmuing messages that are described in this mble are typi::a”y indicated

upon powerup, powerdown, and while the controller is running to show the

status of the controller.

Massags Interpratation
Ho message & The controller i 0f
indicated (heck the MOD POWER status indicator to see if power is applied to the system.
(hech the 0K indicator to determine if the controller s powered and 1o determine the
state of the motrollec
TEST The controfler is condudting power-up tests.
CHitG The embedded enengy stomge cimuit is changing.
a5 Power-op tests have completed successfully.
Sawing...[lo Not The comtroller i about to save animage to the 50 cand.
Remaove S0 Card
SAVE A project s being saved to the S0 card. For more information, see 50 Indicator on
page 318
Let the save operation complete before you:
»  PRemove the 50 cand.
«  [Disconnect the power.
IMPORTANT: Do not remeave the S card while the controller i saving to the 50 cand. Let
thie save complete without interruption. Fyou intermept the save, data mrmption or foss
GaN OUCUE
(One of the following: | A project is being loaded from the ST card, For more information, see S0 |ndicatoron.
- LOAD page 318,
Let the koad operation complete before daing the following:
" poading_DoNot | g move the D card
»  Disconnect the power
IMPORTANT: Do not remeve the SO card wehile the controller is loading from the 50 @nd.
Let the load compéete without interreption. fyo interrupt the Joad, data cormaption or
bores G ocour
UPom A firmwrare apdate is being conducted from the 50 card upon powenop. For more
information, see S{ Indicitoron page 318
If you dio ot want the firmmware 1o update upon powenp, change the Load fnage
property of the controfler.
Py XX ow The firmeware major and minor revision of the controller.
5669 Tinor The controfler catalog number and series.
Link Diown Messsage appears when an Ethemet port does not have a network connection. Message
scrofls continuously during operation.
IMPORTANT: When the contraller operates in Dual-IP miode, this information is provided
fioe pach fink, that is, Link A1 and Link A2. The fink name appears before the information.
Link Disabled Message appears when you have disabled an Fthemnet port. Message solls continuously
during operation.
[MPORTANT: When the controller operates in Dual-IF mode. this information is provided
for each link, thatis, Link A1 and Link A2 ﬂmhhmmaﬁxaﬁb&mﬂrlﬁmﬂuﬂ
“THEE- Mmamxswhmﬂwrmmhnsﬂh[ﬂﬂ!hmmlcmﬁgm&mmﬂmt
D000 The message shows the MAL address of the controfler. Message serolis continuously
doring operation if no [P address is set.
IMPORTANT: When the controfker operates in Dial-IF mode, this informiation is provided
for Port A1 and Port A2 The port name appears before the information.
Fthernet Fort Rated The cisrent port rate and duplex state when an Ethernet port hasa connection. Message
Duplex State scrofls continuowsly during operation.
IMPORTANT: When the contraller operates in DuaHP mode. this information is provided
forexch link, thatis, Link A1and Link A2, The fink name appears before the information.
[P Adideess The I address of the controller. Appears on powenip and scoofls continuausty during

operation. If the [P address is not yet set, the MAC address appears.
IMPORTANT: When the controlfer operates m Dual-P mode, this information is provided
for Port A1 and Port A2, The port name appears before the information:
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Status Indicators

3

Message Interpretation

Dupicate [P - Message appears when the contralier detects a devioe with the same IP address on the

D000 E0R network. The message shows the MAC address of the device with the duplicate IP address.
Wessage scrofls comtinuously during operation.

[MPORTANT: When the controller operates in Dual-IP mode this information is provided
fior Part A1 and Port AZ. The port name appears before the information.

DHCP-Aaddress Lost The controfler communicated with the DECP server to renew the IF address. The server
either did not reply or did not renew the 1P address,

The controdler continues to aperate, bat with no Ethernet connectivity out of this port.
IMPORTANT: When the contralfer operates in Duzl-HP mode. this information is provided
for Port A1 and Port A2, The port name appears before the information.

[P AddmssiMask' The BHCP server responded with an unisable combination,

Gateway/DNS Invalid | [MPORTANT: When the controller operates in Dual-IP mode, this information s provided
fior Part A1 and Port AZ. The port name appears before the information.

1P Address bnvalid The P Address that is used in the port confiquration is not valid.

IMPORTANT: When the controfker operates in Dial-IP mede, this information is provided
for Port A1 and Port A2 The port name appears before the information

Mask Iralid The Subnet/Network Mask used in the port configuration & not valid.

IMPORTANT: When the contraller operates i Dual-IP miode, this information is provided
hPmleﬁFnﬂAlﬂmmﬂmmammheﬁvﬂrmm

Gateway Irvalid The Gateway Address that is wsed in the port IF configuration & not valid.
IMPORTANT: When the controlfer operates i Dual-P mode, this information is provided
for Port A1 and Port A2, The port name appears before the information:

DN Invealid The M5 uzad in the part IP confiquration & not valid.

Mo Project W project is loaded on the contmolber:

Toload a project:

+ lse the Studio 5000 Logix Designer® application to downdoad the project o the
controfler

« Lise an S0 card to foad a project to the controlier

Project Name The name of the project that is loaded on the controfler.

BUSY The 140 maodules that are assodated with the contrler are not yet fully powered.
Let powerup and LT module sedf-testing complete.

[mqpr(ﬂ'ﬁflcate Thesemiwreniﬁulemaumtedmﬂlﬂnﬁmmsmmd_
wihih you are trying : mnpdﬂr Hq:hcelbeﬁnmrmmthitmhmm’mnﬂy
mﬂﬂndﬂ!ﬂilhﬂmrdmﬂleﬁdumliwmmbsm

Corrapt Imane The firmwrare file is cormupted.

Received Go to hiips!www sodwediautomation com/sappart/ and downlaad the finmware revision to
which yowarz trying o update. Beplace the fimmware revision that you have previously
hmiledﬂiﬂimitpmdmﬁulu:imialmunmﬁh

Badkup A faibure with the embedded storage cirouit has ocoured, and the controller & inapable

Failore - Save of saving the praram in the event of 2 powerdown. If you see this message, sove vour
program 1o the SO card before you remove power and replace the comtroller

Backup Energy Low - | The embedded storage diroait does not have sufficent energy to enable the controller to

Save Project save the program in the #vent of a powerdowm. If you see this message, save your
praagram to thie 50 card before you remaove power and replace the controliae

Fash in Progress A firmware update that is initiated via ControfFLASH™ or AutoHash utilities & in progress.
Liet the firmware wpdate complete without intermaption.

Firmware installation | The controfler & using boot firmware, that s, revision 1o and requires a

Required firmware update.

S0 Card Locked An SD card that i Yocked is mstalled.

Download in Progress | Anactive download & ocourming

Aborting Downdoad An active downboad s being cancebed. This can be doe to a user initiated cancel, a

download failure, or connection foss.
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(nm pa(t Guardlugix Status The Compact Gunrd.Lugtx 5380 controller ﬂisph}' can show these scmlling

Messages e
Table 37 - Safety Status Messages

Mauaga Interpretation
Mo Safety Signature Safety Task is in Run mode without a safety signatiee. Generate a safety signature,
Safety Task Inoperable The safety logic is invalid. For mxample, 3 watchdog timeout pocurred ar memary is

coemupt.

Safety Undocked Thie controller s in Run mode with a safety signature, but is not safety-locked, Safery
lack the comtrodler.
Fault Messa ges If the controller displays a faule, these messages can appear on the status display.
Table 38 - Fault Messages
(ompact -
i : Goard g Message Interpretation

Major Fault TN mewsage A major fault of Type XX and Code LY has been detected.

For example, if the statos displayindicates Major Fauft 104:042 invalid
IMP Target, a IMP instruction is pregrammed to jump to an invafid LBL
For detaits about major recoverable faults, see the Logix S000™ Major,
Mm:ﬁxd 10} Fauft Codes Programming Manwal, publication
1756-PMOA.

W0 Fault Local-& 8 XXXX messmge i 10 fault has ocourred on @ module i the lol chassis. The shot
number and fault code are indicated along with a brief description.

For example, '0 Fault Local:3 #0107 (onnection Not Found indicates
that & connection to the local 1Y) modube in shot three i not open.
Take conective action specific o the type of Gl indicated,

For details about aach 11 fauit code, see the Logie 5000 Major, Minor,
and ) Fault Codes Programming Manual, publication 1756-PM014.

10 Fault Modaletame X0 mosage | An [0 fanlt has oocurred ona module ina remote chassis, The name of
the faulted modude is indicated with the fault code and brief description
of the fault.

For sxample. /0 Fault My _Module #0107 Connection Not Found
indicates that a-connection to the module named My Module i not
apen.

Take corective action specific to the type of fault indicated.

For details about each 10 fault code, see the Logie 5000 Major, Minor,
and I Fault Codes Programming Manual, publication 175-PWa14

/0 Fauh Modulefamned X000 message | An 110 Bult has ocourred on @ module ina remate chassis. The parent
name of the module & indicated becawse no module name is configured
in the L' Configuration tree of Logix Designer application. n addition,
the fault code is indicated with a brief descrigtion of the fault

Take conective action specific o the type of Gl indicated,

For details about aach 1 fauit code, see the Logix 5000 Major, Minor,
and |10} Fault Codes Programming Manual, publication 1756-PM014.

K170 Fauhts 140 faults are present and X = the number of 10 faufts present.

[ there are multiple [0 faults; the controller indicates that the first fault
reported. As each 10 fault is wsolved, the number of indicated faults
decreases and the 10 Fault message indicates the next reported fault,
Take comective action specific to the type of fault indicated.

For details about each 10 fault code, s the Logie 5000 Major, Minor,
and I Fault Codes Programming Manual, puldication 175 P14
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Major Fault Messages

n

The Major Fault TXX:CXX miessagE On the controller statns dkpia}r indicates
major fanlts. Table 39 liscs fanle types, codes, and the associated mcssages as
thqr are shown on the status disp!ny.

For detailed descriptions and suggested recovery methods for major faults, see
the Logix 5000 Major, Minor, and 1/O Fault Codes Programming Manual,

publication 1756 PMD14

Table 39 - Major Fault Status Messages

Type (oda

Messaga

Fun Mode Powerup

1 £

Honrecoverable

1 &1

Monrecrverable — Diagnostics Saved on S0 Gand

16

10 Connection Failore

n

o |

[Chassis Failure

Connection Failae

Unkreown Imstruction

Inwalid Array Subseript

Controd Strocture LEN or POS < 0

Ivvalid J58 Parameter

Timer Failure

brvalid IMP Target

S Jump Back Fathure

Value Dut of Range

Stack Overflow

Imeealid Target Step

[wvalid Instruction

[mvalid Context

Inwalid Action

e | s ] e | e | o | e | e e e e | | e e | e | R e | e | | e | SR e | L R L LA

I A I TR R T R I R e R - RS R R e R R

Ufser-defined

Tockweail Automation Publication 5069-UMO0YTD-EN-F - Apeil 2012



Status Indicators  Appendix A
Table 39 - Major Fault Status Messages (continued)
Type (ode Message
] 1 Tack Watchdoq Expired
7 40 Save Failure
7 11 Bad Restore Type
7 7 Bad Restore Revision
7 0 Bad Bestore Checksum
7 & Failed to Festore Processor Memory
] 1 Mode switch Change lgnored
n 1 Positive Overtravel Limit Boceeded
1 2 Kegarive Overtraved Limit Exceadad
1 3 Pasition Error Tolerance Exceaded
n 4 Encoder Channe! Connection Fault
1 5 Encoder Noase Event Detecied
n 7 Symchronous Connection Fault
1 & Servo Module Fault
n 9 Asynchronoas Connection Fault
n 14 Mt Famkt
1 n Motor Thermal Fault
n 7 Drrve Thermal Faal
n 1 Inactive Drive Enable input Deteced
n 15 Dirrve Phase Logs Deected
mn 18 DriveGuard® Fault
1 1 Maotion Task Owvertap Fault
n 1 (51 Reference Loss Detected
1 1 Safety Fask Watchdog Expired
" 1 Emor In Routine of Safety Task
1" 7 Safety Task Inoperable
18 1 (1P Motion nitialzation Faglt
18 z (IF Motion initialization Fault Mfg
18 3 (1P Motion Axi Faul
b ] 4 CIP Mation As Faule Mig
18 5 P Mation Faol
18 B (1P Module Fault
18 T Motion Group fauh
1% ] (1P Mittion Configuration Fault
18 9 CIP Motion APR. Fault
18 1] (1P Muticn APR Fault Mg
18 128 (OF Motion Guard Faule
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1/0 Fault Codes

314

The controller indicares I/ O fanlts on the status disph}' in one of these
fDI‘InEI.i:

s [/O Fanlt Local: X # XXX X message
s /O Faule ModuleName #XXXX message
o 1/O Faule ModuleParene: X 2 XXXX message

The first part of the formar is used to indicate the location of the moedule with
a fault. How the location is indicated depends on your 1/0 configuration and
the properties of the module that are specified in the Studio 5000 Logix
Designer” applica.tion.

The latter part of the formar, #XXXX message, can be used o dingnﬁsc the
type of I/O fault and pote ntial corrective actions. For details about each I/ O
fault code, see the Logix 5000 Major, Minor, and I/O Faulr Codes

Programming Manual, publication 1756 PM014
Table 40 - I/0 Fault Messages

(ode Message

#0001 Connection Failure
#0407 Insufficient Resoure
#0003 Imvalid Value

#0004 10 Symtax

#0005 Destination Unknown
#0006 Partial [fata Transferr=d
F0007 Conmection Lost

#0008 Seqvice Unsupported
#4009 Imvalid Atribute Value
#0004 Arributz List Error
#0000 State Already Exists
H000( Object Mode Conflict
#0400 Ohject Already Faists
#0400F Atribute Not Settable
#O00F Permission Denied
010 Dievice Seate Conflict
Hm Reply Too Large

50012 Irapment Primitive
#0013 Insufficient Command Data
#d4 Attribute Not Sapported
15 Data Too Large

F0 Connection In ke
E103 Transpoet Not Supporied
#0106 Ownership Conflict

E Connection Not Found
§0108 Irwalid Connection Type
#0109 Imvalid Connection Size
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Table 40 - /0 Fault Messages (continuad)

(ode Message

110 Module Not Configured
Hin T Ohut of Range

#0113 Out of (onnections

E114 Wirong Module

50115 Wirong Device Type

50116 Wirong Revision

Hin |mvalid Connection Poimt
#0118 Imvalid Configuration Format
#0119 Miodule Not (wned

#0114 (Ot of Cannection Fesources
#2003 Connection Timeout

#1204 Unconnected Message Timeout
#0205 Imvalid Parameser

§0206 Meszage Too Lange

#0301 No Buffer Memory

#0307 Bandwidth Mot Avallable
#0303 No Bridge Mvailable

§0305 Signature Mismatch

#0306 M Mot Available

#3n Iewatfid Port

#0312 Irwafid Link Address

#0315 Imvalid Segment Type
#an Connection Mot Scheduled
#0318 Imvalid Link Address

#0319 NoSecondary Resowres Availablz
H31E No Mvailabsle Pesources
#3F i Awaitable Resources
£1800 Hetwark Link Offfine

#1801 Incompatible Multicast BPI
#0314 Data Type Mismatch

#Dm Bad Backplane EEPROM
#D02 No Error Code

#D03 Missing Required Comnection
o4 No (5T Master

o5 Muis or GRP Not Assigned
#DoA Hotis, Mtribute Reject

M Safery 10

#1020 NoSafety Task

#EN Irvalid Connection Type
2 Imvalid Update Rate
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Table 40 - /0 Fault Messages (continued)

(ode Message

3 Imvalid Input Connection

#FE04 Imvalid Inpat Biata Pointer

#FES Imvalid input Data Sire

06 Ivalid Enpat Force Pointer

HE07 Irvalid Dutpur Connection

§FE08 Invalid Outpa: Data Painter
g Imvalid Outpuz Data Sire

FFEOA Irvvalid Otpat Force Pointer
SHEoR Imvaid Symbed Sering

L Irwalid Scheduled Personal Computer instance
§FEaD Imvalid Symbiol Instance

#FEIL Module Firmware Bpdating
FFEOF Imvalid Fermware Fil Ravision
1 Firmuweaze File bot Found

#EN Tirmeare File fmvafid

#fuz Autamatic Firmweare Update Failed
¥ Update Failed - Active Connection
§E14 Searching firmware File

i Imvalid Connection Type

#En Irvalid Unicast Mllowed

oo No{onnection [nstance

1 Path Toa Long

o4 Imvalid State

FFFoR Imvalid Fath

EFFob Imvalid Config

FRIE No{onnection Alowed
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(ﬂntrﬂ“ﬂr Statl.li Indi(atﬂrs The controller status indicators displ-a".r the state of the controller.

IMPORTANT  Safety Consideration

Status indicators are not reliable indicators for safety functions. Use them
only for general diagnostics during commissicning or troubleshooting. Do
not attempt fo use status indicators to determine operational status.

RUN Indicator

The RUN indicator shows the current mode of the contmllen.

o change the controller mode, you can usc the mode switch on the front of the

controller or the Controller Status menu in the Logix Designer application.

Table 41 - RUN Indlicator

State Dascription

i fhe controfier s i Program or Test mode.
Steadygreen | The contmller i in Run mode.
FORCE Indicator

The Force indicator shows if 1/ O forces are enabled on the controller.

Table 42 - FORCE Indlcator

State Description
i) Mo tans comtain D foroe valees.
Solid yellow 10 forces are enabled. fany VD force valses exist, they are active,
IMPORTANT: Use cantion if you change any force values. In this state, the thanges take effet
Fashing yeflow 1/0 forces st in the application, but are not active because 140 foroes are not enabled.

IMPORTANT: Use caution if you enable 1'0 forces. Al existing 1D force valoes take effec
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SD Indicator

The SD indicator shows if the SID card is in wse.

Table 43 - 5D Indicator

Stata Description

(iff Mo activity s ccouming with the S0 cand.

Hashing oreen The controller & reading from or writing to the 50 cand.
S:iti— IMPORTANT: Do not mmowe the 50 card while the contraller is reading or writing. Let the
et wmcmm;imwﬂlm interruption. I you ingerrupt the readwrite, data cormuption o
AN DO00E.

Hashing red (ne of the following exists:
«  The 50 cand does not have a valid file system.
«  The 50 card drew maessive current and power has been emoved from the card.

Solid ed The controfler does not recognize the 50 @nd

0K Indicator

The OK indicator shows che stare of the controller.

Table 44 - OK Indicator

State Dascription
il Mo power is appliad.
Flashing red (e of the following edsts:
«  The controller requires 2 fimware update. Typicaly, the controfler is in its out-of-boy
state when a firmmare update & required.

If 2 firmware updale i required, the 4-tharacter display indicates Firmware Installation
Required. For more information on haow to update firmware, see Upload from the
Controfler on mge 105,

= Afirmware wpdate & in progress,
Ifa firmware update is in progress, the 4-character display indicates Hashin Progress. For
mare information on how to.update firmware, see Upload from the Controller gn
page 105

= The controller has 2 major fault. The fault can be recoverable or nonrecoverable. if the
faultis nonrecoverable, the program bas been deared from the controfler memaony.
Ha fault has poourred, the 4-character display shows information about the fult, for
example, the Type and Code.
For detaits about major faults, see the following:
— The faukt descriptions in the General Status Messages that begin on page 309,
~ bogin 5000 Major, Minor, and 10 Fault Codes Programming Manmmal, pubdication

1756 Ph1L.

« M| wser tasks, that is, stansdard and salety, are stopped.

Seolic red Oine of the following-

« The controller is completing power-up diagnostics.

«  The controller is depleting its residual stored encmy upon powerdown.
+  The controlber s powered, bat is moperable.

« The controller is laading a profect te nonvalatile memory.

« The controller is experiencing a Hardware Preservation Faolt due to 2 high intermal
madule temperiure.
In thiis condition, only the status indicatar receives pawer. (nce the controller cools down
1o an acceptable remperatare, full poweris applied.

Sofid green The controller & operating normally.
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Ethe rH E'tﬂp Stal'l.l S ]ndi{ﬂtﬂﬁ The EtherMNet/1P indicators show the state of the controller Ethernet ports and

nerwork communication activity.

NET A1 and NET A2 Indicators

The NET Al and NET A2 indicators show the state of the Ethernet port.
Table 45 - NET AT and MET A2 Indicators

State Description
i {Ine of the following:
«  The controfler is mat configured, or does not have an 1P address.
= The port & administratively disabled.
«  The Etherhew/IP mode is LimearTILR mode. In this case, the NET A2 indicator is off. The NET
N mdicator remains o
Hashinggreen | The controfler bas an IF address; but no active coonections are established.
Steady green The controfler has an IP addvess and at least one established active connection,
Steady red Doplicate I address or invalid configaration.

LINK A1 and LINK A2 Indicators

The LINK Al and LINK A2 indicators show the state of the FrherNeo/IP

links.

Table 46- LINK A1 and LINK A2 Indicators

State

v

off

The fink is down. One or more of these conditions exdsts:

= Ethernet cabdes are not progerly connected at both ends. That is, the cables are not propery
connected the controller Ethemet port and to the connected deviee.

« Mo fink exists on the port. For example, the conneded device & not powered,

- The port is administratively disabled.

= LINK AZ only:
- ﬂnmﬁﬂmhlkmmmmmaﬂ[ﬂmmmihfmghmlm

This 15 normal aperation.
— The controller i the active ring supervisorina LR networkc and has detected a rpid
ring fault.

Flashing green

Al of these conditions exist:
- The port is enabled.

+ A link exists. That is, the cable is propery connected to an enabled controller Ethemet port
on f another device.

+ Ther is activity on the part.

Steady green

" Al of these conditions exist:
. Thepoit i enabied.

»  Alink exists. That i, the cable is propedy connected to an enabled controller Erhemet port
on 1o another device.

«  These is no activity on the port.
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Power Status Indicators

30

The power status indicators show the status of module power and
sensor/actuator power, known as MOD Power and SA Power, rcspcctivd}'.

MOD Power Indicator

1able 47 describes the MOD Power indicator on a Compactlogix 5380 and
Compact GuardLogix 5380 controller.

Table 47 - MOD Power Indlcator

State Dascription
0ff Modile Power is not present
Steady green Module Fmrisprmlm

{1} Mithough undfkely, 1t & possihle that ther i enounh Medude Power precent for the indictor to fum steady green but the power
Is mat valid. Vislid power 15 18 _32¥ DL inoparate 2 Compactiogin 5380 systeen. If the oystem doss not power 0D Jnd oparate
sucregafily, Module Power can be invalid
1 Modula Power |5 i, we recommend thaf you meie sare that the exiemal power supply & wirking comacty, propesy sired
fior yous appecation and that all wining Is comeo

SA Power Indicator

Table 48 describes the SA Power indicatoron a CompactLogix 5380 and
Compact GuardLogix 5380 controller.

Table 48 - 5A Power Indicator

State Description
{0 (i of the following:

« Semsor dctuator Power is not present

- Satus of Semsor Actuator power & wnknown
Steady green kmkﬂmpnwﬁismnlm

(1} Awough unitkely, It & possibe thiat them is enmugh Senson/betuzter Fower present for the indicater to fam staady green but
the power is nef valid Yalld power (s 18. . 32Y DU In appéications that reguire DO voltage and 18. . 240W AL in applications that
redquire AL voftage.

I SonsorActuator Power s ievalid, we recomimand that you make surs that thi extemal powor supply s warking amactly,
pronery stred for your appécation and that 2 wiring is comect
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Thermal Mnnitﬂ-ring and The controllers monitor internal medole temperatures. As shown below, the
Tl'lerl'l'lﬂl Fault B'Eha\'iur controller takes actions as the e mperature increascs.

Al power to the controller is

disabled except tomn the

red K status indicator and Threshold for controller to declare 3 " Hardware Preseryation

manitor the temperatire. —— - Fault’ resetting the module and disabling power
In the disatded power condition, only the OF siatus indicator s
illuminated, and it is red. The module does not apply power

~al— yntil it has cooled below the Harware Preservation Hysteresis
limit. The module then enters fault mode, records the fault in
the major fault log, and displays "CPI) Temperature Fault'on the
Hardware Preservation front panel

Hysteresis Limit ——

~aif}— Threshold for comrodler to declam 3 “CPU Temperate Fault”
miajor recoverable fault.
I a fauft handler does not dlear the fauli, then the module
ensers faalt mode, records the fault in the major fault log, and
displays T17-034 (PU Temperature Fault” on the front panel.

4 P

[ —agf—— Threshold for controller to dedare a “T17:035 Contrafler

f -'E | intemal temperature i approaching operating limit’ minor

| E I fautt and set the Diagnostics minor fault bit

| = The fault s recorded in the minor fault log, bat s not displayed
I & | on the front panel. If the tsmperature rhmms to an acepable

i [ range, the Diaonostics minor faalt bit dears, but the minor
f [ farult record remains.

IMPORTANT  If youfollow the recommended limits for ambient {inlet) temperature and apply the required clearances around the system, the
controller is unlikely to reach the initial waming {minor fault) temperature.

For more information on CompactLogix 5380 and Compact GuardLogix 5330 controller specifications, see CompactLogix 5380
and {ompact Guardiogix 5380 Controller Specifications Technical Data, publication 5068-TD00L

IMPORTANT  The presence of any temperature waming indicates that measures must be taken to reduce the ambient temperature of
thie module.
Instructions for how to use Ladder Diagram to check for 2 minor fault can be found in the Logie 5000 Controllers Major, Minar,
and 1/0 Faults Programming Manual, publication 1756-PM014.
You can use a G5V instruction to read the MinorFaultBits attribute of the FaultLog class name. If the Diagnostics minor fault bit
(Bit 17) is set, a temperature minor fault can be present. Check the Minor Faulis tab of the Controller Properties dialog box in
Logix Designer to see if the minor fault is a temperature warming.
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Notaes:
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Security Options

Topic Page
Disable an Ethemet Port in
" Disable the 4-character Status Display 1B
Disable the Controler Web Pages m

For enhanced SCCURILY, you can disable Fl.ln::rinnalit}r on your concroller.

DisahI\E an EthE"lEt Pm‘l‘ You can disable the controller Ethernet ports with the Stadio 000 Logix

Designer® applimtinn. version 28,00,00 or later.

IMPORTANT  Remembier the following:

= When you use the Logt Designer application, version 2%.00.00 o fater,
you can disable either of the Ethemet ports whether the controller uses
Dual-IP mode or Linear/DLR mode.

= Dneean Ethernet port is disabled, you lose any connection that is
established through that port.

= You cannot disable Ethernet ports if the controller is in Run mode or if
the FactoryTalk” Security settings deny this editing option.

Ethernet ports return to the default setting after the following occuron
the controller:

» Stage 1 reset
s Stage 2 reset

s New project is downloaded - In thiscase, the scttings in the new project
take effect.

s Program is cleared from the controller - The following are examples of
what clears the program from a controller:

~ Major non-recoverable fanlt occurs.

— Firmwarc upda.n: OCCUTS.

You must reconfigure the scttings to disable an Ethernet port after the port
returns to its defanle sertings.

There are two Ways o disable the Etherner port:
« Disable the Ethernet Porr on the Port Configuration Tab on page 324
s Disable the Fsherner Porc with a MSG Instouction on page 325
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Security Options

324

Disable the Ethernet Port on the Port Configuration Tab

You can disable the embedded Ethernet port on the controller. This method
rerains the se tring in the project, so cvery time you download the project to the
controller, the Fthernet port is disabled.

I. On the Online toolbar, click the Controller Properties button.

2. On the Controller Propertics dialog box, click the Port Configuration
tab.

3. On the Port Cnnl:i.g'u.mﬂon tab, clear the Fnable checkbox for the port
that you want to disable and click Appl}r.

" T el e - R S T == ._-'.--%'-'
| Upntam | watim | aanten | sbews | |
o i Wy | mu_l_-'ae!mj P Lol ol ek, | sty
; E rul

Tawnd e
— —F':F—W
| < + bt =
A=l " i ]

4. 1f you arc online when you make this change, click Yes on the Alert
dialog box.

==

. A e g

b emerhen pra st sl e e b
= b S Lol g mis g e e v B

Zpapds ks

s The ch‘.mgt takes effect Ernmcd.ism:l}'.

» If you arc offlinc, the change takes effect when you download the
program to the controller.

5. On the Porc Cunfigurat'mn tab, click OK.
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Disable the Ethernet Port with a MSG Instruction

You use a CIP Generic MSG with a Path of THIS to exccuote this option. You
cannot use this MSG instruction to disable the Echerner portona different

l'.'DI'Itl'DI].Cf.

I. AddaMSG instruction to your program.

This message nnf}' needs to exccute once, it does not need to execute

with CYCTy pProgram scan,

IMPORTANT  You cannot add a MSG instruction to your program if the controller
isin Run mode or if the FactoryTalk Security settings deny this

editing option.

[-.1

box as follows:

Canﬂgurc the Cnnﬁguratinﬂ tab on the Message Conﬁgumric:n dlalog

IMPORTANT  The values that are listed below are stored to NVS memory insuch a
wity that the M5G instruction is not required to be executed each

time the controller powers up.

Message Type - CIP Generic
Service Type - Set Artribute Single

Class - f&
Artribute - 9

Instance - 1 to disable Porc A1, 2 to disable Porr A2

Source Element Cnnrmllcrtag of SINT data type

In this cxample, the controller tag is named Port_Configuration.

Source Len gth- 1

Mo zage Cordigarstion . MAGDisable: Mol [
| Gaureian | Conmieation [Tog|
| -
Messsos Ty |18 G -
S -| B Eerrents v -
T“-"l:ﬂf |E,?_E-£h,=5¢ _.| e forr_Cenhourabon
oeie Lengll i - Syimsh
T |m | Olams: o e |
Iretsoem: | Atmogi=:. 9 e )] T |
O Eecble O EnchleWang LS 25 o Do Langth
3 o e Extereiad Eimr Tode: ClTimed Out &
oo Halhy THIG
= E
[os ][ Conem [t
.
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Security Options

326

3 Conﬁgurc the Communication tab to use a Path of THIS.

IMPORTANT  Messages to THIS must be unconnected messages.

Wiz saghis Casndfigurabion - MSG[sable Parisl ﬂ
[ Confimrmon | Commrweten [Tag_ |
% Py, [WEH e
| THIS
Troadnme
Commuracatior fdsthod
i Dite  Thaewe ’ e L i
1F .'.l'rl. I n _ I
LA T ——
7 Cornectec Ceche Cooreciaom L | Leyge Cionmmection
(3 Ermble D) Erabs Waing 3 Shadt od [one Cone Langh
o o Do Exterdsd Ero Code 1 Timed Ot
Erer Pabk THIS
Eror Tend:
ot | [ Caxel | [l |
— — ——

4. Before you enable the MSG instruction, make sure that the Source
Element tag value is 2,

IMPORTANT

You can re-enable an Ethernet port after it is disabled.

Tore-enable the port, complete the steps that are described in this
section. Before you enable the MSG instructions, however, make
sure that the Source Hement tag value is 1.
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Disable the 4-character With ﬂ't:l_ﬂt':;liﬂ 'SUU.U Logix I]_'csig;i:r app|icatiu!;vc.rsi?;ig.m.m Drffrc?
- ou © able cerrain categorics of messages on the 4-character staros display:
Status ﬂlipla)r you can disable cerrain ¢

s Disable All Caregorics of Messages on page 328
o Disablc Individual Carcgorics of Mcssages on page 330

You use a CIP Genernic MSG to execute each option.

IMPORTANT  These system messages are always displayed and cannot be disabled:
= Powerup messages (TEST, PASS, CHRG)
- (atalog number message

- Hirmware revision message
= Major / (ntical failure messages

The 4-characrer status disp].a)' returns to the defaule sciting after one of these
actions occur on the contreller:

s Stage | reset

s Stage 2 reset

o New project is downloaded - In this case, the settings in the new project
take effect.

s Program is cleared from the controller - The i'_ﬂﬂc:rwing are cxamplcﬁ of
what clears the program:

— Major non-recoverable faule occurs.

— Firmware upr_Ta.Ic DCCUTS

You must rcccrnfigurc the sciTings to disable an Fthernetr port afrer the port
returns to its defaule SCTrings.
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AppendixB  Security Options

Disable All Categories of Messages

When you disable che 4-characrer d.ispla? cntircl}r. this information is no lo nger
shown:

s Project name
o Link starms

o Port stams
o [P address

Compktc these STEps.

1. Add a MSG instruction to your program.

IMPORTANT  You cannot add a M5G instruction to your program if the controller
is in Run mode or if the FactoryTalk Security settings deny this
editing option.

2 Ccrnﬁgurc the Cunﬁgumtiﬁn tab on the Message Cunﬁg.:mrinn dlalq:rg

box as follows:
— Message Type - CIP Generic
~ Service Type - Set Artribute Single
— Instance-1
— Class- 3a5
— Ateribuore - 1
— Source Element - Controller tag of SIN'T data cype
In this example, the controller tag is named LCD_SIN'T
~ Source Length - 1

Wieteags Configirmtion - MEGTiie | 071 b e

Uiirobie O LochleiAnbg )=t 5 e Lore g |1
D e ookl By Ty T i h #
e Pl THE
o Tendt S—
=, e =
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3 Conﬁgurc the Communication tab to use a Path of THIS.

IMPORTANT  Messages to THIS must be unconnected messages.

imizage Configurtion - MG | O ﬁ
[ rapamion | Cores kot [ ag
|
@ Paiy (B Sodm. |
RiEiH
Srzhns
Corwe_rezamn Yl-aal
ke ¥ B —
5L .
|
| [T Covimmited =" i * =
i rnle ;_;E-aéu'm R i foarer Lo g
1 T dnde Edonidss Brir Juse T T e
S Futh THE
o e —_ o
] lome’ v |[ae
=

4. Betore you cnable the MSG instruction, make sure that the Source
Element tag valuc is 1.

IMPORTANT  You can re-enable the 4-character display after it is disabled.

To re-enable the 4-character display, complete the steps that are
described in this section. Before you enable the M5G instructions,
however, make sure that the Source Element tag value is 0.
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AppendixB  Security Options

Disable Individual Categories of Messages

You can disable a subscr of the informartion that scrolls across dhe controller

You can disable these subsets:

s Project name and link staros

o Portstatus and [P address

Comphtc these steps.,

. AddaMS5SG instruction o YOUr Program

This message only needs to execute once, it does not need to execute

with every program scan.

editing option.

IMPORTANT  Youcannot add a MSG instruction to your program if the controller
is in Run mode or if the FactoryTalk Sequrity settings deny this

box as follows:

330

Configure the Configuration tab on the Message Configuration dialog

Message Type - CIP Generic
Service rI':.rpr - Rer Aceribure Singh:

Instance - 1
Class - 3a3
Arrribure - 2

Source Element - Controller tagof DINT data type - In this example,

the controller tag is named
Source Length - 4

Line MASK.

Weszage Conng.rrton - MiTitiabie SnglsLne i
SoTipemie | Caniiidas | Tap
Fhoroge: Tre EF oo -
el T e ...| SounceTEmest lre WASK -
e
Fsunce e o] ) = =
R R L —— [
- - 4, . - - L
e atbdare: 3 Fex) IW
IESdee . ) EvubdeWalsy L] o Dt Lorg, D
ik Evod Gode: Exaorind Frorlnze Sl Gt
T e TH
S Tl :
=~
—
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Secunity Optiors. Appendix B

3 Conﬁgurc the Communication tab to use a Path of THIS.

IMPORTANT  Messages to THIS must be unconnected messages.

rh'nsnﬂe Lonhguraton -Msﬁkgnq__ﬁml_:mz “
| TComigemion, Commrcaton [Tag [
w fwn LM Errans

TG

mwreand

1 mrwe =i el Ih

I Cavemimi e e Dl [ Tl G
Embl O Eipblealng UrEa ¥ Lo Dot Logis 0
5 Evor o Eutershud Toua Suxde Llimeding ®
Foror Pl THIS
B T |
] st | At | i |

/]
=

4. Before you enable the MSG instruction, set the bits in the Source
Element tag to these values, based on what information chat ¥ou want to

disable:

» Project name and link status - Bit 0 of the Source Element = 1

s Port statos and 1P address - Bir 1 of the Source Element =1

IMPORTANT  You can re-enable the subsets of information on the 4-character
display after they are disabled.

Tore-enable the subsets, complete the steps that are described in
this section. Before you enable the MG instructions, however,

mike sure the appropriate bit in the Source Hement tag value is 0.
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AppendixB  Security Options

Disahle the (ﬂnt"}“er You can disable the controller web pages with Studio S000 Logix Designer®
WEb Paggs applic:itinn. version 28, 00,00 or later.

You usc a CIP Generic MSG to execure this Dpion.

Controller web pages return to the defaunlt serting afrer the following occur on
the controller:

» Stage 1 reset
s Stage 2 reset

s New project is downloaded - In thiscase, the scttings in the new project
take effect.

s Program is cleared from the controller - The following are examples of
what clears the program from a controller:

= MFLID!’ I'IDJ.'J.-'I.T-EG‘I'CF:I]'_'IJ.E FEI.'IJJE OCCLrs.

— Firmwarc upda.n: OCCUTS.

You must reconfigure the scttings to disable the controller web page after i
returns to its defanle sertings.

. Adda MSC instuction to your program.

IMPORTANT  You cannot add a MSG instruction to your program if the controller
isin Run mode or if the FactoryTalk Security settings deny this
editing option.

Cﬂnfigurc the {:Dnﬁguratinn tab on the Message Conﬁgumrmn dlalog

box as follows:

[-.1

— Message Type - CIP Generic

— Service Type - Custom

— Service Code - 4¢

— Instance-1

— Class- 5

— Ateribute -0

— Source Element - Controller tag of SIN'T|5] data type.
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Appendix B

In this example, the controller tag is named WP_Disable and must

match this gmphic.
IMPORTANT  The Source Element tag in your Logix Designer application project
must match the values that are shown in the graphic
Ifyou use values that are differant than the ones shown, the
controller web pages are not disabled.

a WP Daable 11 b| Haw SHTIE]
b W Disablell] 157 Fies ST
b2 Disablel1] 16 bees ST
bW Disableld] it Fes RBRT
B W Disablel3] TR Fns ST
b W Diiablefd 15 Fies T

— Source Length - 5

MesmsageTope  |CIP Gernesz =
| e [ T T —
| Seurcs Langth: T 2| iEes)
(B B R — %
InEmoce: © Afrbuer g {Hex) Lemart: | Mo g y
|
1
Jorabe O Enabie Wasng 23 Ban 2 Tonn Cioewa Laegihc 1
| L2 ErmorCode: Eatendad Brer Cooa Il mod Gut +
Ever il THE
Eror Tet |
o ] | eeew | e [ [twm |
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3 Cnuﬁgurc the Communication tab to use a Path of THIS.

V] : e —-
Messatpe Confqurabion - MSCDisakie Weimage e
| | Configuriesy: Commucmon | Tag I

11
W Py HIE | Bvene. [
THIS
Sreedussd | - :
L
Cammureston Method
[ =is it LChapie | s i [ 0
I':'-I'[J.;:Iizﬁl'[l «Lal 'n -_| | s ot iy i i = (D
1 | Comvumcdini | Paardkes D iinAuiive + | L Cirvm i
JEratn ) Enoble Waling 0 Sl 1J Dene Do Lengiit [}
| 2 EnorZode: ‘Extendes ErmarCoda 1 i 0ot *
Emor Path: THIS
Enor Test
o) e [ o | [
|

4. Before you enable the MSG instruction, consider the following:

s Todisable the conooller web page. the last elementin che SINT array
for the Source Element must be (),

o W= [Huskle [eul L Hew ST
B Wil Phashiald) 1m0 e Unt
¥ Wb Cea|1 18RS His ENT
¥ WP [aanie|d] 6= Hes HNT
B el 3] 1f= Hes UNT
2 WM Caniiald] 1] Hes SNT

s Tocnable the controller web page, the last clement in the SIN'T array
for the Source Element must be 1.

o P Dikikle ful [d Hes SNTTT
WP Trsahiel] 15200 Hese T
» WP Dsanield] 1675 Hes HNT
WP Desbie]d) 8= Hest st
F T Dlaakilef3] =G - His EINT
3 WP Dinmbiald] 1540 e ST
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Appendix C

Change from a Standard to a

Safety Controller

Change Controller Type

Topic Page
(Chanege from a Standard 10 a Safety Comtroller 33
(hange froma Safety to a Standand Controfler 336
Change Safety Contrelber Typas 336

Saftr}r controllers have spcciﬂ_l requircments and do not support cortain
standard features. You muost understand the behavior of che SYSECTI when
dmnging the conroller type from standard to 53fcr}r.. or from saﬂt}' to

standard, in your controller project.

Chﬂnging controller type affects the ﬁ:rﬂﬂwing:

s Supported features
. thﬁical mnﬁgumtinn of the project
« Controller propertics

o Project componcnts such as tasks, programs, routines, and rags

. Sa.ﬁ:r:.r Add-On Instructions

You can cha.ngc froma CompactLogix™ 5380 controller o a
Compact GuardLogix® 5380 controller in S$IL 2/PLd safety applications.

UFD" confirmal:iun uf_a EI'IEIIEC .me a stanc[an:[ cuntmﬂ:r toa Eﬂ&t}f‘ CUI’IITGJ.]!:I

project, Eﬂftf_',’ components arc created to meet the minimum requircments for

d Sﬁﬂ!t‘r EﬂIll'l.'D"El’I

e The sai'_t:tjr task is creared un]}' if the maximum number of downloadable
tasks has not been reached. The safcqr task is initialized with its defaule

'FE].T.I-L‘.S.

TIP  |fyour project already contains 32 tasks, and you try to change from a standard
to a safety controller, the project does not convert and stays with the standard

controfler.

- Sﬂftl’}" EIIII'l'.IPDI'ICHES anc El’l.'ﬂl'l’_"d {safu:r} IZEI;SIC, sﬂ.{:ct‘,r PI'DEI'H.ITL. .ﬂ.ﬂd S0

forth).

« A time based safery network number (SNN) is generated for the local

chassis.

« A time-based safery network number (SNN) is also generated for cach

embedded EtherNet/1P port.

o Standard controller fearures that are not supported by the safety
controller, such as redundancy, are removed from the Controller

Propertics dialog box (if they existed).
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Appendix(  Change Controdler Fype

Change from a Safety toa
Standard Controller

Change Safety
Controller Types

338

Upcrn confirmation of a changc froma saﬁ:’qr' controller projecttoa standard
controller, some COmMPORNCNLs are cha.ngcd and others are deleted:

53.&1.‘:-" 1/0) devices and their tags arc delered.

The safety task, programs, and routines are changed o a standard rask,

programs, and routines.

All safcry tags, except saﬁ:t]f CONSUIME tags, are ch:ngcd to standard tags.
Safc‘qr CORSUME Lags are delered.

Safety tag mappings arc deleted.

The safety neework numbers {SNNs) arc deleted.

Safery-lock and -unlock passwords arc deleted.

If the standard controller supports features that were not available to the
safct}r controller, those new features are visible in the Controller
Propertics d inlug box.

TIP  Peersafety controllers are not deleted, even if they have no
connections remaining.

Instructions can still reference modules that have been deleted and can
produce verification errors.

CCI'I'EEII'ECEII tags arc I:Il:l{ttd lW'I'I.'CI'I 'd'tl: PFDEI.'LICiﬂE l'llﬂdllll: i5 EI.CJ.E:[I:IZI..

As a result of the above changes to the system, safeey specific
instructions and safery I/O tags do not verify.

If the sai:r:t}r controller project contains safe £y Add-On Instroctions, you must
remove them from the projector E]‘:a.ngr their class to standard before changi ng
the controller type.

When you change from onc safety controller type to another, the class of tags,
routines, and programs remain unaleered. Any 1/O devices that are no lcmgcr
cumpar'[blc with the targer controller are deleted.

If you change from a safety controller with a SIL 3/PLe application toa
Compact Gu:ardLugix 5380 controller, the :appHmI:iun cl‘langcs to SIL 2/FLd.

ﬂa.i:cr]r Neowork Mumbers are also prcs:n-‘cd when you cha.ng: toa
Compact Gu.a.rdLugix 5380 controller.
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Index

Numerics

1732 ArmorBlock Guard 10 modules 185
17320 ArmorBlock /0 modules 185
1734 POINT I/0 modules 185

1746 5LC1/0 modules 185

1756 ControlLogix 'O modules 185

1769 Compact /0 modules 185
1784-501 and 1784-5D2 cards

load from 125 ... 128
atier tasks 128
store to 121

1794 FLEX 1/0 modules 185

4-character display
disable 328 ... 329
dicaile a subset of display information 330
e 331
4-character status display

fault messages 311
3l status messages 309
10 fault codes 314 ... 316

A

add 1/0 modules while online 195
Add-On Instructions 233, 336
Advanced Diagnostics web page
1se o trovbleshoot 302
allow communication 172
application
glements 221
AutoFlash

update 82

consumed 78
virtual 278

dxes

axls
obtain information 281

block communication 172
BOOTP/DHCP server 131

setting IP network address 67 ... 69
Browse Chassis web page

use to troubleshoot 304

C

changing controllers 336
CIP Safety 219
CIP Safety /0
adding 199
tonfiguration signature 209

node address 199
dlear

faults 272
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communication
allow 172
block 172
with EtherNet/IP devices viasocket interface
138
communication path
w95
Compact 5000 170 modules 177, 185
CompactLogix 5380
design system 20
configuration owner
identifying 210
resetting 210, 212
configuration signature
components 209
copy 209
definition 209
configura
DHCP server 71
mation 278
configure always 719
connection
Hatus 269
connection reaction time limit 208, 254
CONNECTION_STATUS 247, 269
ConnectionFaulted bit 269
consume data 173
consume tag data 153
consumed tag 247
continuous task 225
control data 172
ControlFLASH softwara 77, 99
controller
available modes 109
behavior 172
change type335... 336
design system with 20
download project 102
fault handler 275
go online 95
logging
safety lock, uniock 260
safety signature 262
match 98
sarial number 98
serial number mismatch 101, 104
21 commimication path 95
upioad project 105
controller firmware
obitain 77
update with AutoFlash 82
update with ControlFLASH 77
controller operation moda
change with Logix Designes application 111
change with mode switch 110
controlier reset

stage 1114
Htage? 115
controller status

4-character status display

337



[mdex

33z

fault messages 311
general status messages 309
170 fauli codes 314 ... 316
controller status indicators 317
FORCE indicator 317
OK indicator 318
RUN indicator 317
SDindicator 318
controfler tasks 223
controller web pages
disable 332 ... 334
troubleshoot with Advanced Diagnostics
web page 302
troubleshoot with Browse Chassis web page
34
troubfeshootwith Dizgnestics wab page 300
troubleshoot with Ethernet Part AT/AZ web
page 301
troubfeshoot with Home web page 298
troubleshoot with Tasks web page 299
use to troubleshoot 297 .. . 304
wopy
safety signature 264

data types

CONNECTION STATUS 247
data update

/0 data 196
delete

safety signature 264
design
system 20
diagnostics
with Loglx Designer 283 ... 295
with R5Linx Classic sofiware 196
Diagnostics web page
use ta troubleshoot 300
disahle
4-character display 328 ... 329
controller web pages 332 ... 334
Ethernet port 323 ... 316
sibsat of 4-character display information
330...31
disable the Ethernet ports 116
DLR network topology 134, 185
DNS addressing 64, 73
EtherNet/IP network parameters 66
domain name &5
download
effect of controller match 98
effect of firmware revision match 99
effect of safety status 100
project 102
drivers
RSLinx Classic software 57 ... 58, 59 ...
&0
Dual-IP mode 143

overlapping IP address ranges 149
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duplicate IP address

detection 72
resolition 72

E

editing 262
electronic keying
about 184
elements
control appication 221
error
saiptfile 80
Ethernet Port A1/A2 web page
e to troubleshoot 301
Ethernet parts
disable 116,323 . .. 326
Dual-iF mode 143
Linear/DLR made 147
EtherNet/IP mode
thange 153 ... 163
chandge via Logix Designer application 159
change via R5Linx (lassic software 161
configure 150 ... 157
configure Duzal-IF mode via Logix Designer
application 150
configure Dual-P made via RSLinx Classic
software 132
configure Linear/DLR mode via Logix
Designer application 154
configure Linear/DLR mode via R5Ling
Classic software 156
Dual-iP mode 143
overlapping IP address ranges 149
Linear/DLR made 147
EtherNet/IP network

communication driver in RSLinx Classic
software 57 ... 58,59 ... 60
Lommunication via socket interface 139
DLR nstwork topology 134
linear network topelogy 135
network communication rates 137
nodas 131
optimize network performance 137
parameters for DNS addressing 66
star network topology 136
topologies 134 ... 136
EtherNet/IP status indicators 3119
LINK A1 and LINK A2 indicators 319
KET A1 and WET A2 indicators 319
event tasks 225

external access 245

fauit
dear 272
Cpul temperature 321
hantware preservation 321
nonrecoverable controlier 272
nonrecoverable safety 268, 371
recoverable 273, 321



fault codes 314 ... 316
major safety faults 274
status display 273
use G5V instruction toget 238
Tauit handler
execute at L0 module fault 238
fault messages
on 4-character status display 311
FED
using 232
firmware
obtain 77
required 76
security certificate, ermor 80
update controfler firmware 75 ... 84
update with AutoFlash 82
update with ControfFLASH 77
firmware revision
match 99
mismatch 101, 104
firmware upgrade kit 29
FORCE status indicator 317

forcing 263

G
gateway 6o
GSV instruction
maniter a connection 237
use 1o get fault codes 233

handshake 172
Home web page

lse 1o trovhleshoot 798
host name 66

]

determine data update 196
1/0 fauit codes
on 4-charactar status display 314 ... 316
1/0 modules
about tocal 10 modiles 177
about remate 10 modules 185
add local 1/0 modules to Logix Designer
2pplication project 179 ... 183
add remote /0 modules to Logix Designes
appication praject 187 ... 194
add while gnline 195
tonnection emor 238
loecal
example 178
on a DLR network topology 185
on afinear network topology 186
on a star netwark topofogy 186
remaote
example 185
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Instructions
motion 279
IP addresses
definition 66
DHCP server 71
Dual-iF mode 143
overiapping IP address ranges 149
duplicate address detection 72
doplicate address resalution 72
Linear/DLR mode 147

L

Ladder Logic
1sing 232
linear network topology 135, 186
Linear/DLR mode 147
LINK A1 and LINK A2 status Indicators 319
load
from memorycard 125 ... 128
load a project
on cormupt memary 122
on powerup 112
user inftiated 122
local /0 modules
abaout 177
add to a Logix Designer application project
179...183
example 178
lock

SeasafatyJock.
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Logix Designer application 131
atid 1/0 modules whila onine 195

ad local /0 modules to.a project 179 ... .

183

add remate [0 modules toa project 187, ...

194
Add-On Instructions 233
change controfier operation mode 111
change EtherNet/ 1" mode 159
configure Dual-iF mode 150
configure Lingar/DLR mode 154
continuous tasks 225
develop applications 221 ... 7
develop motion
diagnotics 283 ... 295
download project 102
event tasks 225
ga anline 95
maotion instructions 279
ofytain motion axis information 281
parameters 231
periodic tasks 225
programming languages 232
programs 228
routine 230
routines 230
Sl communication path 95
tags 111
tasks in project 223
troubleshoot with Advanced Time Sync
diglog box 293

troubiechoot with Connaction cateqory 286
troubleshoot with Ethernet Port Diagnostics

dialog box 297
troubfechoot with General category 286
troubleshoot with |/ madule properties
diglogbox 285 ... 288

troubfeshoot with Madule Info category 287

upload project 105

M

major faults tab 773, 174
major safety faults 274
MajorFaultRecord 276
match project to comtroller 93
maximum observed network delay
feset 254
memary card
load project from card 125 ... 128

oiher tasks 128

store project to card 121
message

about 175
MESSAges

safety status 311
minor fauits tab 274

MOD power Indicator 320

mode switch
change controfler operation mode 110
pasition 109

module
properties
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applications 277 . .. 281

connection t3b 210
maonitor 1/0 connections 237

mation

about 278

instructions 279

obigin axis information 281
program 279

MET A1 and NET A2 status indlcators 319
network address

DN addressing 73

network address translation (NAT)
et the IF address 202

network communication rates

on an Etherbet/TP network 137
network delay multiplier 255

network parameters

DN addressing 66
domain name &6

gateway 66
hiost name 66

IF adidresses 66
subnet mask 66
network status

indicator 215, 217
node address 199

nodes on an EtherNet/IP network 131
nonrecoverable controller fault 272
nonrecoverable safety fault 268, 272

re-starting the safety task 272
nonvalatile memory
tab 118

0

obtain

s information 281
obtain firmware 77
0K status Indlcator 318
online

go b5
online bar 266

optimize Etheret/IP network performance

137
out-of-box 214
reset module 210
overlapping IP address ranges 149
ownership
configuration 210
resetiing 210

P

parameters

in project 231
password

set 261



path
et 05
peer safety controller
|acation 248
sharing data 247
SHMN 248
Performance Level 49
periodic tasks 225
Power status Indicaters 320

MOD power indicator 320
SA power indicator 320
produce a tag 157
produce data 173
produce/consume data 173
produced tag 247
program fault routine 175

programming 263
programming languages 232

FED 232

Ladder Logic 232

SFC132

Structured Text 232
programming restrictions 265

programs
in project 223
scheduled 329
unscheduled 229
project
download 102
elements 221
ga enline 95
programs 228
routines 230
tasks 223
bptoad 105
projects
Add-On Instructions 233
paramaters 231
programming languages 137
tags 231
protect signature in run mode 163

protecting the safety application 252 . ..

safety signature 262
safety-lock 259
security 261

reaction time 243
reaction time limt

OF Safey 170 208
recelve messages 175

recoverable fault 273
clear 273
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remote /0 modules
1732 ArmorBlock Guard 170 185
17320 ArmorBlock 140 185
1734 POINT /0 183
1746 5LC1/0 185
1756 ControlLogix 1D 185
1769 Compact 120 185
1794 FLEX 1/0 185
about 185
add to a Logix Designer application project
187... 194
Compact 3000 10 modules 185
example 185
replace
confiqure aiways enabled 219
configure only. . . enabled 214
Guard /0 module 213 ... 219
requested packet Interval 247
comsumed tag 254
reset
module 210
ownership 210
resetbutton 113
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