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Getting Started

This manual describes how to configure and manage your ReadyNAS® storage system.
To configure and manage your ReadyNAS storage system, you can use any of the
following methods:

e ReadyCLOUD®. Use this online service to discover your ReadyNAS system on your
local area network and access the Admin Page.

e Admin Page. Use this browser-based interface to configure and manage your
ReadyNAS system.

e RAIDar application.
e Insight app.

This chapter includes the following sections:

e Start Using Your ReadyNAS System
e Additional Documentation
e Supported ReadyNAS Systems

e Supported Operating Systems

e Supported Browsers
¢ Diskless Systems

e BasicInstallation

e Upgrade Pre-6.2 ReadyNAS Firmware for Use With ReadyCLOUD
e Discover and Set Up Your ReadyNAS Using ReadyCLOUD
® |ocal Setup Wizard

e Admin Page
e Access the Local Admin Page

e Register Your System

e Five Levels of Protection

e The ReadyNAS Community
e Safe Mode

Note: For more information about the topics covered in this manual, visit the support
website at www.netgear.com/support.
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Start Using Your ReadyNAS System

This manual provides conceptual information about storage systems, detailed instructions
about using your system, and NETGEAR's recommendations about configuring,
managing, and backing up your system. We recommend that you read this manual to
make the best use of your storage system.

To quickly start using your system, review the following sections in this order:

1. Basiclnstallation on page 13. Use ReadyCLOUD to discover your storage system on
your network.

2. Create a Share on page 63. Shares are the way you organize the data you store on
your ReadyNAS system.

3. Create a LUN on page 96. LUNs are SAN data sets that allow data transfer and storage
over iSCSI.

4. Basic Snapshot Concepts on page 125. Protect the data that is stored in folders and
LUNSs by creating snapshots.

5. Create User Accounts on page 142. Create a user account for each person that you
want to allow to access your ReadyNAS system.

6. Configure Global Settings for File-Sharing Protocols on page 206. File-sharing
protocols enable you to transfer files across a network.

7. Backup Concepts on page 262. You can back up the data that you store on your
ReadyNAS system and you can use your ReadyNAS system to back up data that you
store on other devices.

Additional Documentation

NETGEAR maintains a community website that supports ReadyNAS products. Click the
ReadyNAS Coummunity button on the upper right side of the Admin Page, or visit
https://community.netgear.com/t5/ReadyNAS-Network-Storage/ct-p/readynas for
reviews, tutorials, comparison charts, software updates, documentation, an active user
forum, and much more.

Forinformation about your system'’s hardware, see the hardware manual for your system,
which is available at http://www.netgear.com/support/product/ReadyNAS_QOS_b.

Getting Started 10 Software Manual
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Supported ReadyNAS Systems

ReadyNAS OS 6.10

This release of ReadyNAS OS supports the following ReadyNAS systems:

RN102
RN104
RN202
RN204
RN212
RN214
RN312
RN314
RN316
RN422
RN424
RN426
RN428
RN516
RN524X
RN526X
RN528X
RN626X
RN628X
RN716X
RN2120
RN2120 v2
RN3130
RN3138
RN3220
RN4220S
RN4220X
RR2304

Getting Started 11
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e RR2312

e RR3312

e RR4312S
e RR4312X
e RR4360S
e RR4360X
e EDASO00

Supported Operating Systems

The ReadyNAS supports the following operating systems:

e Microsoft Windows 10 (32 and 64 bit)

e Microsoft Windows 8.1 (32 and 64 bit)
e Microsoft Windows 8 (32 and 64 bit)

e Microsoft Windows 7 (32 and 64 bit)

e Microsoft Windows Server 2012 (64 bit)
e Microsoft Windows Server 2008 R2 (64 bit)
e Microsoft Windows Server 2016 (64 bit)
e Microsoft Windows Server 2019

e Apple macOS 10.7 or later

e Linux, Unix, Solaris

e AppleiOS

e Google Android

Supported Browsers

The ReadyNAS Admin Page supports the following browsers:

e Microsoft Edge
e Microsoft Internet Explorer 9.0 and later

e Apple Safari 5.0 and later

Getting Started 12
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e Google Chrome 20 and later

e Mozilla Firefox 14 and later

If you experience difficulty accessing the Admin Page or if you notice unexpected
behavior, try using another browser.

Diskless Systems

If you own a diskless ReadyNAS, you must first install and format at least one disk before
you can discover your system with ReadyCLOUD or save configuration settings set
through the Admin Page. We recommend you use supported disks. For a list of
supported disks, visit http://www.netgear.com/readynas-hcl.

You can add disks while your ReadyNAS is running. If you add blank disks, you can
either use the Admin Page to configure the disks into a volume, or reboot the system.
If you reboot the system, a volume is automatically created. If you add previously
formatted disks, you can use the Admin Page to format them and then create a volume.
To format disks, see Format Disks on page 34. To create a volume, see Create and
Encrypt a Volume on page 35.

The details of installation for both new and previously formatted disks depend on the
model. For detailed instructions, see the hardware manual for your system, which is

available at http://www.netgear.com/support/product/ReadyNAS_OS_b.aspx.
For basic configuration information, see Basic Installation on page 13.

For information about disk formats, see RAID on page 24.

Basic Installation

After you follow these instructions, your ReadyNAS system is ready to use in a production
environment. Setup takes approximately 15 minutes.

To install your storage system:

1. Install all available disks that you want to use in your storage system.
Note: You can manage the status of the drives now with Safe Mode.
For a list of supported disks, see the Hardware Compatibility List at

http://www.netgear.com/readynas-hcl.
For information about installing disks, see the hardware manual for your system.

2. Place your system in a location that provides adequate ventilation.

Getting Started 13 Software Manual
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High-capacity disks can produce considerable heat. It is important to ensure that
the fan exhausts are unobstructed.

For a complete list of placement considerations, see the hardware manual for your
system.

3. Connect the power adapter to the power cord.

4. Connectthe power adapter to the back of the system and plug the power cord into
a wall outlet, a PDU connected to a UPS device, or a power strip.

5. Use an Ethernet cable to connect an Ethernet port on the storage system to your
network.

6. If necessary, press the Power button to turn on the system.

7. Wait for the Power LED to turn solid blue or for the status display screen to display
the system’s IP address, if equipped.

8. Use ReadyCLOUD to discover and set up your system on the network.
See Discover and Set Up Your ReadyNAS on page 16.

Upgrade Pre-6.2 ReadyNAS Firmware for
Use With ReadyCLOUD

On some models of ReadyNAS running releases prior to ReadyNAS OS 6.2, you need
to upgrade to RN OS 6.2 before upgrading to later releases. If you log in to
ReadyCLOUD, you see a message about needing to upgrade the ReadyNAS system
firmware.

The models are:

e ReadyNAS 102

e ReadyNAS 104

e ReadyNAS 202

e ReadyNAS 204

e ReadyNAS 212

e ReadyNAS 214

e ReadyNAS 2120

e ReadyNAS 2120 v2

If your ReadyNAS is one of these models, and is connected to ReadyCLOUD, when you

log in to ReadyCLOUD, are prompted to upgrade your system software. Follow the
onscreen instructions to download and upgrade your software.

Getting Started 14 Software Manual



ReadyNAS OS 6.10

ReadyCLOUD now includes major new features, but these features require new firmware
on the ReadyNAS system. When you log in to ReadyCLOUD from a ReadyNAS system,
ReadyCLOUD checks to see if the ReadyNAS system firmware is recent enough to work
with the new ReadyCLOUD. If it is not, you see the message and the Upgrade Now
button. Click the button to start the download and automatic restart.

During the download you see the following page:

NETGEAR' ReadyClLOUD" ~

ft Home Manage Cascover B Downloads

ReadyCLOUD needs to upgrade your system's software to the latest
version, which includes the following improvements:

* Improved LAN performance on ReadyCLOUD web portal
= Share files via email links within ReadyCLOUD
« Automatic PC backup and sync with ReadyCLOUD Desktep App

labs|-D104-86

Please do not power down your system
Downloading firmware ...

When the download and restart complete, you see the following page:

NETGEAR 5

ft Home

Click the OK button to dismiss the message and continue to ReadyCLOUD.

Your system is now upgraded to ReadyNAS OS 6.2, and you can use the normal
procedure to upgrade to more recent releases.

Getting Started 15 Software Manual
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Discover and Set Up Your ReadyNAS Using
ReadyCLOUD

ReadyCLOUD is an online service that you can use to discover and set up ReadyNAS
storage systems on your network. (Use the Admin Page to set up rackmount ReadyNAS
storage systems.) You can also use ReadyCLOUD to access and manage data on both
ReadyNAS systems. For you to use ReadyCLOUD, your computer and storage system
must be able to access the Internet.

Note: If your computer and storage system cannot access the Internet, install and run
the RAIDar utility instead. It includes versions for Windows, Mac, and Linux operating

systems. It is available at http://www.netgear.com/raidar.

When you discover your device using ReadyCLOUD, you can choose whether to use
ReadyCLOUD to set up and manage your device or use advanced offline installation.

To use ReadyCLOUD to discover and set up your storage system:

1. Visit http://readycloud.netgear.com on a computer that uses the same local area
network (LAN) and Internet connection as your storage system.

2. Click the Set up a new ReadyNAS Start button.
N

NETGEAR ReadyCLOUD" ~

ReadyCLOUD FAD English =

Welcome to ReadyCLOUD

The place to setup and access your ReadyMNAS
Learn More
Start by setting up your ReadyNAS

1. Connect ReadyNAS to your router

2. Plug in power cord
3. Olick discover once LED stops flashing

3. Click the Discover button.
ReadyCLOUD automatically detects your ReadyNAS system on the network.

Getting Started 16 Software Manual
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Your new ReadyNAS system is marked with a NEW label.

Search

4. Click the Setup button.

5. To use ReadyCLOUD to set up your system, leave the Setup with ReadyCLOUD
(Default) radio button selected and click the Next button.

6. Follow the onscreen instructions to set up your system.

For more information about ReadyCLOUD, see Use ReadyCLOUD on page 153.
Forinformation about advanced offline installation, see Local Setup Wizard on page
17.

Local Setup Wizard

The first time you access the Admin Page, a setup wizard prompts you to configure the
basic settings of your ReadyNAS storage system.

Note: The local setup wizard is for users who choose to set up their ReadyNAS system
using Offline mode. If you set up your system using ReadyCLOUD mode and the
ReadyCLOUD setup wizard, the local setup wizard does not display.

s . .

ReadyNAS

Welcome Language =
IIXIIIIININY N

NETGEAR

IIXXIIXIIREXIIX

Figure 1. Setup wizard (Welcome page)

You can change the language setting for the setup wizard by selecting a language from
the Language menu at the top right corner of the page.
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The setup wizard guides you through the initial configuration process to help you quickly
integrate your ReadyNAS storage system into your network. Follow the setup wizard's
prompts to configure the following settings:

Time and date. For more information, see Set the Clock on page 183.

Alert contact. For more information, see Configure System Alerts on page 186.

Host name. For more information, see Configure the Host Name on page 188.

Administrator password and password recovery. For more information, see Set
the Administrator Password on page 185.

Admin Page

The Admin Page is a browser-based interface that you use to configure and manage
your ReadyNAS system. When you visit the Admin Page, the Overview page displays,
as shown in the following figure.

Admin Page
[ spnem | shoms | e | pccos | ek | o | oot | macon ||

H 3 ] o

NETGEAR' ReadyNAS' ' '
Welcame admin ‘.‘ - (-

O

niii

o) -~
L] -

Device

Featured Apps o @

Figure 2. Admin Page (Overview page)

To navigate through the Admin Page, use the navigation bar across the top of the page
and the navigation icons below it.
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Some pages are divided into multiple sections. You can collapse or expand sections of

the page by clicking the triangle icon ( ) next to each section heading.

For help, clickthe Usericon in the top right corner of the page and select Context Help
item. A window opens on the admin page. You can move the help window around
within the admin page. The content changes depending on the navigation baricon and
the navigation icon you select. Close the help window by clicking the Xicon in the upper
left of the help window.

NETGEAR' ReadyNAS' - b
i | e e | s | e | .‘

® B B2 O

Device th~-

Figure 3. Example help page

For help from the ReadyNAS community, click the User icon in the top right corner of
the page and select the Community item. A new browser page or tab opens to the
NETGEAR Community.

Other features of the Admin Page are described in other chapters.

In this manual, instructions for navigating through the Admin Page begin by specifying
the selection from the navigation bar and then, if necessary, specifying the selections
from the row of navigation icons and section headings. For example, to configure the
global file-sharing protocols, select System > Settings > Services. System is the
selection from the navigation bar. Settings is the selection from the row of navigation
icons. Services is the selection from the section headings on the Settings page.
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Access the Local Admin Page

If your computer is connected to the same LAN as your storage system, follow these
instructions to access the Admin Page.

To access the Admin Page:

1.

Open a web browser and visit https://<hostname>.

<hostname> is the name that you assigned to your ReadyNAS system or the default
host name if you did not change it.

Note: You can also enter https://<ReadyNAS IP address>, where <ReadyNAS IP
address> is the IP address of the ReadyNAS.

An SSL certificate security warning displays.

Note: The warning is because the certificate is a self-signed certificate, which
browsers typically warn you about.

. Accept the certificate.

A login prompt displays.

Enter the login credentials for your system and click the OK button.
If you did not change the credentials, the default credentials are as follows:

e user name. admin

e password. password

Both user name and password are case-sensitive.
The local admin page displays.

You can also access the Admin Page from ReadyCLOUD (see Use ReadyCLOUD on
page 153).

Register Your System

You must register your product before you can use NETGEAR Support.
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To register your ReadyNAS system:

1. Locate the serial number of the system.
You can find the serial number on the Overview page of the Admin Page or on the
chassis label of your product.

NETGEAR ReadyNAS - .

(_)
H E‘J ] ":} = =P ]

| data

Featured Apps o @

2. Open a web browser and visit http://www.NETGEAR.com/register.

3. Take one of the following actions:
e Ifyou never registered a NETGEAR product, click the REGISTER NOW button.

e Ifyou registered a NETGEAR product in the past, enter your email address and
password and click the LOG IN button. Enter the serial number and date of
purchase, then click Register.

4. Follow the prompts.
The ReadyNAS is registered.

Five Levels of Protection

File and data protection strategies such as various RAID levels or snapshots can go only
so far in protecting data from loss, but ReadyNAS OS provides five separate strategies
that work together to provide substantially better protection than any one strategy.

The different levels of disk redundancy provided by RAID types provide degrees of file
protection from the loss of one or more disks, but cannot do anything about accidental
deletion or corruption; can mask, but not prevent, gradual corruption caused by the
slow degradation of the disks; and cannot provide protection from a site disaster.
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Snapshot technologies provide protection against accidental deletion or corruption
but by themselves cannot protect against disk loss or site loss.

ReadyNAS OS allows you to use five different types of protection simultaneously:

e RAID. Protects against disk failure.

e Snapshot technology. Protects against accidental data deletion or corruption by
providing point-in-time recovery.

e Real-time antivirus. Protects against loss or corruption from viruses. (Not available
on ReadyNAS 100 systems.)

e Bit rot protection. Protects against the degradation of data from disk aging.

o Offsite backup. Protects against site loss.

The ReadyNAS Community

The ReadyNAS Community is part of the NETGEAR Community. The NETGEAR
community is a place where users and experts can come together to share tips and
ideas, solve problems, and talk about everything NETGEAR products can do. The Admin
Page includes a link to the ReadyNAS Community.

Safe Mode

For normal operation, ReadyNAS OS requires access to the disks on the ReadyNAS
system. If for any reason, and at any time, the disks are not available, ReadyNAS OS
enters safe mode. While in safe mode, ReadyNAS OS displays messages showing the
problem. The most common reasons for the disks not being available are that no disks
are installed, disks are present (but not formatted), or disks are present, but the disks
are formatted for another type of system. If the disk is correctly formatted and still
experiences a disk failure, refrain from reformatting. Investigate the condition of the
disk, The system also enters safe mode if hardware problems occur, or the OS itself is
corrupted.

When the problem is resolved, for example after you add disks or reformat them,
ReadyNAS OS resumes normal operation.

Getting Started 22 Software Manual



Volume Configuration

This chapter describes how to configure and manage the volumes in your ReadyNAS
storage system. It includes the following sections:

e Basic Volume and RAID Concepts

e ReadyTIER, Tiers, Data, and Metadata

e Manage Volumes
¢ Maintain Volumes
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Basic Volume and RAID Concepts

To get the most out of your ReadyNAS storage system, it is helpful to understand the
basics of volumes, RAID, and tiers. Understanding these concepts is the first step to
making good decisions about how to configure, manage, and use your ReadyNAS
storage system. This chapter contains the following sections:

e Volumes
e RAID

Volumes

In the most general sense, volumes are data storage devices. Your computer treats an
internal hard drive as a volume. It also treats a portable USB thumb drive as a volume.

Volumes can be either physical or logical. Usually, the term physical volume refers to a
hard disk drive. When this term is used in this way, a two-bay storage system can be
made up of up to two physical volumes (hard disk drives). A four-bay storage system
can be made up of up to four physical volumes. A six-bay storage system can be made
up of up to six physical volumes.

The term logical volume refers to the way that you divide, or partition, your storage
space. For example:

e FEach logical volume can correspond to a hard disk drive.

e Alogical volume can be made up of more than one hard disk drive.

In this manual, the term volume refers to a logical volume. The terms hard disk drive
and disk refer to a physical volume.

RAID

Your ReadyNAS storage system allows you to configure your hard disks using one of
the many RAID technologies.

RAID is short for redundant array of independent disks. RAID is a storage technology
that balances data protection, system performance, and storage space by determining
how the storage system distributes data. Many different ways of distributing data are
standardized into various RAID levels. Each RAID level offers a tradeoff of data protection,
system performance, and storage space. For example, one RAID level might improve
data protection but reduce storage space, another RAID level might increase storage
space but also reduce system performance. RAID is not a backup.
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Your ReadyNAS storage system supports X-RAID™ mode, a proprietary single-volume
RAID architecture that is easy to administer, and Flex-RAID mode, which allows you to
format your disks in a variety of industry-standard RAID levels.

When you power on your system for the first time or if you reset your system to its factory
default settings, the optimal RAID mode and level are automatically selected for you
based on the number of disks that are installed. You can also configure the RAID settings
manually (see Change RAID Mode on page 29).

RAID Group

In ReadyNAS OS, a large RAID volume can be organized into RAID groups. RAID groups
can improve performance by striping, as it distributes I/O across more of the disks.
During the process of creating a volume large enough to support RAID groups,
ReadyNAS OS selects an appropriate RAID group structure for you. You can override
this automatic structure before the volume is actually created.

X-RAID

X-RAID is an autoexpandable RAID technology that is available only on ReadyNAS
systems. With X-RAID, you do not need to know intricate details about RAID to administer
your system. X-RAID allows you to add storage space without rebuilding or moving your
data to another location. Because the expansion happens online, you can continue to
use your ReadyNAS system while the volume capacity increases.

Note: Previously formatted disks must be formated by your ReadyNAS system prior to
you adding them to an X-RAID volume.

Because X-RAID is a single-volume architecture, if you configure your hard disk drives
to use X-RAID, your storage system includes only one volume that is made up of all
installed hard disk drives. X-RAID's single-volume architecture provides two major
advantages:

e Easy system management

e Auto expansion

Adding disks to a Flex-RAID formatted system is more complex. Disks must be added
in ways that are compatible with the RAID level. Alternatively by deleting the volume
and recreating it, you can completely change the RAID level of the volume. With X-RAID,
none of those administrative tasks are required. Instead, with X-RAID, your volume
automatically expands to accommodate additional disks or larger-capacity disks.

With X-RAID, you can start out with one hard disk, add a second disk for data protection,
and add more disks for additional storage capacity. X-RAID accommodates the new
disks automatically. You can replace existing disks with larger-capacity disks and X-RAID
automatically accommodates the new disks.

X-RAID requires a minimum of two hard disks to provide protection against disk failure.
If you use a ReadyNAS storage system with only one disk and want protection from disk
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failure, you must add a second disk that is at least as large as the first. It can be added
while the system is running.

X-RAID uses the capacity of one disk for data storage and reserves the capacity of a
second disk for data protection, which allows the volume to recreate data if a disk fails.
In a two-disk system, the usable storage space is one disk. In a three-disk system, the
usable storage space is two disks. In general, the total capacity of your storage system
equals the capacity of all your disks minus the capacity of one disk.

The following figure illustrates how X-RAID uses new disks.

Figure 4. X-RAID disk usage

1. The first disk that you install is used for initial (unprotected) storage space.
2. The second disk that you install is reserved for data protection (parity information).

3. Installing additional disks increases your storage space.

Note: For systems with six or fewer bays, X-RAID reserves the capacity of one disk for
data protection. For systems with more than six bays, with at least two disks and up to
five disks, X-RAID reserves the capacity of one disk for data protection. For systems with
six or more disks, the default format is RAID 6, which reserves two disks. The actual
space reserved for data protection is distributed across all disks.

Flex-RAID
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NETGEAR's Flex-RAID technology allows you to choose from among several
industry-standard RAID levels:

JBOD. This most basic RAID level does not protect your data from loss if one of your
drives fails. JBOD is available only on volumes consisting of a single hard disk.

RAID 0. RAID 0 distributes data across multiple disks, resulting in improved disk

performance compared to systems that do not use RAID formatting. The total capacity
of your storage system equals the capacity of the smallest of your disk drives times
the number of disks. RAID 0 is available on volumes consisting of two or more hard

disks.

RAID 1. This RAID level provides full redundancy of your data, because it duplicates
data across multiple disks. Exactly the same data is stored on two or more disks at
all times. RAID 1 protects your data from loss if one disk fails. The total capacity of
your storage system equals the capacity of your smallest disk.

RAID 5. This RAID level also provides data redundancy, but it requires at least three
disks. RAID 5 uses the capacity of one disk to protect you from data loss if one disk
fails. Your data is distributed across multiple disks to improve disk performance. The
total capacity of your storage system equals the capacity of all your disks minus the
capacity of one disk. It is supported on systems with at least four drive bays.

RAID 6. This RAID level provides recovery from the loss of two disks. Your data is
distributed across multiple disks to improve disk performance. The total capacity of
your storage system equals the capacity of all your disks minus the capacity of two
disks. It is supported on systems with at least four drive bays.

RAID 10 (or 1+0). This RAID level uses both RAID 1 and RAID 0 technology. First,
your data is duplicated so that exactly the same data is stored on two or more disks.
Then the data is distributed across additional disks to improve disk performance. It
is supported on systems with at least four drive bays.

RAID 50 (or 5+0). This RAID level uses both RAID 5 and RAID 0 technology. First,
a disk is used to provide redundancy. Then your data is distributed across multiple
disks to improve disk performance. A minimum of six disks are required. The total
capacity of your storage system equals the capacity of all your disks minus the capacity
of two disks.

RAID 60 (or 6+0). This RAID level uses both RAID 6 and RAID 0 technology. First,
two disks are used to provide redundancy. Then your data is distributed across
multiple disks to improve disk performance. A minimum of eight disks are required.
The total capacity of your storage system equals the capacity of all of your disks
minus the capacity of four disks.

The Flex-RAID levels that you can select depend on the number of disks included in the
volume. The following table describes the Flex-RAID levels that are available for a given
number of disks. It also indicates whether adding a disk for data protection is possible
for each configuration.
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Table 1. Flex-RAID levels and data protection

Minimum Number of Disks per  RAID Can | add a disk for data protection?

Volume Level

1 JBOD No. (JBOD is available only for volumes consisting of one disk)

2 RAID 1 No. (Volume protection is already redundant.)

2 or more RAID 0 Yes. (Additional disk provides single redundancy and converts the

volume to RAID 5.)

3 or more RAID 5 Yes. (Additional disk provides dual redundancy and converts the
volume to RAID 6.)

4 or more(even number) RAID 10 No. (Volume protection is already redundant.)
4 or more RAID 6 No. (Volume is already protected with dual redundancy.)
6 or more RAID 50 No, but you can add two disks. (The additional disks provide dual

redundancy and converts the volume to RAID 60.)

8 or more RAID 60 No. (Volume is already protected with dual redundancy.)

ReadyTIER, Tiers, Data, and Metadata

Using ReadyTIER, you can define tiers to a volume. For example, when using hard disk
drives in a volume, you can organize a tier that adds a RAID group of SSDs within the

volume.

The Btrfs file system, the basis of the ReadyNAS OS file system, organizes information
stored in the file system as data and metadata (and system data, but that isn't relevant
here). Volume metadata includes such things as directory information, file names, file
permissions, stores under 8Kb of data, and checksums. Volume metadata is read and
written more frequently than specific blocks of data and there is typically much less
metadata than data.

Using ReadyTIER, you can create a higher performing storage tier consisting of SSD

drives and use that tier with a volume consisting of hard drives. When you create the

tier you tell ReadyNAS OS to use the tier for data or metadata. The choice to configure
a tier for data or metadata depends on the size of the SSD tier compared to the size of
the hard drive volume, and how data is read and written. For example, if the SSD is large
enough to handle typical file reads and writes, a data tier might work best, but because
volume metadata is read and written more frequently than specific blocks of data, under
some circumstances you can get significant performance improvement with just metadata

tiering.
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You create a tier by selecting formatted but unallocated SSD drives and adding them
as a tier to an existing volume. For information about creating a tier, see Add a Tier to
a Volume on page 47.

Manage Volumes

You can manage volumes on your ReadyNAS system. You can add or delete volumes
from the system. Additionally, you can change the volume’s RAID mode and level, check
volume status, perform volume maintenance, and configure volume protection. You
can also extend the storage capacity on you ReadyNAS system.

Change RAID Mode

You can change the RAID mode that your ReadyNAS storage system uses. By default,
your system'’s hard disks are configured into a single X-RAID volume (except RR4360,
which only supports Flex-RAID).

Change From X-RAID to Flex-RAID

Your ReadyNAS system can easily change a volume from X-RAID to Flex-RAID mode.
Data on the X-RAID volume is preserved when you switch to Flex-RAID. The RAID level
of the resulting Flex-RAID volume is automatically assigned based on the number of
disks and the current parity level.

To change from X-RAID to Flex-RAID:
1. Login to the ReadyNAS.
2. Select System > Volumes.

R N e e R R N A e
i [ o] i= m° o

X-RAID

W RAD (RAD 5) M Spare [ Highest Tier

3. Click the X-RAID button at the right side of the page.
4. Confirm that you want to switch from X-RAID to Flex-RAID. The volume switches from
X-RAID mode to Flex-RAID mode and the indicator on the X-RAID button turns gray.

The RAID level is automatically assigned based on the number of disks that are installed.

Change From Flex-RAID to X-RAID

If your system contains only one volume, you can easily switch from Flex-RAID to X-RAID.
Data on the Flex-RAID volume is preserved when you switch to X-RAID.
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If your system contains multiple volumes, you must first reconfigure your disks into a
single volume. Alternatively, you can also remove the disks from the system while the
device is off.

Note: When you switch to X-RAID mode, any clean (meaning not part of another
volume or from another system) extra disks installed in your system are automatically
reformatted and used for storage expansion. You cannot change the RAID mode of a
RAID 0 or RAID 10, RAID 50, and RAID 60 volumes.

To change from Flex-RAID to X-RAID on a single-volume system:
1. Log in to your ReadyNAS.
2. Select System > Volumes.

e e R R R N e e
T E 2

X-RaID

B RAID (RAIDS) I Spare [ Highest Ther

3. Click the X-RAID button at the right side of the page.

4. Confirm that you wantto switch from Flex-RAID to X-RAID. The volume switches from
Flex-RAID mode to X-RAID mode and the indicator on the X-RAID button turns green.
Any available drives are automatically used for storage expansion.

Change to a Different Flex-RAID Level
In Flex-RAID mode, you assign one of several RAID levels to your volume. Available
RAID levels depend on the number of disks that you want the volume to include. For

more information, see Flex-RAID on page 26. You can reconfigure your volumes to use
a different RAID level.

Note: You can use the Add Parity button to change RAID levels.

To change RAID levels:
1. Log in to your ReadyNAS.
2. Ifany data is stored on the volumes that you want to reconfigure, back up your data.

3. Delete the volumes that you want to reconfigure (see Delete a Volume on page 36).
The disks that were part of the volumes become available again for other purposes
(the color of the disks turns black).

4. Create a new volume from the available disks and select the RAID level (see Create
and Encrypt a Volume on page 35).
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The volume is formatted according to your specifications. Formatting can take quite
a while, depending on the size of your hard disk drives.

View the Status of a Volume

To view a summary of the volume status:
1. Login to your ReadyNAS.

2. Select System > Volumes.

O e ) e e R e
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X-RAID

B RAID (RAID 5) I Spare I Highest Tier

The volumes are listed at the left side of the page.

The following summary information is displayed next to each volume.

ltem Description

Data The storage space that is consumed by data in MB, GB, or TB.
Snapshots The storage space that is consumed by snapshots in MB, GB, or TB.
Free The storage space that is available in MB, GB, or TB.

Type The configured RAID level.

Health The color of the indicator to the right of the volume icon indicates the
indicator health of the volume:

e Green. The volume is healthy.
e Yellow. The volume is degraded.

¢ Red. The volume is bad or faulty.

Tier indicator ~ Alightening bolticon appears below the health indicator when the volume
includes a tier.

To view the I/0 stats and disk status:
1. Log in to your ReadyNAS.
2. Select System > Volumes.

3. Select the volume from the list on the left.
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4. Click the gear icon.

scs | o | v | s | | o |~
@ B

Overview Volumes Performance Settings Log:

® G Data: W 644.93 MB
=97 MB
[E¥ Defrag {0 TB

Scrub 5

Vo1
s~ Balance

RAID Group #1 .~ %
BEE > o .
x Destroy 880 100 GB

a Volume Schedule
‘Q‘ Settings [l RAID (RAID 5) [l Spare [l Highest Tier

5. Click the Settings button in the pop-up menu.

data

SUMMARY Checksurm, o
RAID Quota
READVTIER

1/Q Stats ~~
DISKS

-

VOLUME SCHEDULE WERD whrrt
SHAPSHOT PRUNING Operations 5095 726017

6. Click the Disks tab.

data
SUMMARY Disk- Disk 11 v
RAID I0: sde
) Model: WDC WD10EADS-11M282
READYTER Serial: WD-WCAVIB0B5838
o Firmware Version: BD.ODABO

RPM: D
Secrors: 1953525168
Casaclty: 031.5 CB
Temperature. 39
AT Errar: O
Slot Name: 1x1
Hardware interface. SATA
Valume Narme: data
Volurme State: NEW
Volume Hest ID- 2fe’ 178
Digh State: ONLINE
Channel: 1
Class: SATA 5900 RPM

VOLUME SCHEDULE

SHAPSHOT PRUNING
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From the Disk menu, select a disk in the volume to view its status.

Note: The disks are listed by their position in the enclosure: <column>x<row>. For
example, Disk 3x1 is the third disk from the left in the top row of the enclosure.

Configure the Checksum Function

Checksum helps detect data transmission errors. The ReadyNAS uses checksum to
improve accuracy and consistency when writing data to a volume. You can enable or
disable checksumming on each volume. Enabling the checksumming improves the
integrity of your data but reduces performance speeds.

Bit rot protection uses the act of checksumming to detect a read error. For information
and bit rot protection, see Bit Rot Protection on page 62.

Enable or disable the checksum function:

1.

2.
3.
4

Log in to your ReadyNAS.
Select System > Volumes.
Select one of the volumes listed on the left side of the page.

Click the gear icon.

[ s | e | scn | s | Newwork | s | o | decko | [ seninpesio | anginge~ |
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a {:} Date: 8 34.71 M8 ka0t X-RAID
Snapshets D ol
. Free: @ B6.57 GB SATA 100 GB

Type: RAID 1
James SATA 100 GB

SATA 100 GB

I RAID (RAID 1)
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5. Click the Settings button on the pop-up menu.

data

SUMMARY

: in

6. Select or clear the Checksum check box.
7. Click the Apply button.

8. Click the OK button.
Your settings are saved.

Format Disks
Before you can use disks formatted on another system in your ReadyNAS system, you

must reformat them. Blank disks are automatically formatted.

To format disks:

1. Insert the disks into the ReadyNAS.
Forinformation about how to add a disk to your ReadyNAS system, see the hardware
manual for your system, which is available at

https://www.netgear.com/support/product/ReadyNAS_OS_é.aspx.
2. Log in to your ReadyNAS.

3. Select System > Volumes.

4. Select one of the new disks.

X-RMD

L
B R (e 5) Bl Spare [ Mighest Tier

Unformatted disks are shown in red.

5. Click the Format button.
The Format window opens.
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6. Follow the directions in the Format window and click the Format button.
The Format window closes and after a few moments the Volumes page updates to
show the disk as formatted, but not part of a volume.

Create and Encrypt a Volume

During volume creation, you can also enable volume encryption. Encryption is optional.
When encryption is enabled, data is encrypted in real time as it is written to the volume.
You cannot encrypt existing volumes. Encryption is possible only when you are creating
new volumes. When created, the volume will be a Flex-RAID volume, but after you create
it, you can change it to an X-RAID volume.

You need a USB drive to store the encryption key that is generated during volume
creation. You can also specify that the encryption key be emailed to you for safe keeping.
If you lose the USB drive with the encryption key, you can load the emailed encryption
key onto another USB drive.

You must insert the USB drive with the encryption key into a USB port on the ReadyNAS
for the volume to be unlocked and accessible. You must insert the USB drive to unlock
an encrypted volume during reboot. If you do not insert the USB key on reboot, there
is a 10-minute time-out during which you can insert the key. Otherwise, you wll not be
able to access the encrypted volume until the ReadyNAS is again rebooted. You can
remove the USB drive after unlocking the volume. We recommend storing the USB drive
with the encryption key in a safe and secure location when not in use.

WARNING: If you lose the encryption key, the encrypted drive is irrecoverable.

To create a volume, select the RAID level, and enable encryption:
1. Log in to your ReadyNAS.
2. Select System > Volumes.

EESEIENEE EE NS N EEEEAEEEA
E & @B L = b <

L Data: M 34.71 MB ===
Q Snapshots: O = SATA 100 GB
Free: @ B6.57 GB 2 SATA 100 GB

Type: RAID 1
James SATA 100 GB

X-RAID

[at]

SATA 100 GB

B RAID (RAID 1)

3. From the enclosure graphic, select one or more disks to include in the new volume.
Available disks are colored black.
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4. Click the New Volume button at the right of the page.

New Volume

Name

Protection Level: RAID 1

Encryption

USE to store key

Send key by Email:

5. Configure the following settings:

Name. Enter a name for the volume. The volume must not use the same name
as a folder in the root folder system. The volume names home , apps, and job_
are reserved and cannot be used.

Protection Level. Use the drop down menu to select the protection level (RAID
level).

Encryption. (optional) Select this check box to enable encryption on the volume.
When the volume is created, a key is generated. If you lose your key, the data on
the volume will be irrecoverable.

USB to store key. If you enabled encryption, select a USB storage device from
the menu to store the generated key.

Send key by Email. If you enabled encryption, select this check box to specify
that the generated key be sent to a email address associated with the admin
account. Make sure that you set the email account before creating the volume.

6. Click the Create button.
The new volume is created and appears in the list of volumes at the left of the page.

Delete a Volume

Before you delete a volume, make sure that you back up any data (folders and LUNs)
that you want to save to another volume or another storage device.

Note: The Destroy option is not available when the ReadyNAS uses a single volume
X-RAID configuration. The Destroy option is available if you use at least two volumes,
or the volume is a Flex-RAID volume.
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To delete a volume:
1. Log in to the ReadyNAS.
2. Select System > Volumes.

3. Select the volume.

SCSI | Accounts | Nework | Apps | Cioud | Backup | |
© ¥ =

Overview Volumes Performance Settings Log:

& ﬂ. Data: W 644.93 MB

- o~ - e=97MB
[E¥ Defrag 10 TB
& 5

Scrub
Vol1

- Balance
RAID Group #1 o b

E@@ [#* Export
x Destroy

Q Volume Schedule
£} Seuings Il RAID (RAID 5) M Spare [l Highest Tier

4. Inthe pop-up menu, click the Destroy button.
5

| Destroy Volume

Destroying this volume will permanently remove
all data on the volume. Service to shares residing

on other volumes will be temporarily interrupted
during this process.

X-RAID will also be disabled. To enable automatic
volume expansion, configure a new volume with

RAID 1, 5, or 6, then enable X-RAID.

To proceed, type "DESTROY"
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Type DESTROY to confirm your decision.

Click the Destroy button.
The volume is deleted. The disks that were part of the volume become available
again for other purposes (the color of the disks turns black).

Name a USB Drive

The first time you insert a USB drive in to your ReadyNAS system, the system creates
and assigns a label. At any time you can also assign a name and you can change the
label. The name becomes the name of the share while the label is shown in other devices
such as a Windows-based computer.

If you assign a name, the name must be unique across all of the shares on your system,
including across any other USB drives you use on the system.

1. Log in to the Admin Page.

2. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

3. Click the gearicon for the share.

“NETGEAR' ReadyNAS - ,
Admin Page 0 Q') =
R e R e e

T [ _~

- bl -
chare

B AmezonCioudorive  sma, AFP 15 (2 weeks pro... 2.7 TB o

Snepshots E3 tocuments SMB; AFP, DLNA, 48 (1 years prot. 27 TB o
Free ==
Tunes

B cc SMa 14 (2 weeks pro. 27 T8 630MB Anonymou

BT Home Folders SMB, NFS, AFP daily - E [edmin ] [ibond@netd K peete
B ssono-Tas0p-Docu.. sMB, AFR 49 (1 years prot.. 27 TB 119.0 MB admin | [jbond@netg

Serrings
ond@netgear.com

B 150ND-T440P-Docu... SMB, AFP 48 (1 years prot.. 2.7 TB 120.0 MB

4. Edit the contents of the Name or Label fields (or both).

5. Click the OK button.
The window closes and the name and label are updated.
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Expand Storage Capacity
You can expand the storage capacity of an existing volume in two ways:

e Horizontal expansion. Expand the volume by adding more disks to the volume.

e Vertical expansion. Expand the volume by replacing disks in the volume with
larger-capacity disks.

Both horizontal and vertical expansion is available for X-RAID and Flex-RAID volumes.

X-RAID makes horizontal volume expansion easy. If your X-RAID volume includes two
or more disks, the volume expands automatically when you add disks.

When you expand a Flex-RAID volume you need to add disks in increments compatible
with the RAID level of the volume.

You can continue to use your ReadyNAS system while the new disks are incorporated
in the background. The process of volume expansion can take several hours. If you set
up email notifications for your system, you receive an email message when the process
finishes. For more information about alert notifications, see Configure System Alerts on
page 186.

Horizontally Expand an X-RAID Volume

To horizontally expand an X-RAID volume:
Add a disk to an X-RAID volume that includes two or more disks.

For more information about how to add a disk to your ReadyNAS system, see the
hardware manual for your system, which is available at
https://www.netgear.com/support/product/ReadyNAS_OS_6b.aspx.

The system automatically determines whether the new disk is used for protection or
storage. When you add a second disk, the new disk is used for data protection. When
you add a third or fourth disk, the new disk is used to increase your storage capacity.
For more information, see X-RAID on page 25. New disks are incorporated in the
background while you continue to use your storage system.

Horizontally Expand a Flex-RAID Volume

Horizontal expansion of a Flex-RAID volume is possible, by adding more space and
parity disks in the system. In effect, you create a new Flex-RAID volume and ReadyNAS
OS uses both the existing and new volumes as parts of the same larger volume. Other
configurations are possible, but we recommend expanding all the drives simultaneously
and then creating a single FLEX-RAID volume.
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To horizontally expand a Flex-RAID volume:

1. Add disks to the ReadyNAS, if necessary.
Forinformation about how to add a disk to your ReadyNAS system, see the hardware
manual for your system, which is available at

http://www.netgear.com/support/product/ReadyNAS_OS_6.
Log in to the Admin Page.

Select System > Volumes.

Select the volume to expand.

o bk~ w b

Select the unallocated disks to add to the volume.
When you select disks, additional buttons appear on the volume.

6. Select the Expand button.
A Window opens asking you to verify you want to expand the volume.

7. Select the Yes button.
The volume expands immediately, but requires a resync, which starts immediately.
The volume display includes a resync progress bar.

Vertically Expand a Volume
Both X-RAID and Flex-RAID volumes support vertical expansion.

When you vertically expand a Flex-RAID volume, you must replace all disks in the volume
with larger-capacity disks.

Note: Vertical expansion is not available for RAID 0 volumes.

When you vertically expand an X-RAID volume, you must replace disks in the volume
according to the following table.

Table 2. X-RAID vertical expansion requirements

RAID Disk Replacements Required for Vertical Expansion
Level
RAID 1 Replace 2 or more disks with larger-capacity disks.

RAID 5 Replace 2 or more disks with larger-capacity disks.

RAID 6 Replace 4 or more disks with larger-capacity disks.

If you replace fewer disks than required for vertical expansion, the disks are reserved
for data protection. Your available storage capacity does not increase to accommodate
the reserved disks until you replace the required number of disks.
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IMPORTANT: To reduce the risk of data loss, we recommend that you back up your
data before vertically expanding a volume.

To vertically expand an X-RAID volume:

1.

Replace one disk in the volume with a larger-capacity disk. For more information
about how to add a disk to your system, see the hardware manual for your system,

which is available at http://www.netgear.com/support/product/ReadyNAS_OS_6b.

Note: You must use supported disks in your ReadyNAS system. For a list of
supported disks, visit http://www.netgear.com/readynas-hcl.

Wait for the volume to resync your data. You can continue to use your ReadyNAS
system while the volume is resyncing. Resyncing can take several hours. The start
and completion of the resyncing process are recorded in the system log (see System
Logs, Auditing, and Active Connections on page 245).

If you set up email notifications for your system, you receive an email message when
the process finishes. For more information about alert notifications, see Configure
System Alerts on page 186.

Repeat Step 1 on page 41 - Step 2 on page 41 until you replace the required number
of disks with larger-capacity disks.

For more information about X-RAID vertical expansion requirements, see Table 2.

To vertically expand a Flex-RAID volume:

1.

Replace one disk in the volume with a larger-capacity disk. For more information
about how to add a disk to your system, see the hardware manual for your system,

which is available at http://www.netgear.com/support/product/ReadyNAS_OS_b.

Note: We recommend using supported disks in your ReadyNAS system. For a list
of supported disks, visit http://www.netgear.com/readynas-hcl.

Wait for the volume to resync your data. You can continue to use your ReadyNAS
system while the volume is resyncing. Resyncing can take several hours. The start
and completion of the resyncing process are recorded in the system log (see System
Logs, Auditing, and Active Connections on page 245).

If you set up email notifications for your system, you receive an email message when
the process finishes. For more information about alert notifications, see System Logs,
Auditing, and Active Connections on page 245.

Repeat Step 1 on page 41 and Step 2 on page 41 until you replace each disk in the
volume with a larger-capacity disk.
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Add Protection to a Volume

You can set up protection against disk failure. The types of protection available depend
on the number of hard disks installed in the ReadyNAS system.

Adding Protection to an X-RAID Volume

X-RAID requires a minimum of two hard disks to provide protection against disk failure.
To add protection from disk failure to a one-disk ReadyNAS storage system, you must
add a second disk that is at least as large as the first. You can add it while the system is
running. For more information about how to add a disk to your system, see the hardware
manual for your system, which is available at

https://www.netgear.com/support/product/ReadyNAS_OS_é.aspx.

An X-RAID volume that includes two or more disks is automatically formatted to protect
against the failure of one disk. Except for very large ReadyNAS systems (for example
12-bay systems), if you want to protect your data against the failure of two disks, you
must switch to Flex-RAID and select RAID 6. (Very large ReadyNAS systems use RAID 6
when there are only 5 drives in a system.) To use RAID 6, install 7 or more disk on factory
default. For more information about how to switch to Flex-RAID, see Change from
X-RAID to Flex-RAID on page 29.

Adding Protection to a Flex-RAID Volume

In certain cases, you can add a disk to a Flex-RAID volume to increase data protection.
The following table indicates whether adding a disk for data protection is possible for
each Flex-RAID configuration.

Table 3. Flex-RAID levels and data protection

Number of Disks per Volume RAID Can | add a disk to for data protection?
Level

1 JBOD Yes. Convertsto RAID 1. (Additional disk
provides redundancy.)

2 RAID 1 No. (Volume protection is already
redundant.)

2 or more RAID 0 Yes. Converts to RAID 5.

3 or more RAID 5 Yes. (Additional disk provides dual
redundancy and converts the volume to
RAID 6.)
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Table 3. Flex-RAID levels and data protection (Continued)

Number of Disks per Volume  RAID Can | add a disk to for data protection?
Level
4 or more (even number) RAID 10 No. (Volume protection is already

redundant.)

4 or more RAID 6 No. (Volume is already protected with

dual redundancy.)

Add Protection to a Flex-RAID Volume

To add protection to a Flex-RAID volume:

1.

o M w b

Add disks to the ReadyNAS, if necessary.

For more information about how to add a disk to your ReadyNAS system, see the
hardware manual for your system, which is available at
http://www.netgear.com/support/product/ReadyNAS _OS 6.

Log in to the Admin Page.
Select System > Volumes.
Select the volume.

Select the unallocated disks to add to the volume.

When you select disks additional buttons appear on the volume. The active buttons
change as you add disks.

® {} Data: W 32.88 M8
Snapshots: O
. Free Space: @ 175.18 GB
Type: RAID 5
Vall
Resyncing in progress: 0.61% complete

Remaining time: 00:49:04

SATA 320 GB

SATA 250 GB

B RAID (RAID 5) I Spare

Select the Add Parity button.

Note: Which buttons are active depends on the volume and the number of disks
selected.

The Add Parity window opens.

Select the Yes button.

The volume expands immediately, but requires a resync, which starts immediately.
The volume display includes a resync progress bar.
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Add a Group to a Flex-RAID Volume

To add a group to a Flex-RAID volume:

1. Add disks to the ReadyNAS, if necessary.

For more information about how to add a disk to your ReadyNAS system, see the
hardware manual for your system, which is available at
www.netgear.com/support/product/ReadyNAS_OS_é.

2. Loginto the local admin page.

3. Select System > Volumes.
The page updates, showing the volumes.

4. Selectthe volume.

5. Select the unallocated disks to add to the volume.

When you select disks, additional buttons appear on the volume. The active buttons
change as you add disks.

] {‘} Data: W 32.88 M8
Snapshots: O
Free Space: @ 17518 GB

Type: RAID 5
Vall

Resyncing in progress: 0.61% complete SATA 100 GB
Remaining time: 00:49:04

SATA 320 GB

SATA 250 GB

B rAID (RAID 5) B Spare

6. Click the Add Group button.

Note: Which buttons are active depends on the volume and the number of disks
selected.

The Add Group window opens. Depending on the existing number of disks, the
RAID type, and the number of disks added, new groups can be RAID 0/stripped to
the existing disks, or concatenated to the existing disks.

7. (Optional) Click the RAIDO/Stripe button or the Concatenated button.
8. Click the Apply button.

The volume expands immediately but requires a resync, which starts immediately.
The volume display includes a resync progress bar.
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Delete a RAID Group

You can remove RAID groups. For example, if you configured tiering and want to stop
or change the configuration, you can delete the RAID group used for metadata.

Before you remove a RAID group, make sure that you back up any data (folders and
LUNSs) that you want to save to another volume or another storage device.

To delete a RAID group:

1.

Log in to the ReadyNAS.

2. Select System > Volumes.
3. Select the volume.

4,
5

. Hover over the red delete icon.

Select the RAID group from the menu.

a Q Data: W 649.95 MB
Snapshots: 18.28 MB
Free Space: @ 2.80 1B
- RAID =

Type
Voll Remove RAID Group

v

RAID Group #1 (SATA 7200 RPM)

Click the red delete icon.
The Remove RAID Group window opens.

7. Type REMOVE to confirm your decision.

Click the OK button.

The RAID group is deleted. The disks that were part of the RAID group become

available again for other purposes.

Note: Removing the RAID group removes storage from the volume, so the total

volume capacity goes down.
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Use the Volume Management Wizard to Create a Volume

Normally ReadyNAS OS automatically formats all of the disks in a ReadyNAS storage
system. However, when you are adding disks or destroying existing volumes, you can
use the volume management wizard to create volumes on all units.

Unlike other ReadyNAS storage systems, when you first configure an RR4360, the volume
management wizard starts automatically.
To create a volume with the volume management wizard:

1. Log in to the ReadyNAS.
2. Select System > Volumes.

s T T I
® 8 = O = G 2

X-RAID

-] Data: W 35.47 MB SATA 100 GB
{} Snapshots: D o
Free: M 263.76 GB SATA100GB = New Volume

Type: RAID 5

data ~SATA 100 GB —

SATA 100 GB

I RAID (RAID 5)

3. Select the disks to include in the new volume.

4. Click the New Volume button.

; bkn
4 i i

-,

Lo s

Enter a name.

Leave the protection level as selected by ReadyNAS OS, or change it.

The graphic shows the balance of capacity, performance, and reliabilty for the
selected protection level and number of disks. As you change the RAID level, the
graphic updates to show the changed balance.
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If more drives than the minimum necessary for the selected RAID level are available,
the Number of RAID Groups, Number of drives for RAID Group, and Remaining
drives allocated to Global Spare fields are active. You can chose to organize the
volume with RAID groups, or assign disks to the global spares pool, ora combination
of the two.

Click the Next button.

(Optional) Select the Encryption check box, and select one of the following options:
o USB to store key

e Send key by Email

Click the Create button.

The New Volume window closes and the ReadyNAS starts to build the new volume
(resync the drives).

Add a Tier to a Volume

You can use ReadyTIER to add SSD drives to an existing volume as a tier. ReadyNAS

oS
file

De

automatically uses a tier for volume metadata. With some workloads, this can improve
system performance.

pending on the RAID setting of the volume, a minimum number of disks are required

to add a tier. The metadata tier disks need not be the same size as the data disks. You
can estimate the size needed by pointing tor the icon of the volume and checking the

vol

e

Rf

ume metadata allocation.

Data: @ 645.04 MB
Snapshots:  17.97 MB
Free Space: W 2.80 TB
Type: RAID 5

Volume: Vol1
Data (Used/Allocated): @ ©643.72 MB/6.01 GB
Metadata (Used/Allocated):®m 3.28 MB/1.03 GB
Free Space:@l 2.80TH
RAID Group #1
Data Allocated:® 6.01 GB
Metadata Allocated: @ 0
Free Space:@ 27118
RAID Group #2
Data Allocated: @ O
Metadata Allocated-® 1.03 GB
Free Space:® 87.57 GB
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Note: You can determine if ReadyTIER is already configured on a volume from the
volume settings. In the following window, ReadyTIER is configured for metadata for this
volume.

ol

SUMMARY Ready TIER: Onne
HAILY
READNTIER

DISES

VOLUME SCHEDURLE

SHAPSHIT PRIRING
Dinta Trer Migration

Whan the bighast tiar reachs

To add a tier to an existing volume:
1. Log in to your ReadyNAS.

2. Select System > Volumes.

3. From the enclosure graphic, select one or more SSD disks to include in the new
volume.

Note: Available disks are colored black.
Note: Depending on the RAID properties of the volume, a minimum number of

SSD disks are needed. When you select enough disks, the Add Tier button is
highlighted.

o [ o | o L Lot | e

e v
[ — = =0 S
] @) 7] o = (my -
K=RAID
Y (} Dats. B 644.99 M8 e i
Snapshots 2133 ME —o=s
Fres Space: @ 2,71 TR sATA1TE New Volume
Type: RAID 5 :
o SATA 1 TD Farmat
Expand Aad Bat SATA1TE
Global spare
-
Al Tike Carcel RO :

55D 100 GB

W rain (Ran 5) Il Spare
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4. Click the Add Tier button.

5. Choose the Data Volume Tier button or the Metadata Tier button depending on
whether you want to create a data tier or metadata tier and click the Next button.

¢ Ifyou choose the Metadata Tier button, you see a window with information about
metadata tiers. Click the Finish button to create the tier and close the window.

o

Add Tier

Metadata Tier

Metadata tiering is a great option for systems that
contain limited SSD space and still receive benefits
from tiering. If you find the performance is not to
your liking, you can remove the tier group, or you
can upgrade your SSD drivers to a larger capacity
and convert the tier configuration to a data volume
tier.
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e Ifyou choose the Data Tier button, you see the data tier migration window, with
settings for migrating information from the tier to the volume.

L
Add Tier

Data Tier Migration ¢
When the highest tier reaches a used capacity of 90 : %
Data Tier Migration Volume Schedule

&

What is your estimated rate of change for data? 9 : GB

Pattern:  Weekly v

Mon Tue Wed Thu Fri E Sun

Starting at: 12 " hours 00 _ mins AM

w w

Occurs at 12:00 AM every 5at, every month, every year.

Do you want to expand this volume?

Information is first stored on the data tier. It is not stored on the volume until
migrated there. These settings give you control of when data is migrated. Data
is migrated when either the tier reaches the capacity set in this window, or
according to the schedule set in this window.

Click the Finish button to create the tier and close the window.

ReadyNAS OS creates the tier, balances the volume, resyncs the volume, and changes
the display color for the SSDs to yellow. Note that the balance can take a significant
amount of time on a volume with a lot of metadata. For information about balancing
a volume, see Balance a Volume on page 53.

Enable or Disable Quotas on Volumes

Quotas are determined for individual shares, but must be enabled on the volume
containing the shares. When there are multiple shares on the same volume, quotas
keep one share from using all of the space on the volume, but in some cases quota
monitoring can slow performance. Depending on your application, you might want to
enable or disable quotas.

Volume Configuration 50 Software Manual



ReadyNAS OS 6.10

To enable or disable quotas on a volume:
1. Login to the Admin Page.
2. Select System > Volumes.
T T e e e T R B e e e

[T 6 E 2

[} Q Data: W 54493 M
Snapshous. 17,97 MB
. Frea Spaca: @ 280 18
Type: HAID S

woll

X-RAID

RAMD Gooup 87 {SATA 7200 BPM)

BEER

W RAD (RAID 5) [ Spare [ Fighest Teer

3. Click the gear icon for the volume.

5o | o | s | s [ | s oo | o |
© O =
Performance Settings

Log:

Overview Volumes

® O Data: W 644.93 MB
R — T
E¥ Defrag |0 TB
E}\ Scrub 5 e

Vol1
> Balance

RAID Group #1 o v

BEE > s
K Destroy

G Volume Schedule
Q Sertings I RAID (RAID 5) [l Spare [l Highest Tier

4. Select the Settings menu item.
The volume setting window opens.

Click the Quota check box to toggle the volume quota setting.

Click the OK button.
A message window opens.

7. Click the OK button.

The volume quota setting changes, the message window closes, and the volume
setting window closes.

Note: When volume quotas are enabled, share information such as seen on the
Shares > Shares page, shows available and consumed space for each share. When
volume quotas are disabled, that information is not available.

Note: If you enable quotas on a share, quotas are automatically enabled on the
volume.
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Maintain Volumes

This section covers volume maintenance. Volumes can be scrubbed to check for errors,
defragmented to improve disk performance, and balanced to use space more efficently
and speed allocation of new chunks.

Scrub a Volume

Scrubbing cleans and validates all data on a volume and checks the volume for errors.
No data is deleted. Folders, LUNs, and snapshots on the volume remain intact. Scrubbing
depends on the application, ranging from six weeks up to six months.

Note: Scrubbingis not an erase function.

To scrub a volume:

1. Login to your ReadyNAS.
2. Select System > Volumes.
3. Select a volume.

4. Click the gear icon.

B = [ [P Ry =S ]
. ) O =

Volumes
] G Data: W 644.93 MB
S —
[E¥ Defrag 018
B, scrub 5
Vol1 ”

s/ Balance
RAID Group #1 v

BEE B o
x Destroy

Q Volume Schedule )
0 Settings Il RAID (RAID 5) [l Spare [l Highest Tier

5. Click the Scrub button in the pop-up menu.
A confirmation window opens.

6. Choose the Yes button to confirm.
The scrubbing process starts.
The start and completion of the volume scrub are recorded in the system log (see
System Logs, Auditing, and Active Connections on page 245).
If you set up email notifications for your system, you receive an email message when
the process finishes. For more information about alert notifications, see System Logs,
Auditing, and Active Connections on page 245.

Volume Configuration 52 Software Manual



ReadyNAS OS 6.10

Defragment a Volume

Over time, deletion, creation, and modification of files can fragment your data.
Defragmenting a volume improves disk performance and reduces data fragmentation.

To defragment a volume:

1. Log in to your ReadyNAS.
2. Select System > Volumes.
3. Select a volume.

4. Click the gearicon.

TR T T R
R -

Volumes
] {} Data: W 644.93 MB
e =97 M8
E¥ Defrag 0TB
& 5

Y Scrub
Vo1

/ Balance
RAID Group #1 v

BEE > o
x Destroy

{} Volume Schedule
0 Settings Il RAID (RAID 5) [l Spare [l Highest Tier

5. Click the Defrag button in the pop-up menu.
A confirmation window opens.
Choose the Yes button to confirm.
The defragmentation process starts.
The start and completion of the volume defragmentation are recorded in the system
log (see System Logs, Auditing, and Active Connections on page 245).
If you set up email notifications for your system, you receive an email message when
the process finishes. For more information about alert notifications, see Configure
System Alerts on page 186.

Balance a Volume

You can consolidate partially filled chunks of volumes and assign previously used chunks
for reuse by balancing a volume. A balanced volume uses space more efficiently and
speeds the allocation of new chunks during writes.

To balance a volume:
1. Login to the ReadyNAS.

2. Select System > Volumes.

3. Select the volume.
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4. Click the volume gear icon.

N T e T T R T
) L3
Performance Settings

erview Volumes

e Q Data: W 644.93 MB
P — 7 .
[E¥ Defrag O TB
B Scrub 5
| =

c;: Balance
RAID Group #1 v

@/@/ [# Export
L x Destroy

Q Volume Schedule
{} Settings Il RAID (RAID 5) [l Spare [l Highest Tier

5. Click the Balance button.
A window opens.

6. Click the Yes button in the pop-up window.

The volume information updates to show the status of the balance operation, and
the ReadyNAS system issues an alert and a log entry when the balance operation
starts and when the operation completes.

Trim a Volume

You can discard all unused blocks in a filesystem. This can improve the performance of
SSD drives.

To trim a volume:
1. Login to the ReadyNAS system.

2. Select System > Volumes.
3. Select the volume.
4

Click the volume gear icon.
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Note that the SSD Trim menu item is gray if the volume is not currently eligible to
execute SSD trim.

T T R T
) L} =

Velumes
e Q Data: W 644.93 MB
P VA
[E¥ Defrag O TB
0. Scrub 5

Vol1 Eé‘

s, Balance
RAID Group #1 v

@/@/ [# Export
| x Destroy

{:[r Volume Schedule
£ Settings I RAID (RAID 5) [l Spare [l Highest Tier

5. Click the SSD Trim button.
A window opens.

6. Click the Start button in the pop-up window.

The volume information updates to show the status of the operation, and the
ReadyNAS system issues an alertand a log entry when the operation starts and when
the operation completes.

Export a Volume

You can move a volume with its disks to another ReadyNAS device while the devices
are running, but you must first export the volume. Other volumes on the ReadyNAS
continue operating normally.

To export a volume:
1. Log in to the ReadyNAS.

2. Select System > Volumes.

3. Select the volume.
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4. Click the volume gear icon.

T T R T
) L}

Volumes
@ Q Data: @ 644.93 MB
P —
[E¥ Defrag O TB
5

F Scrub
Vol1 2

c;: Balance
RAID Group #1 v

@l@;‘f[@l [# Export
x Destroy

Q Volume Schedule
£ Settings I RAID (RAID 5) [l Spare [l Highest Tier

5. Click the Export button.
The Export Volume window opens.

6. Type the word EXPORT in the text box in the Export Volume window.

. Click the Export button.
The volume is unmounted from the ReadyNAS and prepared to be added to another

ReadyNAS system. Service to all shares is temporarily interrupted.

Note: The ReadyNAS to which you move the volume must not include an existing
volume with the same name as the volume that you plan to move.

Schedule Volume Maintenance

You can schedule routine maintenance operations (scrub, defrag, balance, and disk
test) on a volume.

To create a schedule of routine volume maintenance:
1. Log in to the ReadyNAS.

2. Select System > Volumes.

3. Select the volume.
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4. Click the volume gear icon.

T T R T
) L}

Velumes
e Q Data: W 644.93 MB
P ——
(&5 Defrag 1018
: 5

r Scrub
Vol1 2

s, Balance
RAID Group #1 v

@/@/ [# Export
| x Destroy

{:[r Volume Schedule
£ Settings I RAID (RAID 5) [l Spare [l Highest Tier

5. Click the Volume Schedule button.

data

SUMMARY
RAID

DISKS

VOLUME S(:an"%

SHAPSHOT PRUNING

Add

6. Click the Add button.
The Add Schedule window opens.

7. Select the maintenance operation from the Action menu (Scrub, Defrag, Balance,
Disk Test).
8. Select from the Pattern menu (Daily, Weekly, Monthly, Yearly).

The Add Schedule window adjusts to show hours of the day, days of the week, dates
of the month, or months of the year.

9. Select the hours, days, dates, or months. The time to set is dependent on your
application.

10. Select the start time.

11. Click the Add button.
The Add Schedule window closes. The Volume Schedule window updates to show
the new schedule.

Volume Configuration 57 Software Manual



Shares

This chapter describes how to create, manage, and access shares on the ReadyNAS. It
includes the following sections:

Basic Share Concepts
Manage Shares

Share Access Rights
Access Shares From a Network-Attached Device

Note: Without a volume, you cannot configure any shares. For information about how
to create volumes, see Use the Volume Management Wizard to Create a Volume on
page 35.
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Basic Share Concepts

The volumes on your ReadyNAS can be divided into shares and logical unit numbers
(LUNSs), both of which are logical entities on one or more disks. Shares and LUNs enable
you to organize data in a volume by type, group, user, department, and so on. A single
volume can contain multiple shares and LUNSs.

Shares are NAS data sets that allow data transfer and storage over a network. You can
create a maximum of 1,024 shares on the ReadyNAS. The Admin Page displays shares
in the following way:

Figure 5. Share with file-sharing protocols enabled

x
Figure 6. Share with file-sharing protocols disabled

Shares are configured independently of one another, even though multiple shares can
reside on the same volume. You can configure properties of a share, including
compression, protection, file-sharing protocols, and access rights. You can also specify
whether and how often a snapshot is created. These properties are explained in this
chapter.

Data Organization

Shares are the way that you group your data. You might want to group your data by
type, for example:

e Documents

e Music
e Pictures
e Videos

Organizations might choose to group data by department:

e Accounting
e Sales

e Personnel
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You can combine these schemes or come up with your own scheme.

Share Defaults

If you used ReadyCLOUD or the local setup wizard to configure your desktop ReadyNAS
storage system, the following shares are created for you:

e Documents

e Music
e Pictures
e Videos

These folders are not automatically created on rack-mount ReadyNAS storage systems.

If you want, you can delete or rename these shares. You can create other shares to
organize your data.

File and Folder Names

A share can contain subfolders to help you organize your data files. If all characters in
the file or folder name are alphanumeric, the maximum length of the name is 255
characters. If you use other kinds of characters, the maximum length might be reduced.
Forexample, if a file or folder name uses Kanji or Hanzi characters, the maximum length
of the name might be 83 characters.

File-Sharing Protocols and File Services

You can access shares over a LAN or WAN network. Network access to data stored on
your ReadyNAS system is managed by file-sharing protocols, which handle the transfer
of data. You can access a share on your ReadyNAS system from other network-attached
devices (for example, a laptop or a tablet) if you enable the file-sharing protocol that
the network-attached device uses to access the ReadyNAS system. You can enable
multiple protocols for an individual share, allowing users to access the share through
various methods. In addition to file-sharing services, your ReadyNAS system supports
a number of file services. The file-sharing protocols and file services UPnP, SNMP, SSH
and antivirus, apply to the ReadyNAS system as a whole, not to indvidual folders.

For information about how to configure and enable file-sharing protocols for shares,
see Set Network Access Rights to Shares on page 71. For information about how to
configure UPnP, SNMP, SSH, and antivirus, see Configure Global Settings for System
Services on page 206.

The following table lists the file-sharing protocols that your ReadyNAS storage system
supports.
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Table 4. Supported file-sharing protocols

Protocol

SMB (Server
Message Block)

AFP (Apple File
Protocol)

NFS (Network File
Service)

FTP (File Transfer
Protocol) and FTPS
(FTP with SSL
encryption)

iTunes

ReadyDLNA

Rsync

UPnP (Universal Plug
and Play)

HTTP (Hypertext
Transfer Protocol)
and HTTPS (HTTP
with SSL encryption)

SNMP

Description

Used mainly by Microsoft Windows computers
and macOS computers, this protocol is
enabled by default. It is sometimes referred
to as the CIFS (Common Internet File Service)
file-sharing protocol. SMB uses TCP/IP.

macOS computers can use AFP, but Apple
now recommends SMB. Your ReadyNAS
system supports AFP 3.3.

Linux, Windows, and Unix computers use NFS.
macOS users can access NFS shares through
console shell access. Your ReadyNAS system
supports NFS v3 over UDP and TCP and NFS
v4 over TCP.

Many public file upload and download sites
use FTP. The ReadyNAS supports anonymous
or user access for FTP clients. You can elect
to set up portforwarding to nonstandard ports
for passive FTP, allowing clients to initiate a
connection to the ReadyNAS.

Used by iTunes servers.

Used by built-in media servers to stream
different types of media from any DLNA
enabled devices.

Fast file transfer protocol that uses a
delta-transfer algorithm to send only the
differences between the source file and the
existing file.

Protocol for automatically controlling router

ports to enable network devices to discover
other devices.

Used on the World Wide Web.

An Internet-standard protocol for device
management.

Recommendation

If Windows users access your storage
system, enable this protocol.

This protocol is enabled by default.
However, Apple fully supports SMB for
macOS, and in a mixed Windows and Mac
environment, We recommend using SMB
only.

If Linux or Unix users access your storage
system, enable this protocol.

If users access your storage system using
FTP, enable this protocol.

If users store iTunes media on your storage
system, enable this protocol.

If users store media served by the
ReadyDLNA server, enable this protocol.

If users needs to send or copy files into
your storage system from a device that
supports Rsync, enable this protocol.

If users attach UPnP devices to your
network, enable this protocol.

Note: UPnP is used with ReadyCLOUD. If
you use ReadyCLOUD, leave UPnP
enabled.

If users access your storage system from a
device with a web browser, including a
smartphone or tablet computer, enable
this protocol.

If you use SNMP to manage the network,
enable this protocol.
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Table 4. Supported file-sharing protocols (Continued)

Protocol Description Recommendation

SSH (Secure Shell) Protocol for secure data communication. If users connect to systems using SSH,
enable this protocol.

Antivirus Adds antivirus scanning to new files written  If users access files using the SMB protocol,
using the SMB protocol. and you want automatic antivirus scanning
of those files, enable this protocol.

Quotas on Shares

You can set and change quotas on shares. Without a quota, a share can use all of the
space on the volume it resides on. You cannot set quotas on home folders. Quotas are
a property of the folder and can be set when the folder is created, or added or changed
like any folder property.

Bit Rot Protection

Bit rot is a term sometimes used to describe the gradual changes in disks causing a
slow loss of reliability. ReadyNAS OS can use the checksum functions to check for bit
rot and the redundancy in RAID-protected disks to rewrite corrected data.

RAID levels other than RAID 0 provide data redundancy used to detect, and in some
cases correct, disk read errors. Sometimes a read error is a one-time error, but other
times, the data on the disk is no longer reliable because of changes to the disk with age
(disk bit rot). With bit rot protection turned on, when an error is detected, the data is
rewritten, which restores the reliability of the data, in effect restarting the clock on the
bit rot.

Bit rot protection is available for any folder stored on your ReadyNAS system. On
higher-end models it is on by default. Bit rot protection can slow the performance of a
system and increase fragmentation, and so is not on by default on lower-end models.

Home Folders

Starting in OS version 6.2, every account on a ReadyNAS owns a private folder. The
content of your home folder is not visible to the other accounts on the ReadyNAS (except
the admin account/group). You can share the ReadyNAS with other people while keeping
content private.

You use it like any other folder on the ReadyNAS system. If you use a private Time
Machine to back up a Mac, that Time Machine is stored in your home directory.
Snapshots, if used, of content within the home folder are also within the home folder,
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with the same protection. A user's home folder is created the first time that user logs
into the ReadyNAS system.

If a user account is deleted, the home folder for that account, and all of the content
within it, is deleted.

You can view your folder by clicking Shares > Shares > Home Folders or Shares >
Browse > home.

Manage Shares

From the Admin Page, you can create, modify, delete, and browse shares on your
ReadyNAS.

Create a Share

After you create a volume (see Create and Encrypt a Volume on page 35), you can create
shares on that volume.

To create a share:
1. Login to the Admin Page.

2. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

3. Click the New Shares button to the right of the volume to which you want to add a
share.
A window opens displaying the new share options.

4. Configure the settings as explained in the following table:

[tem Description

Name A unique name to identify the share. The name is limited to alphanumeric, underscore, and

hypen characters No spaces are allowed. There is a maximum of 80 characters.
Description  An optional description to help identify the share.

Bit Rot Select the Bit Rot Protection (Copy-on-write) check box to enable bit rot protection. For

Protection  information, see Bit Rot Protection on page 62.

Compression  Select the Compression check box to enable data compression. Compression saves storage
space and increases the speed of data transfers, but the compression and decompression
processes require additional resources. By default, the Compression check box is cleared.

Note that compression is available only when bit rot protection is enabled.
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(Continued)

[tem Description

Auto-Defrag  Select the Auto-Defrag check box to enable automatic defragmentation. When auto-defrag is
on, after writing to a file, ReadyNAS OS consolidates and rewrites portions of the file to reduce
fragmentation.This reduces or eliminates the need to periodically defragment the entire volume,
but because it occurs after every write, it can impact performance if a file is written to very
frequently. Examples of applications that make many writes to the same file are databases,
virtual machine images, and iSCSI LUNSs. If the share or LUN is used for these and similar

applications, auto-defrag might not be a good solution.

Snapshot The interval specifies how often a snapshot is taken. Make a selection from the menu:

Schedule ¢ Never. No shapshot is taken.
e Hourly. A snapshot is taken every hour on the hour.
¢ Daily. A snapshot is taken every day at midnight.

o Weekly. A snapshot is taken every week on Friday at midnight.
For information about snapshots, see Snapshots on page 124.

Protocol Select the check box next to each file-sharing protocol that you want to enable on the share.

For information about these protocols, see File-Sharing Protocols on page 60.

Size Select the Size check box to enable quotas. Enter the quota and make a selection from the

menu (MB for megabytes, GB gigabytes, or TB for terrabytes).

For information about quotas, see Quotas on Shares on page 62.

5. Click the Create button.
The ReadyNAS confirms the creation of a share with the message Folder or LUN
successfully created.

View and Change the Properties of a Share

To view and change the properties of a share:
1. Login to the Admin Page.

2. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

3. Select the share that you want to configure.
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4. Click the gear icon for the folder.
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5. Click the gearicon in the pop-up menu.

6. Change the settings as explained in the following table.

[tem Description
Properties
Name A unigue name to identify the share. Do not include spaces in the name. All characters must

be alphanumeric.

Description An optional description to help identify the share.
Bit Rot Select the Bit Rot Protection (Copy-on-write) check box to enable bit rot protection. For
Protection information, see Bit Rot Protection on page 62.

Compression  Selectthe Compression check boxto enable data compression. Compression is only available
if bit rot protection is enabled. Compression saves storage space and increases the speed
of data transfers, but the compression and decompression processes require additional

resources.

Auto-Defrag Select the Auto-Defrag check box to enable automatic defragmentation. When auto-defrag
is on, after writing to a file, ReadyNAS OS consolidates and rewrites portions of the file to
reduce fragmentation.This reduces or eliminates the need to periodically defragment the
entire volume, but because it occurs after every write, it can impact performance if a file is
written to very frequently. Examples of applications that make many writes to the same file
are databases, virtual machine images, and iISCSI LUNSs. If the share or LUN is used for these

and similar applications, auto-defrag might not be a good solution.
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(Continued)

ltem Description

Consumed Click Calculate to start ReadyNAS OS counting the number of files and folders in the share,
and the space used by the share (which can be higher than the total assigned to the files
and folders).

Size Select the Size check box to enable quotas. Enter the quota and make a selection from the

menu (MB for megabytes, GB gigabytes, or TB for terrabytes).

For information about quotas, see Quotas on Shares on page 62.

Network Access

For information about how to provide folder access to users and groups, see Set Network Access Rights to

Shared Folders on page 71.
Snapshots

For information about how to configure snapshots, see View and Change Share Snapshot Properties on page
126.

File Access

For information about how to configure access rights for files and folders, see Set Up Access Rights to Files

and Folders on page 85.

7. Click the Apply button.
8. Click the OK button.

Your settings are saved and the pop-up menu closes.

Delete a Share

WARNING: Deleting a share permanently removes the data within that share, including
its snapshots.

To delete a share from a volume:
1. Log in to your ReadyNAS.

2. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

3. Select the share.
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4. Click the gear icon for the folder.

“NETGEAR' ReadyNAS" - \

Admin Page 0 (I) -
Shares iSCSH Accounts Network Apps Cloud Backup ReadyNAS Community Admin Password Language »
[ e e
L -
Shar Brovess frash
data
HanE PROTOCOLS SRAPSHOTS HVRILABLE CONSURED FERMSSIONS | ReadOnly | | Readwies
L7018 freeof 2771 T8 —
- - AmazonCloudDrive SMB, aFP 15 {2 weekspro... 2.7 TB (o] Anorymous I
Data —
Snapshats Ei Documents SMB, AFP, DLNA, 48 (1 yearsprot.. 2.7 TB o + r\
Fres Tunes ﬁ Browss
— r) Recover
B cc sma 14 (2 weeks pro.. 2.7 T8 §3.0 MB i
— — fgH Snapshot
S Home Folders SMB, NFS, AFP daily - E Ibond®netd 3¢ Delete

JBOND-T440P-Docu... SMB, AFP 49 (1 years prot.. 2.7 T8 119.0 MB Jhond@nerg bt Settings
JBOND-T440P-Docu... SME, AFP 48 (1 years prot.. 2.7 T8 120.0 M8

Click the Delete button in the pop-up menu.
6. Inthe pop-up window, confirm the deletion by typing DESTROY.

Click the Destroy button.
The share is deleted.

Browse a Share

You can browse the contents of a share or external storage device from the Admin Page.
To browse data on your ReadyNAS:
1. Log in to the ReadyNAS.

2. Select Shares > Browse.
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- e -
5 Browa feafrosh
- —
te B § X Q
— " =
- E Jupizer €& = \ lupiter | Vial1 § UID-Mapping-test = -]

r:; hame

3. Select the share or subfolder that you want to browse.
The contents of the folder display.

Tip: Use the forward and back (- +) arrows to browse through folders. You can view
files and folders as a list with details, as small icons, or as large icons. To change
views, click one of the view icons (=#=) at the right side of the page.
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Set or Change Bit Rot Protection

Bit rot protection can protect your data from the gradual loss of reliability of disks as
they age. It can impact performance, so you can turn it on and off for individual folders.
Bit rot protection is also called copy-on-write.

To set or change bit rot settings:
1. Log in to your ReadyNAS system.

2. Select Shares > Browse.
3. Right-click the folder.
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AmazonCloudDrive
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Snapshot
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1
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4. Inthe pop-up menu, click the Settings button.
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Network Access Snapshots File Access
Name: Documents

Description:  Documens folder

Bit Rot Protection (Copy-on-write)

Sze: Quota

“ Sanee) Aeely

5. Examine the Bit Rot Protection check box.
A check indicates that bit rot protection is on.
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6. If you want to change the setting, select or clear the check box.

Share Access Rights

Access rights apply to individual shares. For each share, you control the file-sharing
protocols that can be used to access the share and the access rights granted to each
user, group, and host. For example, you might wantto grant a user read/write permission
on one share, read-only permission on another share, and no access rights at all on a
third share. By default, all users and groups have read/write access.

The following table lists access right options.

Table 5. Access right options

Access Right Description

Read-only The user with this permission can read files on this share, but cannot edit
or create files on this share.

Read/write A user with this permission can read, edit, and create files on this share.
Read-only for everyone with Access to this share is read-only for all users except for one or more users
exceptions who are granted read/write permission.

Read/write for everyone with Access to this share is read/write for all users except for one or more users
exceptions who are granted read-only permission.

Disabled with exceptions Access to this share is disabled for all users except for one or more users

who are granted either read-only or read/write permission.

User and Group Authentication

The way that users and groups are authenticated depends on the user and group
management mode that you selected (see User and Group Management Modes on
page 138):

e Local user database. If you use the local database, create group and user accounts
before you set up share access rights. For more information about creating and
managing groups and user accounts, see Chapter 6, Users and Groups on page 136.

e Active Directory. If you use an external Active Directory, the user and group
information is downloaded to the ReadyNAS. User and group access rights are listed
when you click the Access tab in the share settings window.
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Set Network Access Rights to Shares for Common Protocols

In addition to a way to set access rights for all protocols including advanced settings,
the admin page provides a simplified way to set rights for the most commonly used
networking protocols and settings.

The mostly commonly used networking protocols are SMB, AFP, FTP, and HTTP. Use
this procedure as a simplified way to setting access rights for these protocols.
To set the network access rights for a shared folder:

1. Login to the admin page.

2. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

Hover over the shared folder that you want to configure.

4. Click the plus icon for the folder.

Permissions

> i E i ;
o8 Anonymous SMB, AFF Read/Write

B Everyone SMB, AFP Read,/Write

.0_ JamesKBond SMB, AFP

8 ami B A
8 2dmin SME, AFP

5. Adjust the settings as needed.

e To adjust existing permissions for a user or group, use the Access menu for that
user and select the new access level. You can click on the arrow icon by a user
or group name to expand the list, if there are multiple protocols set for the user
or group.

e Toremove permissions for a user or group, click the Xicon for that user or group.

e To add additional permissions, use the menus at the bottom of the window to
specify the user, the protocol, and the access level, and click the Append button.

6. Click the Close button.
Your changes are saved and the window closes.
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Set Network Access Rights to Shares

To setthe network access rights to an individual share, you configure the network access
settings for each file-sharing protocol used to access the share on your storage system.

To set the network access rights for a share:
1. Login to your ReadyNAS.

2. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

3. Select the share that you want to configure.

Click the gear icon for the folder.
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5. Click the Settings button in the pop-up menu.
The share settings display in a pop-up window.

6. Click the Network Access tab.
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7. Click one of the file-sharing protocol buttons.
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The page adjusts to display the access properties for the selected protocol.

8. Configure the network access settings for the selected protocol.
For more information, see the following sections (not all sections apply to all
protocols):

o Configure User and Group Settings on page 72.

e Configure Host Settings on page 75.
o Configure Rsync Credentials on page 77.

e Manage Access to Remote Shared Folders on page 78.

e Hide a Shared Folder on page 80.

9. Setthe On-Off slider for the selected protocol:

e To enable the protocol for the selected folder, set the On-Off slider so that the
slider shows the On position.
The indicator on the protocol button turns green.

Note: When you enable a file-sharing protocol for an individual share, the
protocol is also enabled globally. For more information about global settings,

see Configure Global Settings for File-Sharing Protocols on page 206.

e To save the configured access settings but prevent them from taking effect, set
the On-Off slider so that the slider shows the Off position.
The indicator on the protocol button turns gray.

Note: When you disable a file-sharing protocol for an individual share, the
protocol remains enabled globally so that you can still access other folders that
might be using the protocol. For more information about global settings, see
Configure Global Settings for File-Sharing Protocols on page 206.

10. Click the Apply button.

11. Click the OK button.
Your changes are saved and the pop-up window closes.

Configure User and Group Settings
For SMB, AFP, FTP, and HTTP, you can configure access rights to an individual share
for users and groups. User and group settings do not apply to NFS and Rsync.

Note: You cannot configure access rights for the ReadyNAS admin (& ) or for Cloud

[ |
users (“* ). For more information about Cloud users, see Use Cloud Services on page
152.
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To configure user and group network access settings:
1. Log in to your ReadyNAS.

2. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

Select the share that you want to configure.
4. Click the gear icon for the folder.
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5. Click the Settings button in the pop-up menu.
The share settings display in a pop-up window.

6. Click the Network Access tab.
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7. Select one of the file-sharing protocol buttons. The page adjusts to display the access
properties for the selected protocol.

8. Click the Security tab on the left side of the pop-up window.
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9. From the menu, select the information that you want to view:

e All The default group Everyone and all groups that you configured on the local
database or that were downloaded from the Active Directory server are displayed.
This is the default setting.

e Users. Only the individual users that you configured on the local database or
that were downloaded from the Active Directory server are displayed.

e Groups. Only the groups that you configured on the local database or that were
downloaded from the Active Directory server are displayed.

For information about using the local database or an Active Directory, see User and
Group Management Modes on page 138.

Tip: To search for a particular user or group, use the search field next to the Search
icon (@). To update the user and group information, click the Refresh icon (Z ).

10. For each individual user (&) and group (&) that you want to allow to access the
share, select one of the following check boxes:

e Read Only. The selected user or group is permitted only to read files on the
share.

e Read/Write. The selected user or group is permitted to read, edit, create, and
delete files on the share.

Note: If the ReadyNAS uses the local database, you can select the default group
Everyone to grant all users and groups read-only or read/write access.

11. (Optional for SMB and AFP) Allow anonymous access to the share. If the ReadyNAS
uses the local database and you grant the default group Everyone access, you can
select the Allow anonymous access check box to allow anonymous access to the
share. In this situation, users are not required to provide their account credentials
when accessing the share.

12. (Optional for AFP) Configure the ReadyNAS system to override the macOS settings.

a. Click the Advanced tab.
The page adjusts to show the AFP advanced settings.

b. Select the Automatic Permissions check box and set the permissions for folder
and file creation rights for

13. Click the Apply button.

14. Click OK button.
Your settings are saved and the pop-up window closes.
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Configure Host Settings

For SMB, NFS, FTP, Rsync, and HTTP, you can configure access rights for users on hosts.
Host settings do not apply to AFP. The access rights that you configure for one host
apply to all users on the host. For NFS, you can also configure the access rights that
apply to any host, and, for individual hosts, you can configure whether root access is
granted.

To add a host and configure host access settings:
1. Log in to your ReadyNAS.

2. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

Select the share that you want to configure.

Click the gear icon for the folder.
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5. Click the Settings button in the pop-up menu.
The share settings display in a pop-up window.
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6. Click the Network Access tab.

Documents

0

7. Click one of the file-sharing protocol buttons. The page adjusts to display the access
properties for the selected protocol.

8. Click the Hosts tab on the left side of the pop-up window.

Note: Ifthe hostaccess listis empty, any host is allowed to access the share. If you
add at least one host to the list, access to the share is restricted to hosts on the list
only.

9. Click the + button.
The Add Host pop-up window opens.

10. Enter the host IP address in the IP address field.

11. Click the Add button.
The host is added to the host access list.

Note: For SMB, the access rights for each host depend on the access rights of the
user.

12. (Optional for Rsync) Select the default access rights for users on the listed hosts:

e Read Only. The users on the listed hosts are permitted only to read files on the
share.

e Read/Write. The users on the listed hosts are permitted to read, edit, create,
and delete files on the share.
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13.(Optional for NFS and FTP) For each host on the host access list, select one of the
following check boxes:

o Read Only. The users on the selected host are permitted only to read files on
the share.

e Read/Write. The users on the selected host are permitted to read, edit, create,
and delete files on the share.

Note: For NFS only, you can set access rights for AnyHost, which is a default entry
in the host access list. You cannot grant root access to AnyHost.

14. (Optional for HTTP) For each host on the host access list, grant or deny access rights.

15. (Optional for NFS) For each host for which you want to grant the users root access,
select the Root Access check box.

16. Click the Apply button.
Your settings are saved.

17. Click the OK button.
Your settings are saved and the pop-up window closes.

Configure Rsync Credentials

You can grant Rsync access to a ReadyNAS system in two ways: Rsync over SSH, or
through the use of user credentials, an account and password. You can require users
to enter Rsync credentials when accessing your storage system using Rsync.

Note: Although the use of Rsync over SSH can be useful, particularly for remote backups,
enabling SSH on your ReadyNAS system increases your security concerns. If you enable
SSH root access, NETGEAR might deny you technical support. For information about
using Rsync and SSH for remote backups, see Create a Backup Job on page 266 and
Configure Advanced Rsync Job Settings on page 280.

To require credentials for Rsync sessions:
1. Log in to the ReadyNAS.

2. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

3. Select the share that you want to configure.
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4. Click the gear icon for the folder.
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5. Click the Settings button in the pop-up menu.
The share settings display in a pop-up window.

6. Inthe folder settings pop-up window, click the Network Access tab.

. Click the RSYNC file-sharing protocol button.
The page adjusts.

8. Click the Security tab on the left side of the pop-up window.
9. Select the Enable Password Protection check box.

10. Click the + button and create at least one Rsync user account and password.

Note: Rsync credentials are completely separate from your ReadyNAS storage
system'’s user accounts.

11. Click the Apply button.
12. Click the OK button.
Your settings are saved and the pop-up window closes.

Manage Access to Remote Shares
The SMB protocol allows you to access remote shares on other network-attached devices
and treat them as if they resided locally on your ReadyNAS system.

To enable access to a remote share:
1. Log in to the ReadyNAS.

2. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

3. Select the share that you want to configure.
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4. Click the gear icon for the folder.
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5. Click the Settings button in the pop-up menu.
The share settings display in a pop-up window.

6. Click the Network Access tab.
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7. Click the SMB file-sharing protocol button.
The window adjusts.

8. Select the DFS tab button on the left side of the pop-up window.
9. Select the Enable DFS Root check box.

10. Click the + button above the list of remote shares.
The New External Folder page opens.
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11. Enter the following information:

e Name. The name of the remote share, as you want it to appear on your ReadyNAS.

e Address. The IP address of the network-attached device where the remote share
resides.

¢ Remote Folder. The name of the remote share, as it appears on the
network-attached device.

12. Click the Add button.
The new remote share appears on the list.

13. Click the Apply button.

14. Click the OK button.
Your settings are saved and the pop-up window closes.

15. Make sure that the remote share on the network-attached device is configured for
file sharing. You can now access the remote share from your ReadyNAS system using
the SMB protocol. For information about how to access your system using the SMB
protocol, see Use a Windows Device on page 90 or Use a Mac OS X Device on page
0.

Hide a share
This feature is available for SMB only. Hiding a folder prevents users from discovering
the folder unless they explicitly specify the folder name in the browse path.

To configure advanced settings for SMB:
1. Log in to your ReadyNAS.

2. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

3. Select the share that you want to configure.
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4. Click the gear icon for the folder.
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5. Click the Settings button in the pop-up menu.
The share settings display in a pop-up window.

6. Click the Network Access tab.
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7. Click the SMB file-sharing protocol button.
The page adjusts.
8. Click the Advanced tab on the left side of the pop-up window.
9. Select the Hide this folder check box.
10. Click the Apply button.
11. Click the OK button.

Your settings are saved and the pop-up window closes.

Enable WebDAV
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This feature is available only for HTTP and HTTPS. WebDAV is an extension of the HTTP
and HTTPS protocols that facilitates document management and editing. Features of
WebDAV include maintenance of document properties such as author, creation date,
and modification date, and it provides overwrite protection. Access is to a share and
the contained files.

After you enable WebDAV access, you can access the files in the share over the Internet
from a computer or mobile device in a manner similar to accessing the files over a LAN
or through a VPN. The specifics depend on the device and application using WebDAV.

To enable WebDAYV on an individual share:
1. Log in to your ReadyNAS.

2. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

Select the share that you want to configure.
Click the gear icon for the folder.
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5. Click the Settings button in the pop-up menu.
The share settings display in a pop-up window.
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6. Click the Network Access tab.

Documents

0

7. Click the HTTP file-sharing protocol button.
Note: Enabling HTTP at the share level also enables HTTPS access.

The page adjusts.

8. Click the Off button, if HTTP is off.
The button changes to On.

9. Click the WEBDAV tab on the left side of the pop-up window.
The window adjusts.

10. Select the Enable WebDAV check box.

11. Click the Apply button.
Your change is saved and the window returns to the Security window.

12. Click the OK button.
Your settings are saved and the pop-up window closes.

Squash, Map, Host IDs to ReadyNAS IDs

Sometimes it is useful to map user IDs or group IDs on a host connected over NFS to
your ReadyNAS system to specific ReadyNAS OS user IDs and group IDs. For example,
if the ReadyNAS is used to store VMs for a host, you might want to map (squash) all of
the host UIDs and GIDs to a specific ReadyNAS UID and GID.

When a host system is running virtualization software, it is common to configure host
UIDs and GIDs to the UID and GID for the anonymous user. Because there is no default
anonymous user on a ReadyNAS, when you map UIDs and GIDs, you must also define
the UID and GID for anonymous.

To map IDs to the anonymous IDs and define the anonymous IDs:

1. Log in to your ReadyNAS.
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A list of shares and LUNs on each volume displays.
2. Select Shares > Shares.

A list of shares and LUNs on each volume displays.
3. Select the share that you want to configure.

4. Click the gear icon for the folder.
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5. Click the Settings button in the pop-up menu.
The share settings display in a pop-up window.

6. Click the Network Access tab.
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7. Click the NFS file sharing button.
The page adjust to display the NFS access properties.
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8. Click the Advanced button.

S

Performance
ADVANCED

User ud i mapping

UID/GID squashing: | Roof squash
Anonymous UID:

Anonymous GID:

9. From the UID/GID squashing menu, one of the following: No root squash, Root
squash, All squash.

No root squash sets the ReadyNAS to not remap UIDs or GIDs. Root squash sets the
host root UID and GID to anonymous, but otherwise does not remap. All squash
maps all host UIDs and GIDs to the anonymous UID and GUID.

10. Enter the UID value you choose for the anonymous UID and the GID you choose for
the anonymous GID.

11. Click the OK button.
The window closes and squashing starts immediately.

Set Up Access Rights to Files and Folders

For each individual share, you can configure the default access rights to files and folders.

Change Default Access Rights to Files and Folders
By default, owners, groups, and anyone else with access to the share is granted
read/write access to all files and folders on the share.

To change the default access rights to files and folders on an individual share:

1. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

2. Select the share.
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3. Click the gear icon for the folder.
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4. Inthe pop-up menu, click the Settings button.
The share settings pop-up window opens.

5. Click the File Access tab in the window.
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6. Configure the file and folder access rights as explained in the following table:

[tem Setting

Folder Owner You can assign a single user or the administrator as the folder owner. By default, the

folder owner is set to guest.

Folder Group You can assign a single group, a single user, or the administrator as the folder group.
By default, the folder group is set to guest.
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[tem

Folder Owner Rights

Folder Group Rights

Folder Everyone
Rights

ReadyNAS OS 6.10

Setting

Permissions granted to the folder owner. Select one of the check boxes:

¢ No box selected. The folder owner is not granted access rights to the folder.
e Read Only. The folder owner ia granted read-only access to the folder.

¢ Read/Write. The folder owner is granted read/write access to the folder. This is the
default setting.

Permissions granted to members of the same group as the owner’s primary group.
Select one of the check boxes:
¢ No box selected. Members of the group are not granted access to folders that are

owned by a member of the group.

e Read Only. Members of the group are granted read-only access to folders that are

owned by a member of the group.

o Read/Write. Members of the group are granted read/write access to folders that

are owned by a member of the group. This is the default setting.

Permissions granted to users who are not the folder owner and not members of the

folder group. Select one of the check boxes:

¢ No box selected. No one outside the folder group is granted access rights to the
folder.

¢ Read Only. Anyone outside folder group is granted read-only access to the folder.

¢ Read/Write. Anyone outside the folder group is granted read/write access to the
folder. This is the default setting.

To restore the default file and folder access rights on an individual share:
1. Login to the ReadyNAS.

2. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

3. Select the share.
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4. Click the gear icon for the folder.
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Browse

5. Inthe pop-up menu, click the Settings button.
The share settings pop-up window opens.

6. Click the File Access tab in the window.

Dacuments

SECURITY Falder Craner guest -
DEFALILT ACCESS Falder Growm  guest v
RESET

o Grant rename and defete privileges to non-owner of the file/folder scoess
Fram AFP/NFS client.

: Q 2

A wAnonY  WeASERTE
B Everyone ¥
& Falder Guner o

S Falder Groun

& users

B quest

Click the Reset tab.

8. Click the Reset permissions button.
The default access rights are restored. Owners, groups, and anyone else with access
to the share gains read/write access to all files and folders on the share.
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Access Shares From a Network-Attached
Device

You can remotely access shares and snapshots on your storage system using other
network-attached devices, such as a laptop or tablet. The network-attached device must
support one of the enabled file-sharing protocols. How a share is accessed depends
on the OS of the network-attached device, the file-sharing protocols that you enabled
for share access, and the access rights that you granted (see Shared Folder Access

Rights on page 69).

Note: For snapshots to be accessible to users from their network-attached devices,
you must select the Allow snapshot access check box on the share settings window.

For more information, see View and Change the Properties of a Shared Folder on page
64.

Use a Web Browser

You can use a web browser to access files that are stored on your ReadyNAS system.

Note: If you are accessing your files from a network that is outside your LAN, you must
configure port forwarding on your router. For more information, see your router user
manual.

To access a share using a web browser:

1. Ensure that the HTTP file-sharing protocol is enabled on your ReadyNAS system.
For more information, see Set Network Access Rights to Shared Folders on page
71.

2. Launch a web browser.

3. Navigate to the ReadyNAS system and share you want to access using the following
syntax: http://<hostname>/<share>
where:

e <hostname> is the name that you assigned to your ReadyNAS system or the
default host name if you did not change it.

e <share> is the name of the share that you want to access.
Note: If you cannot access the ReadyNAS using its host name, try entering

http://<ReadyNAS IP address> in the Windows Explorer address bar instead.
<ReadyNAS IP address> is the IP address of the ReadyNAS.
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e (Optional) For a secure encrypted connection, replace http with https.

You are prompted to log in to your ReadyNAS system.

Enter a user ID and password.

You can log in with administrator or user credentials. If you log in as a user, your
access is limited by the settings configured by the ReadyNAS system administrator.
Your shares are displayed on a web page.

Use a Windows Device

You can access shares on your ReadyNAS system using a network-attached
Windows-based device.

To access a share using a network-attached Windows device:

1.

Ensure that the SMB file-sharing protocol is enabled on your ReadyNAS system.
For more information, see Set Network Access Rights to Shared Folders on page
71.

Enter \\<hostname> in the File Explorer address bar.
<hostname> is the name that you assigned to your ReadyNAS system or the default
host name if you did not change it.

Note: If you cannot access the ReadyNAS using its host name, try entering
\\<ReadyNAS IP address> in the File Explorer address bar instead. <ReadyNAS IP
address> is the IP address of the ReadyNAS.

You are prompted to log in to your ReadyNAS system.

Enter a user ID and password.

You can log in with administrator or user credentials. If you log in as a user, your
access is limited by the settings configured by the ReadyNAS system administrator.
Windows Explorer displays the contents of all available shares on your ReadyNAS
system.

Use a macOS Device

You can access shares on your ReadyNAS system using a network-attached macOS
device.
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To access a share using a network-attached macOS device:

1.

Ensure that the AFP or SMB file-sharing protocol is enabled on your ReadyNAS
system.

Note: SMB is recommended for mixed-platform environments.

For more information, see Set Network Access Rights to Shared Folders on page
71.

In Finder, select Go > Connect to Server.
The Connect to Server dialog box displays.

Connect to your ReadyNAS system as follows:

e If you are using the AFP file-sharing protocol, enter the following command in
the Server Address field:
afp://<hostname>

e Ifyou are using the SMB file-sharing protocol, enter the following command in
the Server Address field:
smb://<hostname>
In both cases, <hostname> is the name that you assigned to your ReadyNAS
system or the default host name if you did not change it.

Note: If you cannot access the ReadyNAS using its host name, try entering
afp://<ReadyNAS IP address> or smb://<ReadyNAS IP address> instead. <ReadyNAS
IP address> is the IP address of the ReadyNAS.

Click the Connect button.
You are prompted to log in to your ReadyNAS system.

Enter a user ID and password.

You can log in with administrator or user credentials. If you log in as a user, your
access is limited by the settings configured by the ReadyNAS system administrator.
You are prompted to select a volume. macOS calls your ReadyNAS shares volumes.

Select the volume or volumes (share or folders) you want to access and click the OK
button.
Finder displays the volume contents.

Use a Linux or Unix Device

You can access shares on your ReadyNAS system using a network-attached Linux or
Unix device.
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Note: Your ReadyNAS system does not support NIS because it is unable to correlate
NIS information with SMB user accounts. In mixed environments where you want SMB
and NFS integration, manually specify the user ID and group ID of the user and group
accounts to match your NIS or other Linux or Unix server setting.

To access an SMB share using a network-attached Linux or Unix device:

1. Ensure that the SMB file-sharing protocol is enabled on your ReadyNAS system.
For more information, see Set Network Access Rights to Shared Folders on page
71.

2. Using a terminal program, enter the following command:
mount [-t smb -0 username=<user name> password=<password>]//<ReadyNAS
IP address>/ <share name> <mount point>

e <user name> and <password> match the user name and password on the
ReadyNAS system.

e <ReadyNAS IP address> is the IP address of the ReadyNAS.
e <share name> is the name of the share that you want to access.

e <mount point> is the name of an empty folder on the Linux or Unix device.

To access an NFS share using a network-attached Linux or Unix device:

1. Ensure that the NFS file-sharing protocol is enabled on your ReadyNAS system.
For more information, see Set Network Access Rights to Shared Folders on page
71.

2. Using a terminal program, enter the following command:
mount [-t nfs] <ReadyNAS IP address>:/<volume name>/<share name> <mount
point>

<ReadyNAS IP address> is the IP address of the ReadyNAS.

<volume name> is the name of the volume on which the share resides.

<share name> is the name of the share that you want to access.

<mount point> is the name of an empty folder on the Linux or Unix device.

Use FTP and FTPS

You can use FTP and FTPS to access any shares that are enabled for the FTP and FTPS
file-sharing protocols.

For better security, use an FTPS client to connect to your ReadyNAS using the FTP
file-sharing protocol. With FTPS, your password and data are encrypted.
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If you are using FTPS, you must use explicit mode (also known as FTPES or AUTH TLS)
in your FTP client.

To access a share using FTP:

1. Ensure that the FTP file-sharing protocol is enabled on your ReadyNAS system.
For more information, see Set Network Access Rights to Shared Folders on page
71.

2. Launch an FTP client or a terminal program.

3. Login to your ReadyNAS system, as follows:

e Ifyourequired user FTP access when you enabled the FTP-file sharing protocol,
log in using user or administrator credentials for your ReadyNAS system. If you
log in as a user, your access is limited by the settings configured by the ReadyNAS
system administrator.

e Ifyouallowed anonymous access when you enabled the FTP-file sharing protocol,
log in as anonymous and use your email address for the password.

Use Rsync

You can use Rsync to access any shares that are enabled for the Rsync file-sharing
protocol. Instead of browsing shares as you do with some other file-sharing protocols,
with Rsync, you copy files from your ReadyNAS system to another computer that supports
the Rsync file-sharing protocol. If you previously copied these files, Rsync copies only
the differences between the source files and the destination files, making the transfer
much quicker than using other file-sharing protocols. The first time you copy files using
the Rsync file-sharing protocol, you see no performance difference.

To access shares using Rsync:

1. Ensure that the Rsync file-sharing protocol is enabled on your ReadyNAS storage
system.
For more information, see Set Network Access Rights to Shared Folders on page
71.

2. On a network-attached device that supports the Rsync file-sharing protocol, launch
a terminal program or an Rsync client.

3. Enter any required credentials for the share.

For more information about Rsync share access credentials, see Configure Rsync
Credentials on page 71. For more information about Rsync terminal program commands,
visit http://Rsync.samba.org. For more information about using an Rsync client
application, see the documentation that accompanies the application.
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LUNSs

This chapter describes how to create, manage, and access LUNs on the ReadyNAS. It
includes the following sections:

e Basic LUN Concepts

* Manage LUNs

e | UN Groups and Access Rights
e Access LUN Groups From an iSCSI-Attached Device

Note: Without a volume, you cannot configure any LUNs. For information about how
to create volumes, see Create and Encrypt a Volume on page 35.

94



ReadyNAS OS 6.10

Basic LUN Concepts

The volumes on your ReadyNAS can be divided into shares and logical unit numbers
(LUNs), both of which are logical entities on one or more disks. Shares and LUNs enable
you to organize data in a volume by type, group, user, department, and so on. A single
volume can contain multiple shares and LUNSs.

LUNs are SAN (storage area network) data sets that allow data transfer and storage over
iSCSI and Fibre Channel devices. The ReadyNAS supports iSCSI devices only. Each
ReadyNAS system supports up to 256 LUNs. The Admin Page displays LUNs in the
following way:

Figure 7. Thin LUN

Figure 8. Thick LUN

Each LUN is configured independently of other LUNSs that reside on the same volume.
You can configure settings such as compression, protection, provisioning, LUN size,
and access rights. You can also specify whether and how often a snapshot is created.
These settings are explained in the following sections.

Thin and Thick Provisioning
You can specify the size of a LUN in two ways:

e Thin. Athin LUN lets you overallocate its size. That is, you can assign a LUN size that
is larger than the size of the volume. Even though you specify the size of a thin LUN
when you create it, storage space is assigned on demand instead of up front. This
method greatly improves the utilization rate of the LUN because storage space is
assigned only as data is written to the LUN. However, the size of the LUN is reported
as the total storage space that you specify when you create the LUN.

You can expand a volume as needed (if necessary, adding disks in the process)
without expanding the size of the LUN and therefore, without disconnecting users.
Make sure that you watch the volume capacity of the volume on which the
overallocated LUN resides so you do not run out of storage space unexpectedly.

Note: We recommend that you do not use an overallocated LUN for storage of
critical data. Instead, use a thick LUN.

LUNs 95 Software Manual



ReadyNAS OS 6.10

o Thick. All storage space that you specify when you create a thick LUN is allocated
up front and the storage space is reserved on the volume. Snapshots, other LUNs,
and shares on the volume cannot consume storage space that is reserved. The size
of the LUN is reported as the total storage space that you specify when you create
the LUN. You cannot assign more storage space than the available nonreserved

storage space on the volume.

Default LUN Settings

The following table explains the default settings of a LUN. You can change these settings
when you create or change the LUN. The defaults depending on whether the LUN is
thick provisioned (the default), or you select thin provisioned.

Table 6. LUN default settings

[tem Default (Thick Provision) Default (Thin Provision)
Bit Rot Protection Disabled Disabled
(Copy-on-write)

Compression Disabled Disabled

Snapshot Schedule Never Never

Sync Writes Allowed Allowed

Manage LUNSs

From the Admin Page, you can create, modify, or delete a LUN.

Create a LUN

After you create a volume (see Create and Encrypt a Volume on page 35), you can create
LUNs on that volume.

Note: On ReadyNAS 102, 104, 202, 204,212,214, and 2120 systems, individual LUNs
cannot exceed 8 TB.

To create a LUN:
1. Log in to your ReadyNAS.

2. SelectiSCSI.
A list of shares and LUNs on each volume displays.
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3. Click the New LUN button.

ReadyNAS OS 6.10

A window opens, displaying the new LUN options.

4. Configure the settings as explained in the following table:

[tem

Volume

Name

Description

Bit Rot Protection (Copy-on-write)

Compression

Auto-Drag

Snapshot Schedule

Description
The name of the volume on which the LUN resides.

A unique name to identify the LUN. Do not include spaces in the name.
All characters must be alphanumeric.

An optional description to help identify the LUN.

Select the Bit Rot Protection (Copy-on-write) check box to enable bit
rot protection. For information, see Bit Rot Protection on page 62.
Enabling bit rot protection also enables copy-on-write. Over time,

copy-on-write increases disk fragmentation.

Select the Compression check box to enable data compression.
Compression saves storage space and increases the speed of data
transfers, but the compression and decompression processes require

additional resources. By default, the Compression check box is cleared.

Select the Auto-Defrag check box to enable automatic defragmentation.
When auto-defrag is on, after writing to a file, ReadyNAS OS consolidates
and rewrites portions of the file to reduce fragmentation.This reduces
or eliminates the need to periodically defragment the entire volume,
but because it occurs after every write it, can impact performance if a
file is written to very frequently. Examples of applications that make many
writes to the same file are databases, virtual machine images, and iSCSI
LUNSs. If the share or LUN is used for these and similar applications,

auto-defrag might not be a good solution.

Select from the Snapshot Schedule menu to enable data protection
through snapshots and configure how often snapshots are taken:
e Never. Snapshots are not taken.

Hourly. A snapshot is taken every hour on the hour.

Daily. A snapshot is taken every day at midnight. This is the default
setting.

Weekly. A snapshot is taken every week on Friday at midnight.

For more information about snapshots, see Snapshots on page 124.
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(Continued)

ltem Description
Provision Select how storage space is provisioned. Make a selection from the
menu:

e Thin. Even though you specify the size of the LUN when you create it,
storage space is assigned on demand instead of up front. The size of
the LUN is reported as the total storage space that you specify when
you create the LUN.

o Thick. All storage space that you specify when you create the LUN is
also allocated up front. The size of the LUN is reported as the total
storage space that you specify when you create the LUN. This is the
default method.

Note: Make sure that you watch the volume capacity of the volume on
which the overallocated LUN resides so that you do not run out of storage

space unexpectedly.

Note: We recommend that you do not use an overallocated thin LUN

for storage of critical data. Instead, use a thick LUN.

Size Specify the size of the LUN. The maximum size that you can allocate to
the LUN is stated at the bottom of the window.

Unit Select the unit of measurement from the menu:
« MB.

e GB. This is the default unit of measurement.

e TB.

5. Click the Create button.
The ReadyNAS confirms the creation of a LUN with the message “Folder or LUN
successfully created.”

6. Click the OK button.
The new LUN is added to the Shares page. Basic information is displayed to the right
of the LUN.
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View and Change the Properties of a LUN

To view and change the properties of a LUN:
1. Login to your ReadyNAS.

2. SelectiSCSI.
The screen updates showing the iSCSI LUNs and groups.
3. Selectthe LUN.

s
Unassigned LUNs

=
| |
—
LUNT
mr[ﬁ Assign
x Delete
TEStgroup {} Settings
Target

4. Inthe pop-up menu, click the Settings button.

LUN1
Name:  LUN1
Description:

(Thin LUNs only)
Sync Writes: | Allowed
Provision: Thick

Size 10.0 GB Expand

“ canLEI

5. View or change the settings as explained in the following table.
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[tem

Name
Description

Bit Rot Protection

Compression

Auto-Drag

Sync Writes

Provision

Size

Alert Threshold

6. Click the Apply button.
7. Click the OK button.

ReadyNAS OS 6.10

Description
A unique name to identify the LUN. Do not include spaces in the name.
An optional description to help identify the LUN.

Select the Bit Rot Protection (Copy-on-write) check box to enable bit
rot protection. For information, see Bit Rot Protection on page 62. Bit

rot protection can be set only when the LUN is created.

Select the Compression check box to enable data compression.
Compression saves storage space and increases the speed of data
transfers, but the compression and decompression processes require
additional resources. By default, the Compression check box is cleared.

Compression can be set or turned off only when the LUN is created.

Selectthe Auto-Defrag check box to enable automatic defragmentation.
When auto-defrag is on, after writing to a file, ReadyNAS OS consolidates
and rewrites portions of the file to reduce fragmentation.This reduces
or eliminates the need to periodically defragment the entire volume, but
because it occurs after every write it, can impact performance if a file is
written to very frequently. Examples of applications that make many
writes to the same file are databases, virtual machine images, and iSCSI
LUNs. If the share or LUN is used for these and similar applications,

auto-defrag might not be a good solution.

Select Allowed, Forced, or Disabled to permit, require, or prevent sync

writes.

The provision setting is provided for information only. You cannot change

the provision setting of an existing LUN.

For information about how to expand the size of an existing LUN, see
Expand the Size of a LUN on page 101.

You can change the default setting to any percentage between 0 and

99.

Your settings are saved and the window closes.

For information about how to set access right for a LUN, see LUN Groups and Access

Rights on page 103.

For more information about snapshots, see Snapshots on page 124 .
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Expand the Size of a LUN

After you create a LUN, you cannot change the provision setting (thin or thick), but you
can expand the size of the LUN.

Expansion is instant, regardless of the data size, but you must first disconnect all users
that are connected to the LUN. Disconnect access to the LUN by removing the LUN
from the LUN group to which the users have access (see Create a LUN Group on page
104).

Note: On ReadyNAS 102, 104, 202, 204, 212,214, and 2120 systems, individual LUNs
cannot exceed 8 TB.

Note: File systemsinside the LUN are not expanded by this procedure. After expanding
the LUN, you can expand the file systems from the iSCSl initiator.

To expand the size of a LUN:
1. Log in to your ReadyNAS.

2. SelectiSCSI.
The screen updates showing the iSCSI LUNs and groups.

3. Select the LUN.

&
Unassigned LUNs

.LUN 1. |
'ﬂ?[[-: Assign
?( Delete

Testgroup L} Sertings

Target

4. Inthe pop-up menu, click the Settings button.
The LUN settings display in a pop-up window.
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5. Click the Expand link.

LUN_1

{Thin LUNs cnly}

6. Enter the following settings:

e New Size. Specify the new size of the LUN. The maximum size that you can
allocate to a thick LUN is stated above the New Size field.

e Unit. Select the unit of measurement from the drop-down list (MB, GB, or TB).

7. Click the Apply button.
The new LUN size takes effect.

8. Click the OK button.
Your settings are saved and the pop-up window closes.

9. (Optional) Add the LUN to the LUN group to which it belonged before the expansion.

See Create a LUN Group on page 104.
User access to the LUN is restored.

Delete a LUN

WARNING: Deleting a LUN permanently removes the data within that LUN.

To delete a LUN from a volume:
1. Log in to your ReadyNAS.

2. SelectiSCSI.
The screen updates showing the iSCSI LUNs and groups.
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3. Select the LUN.

k&
Unassigned LUNs

@r[ﬁ Assign

x Delete
Testgroup O

Target

Settings

4. Inthe pop-up menu, click the Delete button.

Delete Folder or LUN

5. Confirm the deletion by typing DESTROY.

6. Click the Destroy button.
The LUN is deleted.

LUN Groups and Access Rights

When you create a LUN, the LUN is unassigned. To access your storage system from an
iSCSl-attached device, you must create a LUN group and assign one or more LUNs to
the LUN group.

LUN groups allow you to organize LUNs and manage access rights to LUN groups.
Access rights are either open or granted through internal CHAP authentication. Access
rights apply to LUN groups, not to individual LUNs. You can easily assign a LUN to a
LUN group or move a LUN from one LUN group to another LUN group.
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Each LUN group is assigned an iSCSI target address (for example,
ign.1994-11.com.netgear:f2f2fdd4) that allows iSCSI clients to access the LUN group.

For more information, see Manage Access Rights for LUN Groups on page 107. Each
ReadyNAS supports a maximum of 256 iSCSI targets.

Create a LUN Group

To create a LUN group:
1. Log in to the ReadyNAS.
2. SelectiSCSI.

e e e T T N e e

~
Unassigned LUNs i New Group

=
(=
=l
LUNT

3. Click the New Group button in the upper right of the window.

New LUN Group

Name: | groupl

Target: ign.1994-11.com.netgear:nas-6E-07-D2:abe6f131:group

Create Cancel

4. |Inthe Name field, enter a name.
The default name is groupX, where Xis a number in sequential and ascending order.
The Target field is automatically populated. The target is the string that an iSCSI
client needs to be able to connect to the LUN.

5. Click the Create button.
The New LUN group is added to the iSCSI page.

By default, CHAP is disabled and no client is allowed to access the LUN group (see
Manage Access Rights for LUN Groups on page 107).
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Assign a LUN to a LUN Group

To assign a LUN to a LUN group:

1.
2.

Log in to the ReadyNAS.

Select iSCSI.
The iSCSI page displays the LUNs and LUN groups that you created.
See Create a LUN on page 96.

Select the unassigned LUN that you want to assign to a group.

Tip: You can also create a LUN by clicking the New LUN button to the right of the
unassigned LUNs. By default, news LUNs are unassigned.

%
Unassigned LUNs

.LUNT.. .

FHE Assign

il
?( Delete
o)

Settings

Testgroup
Target

Click the Assign button.
A pop-up window opens.

5. Select the LUN group to which you want to assign the LUN.

6. Click the Apply button.

The LUN is assigned to the selected LUN group.

Remove a LUN From a LUN Group

To remove a LUN from a LUN group:

1.

Log in to your ReadyNAS.

2. SelectiSCSI.

The iSCSI page displays the LUNs and LUN groups that you created.
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3. Select the assigned LUN to remove from the group.

Testgroup

Target
ign.1924-11 com.netgearjupite

Security & Access
CHAP: Disabled

Allowed Clients: Testl UN
MNone

4. Inthe pop-up menu, click the Unassign button.

5. Confirm that you want to remove the LUN from the group.
The LUN is returned to the unassigned state.

Delete a LUN Group

To delete a LUN group:
1. Log in to your ReadyNAS.
2. SelectiSCSI.

T Q

Unassigned LUNs ISNS.

T
B tew LUN
Newe Group
Testgroup L Properties 75 Destroy

Targer
iqn 1994-11 com netgear;jupite

Security & Access
CHAP- Disabled

Allowed Clients: by
None

3. Click the Destroy button to the right of the LUN group.

4. Confirm that you want to delete the LUN group.
If any LUNs were assigned to the group, they are returned to the unassigned state.
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Manage Access Rights for LUN Groups
You can configure LUN group access, add and remove iSCSl initiators, and change the
CHAP password for an iSCSl initiator.

Configure Access to a LUN Group
To configure client access to a LUN group:

1. Log in to your ReadyNAS.
2. SelectiSCSI.
B e e e [ G ) T \

Unassigned LUNs
—_—

New Group

Testgroup L3 Properties 75 Destroy
Targer
iqn 1994-11 com netgear jupite

Security & Access
CHAP- Disabled

Allowed Uients. I«i
Nane 2

3. Click the Properties button to the right of the LUN group.

Test%}wp

Name: Testgroup
Target: | iqn.1994-11_com.netgearjupiter.cbBede35:testgroup

Require initiators to identify themselves using CHAP

Dedicated Link:  Any b4

Any
Allowed Initiators: =
®) Selected
IHITIATOR (QN) CHAP SECRET ALLOWED

Empty

Password for bidirectional CHAP authentication

Password

Confirm Password:

Apply Cancel

4. Configure the settings as explained in the following table:
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[tem
Name

Target

Require
initiators to
identify
themselves
using CHAP

Dedicated Link

Allowed

Initiators

Password for
bidirectional
CHAP

authentication

ReadyNAS OS 6.10

Description
The name is provided for information only and cannot be changed.

The target is the address that an iSCSI client (that is, an initiator) needs to access the LUN
group. The Target field is automatically populated, but you can delete the content and then

replace the content with a custom target address.

Selectthis check box to enable CHAP authentication and to allow only authenticated initiators
access to the LUN group. By default, access to the LUN group is open to the initiators that
you add to list of initiators (see _Add an iSCS| Initiator on page 109).

Select one of the menu items. The menu items consist of configured network links and the
special item Any. Chose Any to permit data transfer across any of the configured network

links. Setting a dedicated link can resolve some iSCSI traffic communication problems.

Select one of the following radio buttons:
e Any. Access to the LUN group is granted to all initiators with information about the target
address. (If CHAP authentication is enabled, access depends on CHAP authentication.)

o Selected. Access to the LUN group is granted to iSCSI qualified names (IQNs) only. (If
CHAP authentication is enabled, access depends on CHAP authentication.)
Select an already configured initiator, or add an initiator.
For more information about configuring iSCSl initiators, see the following sections:
- Add an iSCSl Initiator on page 109

- Remove an iSCSl Initiator on page 111

- Edit the CHAP Password on page 112

By default, access to an initiator by a LUN in the LUN group is open. To require a LUN in the
LUN group to be authenticated before accessing an initiator, set a password for bidirectional
CHAP authentication.

Password Enter a CHAP password with a length of at least
12 characters. Maximum length is 16

characters.

Confirm Password Confirm the CHAP password.

5. Click the Apply button.
The new LUN group properties take effectimmediately.

For information about how to set up and access a LUN from a client device, see Access
LUN Groups from an iSCSI-Attached Device on page 113.
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Add an iSCSI Initiator
To add an iSCSl initiator and allow access to the LUN group:

1. Log in to your ReadyNAS.
2. SelectiSCSI.
[ | e | en L oot | e | o | e | | 3

Unassigned LUNs ISNS.

Newe Group

Testgroup L Properties 75 Destroy

Targer
iqn 1994-11 com netgear;jupite

Security & Access
CHAP- Disabled

Allowed Clients: by
None

3. Click the Properties button to the right of the LUN group.

Test%ggup

Name: Testgroup
Target: ign.1994-11.com.netgear;jupiter:c68ede35:testgroup
Require initiators to identify themselves using CHAP.

Dedicated Link:  Any v

Any

Allowed Initiators: —
® ) Selected

o

IHITIATOR (M2H) CHAP SECRET ALLOWED

Empty

Password for bidirectional CHAP authentication

Password:

Confirm Password:

Apply Cancel

4. Select the Selected radio button next to Allowed Initiators.
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5. Click the + button (©) to the right of the list of initiators.

Create Initiator

Name:
Password:

Confirm Password:

6. Inthe Name field, enter an IQN in the format as defined by REC 3720, for example,
iqn.2012-04.com.netgear:sj-tst-5200:a123b456 is a valid IQN.

7. (Optional) Enter a CHAP password that is between 12 and 16 characters long and
confirm the CHAP password.

8. Click the Create button.

group1
b
Name: group1

Target: iqn.1994-11.com.netgear:nas-6e-07-d2:616d4551:group1

Require initiators to identify themselves using CHAP.

Any
Allowed Initiators:
® Selected

+]1-J o

INITIATOR (IQH) CHAP SECRET  ALLOWED
ign.201 2-04.com.netgear:sj-tst-5200:a...

Password for bidirectional CHAP authentication

Password:

Confirm Password:

Apply Cancel

9. Select the Allowed check box to allow the initiator access to the LUN group.

10. Click the Apply button.
The new LUN group properties take effect immediately.
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Remove an iSCSI Initiator
To remove an iSCSI initiator from the LUN group:

1. Log in to your ReadyNAS.
2. SelectiSCSI.

[oren | s |5 |t [t | o | | ees | R
[
-
Unassigned LUNs NS
—_—
New Group
Testgroup ¥ Properties 7K Destroy
Targer

ign 1994-11 cam netgear upite

Iy

3. Click the Properties button to the right of the LUN group to manage.

group1
b
Name: group1

Target: iqn.1994-11.com.netgear:nas-6e-07-d2:616d4551:group1

Require initiators to identify themselves using CHAP.

Any
Allowed Initiators:
® Selected

+]1-J o

INITIATOR (IQH) CHAP SECRET  ALLOWED
ign.201 2-04.com.netgear:sj-tst-5200:a...

Password for bidirectional CHAP authentication

Password:

Confirm Password:

Apply Cancel

Select the Selected radio button next to Allowed Initiators.
Select the initiator.

Click the - button to the right of the list of initiators.

N o ok

Confirm that you want to remote the selected initiator. The selected initiator is
removed from the list of initiators.

8. Click the Apply button.
Your settings are saved.
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Edit the CHAP Password
To edit the CHAP password for an iSCSl initiator:

1. Log in to your ReadyNAS.
2. SelectiSCSI.

[ s |5 | e Lt | s | | b || Q

Unassigned LUNs ISNS.
T

Newe Group

Testgroup L Properties 75 Destroy

Targer
iqn 1994-11 com netgear;jupite

Security & Access
CHAP: Disabled

Allowed Clients: &
None 2

3. Click the Properties button to the right of the LUN group to manage.

group
[

Name: group1
Target: iqn.1994-11.com.netgear:nas-6e-07-d2:616d4551:group1

Require initiators to identify themselves using CHAP.

Any
Allowed Initiators:
® Selected
INITIATOR (IQH) CHAP SECRET ~ ALLOWED

iqn.201 2-04.com.netgear:sj-tst-5200:a...

Password for bidirectional CHAP authentication

Password:

Confirm Password:

Apply Cancel

4. Select the Selected radio button next to Allowed Initiators.
Select the initiator that you want to edit.

Click the gear button (3) to the right of the list of initiators.
The Initiator Settings pop-up window opens.
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7. Enter a new password in the fields.
8. Click the Apply button in the Initiator Settings pop-up window.

9. Click the Apply button in the LUN group properties window.
Your settings are saved.

Access LUN Groups From an iSCSI-Attached
Device

An iSCSl initiator application lets you set up a connection from a server to a LUN group
(and therefore to individual LUNs). Normally, users would not initiate such a LUN
connection. The network administrator would provide access to a LUN group through
a server.

The iSCSl targets (that is, the LUNs in the LUN group on the ReadyNAS) present
themselves on the client system as virtual block devices and can be treated as a locally
attached disks. Windows, for instance, can run FAT32 or NTFS on the iSCSI target device
and treat the devices as though they were locally attached.

When they can access a LUN group, users can employ any backup application to back
up local data from their iSCSI-attached device to a LUN.

Note: Unlike snapshots that reside on a share, snapshots that reside on a LUN are not
visible to users. For information about how to recover data using a snapshot on a LUN,

see Recover Data from a Snapshot to an iSCSI-Attached Device on page 135.

Accessing LUN groups from iSCSl-attached devices requires these high-level steps:

1. Set up iSCSl initiator access to the LUN group.
ReadyNAS OS supports two methods for setting up iSCSI initiator access: manually
configuring both the initiator and the ReadyNAS system for access, or using iSNS.
To use the manual method, see Set Up Initiator Access on page 113. To use iSNS,
see Use iSNS on page 120.

2. Initialize and format LUNs in the LUN group.
See Initialize and Format LUNs on page 120.

Set Up Initiator Access

The following procedure uses the Microsoft iSCSI Software Initiator, which is freely
available online and is integrated in Windows 7 and later.

Note: If you use an operating system other than Windows, the steps are different, but
the basic tasks remain the same.
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Note: Some of the steps in this procedure require that the Windows iSCSI service is
running. Ifitis not, when you open the iSCSl initiator, Windows asks if you want it started.
To set up initiator access:

1. Open the iSCSl initiator and click the Configuration tab.

2. Copy the default name from the Initiator Name field.

iSCSI Initiator Properties g

Targets | Discovery [ Favorite Targets ] Volumes and Devices ] RADIUS I Configuration |
Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
- DNS name of the target and then dick Quick Connect.
Target: | Quick Connect..
Discovered targets
Refresh ]
| Name Status L]
|
b |
|
To connect using advanced options, select a target and then Connec
dick Connect. — i
To completely disconnect a target, select the target and o |
then dick Disconnect.
For target properties, induding configuration of sessions, Properties. . |
select the target and dick Properties. Z i
For configuration of devices associated with a target, select e
the target and then dick Devices. - —
i
More about basic iSCSI connections and targets A
i
[ OK ] [ Cancel App |
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3. Create an iSCSl initiator on the ReadyNAS:
a. Loginto your ReadyNAS.

b. SelectiSCSI.
o | s | s | s L | o | s | e || Q

Unassigned LUNs ISNS

T

Newe Group

Testgroup

Targer

iqn 1994-11 com netgear;jupite
Security & Access

CHAP- Disabled
Allowed Clients:

None D\i‘

Q Properties x Destroy

c. Click the Properties button to the right of the LUN group.

Test%ﬁup

Name: Testgroup
Target: ign.1994-11.com.netgear;jupiter:c68ede35:testgroup

Require initiators to identify themselves using CHAP.

Dedicated Link:  Any v
(B Any
Allowed Initiators: —
| @) Selected
IHITIATOR (M2H) CHAP SECRET  ALLOWED

Empty

Password for bidirectional CHAP authentication

Password:

Confirm Password:

Apply Cancel

d. Select the Selected radio button.
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e. Click the + button to the right of the list of initiators.

Create Initiator

Name:
Password:

Confirm Password:

Create | Cancel

f. Paste the default iSCSl initiator name in the Name field.
The default iSCSl initiator name is the name that you copied in Step 2 on page
114.

g. (Optional) Enter a CHAP password that is between 12 and 16 characters long
and confirm the CHAP password.

h. Click the Create button.
The IQN is added to the table on the LUN group properties window.

4. Configure the LUN group settings.
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Note: If you are connecting to a LUN group using a Windows device, make sure
that you leave the Password for bidirectional CHAP authentication fields blank.

a. Inthe Allowed column of the initiator table, select the check box next to the
initiator that you created in Step 3 on page 115.
The initiator is allowed to access the LUN group.

Testg%ﬁgup

Name: Testgroup
Target: ign.1994-11.com.netgear;jupiter:c68ede35:testgroup
Require initiators to identify themselves using CHAP.

Dedicated Link:  Any v

Any

® | Selected

Allowed Initiators:

Empty

Password for bidirectional CHAP authentication

Password:

Confirm Password:

Cancel

b. (Optional) Select the Require initiators to identify themselves using CHAP
check box.
Selecting this check box allows only authenticated initiators to access LUNs in
the LUN group. To gain access, initiators must provide the CHAP password that
you created in Step 3 on page 116.

c. Click the Apply button.
The new LUN group properties take effectimmediately.
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5. On the iSCSI Initiator Properties page, click the Targets tab.

iSCSI Initiator Properties Z

Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |

Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: Quick Connect...
Discovered targets
| Refresh
N
Name Status
|
N
' N
i
™ To connect using advanced options, select a target and then Cannect
dick Connect.
R To completely disconnect a target, select the target and Disconnect
then dick Disconnect.
N
For target properties, induding configuration of sessions, Properties...
' select the target and dick Properties.
| | For configuration of devices assodated with a target, select e
) the target and then dick Devices.
| |
' More about basic iSCSI connections and targets
]
|
[ ok ]| canca || acply
- & »
6. Inthe Target field, enter the IP address of the ReadyNAS.
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7. Click the Quick Connect button.

iSCSI Initiator Properties

" 099

-

Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |

Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Discovered targets

ign. 1994-11.com.netgear:nas-6e-07-d2:616d4551:group1 Inactive

For target properties, induding configuration of sessions,
select the target and dick Properties.

For configuration of devices assodated with a target, select [
the target and then dick Devices.

To connect using advanced options, select a target and then [

To completely disconnect a target, select the target and [
then dick Disconnect.

Comect |
Discomnect |
(Cremeten ||
Devices.. | ||

More about basic iSCSI connections and targets

s

ok ][ concel

] Apply

8. If you selected the Require initiators to identify themselves using CHAP check
box in Step 4 on page 117, authenticate the connection.
The initiator connects to the LUN group on the ReadyNAS.

The initiator can access the LUN group, but you cannot view the LUNs in the LUN group
using Windows Explorer until you initialize and format the LUNSs.

LUNs
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For information about initializing and formatting LUNSs, see Initialize and Format L UNs
on page 120.

Use iISNS

If your iSCSl initiator supports iSNS, your ReadyNAS system can automatically configure
the connection between them.

To use iSNS to connect to an initiator:
1. Log in to your ReadyNAS system.

2. SelectiSCSI.

3. Click the iISNS button.

ISNS Settings
Enabie I5N5 2

iSNS Server:  localhost

4. Selectthe Enable iSNS check box, enter the name of the server with the iSNS initiator,
and click the Apply button.
After a few moments the iSNS Settings window closes. The iSNS button updates
indicating iSNS is enabled.

Initialize and Format LUNs
After you set up initiator access to the LUN group, you must initialize and format each
LUN in the LUN group.

For more information about setting up initiator access, see Set Up Initiator Access on
page 113.

The following procedure uses the Microsoft iSCSI Software Initiator, which is freely
available online and is integrated in Windows 7.

Note: If you use an operating system other than Windows, the steps are different, but
the basic tasks remain the same.
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To initialize and format LUNs in the LUN group:

1.

Open the Windows Disk Management application.
Each LUN in the LUN group displays as an unallocated disk that must be initialized
and formatted.

Tip: [f the disks do not display, select Action > Refresh in the Disk Management
window.

=f Disk Management GRS
File Action View Help

|| B 8

| Volume | Layout | Type | File System | Status | Capacity | FreeSpa.. | %Free | Fault Tolerance | Overhead |
» (C) Simple Basic NTFS Healthy (B.. 14895 GB MO5GE 0% ™ 0%
£ Systemn Reserved Simple Basic NTFS Healthy (5. 100 M8 70 MB 0% No 0%

~Disk 0

Basic System Reserved ic)
Iﬁ-_ﬂ'ﬁ 68 1 100 M8 NTFS 148.85 GB NTF5
Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

-3Disk 1 1
Unkncwn

10.00 GB 110,00 GB

Notlnitislized || Unallocated

4Dk 2
Unknown

500 GB 15,00 68
NotInitialized || Unaliocated

4Disk 3 1
Unknown

600 GB 6.00 GB

Mot Initialized Unallocated

I Unaocated W Phisey partition

Initialize unallocated disks:

a. Select an unallocated disk by clicking it.

b. Inthe Disk Management window, select Action > All Tasks > Initialize Disk.

c. Select the check box next to each unallocated disk that you want to initialize.
Select the partition style that you want to use for the selected disks.

e. Click the OK button.

Initialize Disk
‘You must intialize a disk before Logical Disk Manager can access it

| Diskc 1
[iv] Disk 2
|V Disk 3

Use the following partition style for the selected disks:

o MER (Master Boot Recard)
GPT (GUID Partition Table)

Note: The GPT parition style is not recognized by all previous versions of
Wind kis ded for disks larger than 2TB, or disks used on

Itanium-based computers.

[ ok | [ cance |

The selected disks are initialized.
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3. Format an initialized disk:
a. Select the disk that you want to format.

= Disk Management =@
File Action View Help
Ll Herl B
vahume Layout T File Status | Capacity [ Free Spa... | % Free [ Fault Tolerance Overhead
0%

e () Simple Basic NTFS Healthy (B.. 14859568 T405GE 50 % No *
aSystem Reserved  Simple Basic NTFS Healthy (5.. 100 ME 0 ME 0 % Ne 0%

|Disk 0 . o _ _______________________________________}

Basic [t Reserved o
14805 GB {100 MB NTFS 14895 GB NTFS
Online | Healthy (System, Active, Primary Partition) Healthy [Boot, Page File, Crash Dump, Primery Partition)

oDisk 1

Basic

1000 GB 10.00 GE
Online Unallocated

Disk 2 |
Basic

500 68 1500 GB H

Oniine | Unallocated

L “Disk 3 . ____________________________________|

Basic
600 68 6.00 GB
Onfine Unaliccated

Selected disks are shaded.

b. Inthe Disk Management window, select Action > All Tasks > New Simple
Volume.
The New Simple Volume Wizard window displays.

c. Follow the default wizard formatting steps.

4. Repeat Step 3 on page 122 for each initialized disk (LUN) that you want to access.

L= Disk Management = | =
File  Action  View Help

L ANl 7 HodNE -

Woheme | Layout 11’_“: | File Systern [Stutus | Capacity | Flees_gg] % Free | Fault Tolerance Overhead i A
= (C) Simple Basic NTFS Healthy (B_. 148.95GB 10568 0% Mo 0% B
@ Jupiter BigLUM (] Simple Basic MNTF5 Healthy (P... 10,00 GB 982G8 9% Ne: 0%

s Jupiter FunLUN (H) Simple Bazic MTFS Healthy (P... 600 GE 594 GB 9% Ne 0% -
“Disk 0 I ——\
Basic | System Reserved )

143.05 GB | 100 MB NTFS 14835 GB NTFS
Online | Healthy (System, Active, Primary Pastition) Healthy [Boot, Page File, Crash Dump, Primary Partition)

|“Disk 1 -} e

Basic | Jupiter BigLUN (E)
10,00 GB 11000 GB NTFS

Online | Healthy (Primary Partition)

L 4Disk 2
Basic | hupiter LittieLUN (G3)

5.00 6B |5.00 GB NTFS

Online | Healthy (Primary Partition)

Basic | Jupiter FunlUN (H:)
60068 16.00 G8 NTFS

L<Disk 3 —‘

Online | Healthy (Primary Partition)

W Unaliocated W Primary partition
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The LUNs are formatted as hard disk drives and are accessible through Windows

Explorer.

E=mey

{ |@'1'-{ » Computer » - ] 4y 1 | Search Ca..

Organize = System properties
4751 Favorites 4 Hard Disk Drives (4)
I Desktop Local Disk (C:)

& Downloads w —_——
74.0 GB free of 148 GB

21| Recent Places

1 Dropbox Jupiter BigLUN (E:)
e L
SV 551 GB free 01999 GB
+ 4 Libraries —
Jupiter LittleLUN (G:)
=y |
b 1 Computer S0 104 GB free of 499 GB
Jupiter FunLUN (H:)
€ Network =1
SV 503 GBfree of 509GB

4 Devices with Removable Storage (2)

2
$ DVD RW Drive (D)

]
- Eﬁ BD-ROM Drive (F)

-

m

ol

LUNs
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Snapshots

This chapter describes how to manage snapshots of shares and LUNs. It includes the
following sections:

e Basic Snapshot Concepts

e View and Change Share Snapshot Properties
* Manually Take a Snapshot

® Browse Snapshots Using Recovery Mode

e Roll Back to a Snapshot Using Recovery Mode
* Clone Snapshots

e Delete Snapshots

e Delete Snapshots Using Recovery Mode

e Recover Data From a Snapshot

Note: Without a volume, you cannot configure any shares or LUNs. Without shares or
LUNSs, you cannot configure any snapshots. For information about how to create volumes,
see Create and Encrypt a Volume on page 35. For information about how to create
shares, see Create a Shared Folder on page 63. For information about how to create
LUNs, see Create a LUN on page 96.
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Basic Snapshot Concepts

The ReadyNAS can provide protection of shares and LUNs through snapshots. Snapshots
contain references to data on a share or LUN. They take no space until the data they
reference is changed or deleted. Strictly speaking, snapshots are not backups, but they
function as backups because you can recover data from snapshots.

You can take snapshots only of shares or LUNs. You cannot take a snapshot of a volume.
Snapshots reside on the same volume as the share or LUN from which they were created.

The ReadyNAS can automatically take snapshots of a share or LUN according to a
schedule that you specify. You can also manually take or delete individual snapshots at
any time. Depending on available storage space, you can keep an unlimited number
of snapshots.

WARNING: When the available storage space on a volume decreases below a threshold
(set to a default of 5 percent) of the volume's total storage space, the oldest automatic
snapshots are automatically deleted to bring the available storage space back to the
threshold or higher. Manual snapshots are never automatically deleted. The threshold
is part of the snapshot settings for a volume.

Once protection is available, the shares and LUNs on the Shares page indicate the
number of snapshots and the number of days with protection.

Documen...SMB, AFP Q (1 wee..

Figure 9. Share with daily snapshots

Note: Forsnapshotsto be accessible to users from their network-attached device you
must select the Allow snapshot access check box in the share or LUN settings window.
For more information, see View and Change the Properties of a Shared Folder on page
64.

Note: Hourly snapshots are not taken for spun-down disks, but daily snapshots are
taken.
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Smart Snapshot Management

ReadyNAS OS 6.1 and later uses Smart Snapshot Management to reduce the number
of automatic (continuous) snapshots per share or LUN. Every hour, this feature
automatically prunes older hourly, daily, and weekly snapshots, according to the following
rules:

e Hourly snapshots are kept for 48 hours.

e Daily snapshots are kept for four weeks.

e Weekly snapshots are kept for eight weeks.

e Monthly snapshots are kept for as long as there is sufficient capacity. (The last weekly
snapshot in a month becomes the monthly snapshot for that month.)

Note: The Smart Snapshot Management feature does not prune manual snapshots.

Rolling Back

You can replace a share or LUN with an earlier version by rolling back to a snapshot.
When you roll back to a snapshot, the entire share or LUN is replaced with the version
captured by the snapshot. All snapshots that were taken after the snapshot that was
used for rolling back are deleted. For information about how to roll back to a snapshot,

see Roll Back to a Snapshot Using Recovery Mode on page 130.

Clones

You can copy a snapshot to become a new independent share or LUN. Changes made
to the clone do not affect the parent share or LUN and changes made to the parent do
not affect the clone. For information about how to clone snapshots, see Clone Snapshots
on page 131.

View and Change Share Snapshot Properties

You can control the type of snapshot management, the schedule, and access for
individual shares.

To view and change the snapshot properties of a share:
1. Log in to the ReadyNAS.

2. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

3. Select the share or LUN that you want to configure.

4. Click the gear icon.
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The share or LUN settings pop-up menu opens.
Click the gear icon in the pop-up menu.
6. Select the Snapshots button.

Change the settings as explained in the following table.

[tem Description
Snapshot Management Choose Smart or Custom.
Snapshot Schedule The available options depend on whether you choose

Smart or Custom Snapshot Management.
Smart:
e Menu of Never, Hourly, Daily, or Weekly.

Custom:
¢ View and control of when snapshots are taken (click

the gearicon to change) and the snapshot retention

policy.

Allow Snapshot Access Select the Allow Snapshot Access check box to allow
snapshot access to anyone with permission to access

the share.

8. Click the OK button.
Your settings are saved and the pop-up menu closes.

Manually Take a Snapshot

You can manually take snapshots from the Shares page and the Browse page. The
following procedure describes how to take snapshots from the Shares page.

To manually take a snapshot of a share or LUN:
1. Login to your ReadyNAS.

2. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

3. Select the share or LUN.
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4. Click the gear icon.

“NETGEAR' ReadyNAS" - v

Admin Page

= '.‘ u
Shur e Brow
£
data
HAME PROTOCOLS SRAPSHOTS EVARLABLE CONSUNED PERMISSIONS | ReadOnly g il AV e
L7018 freect 271 T8 ==
E B AmazonCloudDrive  SMB, AFP 15 (2 weeks pro.. 2.7 T8 ] Anonymous |
Data =
Snapshats ﬁ Documents SMB, AFP, DLNA, 48 {1 years prot.. 2.7 T8 o [ Anonymous I + e
Free T Tunss &8 Browse
— ') Recove:
Bl cc SMB 14 (2 weeks pro.. 2.7 T8 63.0 MB 455
= B Snepshot
lE Harme Falders SMB, NFS, AFP dally = 5 admin | [ jbond@netg 3 pelete

B 30ND-T440P-Docu... SMB, AFP 49 (1 years prot... 2.7 TB 119.0 MB jbondﬂ;:netg‘Q Swring:
ﬁ JBOND-TA40P-Docu... SMB, AFP 48 (1 yearsprot.. 2.7 TB 120.0 MB admin | | jbond@netgear.com

5. Inthe pop-up menu, click the Snapshot button.
The New Snapshot pop-up window displays.

6. Enter a name for the snapshot.

7. Click the Create button.
The snapshot is created.

Browse Snapshots Using Recovery Mode

You can replace a share or LUN with an earlier version by rolling back to a snapshot of
that folder or LUN.

Sometimes you might want to recover individual files or subfolders within a share without
rolling back the entire share. Recovery mode allows you to browse snapshots of shares
and recover individual files or subfolders to your ReadyNAS.

WARNING: Rolling back is a destructive process. All snapshots that were taken after
the selected snapshot are deleted.

To browse and recover snapshot data using recovery mode:
1. Log in to your ReadyNAS.

2. Select Shares > Shares.
A list of shares and LUNs on each volume displays.

3. Select the foldericon.
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4. Click the gearicon.

“NETGEAR' ReadyNAS" - \
0

Admin Page -
iSCSH Accounts Network Apps Cloud ReadyNAS Community Admin Password
[ e e
L -
share Brovess frest
dita [ 2 e e |
HanE PROTOCOLS SRAPSHOTS AVARLABLE COMSUNED PERMISSIONS | ReadOnly | | Realiwiis
L7018 freeof 2771 T8 —
- - AmazonCloudDrive SMB, aFP 15 {2 weekspro... 2.7 TB (o] Anorymous I
Data —
Snapshats Ei Documents SMB, AFP, DLNA, 48 (1 yearsprot.. 2.7 TB o B r\
Fres Tunes ai Browss
— r) Recover
B cc sma 14 (2 weeks pro.. 2.7 T8 §3.0 MB i
— — fgH Snapshot
S Home Folders SMB, NFS, AFP daily - E Ibond®netd 3¢ Delete

JBOND-T440P-Docu... SMB, AFP 49 (1 years prot.. 2.7 T8 119.0 MB Jhond@nerg bt Settings
JHOND-TA40P-Dacu... SMB, AFP 48 (1 years prot.. 2.7 T8 1200 M8 |band@netgear cam

5. Inthe pop-up menu, click the Recover button.

% El
sy

‘ﬁecov er Files

v [j Jupiter €= =¥ |\ Jupier\ data | Documents Goto: All -
ﬁ AmazonCloudDrive DATE W AR
xj HOCUME e % Apr 27, 2016 00:00:24
o ELC IS #pr 26,2016 00:00:24
v S rome B ~»r 25,2016 000013
i admin

B #er2¢ 20160000116

6. Right-click the snapshot.
The snapshot options menu opens.

7. Click the Browse button.
The contents of the selected snapshot display.

8. Continue browsing in recovery mode until you find the file or folder that you want
to recover.

9. Right-click the file or folder.
10. In the pop-up menu, click the Restore button.

11.In the pop-up window, enter the path to a recovery destination for the selected
snapshot data.
The recovery destination must be within the folder whose snapshots you are browsing.
The recovered file or folder is recovered from the snapshot data and restored to the
recovery destination that you specified.
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Roll Back to a Snapshot Using Recovery
Mode

Recovery mode provides an easy way to browse your snapshots and roll back to earlier
versions of your shares.

Recovery mode is available only for shares.
To roll back to a snapshot using recovery mode:
1. Login to your ReadyNAS.

2. Select Shares > Shares.
A list of shares on each volume displays.

3. Select the folder that contains the file or subfolder you want to browse.

4. Click the gear icon.

“NETGEAR' ReadyNAS" - \
Admin Page 0 (l) -

-— o e~

— e -
Share Bro fresh
data
HAME PROTOCOLS SMAPSHOTS AVAILABLE CONSUNED FERMISSIONS | Read Only
L7018 freeof 271 T8 —
- - AmazonCloudDrive SMB, aFP 15 {2 weekspro... 2.7 TB (o] Anorymous I
Data —
Snapshats ﬁ Documents SMB, AFP, DLNA, 48 {1 years prot.. 2.7 T8 o B r\-_
Free Munes &® Browse
— ’) Recover
B cc sma 14 (2 weeks pro.. 2.7 T8 §3.0 MB i
s i Snapshot
8, Home Folders SMB, NFS, AFP daily - - admin | | jbond@netg € Delete

JBOND-T440P-Docu... SMB, AFP 49 (1 years prot.. 2.7 T8 119.0 MB Jhond@nerg bt Settings
JHOND-TA40P-Dacu... SMB, AFP 48 (1 years prot.. 2.7 T8 1200 M8 |band@netgear cam

5. Inthe pop-up menu, click the Recover button.
& i

“Recover Files

v [j lupiter €= =¥ | Jupler) data | Documsnts Goto All v
n AmezenCloudDrive e
h_.:_ HOCHME S r‘% Apr 27, 2016 00:00:24
Bl - =
— IS #pr 26,2016 00:00:24
hd "_' hame p—
) m Apr 25, 2016 00:00:13
i admin

"3 Apr 24, 2016 00:00:16
I i i s i =

6. Right-click the snapshot that contains the version of the folder to roll back to.
The rollback options menu opens.
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7. Click the Rollback button.

Rollback Snapshot

This operation may take some time and will
affect the performance of the volume

Note: Any snapshot or data created after this
snapshot will be destroyed.

WARNING! The rollback function permanently
reverts data in this share or LUN to its state at
the specified time, Any snapshots or data created
after the specified time will be destroyed.

Type DELETE DATA in the field below to proceed

' Rollback Cancel

8. Confirm thatyou wantto roll back to the selected snapshot by typing DELETE DATA.

9. Click the Rollback button.
The share is rolled back to the snapshot that you selected.

Clone Snapshots

Cloning a snapshot copies the snapshot to create a new independent share or LUN.
To clone a snapshot:
1. Login to your ReadyNAS.

2. Select Shares > Shares.
A list of shares and LUNs volume displays.

Select the folder that contains the file or subfolder you want to browse.

4. Click the gear icon.
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“NETGEAR' ReadyNAS" - ) -
0

Admin Page -
Shares iSCSH Accounts Network Apps Cloud Backup ReadyNAS Community Admin Password Language »
[ e e
l';l' -

data
HANE PROTOCOLS SRAPSHOTS AVARLABLE CONSUNED FPERMISSIONS Fead Only
L7078 freeof 2.71 18 —
@ B8 smazonCioudDrive 5B, AFP 15 {2 weeks pro... 2.7 T8 o
Data —
Snapshats ﬁ Documents SMB, AFP, DLNA, 48 (1 yearsprot.. 2.7 TB o + c\

fres Tunes E Browss

— Recover
Bl cc sma 14 (2 weeks pro.. 2.7 T8 §3.0 MB 2
— fgH Snapshot
.E Home Folders SMB, NFS, AFP dally - 5 bond@netd P Delete
B 180ND-T440P-Docu... SMB, AFP 49 (1 years prot.. 2.7 T8 119.0 MB Toond@retg bt Settings

B 120MD-T440P-Docu... SMB, AFP 48 (1 years prot.. 2.7 T8 1200 M8

5. Inthe pop-up menu, click the Recover button.
& E

4
‘ﬁecover Files
v Jupiter €= =¥ |\ Jupier\ data | Documents Goto: All v
- AmezanCloudDrive DATE w prr
!:f! HOTUATE ﬁ Apr 27, 2016 00:00:24
__E 5 npr 252015 000024

": hame
- ﬁ Apr 25, 2016 00:00.13
B cmin

% Apr 24, 2016 00:00:16
| RIS SO St Ky —

6. Right-click the snapshot that contains the version of the folder to roll back to.
The rollback options menu opens.
7. Inthe pop-up menu, click the Clone button.
Clone Snapshot

MName |

Apply Cance|

Enter a name for the new folder or LUN.

Click the Apply button.
The cloned snapshot is added to the Shares page as a new share or LUN.

Note: A new share isimmediately accessible to users. A new LUN must first be
added to a LUN group before users can gain access to it.
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Delete Snapshots

You can manually delete snapshots using recovery mode or the snapshot timeline.

ReadyNAS OS 6.1 and later uses Smart Snapshot Management to automatically prune
your snapshots. For information, see Smart Snapshot Management on page 126.

Delete Snapshots Using Recovery Mode

You can manually delete snapshots using recovery mode.

Recovery mode provides an easy way to manage and delete snapshots of your shares.
Recovery mode is available only for shares.

To delete a snapshot using recovery mode:

1. Login to your ReadyNAS.

2. Select Shares > Shares.
A list of shares on each volume displays.

3. Select the folder that contains the file or subfolder you want to browse.

4. Click the gear icon.

“NETGEAR' ReadyNAS™ - v

Admin Page 0 OI =
— | — e
- L -
Shar e Brow ofrosgh
data
HAME PROTOCOLS SRAPSHOTS EVARLABLE CONSUNED PERMISSIONS | ReadOnly ol WV i
270 T8 freeof 27178 =
- h AmazonCloudDrive SMB, aFP 15 {2 weekspro... 2.7 TB (o] Anorymous I
Data -
Snapshats ﬁ Documents SMB, AFP, DLNA, 48 {1 years prot.. 2.7 T8 o [ Anonymous I B r\-_
Free e T BF Brouse
— ’) Recover
ELC SMB 14 (2 weeks pro... 2.7 T8 53.0 MB I,
St i Snapshot
W5 Home Falders SMB, NFS, AFP daily = E admin | [Jbond@netd 3¢ peiete
B 30ND-T440P-Docu... SMB, AFP 49 (1 years prot.. 2.7 T8 119.0 MB Toond@retg bt Settings
B 150ND-T440P-Docu... SMB, AFP 48 (1 yearsprot.. 2.7 T8 1200M8 admin | [ jband@netgear com
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5. Inthe pop-up menu, click the Recover button.

“Recover Files

B= 4027, 2016 00:00:24
ELC " —
) 5 apr26. 2016 00:0024
u‘u.'A
._,‘I..'"-:I Apr 23, 2016 00:00:13

N ccniita smmbh sdemle sssas m;;@ AR AR TS

6. Right-click the snapshot.
The rollback options menu opens.

7. Click the Delete button.

8. Confirm the deletion.
The snapshot is deleted.

Recover Data From a Snapshot

The best way to protect against data loss is to back up your data. Regularly taking
snapshots of your data can also help prevent loss, because you can recover data from
snapshots.

Note: You can add additional protection by backing up the snapshots using ReadyDR.

Recover Data From a Snapshot to a Network-Attached
Device

Recovering data from a snapshot to a network-attached device, such as a laptop or
tablet, involves the following high-level steps:

1. Enable access to snapshots.
You must allow users to access snapshots from network-attached devices. You can
grant access to snapshots by selecting the Allow snapshot access check box when
you configure the properties of a share. For more information, see View and Change
the Properties of a Shared Folder on page 64.

2. Access a share from a network-attached device.
Snapshots reside on the same volume as the share (or LUN) from which they were
created. After you enable access to snapshots, users can access snapshots of shares
according to their access rights. Users with access to a share can access its snapshots.
Users without access to a share cannot access its snapshots. For more information
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about accessing a share from a network-attached device, see Access Shared Folders
from a Network-Attached Device on page 89.

3. Locate the snapshot data on the ReadyNAS.
Snapshot data is stored in a snapshot subfolder within the share. Users with read/write
access to the shared folder can explore the snapshot data and recover earlier versions
of files or folders.

W Music

Recover Data From a Snapshot to an iSCSI-Attached Device

Strictly speaking, users who access the ReadyNAS through an iSCSl-attached device
cannot access snapshots. However, you can clone a snapshot of a LUN to become a

new independent LUN, and then assign the LUN clone to a LUN group that the users
can access.

To recover data from the LUN clone, users must access the LUN clone from the same
type of iISCSl-attached device that was used to format the parent of the clone. For
example, if the parent LUN was formatted using a Windows device, users must access
the LUN clone using a Windows device.

Recovering data from a snapshot to an iSCSl-attached device involves the following
high-level steps:

1. Clone a snapshot of a LUN.
See Clone Snapshots on page 131. Cloning a snapshot of a LUN creates a new
independent LUN.

2. Assign the LUN clone to a LUN group that the users can access.
See Assign a LUN to a LUN Group on page 105.
The LUN clone appears on the iSCSl-attached device as a virtual block device. The
iSCSl-attached device treats LUNs in the LUN group as locally attached disks. Now
users can access the LUN clone from the iSCSl-attached device.

3. Locate the snapshot data on the LUN clone from the iSCSl-attached device.
Users can access data on the LUN clone according to their access rights. Users with
read/write access to the LUNs in the LUN group can explore the snapshot data in
the LUN clone and recover any desired data.
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This chapter describes how to create and manage user and group accounts. It contains
the following sections:

e User and Group Accounts

e Home Folders

e User and Group Account Limitations
e User and Group Management Modes

e User Accounts

e Group Accounts
e Cloud Users
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User and Group Accounts

Users are the people to whom you grant access to your storage system. If your company
uses Windows Active Directory, you can use thatto manage ReadyNAS users. Otherwise,
when you want to allow someone to access your ReadyNAS system, you create a user
account for that person. The ReadyNAS storage system administrator sets up user
accounts and decides which folders and LUNs each user is permitted to access.

If your ReadyNAS storage system is used at home, you might create a user account for
each member of the family, but allow only the parents to access financial data stored
on your system. You might decide that all user accounts can access photos and music
stored on the system. You can set the appropriate permissions for each user.

The ReadyNAS system administrator can set up groups to make it easier to manage
large numbers of users. For example, if your ReadyNAS storage system is being used
in a business, you might decide that every employee requires a user account. However,
you might decide that only users in the accounting department can access information
in the accounting share, but that all users can access data stored in the company benefits
share. You can create a group for each department and place all users in the appropriate
group or groups.

The ReadyNAS system administrator account allows special priviledges. The ReadyNAS
system administrator can grant most, but not all, of these special priviledges to any user
by assigning that user to the user group admin. Examples of these special priviledges
available to secondary admin accounts include access to all Home Folders, and full
access to control of networking protocols. Secondary admin accounts cannot do the
following:

e Disable themselves
e Perform password recovery

e Perform password reset

Home Folders

Home folders allow each user a private folder matching his or her account name. Home
folders are automatically created when a user account is created. By default, home
folders are available over SMB, AFP, and NFS protocols and are available optionally
over FTP and DLNA protocols. All can be disabled.

You can control whether or not snapshots are enabled for home folders. You enable or
disable snapshot protection for home folders through a switch for the default user
(Accounts > Default User). If snapshot protection is enabled here, you can enable or
disable it for individual home folders when viewing it in the Shares tab.
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User and Group Account Limitations

You can create up to 8,192 user accounts and up to 8,192 group accounts on your
ReadyNAS storage system. However, creating many accounts on your system can
degrade its performance, so we recommend that you create and maintain only those
accounts that you need.

When you add a user, a private home folder is created for that user. This private home
folder is visible only to the user and the system administrator.

User and Group Management Modes

You can choose between two modes to manage user and group accounts on your
ReadyNAS: Local Users mode and Active Directory mode. You configure either one or
the other:

e Local Users mode. This mode lets you manually manage user and group accounts
on your ReadyNAS storage system using its local database.

e Active Directory mode. This mode requires an Active Directory database. If you
use Active Directory mode, you do not use your ReadyNAS system to manage your
users and groups. Instead, you manage them with your Active Directory database
and the changes are transferred to your ReadyNAS system every 12 hours.

To configure Local Users mode:
1. Log in to the ReadyNAS.

2. Select Accounts > Authentication.
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Authentication

Access Type: Local Users

Workgroup Name: WORKGROUP
DMS Realm Name (FQDM)
Container QU
Include Trusted Domains
Administrator Name
Administrator Password

Directory Server Address

Do not cache ADS accounts locally

Apply

3. Inthe Access Type menu, select Local users.
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4. (Optional) Enter a name for the workgroup.
You can keep the default name of VOLUME.

5. Click the Apply button.
Your settings are saved.

For more information about managing users and groups in Local Users mode, see User

Accounts on page 141 and Group Accounts on page 146.
To configure Active Directory mode:
1. Log in to the ReadyNAS.

2. Select Accounts > Authentication.
The page adjusts.

3. Inthe Access Type menu, select Active Directory.
The Workgroup Name field changes to NetBIOS Domain Name.
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Authentication
Authenticatior Access Type:  Active Directory
MetBIOS Domain Name: WORKGROUP

DN5 Realm Mame (FQDN)
Container OU:

Include Trusted Domains:
Administrator Name:
Administrator Password
Directory Server Address:

Do not cache ADS accounts locally:

4. Configure the settings as explained in the following table:

ltem Description

NetBIOS Domain Name Enter the name of the NetBIOS domain, for example, company. Normally,

the NetBIOS domain name is identical to the prefix of the DNS realm name.

If the NetBIOS domain name does not properly represent the organizational

structure or does not match the prefix naming rules, the name differs from

the prefix of the DNS realm name.

DNS Realm Name (FQDN) Enter the DNS realm name, which is normally the DNS domain name or the

Active Directory domain name, for example, company.community.com, where

company is the prefix, and community is the suffix of the name.
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[tem

Container OU

Included Trusted Domains

Administrator Name
Administrator Password
Directory Server address

Do not cache ADS accounts

locally

ADS ID Map

ReadyNAS OS 6.10

Description

This setting is optional. Specify the location of the computer account of the
ReadyNAS in the Active Directory. By default, the computer account for the
ReadyNAS is placed in the Computers organizational unit (OU), but you can
use the Container OU field to specify another OU. You can specify OUs by
separating OU entries with slashes. Specify the lowest-level OU first.

Note: The name of the computer account (also referred to as the machine
account) is the same as the host name of the ReadyNAS (see Configure the
Host Name on page 188).

Select the Include Trusted Domains check box to include active directory
domains, and their accounts, recognized as trusted by the Active Directory
used by the ReadyNAS system.

Enter the name of the administrator of the Active Directory.
Enter the password of the administrator of the Active Directory.
This setting is optional. Enter the IP address of the Active Directory server.

Select this check box to prevent caching of ADS accounts. Caching can speed
access, but downloading and updating the accounts of a large domain can
also slow the ReadyNAS system. If this check box is clear, then the ReadyNAS
system imports a list of users and groups from the Active Directory server. If
the option is checked, then the ReadyNAS does notimport a list of users and
groups from AD.

Select the Import option to import an ADS map to this ReadyNAS system.
Select the Export option to export this ReadyNAS system ADS map to a file
for later uploading to other ReadyNAS systems.

Note: Starting with ReadyNAS OS 6.5, the mapping is done by an algorithm using the SID. Because the

algorithm is the same on all ReadyNAS systems, you do not need to transfer the mapping between systems

on the network.You cannot convert the maps on a ReadyNAS system from one method to the other.

5. Click the Apply button.

Your settings are saved.

6. (Optional) Click the Refresh ADS Accounts button.
User and group information about your ReadyNAS system is updated immediately.

Users and Groups
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For more information about managing users and groups with Active Directory, see your
Active Directory documentation.

Keep the following precautions in mind when using Active Directory mode:

e The same time must be set on your Active Directory server and your ReadyNAS
system clocks. We recommend that you choose your domain controller as your NTP
server to ensure that time settings are the same.

e The DNS server that you use must be able to resolve the host name of the domain
controller. We recommend that you point your ReadyNAS to the Active Directory
DNS to ensure that host names can be resolved.

e If you do not set the NTP server, the ReadyNAS device will set an NTP server.

User Accounts

Use Local Users mode to manually create, manage, and delete user accounts on your
ReadyNAS storage system.

The user account procedures assume that your ReadyNAS system is currently in Local
Users mode. For more information about changing user and group management modes,
see User and Group Management Modes on page 138.

You enable or disable home folder snapshot protection, enable or disable the use and
capacity of private time machines, and specify the default primary group for a user
through settings for the default user (Accounts > Default User).

Configure Default User Settings

When you create a user account, whether home folder snapshot protection is used,
whether the user can have a private Time Machine, and the default group membership
are all controlled by settings for the default user. You can change these defaults.

This procedure assumes that your ReadyNAS system is currently in Local Users mode.
For more information about changing user and group management modes, see User
and Group Management Modes on page 138.

1. Log in to your ReadyNAS admin page.

2. Select Accounts > Default User.
The default user settings display.
You can turn home snapshot protection on or off, permit or disallow the use of private
Time Machines, and set their capacity, and set the default primary group for new

users. These settings apply to new users. They do not change the settings for existing
users.
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3. Click the Apply button.

Your settings are saved.

Create User Accounts

This procedure assumes that your ReadyNAS system is currently in Local Users mode.
For more information about changing user and group management modes, see User

and Group Management Modes on page 138.
To create a user account:

1.
2.

Log in to your ReadyNAS.
Select Accounts > Users.
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Click the New User button.

MNew User

PROPEATIES HName.

Enter the following information for the new user:

e Name. User names can be a maximum of 31 characters in most non-Asian
languages. If you use Asian language characters, the limit is lower. You can use
most alphanumeric and punctuation characters for a user name. User names
cannot consist of numbers only. You cannot use @ in user names.

e UID. The UID is a unique user ID number assigned to each user. By default, the
ID number is automatically set, but you can manually enter a number if you prefer.

e Primary Group. From the menu, select the primary group to which the user is
assigned. The default group is called users. A group called admin is also
predefined.
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You can assign the primary group admin as a user's primary group to give that
user most of the priviledges of the admin user. For the list of restrictions, see User
and Group Accounts on page 137.

For information about creating groups, see Create Groups on page 147.

Note: In addition to belonging to a single primary group, a user can belong to
multiple secondary groups. For information about assigning a user to a secondary

group, see Edit Groups on page 148.

e Email Address. (Optional) Enter the user’'s email address.

o Password. Enter a password. Each user password can be a maximum of 255
characters.

e Re-enter Password. Reenter the user password.

5. Click the Create button.
A new user account is created.

Edit User Accounts

This procedure assumes that your ReadyNAS system is currently in Local Users mode.
For more information about changing user and group management modes, see User
and Group Management Modes on page 138.

You can edit a user's name, email address, or password.
To edit a user account:
1. Login to your ReadyNAS.

2. Select Accounts > Users.
The list of current users displays.
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3. From the list of users, select a user account.

Users {

HAKE

admin

A _new_user

Disable iadmin_reserved

Delete

{:()(:. Ee Ee

Settings

4. Click the Settings button in the pop-up menu.

Betsy

PROPERTIES Mame  Betsy

5. Edit the settings for the user as needed.
You can edit the user’s name, primary group assignment, email address, and

password.

Note: If you edit the user's name, you must also recreate the user’s password.

6. Click the Apply button.
Your settings are saved.
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Delete User Accounts

This procedure assumes that your ReadyNAS system is currently in Local Users mode.
For more information about changing user and group management modes, see User

and Group Management Modes on page 138.

Use the Admin Page to delete user accounts. Files on your ReadyNAS system that are
owned by the deleted user might become inaccessible. When you delete a user, your
ReadyNAS system deletes that user’s private home folder and its contents.

To delete a user:
1. Log in to your ReadyNAS.

2. Select Accounts > Users.
The list of current users displays.

3. From the list of users, select the user account.
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Users i

LAKAE
admin

A _nmew _user

Disable tadmin_reserved

Delete
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Settings

4. Click the Delete button in the pop-up menu.

5. Confirm the deletion.
The user is deleted.

Change User Passwords

This procedure assumes that your ReadyNAS system is currently in Local Users mode.
For more information about changing user and group management modes, see User

and Group Management Modes on page 138.
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The ReadyNAS administrator can change user passwords from the Admin Page (see
Edit User Accounts on page 143).

Users can also change their passwords using the ReadyNAS change password tool.
To change the password of your ReadyNAS user account:

1. On a computer that uses the same LAN as your ReadyNAS system, open a web
browser and type:
https://<ReadyNAS IP address>/password_recovery/my_password.html
where <ReadyNAS IP address> is the IP address of the ReadyNAS.
The ReadyNAS change password tool displays in the browser window.

NETGEAR 9 ‘

ReadyNAS

Change Password

LA AR L AL L L L
"
User Name:

Old Password

MNew Password.

Re-enter Password.
L

ieesscRNee
T Y In case you forget the admin password, you can reset

the password by answering the password recovery

question correctly and s 1g the email address
where the new admin password will be sent
There is no other way to recover a lost password

without setting the device back to factory default or
reinstalling the firmware

2. Inthe User Name and Old Password fields, enter your ReadyNAS user account
credentials.

In the New Password and Re-enter Password fields, enter your new password.

Click the OK button.
Your settings are saved.

Group Accounts

Use Local Users mode to manually create, manage, and delete group accounts on your
ReadyNAS storage system.

The group account procedures assume that your ReadyNAS system is currently in Local
Users mode. For more information about changing user and group management modes,

see User and Group Management Modes on page 138.
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Create Groups

This procedure assumes that your ReadyNAS system is currently in Local Users mode.
For more information about changing user and group management modes, see User

and Group Management Modes on page 138.
Use the Admin Page to create groups.

To create a group:

1.
2.

Log in to your ReadyNAS.

Select Accounts > Groups.
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Groups
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Click the New Group button.

New Group

Name:

GID:

Enter the following information for the new group:

e Name. Group names can be a maximum of 31 characters in most non-Asian
languages. If you use Asian language characters, the limit is lower. You can use
most alphanumeric and punctuation characters for a group name.

e GID. The GID is a unique group ID number assigned to each group. By default,
the ID number is automatically set, but you can manually enter a number if you
prefer.

Click the Create button.
The group is added to your system.
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Edit Groups

This procedure assumes that your ReadyNAS system is currently in Local Users mode.
For more information about changing user and group management modes, see User

and Group Management Modes on page 138.

Use the Admin Page to edit a group.
To edit a group:
1. Log in to your ReadyNAS.

2. Select Accounts > Groups.
The list of groups displays.

3. Select the group.

Groups

[}

Users and Groups
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4. Click the Settings button in the menu.

users

Name: users

5. Edit the settings for the group as needed.
Use these guidelines to determine a user’s group membership status:

e |fthe check box next to a user is selected and can be cleared, that useris a
secondary member of the group.

e |fthe check box nextto a user is selected and cannot be cleared, that useris a
primary member of the group.

o Ifthe check box next to a user is clear, that user is not a primary or secondary
member of the group.

6. To change the group name, enter a new name in the Name field.

7. To add a user to this group as secondary member, select the check box next to the
user’'s name.

8. Toremove a user as a secondary member of this group, clear the check box next to
the user’s name.

Note: You cannotedit primary group membership from this window. For information
about how to edit primary group membership, see Edit User Accounts on page 143.

9. Click the Apply button.

Your settings are saved.
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Delete Groups

This procedure assumes that your ReadyNAS system is currently in Local Users mode.
For more information about changing user and group management modes, see User

and Group Management Modes on page 138.

Use the Admin Page to delete a group. To be eligible for deletion, a group cannot
contain any primary members. For more information about moving users to a different
group, see Edit User Accounts on page 143. For more information about deleting users,
see Delete User Accounts on page 145.

To delete a group:
1. Log in to your ReadyNAS.

2. Select Accounts > Groups.
The list of groups displays.

3. Select the group.

ad a48
Groups

1)
aad Users

?( Delete
{:} Settings

4. Click the Delete button in the menu.

5. Confirm the deletion.
The group is deleted.

Cloud Users

Cloud users are users who can access your system using ReadyCLOUD.

ReadyCLOUD is a free cloud-based service that allows users to securely access your
system from anywhere with an Internet connection.
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You can view a complete list of your system'’s Cloud users by selecting Accounts >
Cloud Users on the Admin Page.

Note: You cannot delete a user from the Admin Page. You must use the ReadyCLOUD
portal to ReadyCLOUD users.

Grant Access to Cloud Users

If you want users to access your system using ReadyCLOUD, see Use ReadyCLOUD to
Share Folders Through Email on page 154.

For more information about ReadyCLOUD, see Use Cloud Services on page 152.

Cloud User Access Rights

When you grant access to ReadyCLOUD users, those users can access your ReadyNAS
system using ReadyCLOUD. You use the ReadyCLOUD web portal to configure access
rights for users accessing your system from ReadyCLOUD. See Manage Permissions for

ReadyCLOUD Users on page 161.

If you did not enable anonymous access to a share, anyone who tries to access system
must provide valid ReadyNAS user account credentials.

For more information about managing access to shares on your system, see Set Network
Access Rights to Shared Folders on page 71.
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Use Cloud Services

Several cloud-based services are preinstalled on your ReadyNAS system.

Note: Starting with ReadyNAS OS 6.5, ReadyNAS Remote is no longer available.
ReadyCLOUD replaces ReadyNAS Remote.

This chapter includes the following sections:

e Use ReadyCLOUD

e Sync With Amazon Drive

e Sync With Amazon S3

e Sync With Azure

e Sync With Dropbox

e Sync With Google Drive

¢ Sync With Microsoft OneDrive
e ReadyNAS Vault

e Sync With Your Wasabi Storage
e Adjust Cloud Transfer Sessions and Settings

e ReadyNAS Replicate
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Use ReadyCLOUD

ReadyCLOUD is an online service that you use to discover and set up ReadyNAS storage
systems on your network. After you discover your ReadyNAS system using ReadyCLOUD,
you can use ReadyCLOUD to securely access and manage your system from anywhere
with an Internet connection.

Note: You must configure either HTTP or HTTPS before using ReadyCLOUD. Your
network environment might restrict whether HTTP or HTTPS is actually used.

For more information about discovering your device using ReadyCLOUD or creating a
ReadyCLOUD account, see Discover and Set Up Your ReadyNAS on page 16.

Using ReadyCLOUD involves these high-level steps:

1. Add your ReadyNAS system to your MyNETGEAR account.
See Join ReadyCLOUD on page 153.

Note: Starting with ReadyNAS OS 6.5, changes in the integration of ReadyNAS OS
and ReadyCLOUD require MyNETGEAR single-sign-on accounts. If you own an earlier
ReadyCLOUD account, when you first log back in to ReadyCLOUD, you will be
assisted in upgrading your account.

2. (Optional) Grant access to ReadyCLOUD users.
See Use ReadyCLOUD to Share Folders Through Email on page 154.

3. Access your data and manage your ReadyNAS system using ReadyCLOUD.
See Access Your System Using ReadyCLOUD on page 162.

Note: ReadyCLOUD is not supported when the ReadyNAS is in Active Directory
(Domain) mode.

Join ReadyCLOUD

Before you can access your system using ReadyCLOUD, you must add your system to
your ReadyCLOUD account. The ReadyCLOUD service is preinstalled on your ReadyNAS
storage system.

Note: Starting with ReadyNAS OS 6.5, changes in the integration of ReadyNAS OS and
ReadyCLOUD require ReadyCLOUD single-sign-on accounts. If you have an earlier
ReadyCLOUD account, when you first log back in to ReadyCLOUD, you will be assisted
in upgrading your account.
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To add your ReadyNAS system to ReadyCLOUD:
1. Log in to your ReadyNAS.

2. Select Cloud.
The page updates with the Cloud page.

3. Setthe On-Off slider so the slider shows the On position to enable ReadyCLOUD.
4. When prompted, enter your ReadyCLOUD account credentials.

5. Click the Join button.
Your system is added to ReadyCLOUD.

Admin Page

R R

¥ wia an
aonlin b partzl. ReadyCLOUD apps are zlsc available For your Mac
indows PC, tablet, or smartphone.

The ReadyCLOUD account that you used to add your system to ReadyCLOUD is
automatically granted access to your system as the ReadyCLOUD admin.

For information about granting access to ReadyCLOUD users, see Use ReadyCLOUD
to Share Folders Through Email on page 154.

Note: If you decide to remove your system from ReadyCLOUD, any ReadyCLOUD
users and all data in their home folders, that you added will lose access to the system.

For more information about using the ReadyCLOUD web portal, see Access Your System
Using ReadyCLOUD on page 162.

Use ReadyCLOUD to Share Folders Through Email

After you add your system to ReadyCLOUD, you can allow other users to access your
folders. You can share in two ways: through an emailed link, or by granting permission
to an existing ReadyCLOUD user. This procedure uses an emailed link.

Note: When you grant access to a ReadyCLOUD user, that user automatically gains
access to your system from ReadyCLOUD.
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To grant access to a folder:
1. Open a web browser and visit http://readycloud.netgear.com.

NETGEAR' ReadyCLOUD" .

English =

Welcome to ReadyCLOUD

The place to setup and access your ReadyNAS

Learn More

Start by setting up your ReadyNAS

1. Connect ReadyNAS to your router
2, Plugin power cord
3. Click discover once LED stops flashing

Discover

2. From the top menu bar, click the Sign In link near the top right corner of the page.
A Sign in window opens.

3. Enter your ReadyCLOUD account credentials and click the Sign In button.
You are signed in to ReadyCLOUD.

4. From the top menu bar, select Home.
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5. Select the folder you want to share.

- E upiter & =) \ ReadyCLOUl

E Documents

home

JBOND-T440P-Documents
IBOND-T440P-Documents-2
JBQIP-T440P-Music g -

180 JBOND-T440P-Music

JBOND-T440P-Videos

Music

ded 4 4 4 & fo

.
]

270TBfreeof 271 TB

JBOND-T440P- ..

6. Click the & button on the upper right.

How would you like to share your folder?

@ Share as Link (Folder: JBOND-T440P-Music)

This allows you te generate an internet link that can sasily be sent to others over email or
social media.

This link can be used to view and downioad files from the folder, but the files and falder cannot
be modified.

Full Folder Access (Folder: JBOND-T440P-Music)

This allows you to invite someane to create a ReadyCLOUD account of their own and sccess
your selected folders via the ReadyCLOUD portal, mobile app and desktop apps.

S
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7. Click the Next button.

Share "JBOND-T440P-Pictures” as Link

Requires password

Expires After: number of visits v 5

/' Notify me when link is clicked

c‘d'm"‘l m

8. Review and adjustthe options: Requires password, Expires After number of visits
or Expires After Date, and Notify me when link is clicked.

9. Click the Create button.

Note: If you select the Expires After Date option, a window opens with a calendar
from which you can select the date.

Share "JBOND-T440P-Pictures” as Link

https://readycloud.netgear.com/client/browselink. htmi#t=06zoscfvatq
/JBOND-T440P-Pictures

Select the above link and copy it by helding thpCTRL+C keys

10. Copy the link and paste it into an email message to the person you want to access
the folder, and send the message.

When the recipient clicks the link, ReadyCLOUD opens, showing the folder. The
recipient can read the files in the folder, but cannot delete or change them.

For more information about using the ReadyCLOUD portal, see Access Your System
Using ReadyCLOUD on page 162.
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Use ReadyCLOUD to Share Folders With ReadyCLOUD
Users

After you add your system to ReadyCLOUD, you can allow other users to access your
folders. You can share in two ways: through an emailed link, or by granting permission
to an existing ReadyCLOUD user. This procedure is for a ReadyCLOUD user.

Note: When you grant access to a ReadyCLOUD user, that user automatically gains
access to your system from ReadyCLOUD.

To grant access to ReadyCLOUD users:
1. Open a web browser and visit http://readycloud.netgear.com.

NETGEAR' ReadyCLOUD" ~

English =

Welcome to ReadyCLOUD

The place to setup and access your ReadyNAS

Learn More

Start by setting up your ReadyNAS

1. Connect ReadyNAS to your router
2, Plugin power cord
3. Click discover once LED stops flashing

2. From the top menu bar, click the Sign In link near the top right corner of the page.
A Sign in window opens.

3. Enter your ReadyCLOUD account credentials and click the Sign In button.
You are signed in to ReadyCLOUD.

4. From the top menu bar, select Home.
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6.
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Select the folder you want to share.

-l « -

'7 7 Documents

@ home

Bl BOND-T440P-Documents

| JBOND-T440P-Documents-2
B 5onD-T440P-M -
— U]
B 5| (BOND-T440P-Music | —
B JBOND-T440P-Videos
B3 vusic Documents
270TBfreeof 271 TB
JBOND-T440P- .

Click the = button on the upper right.

How would you like to share your folder?

@ Share as Link (Folder: JBOND-T440P-Music)

This allows you ta generate an internet link that can easily be sent to others over email or
social media,

This link can be used to view and download files from the folder, but the files and faolder cannot
be modified.

Full Folder Access (Folder: JBOND-T440P-Music)

This allows you to invite someane to create a ReadyCLOUD account of their own and access
your selected folders via the ReadyCLOUD portal, mobile app and desktop apps

Sanee m

Click the Full Folder Access button.
A window opens showing the list of current ReadyCLOUD users with access rights
to the folder and a place to enter a new email address.

Enter the new user's email address.

After you enter a correctly formatted email address, the address is compared to the
list of known ReadyCLOUD users and the window adjusts to include a menu with
Read/Write and Read Only options. If the user is not already registered with
ReadyCLOUD, a message displays that an email inviting the user to join will be sent.

Click the Invite button.

Users without an existing ReadyCLOUD account receive an email message with a
link to create a ReadyCLOUD accout. They must create a ReadyCLOUD account
before accessing your files.
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Note: When you grant access to a ReadyCLOUD user, that user is also added to
the Cloud Users list on the Admin Page for your system.

For more information about using the ReadyCLOUD portal, see Access Your System
Using ReadyCLOUD on page 162.

Delete ReadyCLOUD Users

When you delete a ReadyCLOUD user, that user can no longer use his or her
ReadyCLOUD accountto access your ReadyNAS system. You must use the ReadyCLOUD
web portal to delete a ReadyCLOUD user.

Note: When you delete a ReadyCLOUD user, that user automatically loses access to
your system from ReadyCLOUD.

To delete a ReadyCLOUD user:
1. Open a web browser and visit http://readycloud.netgear.com.

NETGEAR" ReadyCcLOUD" b

English =

i Welcome to ReadyCLOUD

E

2. From the top menu bar, click the Sign In link near the top right corner of the page.
A sign in window opens.

3. Enter your ReadyCLOUD account credentials and click the Sign In button.
You are signed in to ReadyCLOUD.

4. From the top menu bar, select Manage.
The ReadyNAS systems that you added to ReadyCLOUD using this account display.

5. From the system'’s User list, select the ReadyCLOUD user.
6. Select the Delete button.

7. Confirm the deletion.

The selected ReadyCLOUD user can no longer use his or her ReadyCLOUD account to
access your ReadyNAS system.
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Manage Permissions for ReadyCLOUD Users

By default, when you grant access to ReadyCLOUD users, those users can view and edit
shares on your ReadyNAS system. You can change the access rights.

You use the ReadyCLOUD web portal to configure the access rights to individual shares.
For each user, you can specify the permissions for each share. The following table lists
the access right options.

Table 7. Access right options
Access Description
Right

Read-only ~ The user with this permission can read files on this share, but cannot edit or create
files on this share.

Read/write A user with this permission can read, edit, and create files on this share.

Disabled Access to this share is disabled for the user.

To set the ReadyCLOUD access rights for a share:
1. Open a web browser and visit http://readycloud.netgear.com.

2. From the top menu bar, click the Sign In link near the top right corner of the page.
A sign in window opens.

3. Enter your ReadyCLOUD account credentials and click the Sign In button.
You are signed in to ReadyCLOUD.

4. Select Manage.
The ReadyNAS systems that you added to ReadyCLOUD using this account are
displayed.

5. Select the user to configure.
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6. Click the gearicon.

Shared with 'ejkbond’ folders

'-.\ FOLDER

I Documents Disabled
| JBOND-T440P-Documents Disabled
B |B0OND-T440P-Documents-2 Disabled
| JBOND-T440P-Music Disabled
B |BOND-T440P-Pictures Disabled
B IBOND-T440P-Videos Disabled

. AN Mieahlard

Done

7. For each share, select one of the following check boxes:

e Disabled. The useris not granted access to the folder.
* Read Only. The selected user or group is permitted only to read files on the share.

e Read/Write. The selected user or group is permitted to read, edit, create, and
delete files on the share.

8. Click the Done button.
Your settings are saved.

Access Your System Using ReadyCLOUD

If you added your system to ReadyCLOUD, you and your ReadyCLOUD users can use
the ReadyCLOUD portal to access your ReadyNAS from anywhere with an Internet
connection.

To access your data and manage your ReadyNAS using ReadyCLOUD:
1. Open a web browser and visit http://readycloud.netgear.com.

NETGEAR' ReadyCLOUD" ——

English

i Welcome to ReadyCLOUD

=3 Set upanew ReadyNAS Set up connected storage
s =a

2. From the top menu bar, click the Sign In label near the top right corner of the page.
A sign in window opens.
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3. Enter your ReadyCLOUD account credentials and click the Sign In button.

You are signed in to ReadyCLOUD. You can now use the ReadyCLOUD web interface
to access your data and manage any systems that you added to your ReadyCLOUD
account.

Sync With Amazon Drive

You can sync files between your ReadyNAS and your Amazon Drive.
You must configure HTTPS before configuring Amazon Drive.

For information about Amazon Drive, visit amazon.com/clouddrive/home/.
To set up syncing with your Amazon Drive:

1. Log in to your ReadyNAS.
2. Select Cloud.

WNETGEAR" ReadyNAS' ~—

Admin Page

N e N N T

| @rrergear com

access to your ReadyMAS content via an 2 Wy
rtal RezdyCLOUD apps are alss avaiable for your Mac, mana qed nd accessed wharever you nave Inter orriok st e
tablet. or smartphone

On Settings Leave

Amiazon Drive 5053 Amazon

Allowing ReeadyNAS to connect 10 Amazan Drive allows your dara, files,
photos, videos, and more to be synced or backed up with Amazon
Drive. Amazon Drive also provides a fiexible method for sharing

Amazon Simpla Storage Service (Amazon 53) is cbject storage with a
o

off

Dropbox Google Drive

Hloviing Raacy MAS to connect to Dropbox allaws your dats, files, Allowing ResdyNAS to cannect to Google Diive permits your dats,
shotes, videt & 5 Keedl up with Dropl fle i o

B npbsr aico provides 3 faxile mothod fo sharing

Micrasoft Azure is a growing collection af integrated cloud services Allowring ReadyNAS o OneDrive permits your data, files,
nd [T professionals use o build. deploy. and mana photos, videos, and mo ced or backed up with OneDrive.

igh 2 giohal natwork of 2 Onelrive slso provides 2 fiexibiz method far sharing

te build and deploy wherever you want. using the

<, =nd framewaerks of your cholce Off

s the process of backing up dats from onamu,m:\s; e

bi only dees cloud storage, but does 1t faster, cheaper, and mare
mj har. Usa the Mllnqp al to create backup johs on y rl!‘lv

securely than anyone asabi's mission Is 1o make cloud sterage 2
simple, open-standard commadity, much liks slectriciy

OFf

3. Setthe Amazon Drive On-Off slider so that the slider shows the On position.
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Your default browser opens displaying the Amazon Drive page to authorize Amazon
Drive to sync with the ReadyNAS.

4. Follow the directions on the page to authorize the ReadyNAS.

Note: After authorizing your ReadyNAS, you return to a ReadyNAS window to set
session values.

L

Amazon Drive Beta

Amazon Drive BE _ Session

Local Path: Browse
Cloud Storage Path. % Browse

Syne Direction: | Bidirectional

Create Cancel

5. Enter a path on your ReadyNAS to the folder you want to sync with your Amazon
Drive, or browse to it.

6. Entera path on your Amazon drive you want to sync with your ReadyNAS, or browse
to it.

Note: You can add a new folder on your Amazon Drive by clicking the plus (+)
button.

Amazon Drive 559 - Session
ot directary/
Sidens
| ReadyMAS_lupiter [ReadyNAS_Jupites
Plctures JPictures
Ba
N Local User {Local User
Documents JDocuments

7. Select sync direction.
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8. Click the Create button.
The Amazon Drive window closes, the Amazon Drive section adds a Settings and
a Leave button, and your files start syncing.

Note: If you delete a file on the Amazon Drive, any snapshots for that file are maintained
on the ReadyNAS and managed according to the set snapshot policies.

Sync With Amazon S3

You can sync files between your ReadyNAS and your Amazon S3 space.
You must configure HTTPS before configuring for Amazon S3.

You must configure S3 before setting up syncing with your ReadyNAS. As part of the
S3 setup process, you get both an S3 access key and an S3 secret key. You must enter
both as part of the ReadyNAS synchronization setup. For information about Amazon
S3, visit aws.amazon.com/.

To set up syncing:

1. Log in to your ReadyNAS.

2. Select Cloud.

NEVGEAR' ReadyNAS' W .

T J “

3. Setthe Amazon S3 On-Off slider so that the slider shows the On position.
The Amazon S3 window opens.

4. Selectthe S3 server from the menu.

The choices are Amazon S3, Amazon S3 China, or Customized URL. If you choose
Customized URL the Amazon S3 window updates with a server address field.

5. Enter your Amazon S3 access key and secret key.

6. Select from the Bucket Name menu the desired bucket or select the Create New
Bucket item, click the Create button, and create a new bucket.

7. (Optional) Adjust the upload chunk size, the storage class, the upload and download
speed, and whether server-side encryption is used.
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8. Click the Next button.
The Amazon S3 - Session window updates.

9. Enter a value in the Local Path field by browsing the ReadyNAS to the location that
you want to sync.

10. Enter a value in the Cloud Storage Path field by browsing the ReadyNAS to the
location that you want to sync.

11. In the Sync Direction menu, select Bidirection, Download cloud storage changes
only, or Upload local storage changes only.

12. Click the Create button.
The Amazon S3 - Session window closes.

The ReadyNAS applies the settings to sync with your Amazon S3 drive.

Note: You can add and modify Amazon S3 drive session settings by clicking the Amazon
S3 Drive Settings button.

Sync With Azure

You can sync files between your ReadyNAS system and your Microsoft Azure storage
space.

You must configure Azure before setting up using with your ReadyNAS system. As part
of the Azure setup process, you get both an Azure storage account and access key. You
must enter both as part of the ReadyNAS synchronization setup. For information about
Azure, visit https://portal.azure.com/.

To set up syncing:

1. Log in to your ReadyNAS.
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2. Select Cloud.
NETGEAR® ReadyNAS'

Admin Page

[ spn | se |53 T T

=

Brergaar com

Sig i
Ready CLOUD enables mobile access to your ReadyNAS content via an
online web portal ReadyCLOUD apps are also avadable for your Mac,
Windows PC, tzblet, or smariphone

On Settings Leave

Amazon Dirpes 5253

Allowing ReadyMNAS to connect To Amazon Drive allows your data, files,

photos; videos, and more to be synced or backed up with Amazon
Drive. Amazon Drive also provides a fiexible method for sharing

off

Allowing ReadyMAS to connect to Dropbox allows your data, files,
ickesd up with Drophox
Dropbox also provides a flexible method for sharing.

photes, videos, and more to be synced

off

:Ft Azure B

Microsoft Azure is a growing collection of integrated cloud services
that developers and IT professionals use 1o build, deploy, and manzge
applcations through 2 giobal network of datacenters. With Azure, you
get the freedom to build 2nd deploy wherever you want, using the
tools, applications, and framewaorks of your cholce

o

v

Wasabi only does cloud storage, but does 1t faster, cheaper, and maore
securely than anyone else. Wasabi's mission s 1o make cloud storage a
uimple, open-standard commadity, much like electricity

OFf

-

A5 Vault

ReadyNAS Vaulr sllows continuous and scheduled backups of your
adyNAS data zrure onfing vaule. The backup data can be
managed and accessed wherever you have [nternet access

Off

Amazon Simple Storage Service {Amazon 53) is object storage with a
simple web ¢ Intarface Us store and retrieve any amount
of data from anywhere on the web. Itis designed to delver
99.99999999%% durability, and scale past wrillions of objects
worldwide

OfFf

Google Drive

Allowing ReadyMAS to o it to Google Drive permits your data,
files, photes  d pre 1o be synced or backed up with Google
Drive. Google Drive also provides a flaxible method for sharing,

O

Microsaft OneDrive B0

Allowing ReadyMAS to connect to OneDrive permits your data, files,
photes, videos, and more to be synced or backed up with OneDrive.
OneDrive also provides & fiexhie method for sharing.

OFF

R=adyNAS Replicate

Simplifes the process of backing up datz from one ReadyNAS system
to another. Use the anline portal to create backup jobs on your LAN or
over the Internet. Service is ending soon.

Set the Microsoft Azure On-Off slider so that the slider shows the On position.

The Microsoft Azure window opens.

Enter your Azure storage account and access key, select a value in the Region menu,

and enter a name in the Blob Container Name field (or if you have already defined

containers, select a name).

Click the Next button.

(Optional) Adjust the upload and download speed.

For no limits, enter O.

Click the Next button.

The Microsoft Azure - Sessions window opens.
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8. Enter a value in the Local Path field by browsing the ReadyNAS to the location that
you want to sync.

9. Enter a value in the Cloud Storage Path field by browsing the ReadyNAS to the
location that you want to sync.

10. In the Sync Direction menu, select Bidirection, Download cloud storage changes
only, or Upload local storage changes only.

11. Click the Create button.
The Microsoft Azure - Session window closes.

The ReadyNAS applies the settings to sync with your Amazon S3 drive.

Note: You can add and modify the Azure drive session settings by clicking the Microsoft
Azure Settings button.

Sync With Dropbox

The ReadyNAS allows you to easily back up data from your system to your Dropbox
account. From the Admin Page, you can select a share on the ReadyNAS and sync it to
a folder on your Dropbox account. For more information about Dropbox, visit

https://www.dropbox.com.

Note: You must configure HTTPS before configuring Dropbox.
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To set up Dropbox backup on your system:
1. Log in to your ReadyNAS.
2. Select Cloud.

NETGEAR® ReadyNAS'

Admin Page
[oen | e | 5 T

of memetfvatstie  of Services Avatatie

-

I@reergear com i = .
i R A5 Vaulr allows continuous and scheduled backups of your

ReadyNAS data to & secure onling vault. The backup data can be
managed and accessed wherever you have Internet access

il ReadyCLOUD ¢ < mobile access o your ReadyNAS content via an
online web portal ReadyCLOUD apps are also avadable for your Mac,
Windows PC, tzblet, or smariphone

Off
Un Settings Leave

Amazon Dirpes 5253

Allowing ReadyMAS to connect To Amazan Drive allows your daca, files,

photos; videos, and more to be synced or backed up with Amazon
Drive. Amazon Drive also provides a fiexible method for sharing

Off

Dropbos

Allowing ReadyMAS to connect to Dropbox allows your data, files,
phaoves, videos, and more 1o be synced ar backed up with Dropbox
Dropbox also provides a flexible method for sharing.

Off

Micrasaft Azure B

Microsoft Azure is a growing collection of integrated cloud services
that developers and [T professionals use 1o build, deploy, and manage
applcations through 2 global network of datacenters. With Azure, you
get the freedom to build 2nd deploy wherever you want, using the
tools, applications, and framewaorks of your cholce

Amazon 53

Amazon Jimple Stor,
simple web serv
of data from anywher= o
199995% durability,

5 designed to delver
and scale past wrillions of objects

Google

Allowing ReadyMAS to connect to Google Drive permits your data,
files, photos, videos, and more to be synced or backed up with Google
Drive. Google Drive also provides a flaxible method for sharing,

O

Microsaft OneDrive Bem
Allowing ReadyMAS to connect to OneDrive permits your data, files,

photes, videos, and more to be synced or backed up with OneDrive.
OneDrive also provides & fieahis method far sharing,

OFf

orr

R=adyNAS Replicate

Wasabi only does cloud storage, but does 1t faster, cheaper, and maore
securely than anyone else. Wasabi's mission s 1o make cloud storage a
uimple, open-standard commadity, much like electricity

Simplifes the process of backing up datz from one ReadyNAS system
e another. Use the online portal to ¢ = backup jobs on your LAN or
over the Internet. Service is ending soon.

orf ot

3. Setthe Dropbox On-Off slider so that the slider shows the On position.
A new browser window opens and takes you to https://www.dropbox.com.

4. Login to your Dropbox account.
A message displays asking if you want to allow the ReadyNAS to access your Dropbox
account.

5. Click the Allow button.
The Dropbox - Session window opens.

6. Use the Local Path Browse button to navigate to and select a location on the
ReadyNAS to sync to Dropbox.
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7. Use the Cloud Storage Path Browse button to navigate to and select a location in
Dropbox.

8. Select a sync direction: Bidirection, Download cloud storage changes only, or
Upload local storage changes only.

9. Click the Create button.
The Dropbox - Session window closes. The Dropbox On-Off slider is now in On
position. The combination of local path, Dropbox location path, and sync direction
is called a session.

You can add, delete, or modify Dropbox sessions by clicking the Dropbox Settings
button.

Sync With Google Drive

You can sync files between your ReadyNAS and your Google Drive.
You must configure HTTPS before configuring for Google Drive.

For information about Google Drive, visit drive.google.com/.
To set up syncing:
1. Login to your ReadyNAS.

Use Cloud Services 170 Software Manual


https://drive.google.com/

ReadyNAS OS 6.10

2. Select Cloud.
NETGEAR® ReadyNAS'

Admin Page
[oen | e | 5 ot | o | o Lo | ]

of ItemetAvedstie o f Services Avadsbie

)

® ReadyCLOUD en

@ rergear com

< mobile access o your ReadyNAS content via an
online web portal ReadyCLOUD apps are also avadable for your Mac,
Windows PC, tzblet, or smariphone

On Settings Leave

Amazon Dirpes 5253

Allowing ReadyMAS to connect To Amazan Drive allows your daca, files,

photos; videos, and more to be synced or backed up with Amazon
Drive. Amazon Drive also provides a fiexible method for sharing

Off

Dropbos

Allowing ReadyMAS to connect to Dropbox allows your data, files,
photos, videos, and more 1o be 5

cei ar backed up with Drophox
Dropbox also provides a flexible method for sharing.

off

Micrasaft Azure B

Microsoft Azure is a growing collection of integrated cloud services
that developers and [T professionals use 1o build, deploy, and manage
applcations through 2 global network of datacenters. With Azure, you
get the freedom to build 2nd deploy wherever you want, using the
tools, applications, and framewaorks of your cholce

o

pifern

Wasabi only does cloud storage, but does 1t faster, cheaper, and maore
securely than anyone else. Wasabi's mission s 1o make cloud storage a
uimple, open-standard commadity, much like electricity

OFf

-

A5 Vaulr allows continuous and scheduled backups of your
i AS data zrure onfing vaule. The backup data can be
managed and accessed wherever you have Internet access

Off

Amazon Simple Storage Service {Amazon 53) is object storage with a
simple web se ace Use it to store and retrieve any amount
of data from anywherz o web. Itis designed to delrver
99.99999999%% durability, and scale past wrillions of objects
worldwide

OfFf

Google Drive

Allowing ReadyMAS to connect to Google Drive permits your data,
files, photos, videos, and more to be synced or backed up with Google
Drive. Google Drive also provides a flaxible method for sharing,

O

Microsaft OneDrive B0

Allowing ReadyMAS to connect to OneDrive permits your data, files,
photos, videos, and mc nced or backed up with OneDrive.
OneDrive also provides & fiexhie method for sharing.

OFF

RoadyNAS cate

Simplifes the process of backing up datz from one ReadyNAS system
to another. Use the online portal to create backup jobs on your LAN or
over the Internet. Service is ending soon.

3. Setthe Google Drive On-Off slider so that the slider shows the On position.
Your default browser opens displaying the Sign in with your Google Account page.

4. Login to your Google account.

Note: If you did not already set up a Google Drive, you are guided through creating
one. This requires logging in to, or creating, a Google account.

The page updates with the ReadyNAS would like to: page.

5. Click the Allow button.
The Google Drive - Session window opens.

6. Enter avalue in the Local Path field by browsing the ReadyNAS to the location that
you want to sync.
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7. Enter a value in the Cloud Storage Path field by browsing to the Google Drive
location that you want to sync.

8. Inthe Sync Direction menu, select Bidirection, Download cloud storage changes
only, or Upload local storage changes only.

9. Click the Create button.
The Google Drive - Session window closes.

The ReadyNAS applies the settings to sync with your Google drive.

Note: You can add and modify Google Drive session settings by clicking the Google
Drive Settings button. You can also change upload and download speeds.

Sync With Microsoft OneDrive

You can sync files between your ReadyNAS and Microsoft OneDrive space.

You must have a Microsoft account valid for use with OneDrive before setting up syncing
with your ReadyNAS. For information about OneDrive, visit https://onedrive.live.com/.
To set up syncing:

1. Login to your ReadyNAS.
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2. Select Cloud.
NETGEAR' ReadyNAS'

Admin Page

Natwork i Apps

u Signed in as jbondErergear com
® Ready CLOUD enables mobile access to your ReadyNAS content via an

online web portal ReadyCLOUD apps are also avadable for your Mac,
Windows PC, tzblet, or smariphone

On Settings Leave

Allowing ReadyMAS to connect 1o Amazan Drive allows your data, files,
photos; videos, and more to be synced or backed up with Amazon
Drive. Amazon Drive also provides a fiexible method for sharing.

off

Dropbox

Allowing ReadyMAS to connect to Dropbox allows your data, files,
photes, videos, and more 1o be synced or backed up with Drophox
Dropbox also provides a flexible method for sharing.

Off

asaft Azure BT

Microsoft Azure is a growing collection of integrated cloud services
that developers and IT professionals use to build, deploy, and manzge
applications through 2 global network of datacenters. With Azure, you
get the freedom to build 2nd deploy wherever you want, using the
tools, applications, and framewaorks of your cholce

orr

Viaszhi Betn

Wasabi only does cloud storage, but does 1t faster, cheaper, and maore
securely than anyone else. Wasabi's mission s 1o make cloud storage a
simple, open-standard commaodity, much like electriciny

OFf

F iy HAS Vauls
ReadyNAS Vault sllows continuous and scheduled backups of your

ReadyNAS data to & secure onling vault. The backup data can be
managed and accessed wherever you have [nternet access

Off

Amazon Simple Storage Service {Amazon 53) is object storage with a
simple web service interface Use it to store and retrieve any ameunt
of data from anywhere on the web. It is designed to delver
99.99999999%% durability, and scale past wrillions of objects
worldwide.

OFf

Google

Allowing ReadyMAS to connect to Google Drive permits your data,
files, photos, videos, and more to be synced or backed up with Google
Drive. Google Drive also provides a flaxible method for sharing.

O

M fr € e Bt

Allowing ReadyMAS to connect to OneDrive permits your data, files,
photes, videos, and more to be synced or backed up with OneDrive.
OneDrive also provides 2 fiexible methed for sharing.

OFF

iy NAS Re

Simplifes the process of backing up datz from one ReadyNAS system
te another. Use the online porial to create backup jobs on your LAN or
over the Internet. Service is ending soon.

ot

3. Set the Microsoft OneDrive On-Off slider so that the slider shows the On position.

A Microsoft Online window opens.
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4. Login to your Microsoft Online account, if you are not already logged in, or select
your account, if you are.

Microsoft OneDrive Bet2

Microsoft OneDrive B2t - Sassion

Local Path: Browse

Cloud Storage Path: 9 Browse

5. Enter a value in the Local Path field by browsing the ReadyNAS to the location that
you want to sync.

6. Click the Select button.

7. Enter a value in the Cloud Storage Path field by browsing your OneCloud drive to
the location that you want to sync.

Note: You can create a new folder on your OneCloud drive. Click the plus button
to open the new folder window.

8. Click the Select button.

9. Inthe Sync Direction menu, select Bidirection, Download cloud storage changes
only, or Upload local storage changes only.

10. Click the Create button.
The Microsoft OneDrive window closes, and the ReadyNAS applies the settings to
sync with your OneDrive folder.

Note: You can add and modify OneDrive session settings by clicking the Microsoft
OneDrive Settings button.

ReadyNAS Vault

With ReadyNAS Vault, your ReadyNAS data can be backed up securely to a remote
secure data center. Your data is encrypted before it is sent over the Internet. Backup
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administration is over a 128-bit SSL connection, the same method that banks and financial
institutions use.

The following figure illustrates two concepts: backing up data from a ReadyNAS system
to the cloud and restoring backed-up data to a ReadyNAS system from the cloud.

Restore from the cloud .

ReadyNAS
Vault 4

Backup data to the cloud

Figure 10. Using a ReadyNAS system to back up and recover data stored on a cloud
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To set up ReadyNAS Vault on your system:

1.

Log in to your ReadyNAS.
2. Select Cloud.

NETGEAR® ReadyNAS'

Admin Page

v

(\f @ ReadyCLOUD ¢

sthvedstie  off Services Avaisble

Erergear com

ile access to your ReadyMAS content via an
anline weh portal He LOUD apps are also avadable for vour Mac,
Windows PC, tzblet, or smariphone

Un Settings Leave

Amazon Dirpes 5253

Allowing ReadyMAS to connect To Amazan Drive allows your daca, files,
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3. Setthe ReadyNAS Vault On-Off slider so that the slider shows the On position.
The ReadyNAS Vault Settings window opens.

4.

From the Select Volume menu, select a volume where temporary data from ReadyNAS
Vault can be stored.

Enter your ReadyNAS Vault account credentials and click the Login button.

Note: If you do not own an account yet, click the Click here to register link to set
one up. You can use the same ReadyNAS Vault account for all of your ReadyNAS
systems.
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The Manage ReadyNAS Vault button displays.

6. Click the Manage ReadyNAS Vault button.
A setup wizard launches in a new browser window to help you configure ReadyNAS
Vault backups for your ReadyNAS system.

Note: After initial setup, you can change your ReadyNAS Vault backup settings at
any time by clicking the Manage ReadyNAS Vault button.

7. Follow the instructions of the ReadyNAS Vault setup wizard.

For more information about how to use ReadyNAS Vault, visit readynasvault.com.

Sync With Your Wasabi Storage

You can sync files between your ReadyNAS and your Wasabi storage.

For information about Wasabi, visit wasabi.com/.
Note: You must already have a Wasabi account.

To set up syncing:
1. Login to your ReadyNAS.
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3. Setthe Wasabi On-Off slider so that the slider shows the On position.
The Wasabi window opens displaying the fields for your access credentials and
menu for the storage bucket.

4. Enter your access key and secret key.

5. Select from the Bucket Name menu the desired bucket or select the Create New
Bucket item, click the Create button, and create a new bucket.

6. (Optional) Adjust the upload chunk size, the storage class, the upload and download
speed, and whether server-side encryption is used.

7. Click the Next button.
The Wasabi window updates.

8. Enter a value in the Local Path field by browsing the ReadyNAS to the location that
you want to sync.
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9. Enter a value in the Cloud Storage Path field by browsing to the Google Drive
location that you want to sync.

10. In the Sync Direction menu, select Bidirection, Download cloud storage changes
only, or Upload local storage changes only.

11. Click the Create button.
The Wasabi window closes.

The ReadyNAS applies the settings to sync with your Wasabi storage.

Note: You can add and modify Wasabi session settings by clicking the Wasabi Settings
button. You can also change upload and download speeds.

Adjust Cloud Transfer Sessions and Settings

You can create and delete sessions and you can control such options as upload and
download speeds, sync intervals, and whether server-side encryption is used.

ReadyNAS Replicate

ReadyNAS Replicate is a free service that allows you to replicate and restore data from
one ReadyNAS system to another.

Using ReadyNAS Replicate involves these high-level steps:

1. Enable ReadyNAS Replicate on your ReadyNAS systems.
See Enable ReadyNAS Replicate on page 179.

2. Loginto the ReadyNAS Replicate web portal and begin replicating data between
your ReadyNAS systems.
For more information about using the ReadyNAS Replicate portal, see the ReadyNAS
Replicate Software Reference Manual or visit https://replicate.readynas.com.

Enable ReadyNAS Replicate

To use ReadyNAS Replicate, you must enable the ReadyNAS Replicate feature on your
system and register your system with ReadyNAS Replicate.
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To enable ReadyNAS Replicate:
1. Log in to your ReadyNAS.
2. Select Cloud.

NETGEAR® ReadyNAS'

Admin Page

-

W

acyCLOLD
ady L

B f
@ 5 -
il Ready CLOUD o

LQUar com

hes mobile access to your ReadyNAS content via an
anline weh portal AeadyCLOUD apps are also avaidable for your Mac,
Windows PC, tzblet, or smariphone

Un Settings Leave

Amazon Dirpes 5253

Allowing ReadyMAS to connect To Amazan Drive allows your daca, files,
photos; videos, and more to be synced or backed up with Amazon
Drive. Amazon Drive also provides a flexible method for sharing

off

Dropbos

Allowing ReadyMAS to connect to Dropbox allows your data, files,
photas, videos, and more to be synced or backed up with Drophbox
Dropbox also provides a flexible method for sharing,

Off

Microsaft Azure B

Microsoft Azure is a growing collection of integrated cloud services
that developers and [T professionals use 1o build, deploy, and manage
applcations through 2 global network of datacenters. With Azure, you
get the freedom to build 2nd deploy wherever you want, using the
tools, applications, and framewaorks of your cholce

orr

Vasahi 9t0

Wasabi only does cloud storage, but does 1t faster, cheaper, and maore
securely than anyone else. Wasabi's mission s 1o make cloud storage a
uimple, open-standard commadity, much like electricity

Off

5 Wault

ReadyNAS Vaulr sllows continuous and scheduled backups of your
ReadyNAS data to & secure onling vault. The backup data can be
managed and accessed wherever you have Internet access

Off

Amazon 53

Amazon Jimple Stor, rvice {Amazon 53) is object storage with a
simple web service ca Use it to store and retrieve any amount
of data from anywh: the weh Itis igned o er
99.99999999%% durability, and scale past wrillions of objects
worldwide

OfFf

Google Drive

Allowing ReadyMAS to connect to Google Drive permits your data,
files, photos, videos, and more to be synced or backed up with Google
Drive. Google Drive also provides a flaxible method for sharing,

O

Microsaft OneDrive B0

Allowing ReadyMAS to connect to OneDrive permits your data, files,
photes, videos, and more to be synced or backed up with OneDrive.
OneDrive also provides & fieahis method far sharing,

OFf

R=adyNAS Replicate

Simplifes the process of backing up datz from one ReadyNAS system
to another. Use the anline portal to create backup jobs on your LAN or
over the Internet. Service is ending soon.

3. Setthe ReadyNAS Replicate On-Off slider so that the slider shows the On position.
The ReadyNAS Replicate window opens.

4. Enter your ReadyNAS Replicate login credentials and click the Register button, or
if you do not have ReadyNAS Replicate credentials, go to

www.replicate.readynas.com.

Your system is registered with ReadyNAS Replicate and the ReadyNAS Replicate

feature is enabled on your system.

5. Repeat this process on each ReadyNAS OS 6 system that you want to use with

ReadyNAS Replicate.
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You can now use the ReadyNAS Replicate web portal to replicate and restore data
between your ReadyNAS systems.

For more information about using the ReadyNAS Replicate portal, see the ReadyNAS
Replicate Software Reference Manual or visit www.replicate.readynas.com.
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System Settings

This chapter describes how to configure the basic settings of the ReadyNAS. It contains
the following sections:

e Customize the Basic System Settings

e Configure the Network Settings

e Configure Global Settings for System Services
e Download an SSH Public Key File

e Configure a User Account to Use SSH

e Configure Media Services
e Configure Discovery Services

e Back Up or Restore System Configuration

Note: Without at least one volume, changes are not saved after you reload the
ReadyNAS. Make sure that you create a volume before you configure the system,
network, and global file-sharing protocol settings, and before you update the firmware.
Without a volume, you cannot configure any shares. For information about how to create

volumes, see Create and Encrypt a Volume on page 35.
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Customize the Basic System Settings

We recommend that you configure the basic system settings: clock, language,
administrator password, system alerts, host name, and antivirus, before you use the

ReadyNAS.

Set the Clock

To enable the ReadyNAS to time-stamp files correctly, ensure that the time and date
settings are accurate.

To set system time and date:
1. Login to your ReadyNAS.

2. Select System > Overview > Device.

[ | = e I g | Py R
® 1 = P 7

Device
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3. Click the gearicon to the right of the Device Time field.

Date & Time

Ucbco™

Use 24-hour format
Date formar: Sep 11, 2018
Time Zane:

GMT -08:00 Pacific Time (US & Canada); Ti

v/ | Synchronize clock with an Internet server

Server 1: time-enetgear.com
Server 1. Tme-anetgear.com

Server 3:

4. (Optional) Select Use 24-hour format check box.
5. (Optional) Select a different date format.
6. Inthe Time Zone menu, select the correct time zone for your location.

Note: So thatyourfiles are correctly time-stamped, we recommend that you select
the time zone in which the ReadyNAS is physically located.

7. Select the correct date and time by doing one of the following:

o Select the Synchronize clock with an Internet server check box. When you
select this check box, the calendar and time menus dim, and the system’s date
and time are synchronized with a NETGEAR NTP server.

e Clear the Synchronize clock with an Internet server check box and use the
calendar and time controls to set the date and time manually.

8. Click the Apply button.

Your settings are saved.

Select the Language

ReadyNAS OS automatically sets the language based on your computer settings, but
you can also manually set the language.
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Note: We recommend selecting a language based on the region in which you use the
ReadyNAS system.

To configure language settings:
1. Log in to the ReadyNAS.

2. Select Usericon.
The user icon menu opens.

Hover over the Language item on the menu and and select the language.

4. After you change the language, the Admin Page reloads.

Set the Administrator Password
It is important to safeguard the administrator password and to change it regularly to
protect your data.

Choose an administrator password that is different from the default password and keep
itin a safe place. Anyone who obtains the administrator password can change settings
or erase data that is stored on the ReadyNAS.

Note: Until you change the administrator password you cannot be authenticated as
admin when accessing shares.

To change the administrator password:
1. Login to the admin page.

2. Select Admin Password.

admin

PROPERTIES

3. Configure the settings as explained in the following table:

[tem Description
Password Enter a new administrator password.
Re-enter Password Confirm the new password.
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(Continued)

ltem Description
Enable Password Select this check box to enable password recovery. Note that the Physical Reset
Recovery Button method is available even if you do not enable password recovery, but you

need physical access to the ReadyNAS system to use this method.

Physical Reset Button By default this button is selected, and you can use NETGEAR's password recovery
tool to reset the administrator password to the default value, password. For information
on using the password recovery tool with the Physical Reset Button method, see

Recover the Administrator Password on page 258.

Email me new Select this check box to enable password reset through email. Configure email alerts
password before selecting this option. The alert email connection (email provider, user,

password, and so forth) is used to send you a new password.

Password Recovery Choose a question that few people can answer. Complete these fields to be able to
Question For example, you might enter your first dog’s  recover a lost or forgotten

name or your best friend in kindergarten as administrator password with

your password recovery question. NETGEAR's password recovery tool

(see Recover the Administrator

Password Recovery Enter the answer to the question you provided  p_ccword on page 258).
Answer in the Password Recovery Question field.
Recovery Email Enter the email address to which you want a
Address reset password to be sent.

4. Click the Apply button.
Your settings are saved.

Configure System Alerts

You can configure the ReadyNAS to send email alerts when certain system events occur,
such as disk errors, changes in network connectivity, power supply failures, fan speed
irregularities, and temperature violations.

The ReadyNAS divides system events into two categories, mandatory and optional.
Mandatory events always generate email alerts. You can control which optional system
events generate email alerts.

By entering your email account information, you authorize the ReadyNAS to send email
alerts from that account.
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To configure the system alerts:

1.
2.
3.

Log in to your ReadyNAS system.
Select System > Settings > Alerts.

In the Alert Events section, select the check box next to each event that you want
to generate an alert.

If you do not want an event to generate an alert, clear its check box.

Dimmed events (Disk Failure andVolume) always generate email alerts.

(Optional) Change the minimum severity level that triggers alerts.

5. Inthe Other Alert Settings section, select the check box next to each response that

you want ReadyNAS system to execute in case of emergency:

¢ Shut down the system when a disk fails or no longer responds. \When this
check box is selected, if a disk fails, your ReadyNAS system powers off.

¢ Shut down the system when disk temperature exceeds safe levels. \When
this check box is selected, if disk temperature exceeds safe levels, your ReadyNAS
system powers off.

Review the Alert Contacts list.
Each address in the Alert Contacts list receives alerts.

Click the (+) icon to add a contact.

a. Enterthe new contact's email in the Email field.

b. Click the Add button.

If the ReadyNAS server recognizes the email provider, it automatically fills in the
Email Account Provider value, SMTP Server address, and the SMTP Port number.
Otherwise the Email Account Provider value is set to Custom, and you need to
provide the other values. If the ReadyNAS server does not recognize the email
provider, click the Advanced Options item and configure the email server settings.

Note: Until you apply and successfully send a test message the first time, you see
a message about the email service is not configured properly.

8. Fill in the password.

9. Click the Send Test Message and Apply button.

The ReadyNAS system attempts to send a test message. A window opens to report
failure or success.

System Settings 187 Software Manual



ReadyNAS OS 6.10

Configure the Host Name

The ReadyNAS uses a host name to advertise itself on the network. When you review
the network using ReadyCLOUD, a computer, or any other interface, you can recognize
the ReadyNAS by its host name.

The default host name is nas-xx-xx-xx, where xx-xx-xx is the last 6 bytes of the system'’s
primary MAC address. You can change the host name to one that is easier to remember
and recognize.

To change the host name:
1. Log in to your ReadyNAS.

2. Select System > Overview > Device.

Coren | s | 508 s |t | o | o |t || hamn oo | o=
@ @ @ O = @ 2

Device

£

3. Click the gear icon to the right of the Name field.

4. Inthe Name field in the Host Name pop-up window, enter a new host name.
In most non-Asian character sets, the host name can be a maximum of 15 characters,
can include only A-Z, a-z, 0-9, and _, and the first character must be alphabetic. If
you use Asian language characters, the limit is lower.

5. Click the OK button.

Your settings are saved.

Enable Antivirus

Your ReadyNAS system (except a RN100 system) comes with free antivirus software that
provides real-time virus scans using signature and heuristic algorithms. The antivirus
software helps protect your system from viruses, malware, worms, and Trojans. ReadyNAS
antivirus software cannot be enabled on a ReadyNAS 100 system.

Note: The antivirus software requires a valid Internet gateway and DNS to update its
antivirus signatures, and updates over networks with proxy servers are not currently
supported. Communication is through port 443.
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When enabled, the antivirus software scans new files as they are written over the SMB
(CIFS) protocol. It does not scan existing files or files transferred over other protocols.
Additionally for all models except ReadyNAS 100 series models, scanning ReadyNAS
OS itself is available. By default, antivirus scanning is enabled.

Note: To configure advanced settings, install the antivirus app, Anti-Virus Plus. For
more information aboutinstalling apps, see Install and Manage Apps on page 237. With
Anti-Virus Plus you can schedule scans, including scans of existing files.

To enable or disable the free antivirus software:

1. Log in to your ReadyNAS.

2. Select System > Settings > Services.
The services panel displays.

3. Click the Antivirus button.

&

Antivirus Settings

+/ | Enable real-time antivirus scanning

/| Protect ReadyNAS 05

Cancel

Note: The Protect ReadyNAS OS setting is not available on ReadyNAS 100 series
models.

4. Select the Enable real-time antivirus scanning check box to enable or disable
scanning.

Note: The Protect ReadyNAS OS setting is only available when the Enable real-time
antivirus scanning setting is set.

5. Click the Apply button.
The indicator on the Antivirus button turns green and the antivirus software is
enabled.
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Enable File Search

You can search the files on your ReadyNAS system for file name, content, file type, file
extension, size, and dates. If your ReadyNAS system is attached to a Mac, you can also
use the Finder to search the files on the ReadyNAS.

To enable file searching:
1. Log in to your ReadyNAS.
2. Select System > Settings > Services.

T T T T T
L

] E . o = B

Services 5ME AR HFs i
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HTTP HTTPS INMP SSH

3. Click the File Search button.
[

File Search
GEMERAL Enabled
SHARES
ADVANCED

Reset index

Performance will be reduced while search is
Indexing the data.

m S

4. Selectthe Enabled check box.

5. (Optional) Select the Content indexing check box.
Content indexing adds indexing of several file types. The list of supported file types
is available by clicking the question mark icon next to the Content indexing check

box.
Use the ADVANCED tab to specify types of files to exclude from indexing.

6. Click the Apply button.
The indicator on the File Search button turns green and file searching is enabled.

Enable the Use of the Mac Finder to Search Files

If your ReadyNAS system is connected to a Mac, you can use the Mac Finder to search
the files on the ReadyNAS.
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You must enable the ReadyNAS system service File Search before enabling Mac Finder
use.

If the ReadyNAS uses the SMB protocol with the Mac (the most common way), you must
first set an SMB option.
To configure SMB to work with the Mac Finder:

1. Login to the ReadyNAS system.

2. Select System > Settings.
The page updates showing the system settings.

3. Click the SMB button.
The SMB Settings window opens.

4. Selectthe Enhance MacOS check box.

5. Click the Apply button.
The SMB Settings window closes.

You can now search the files on your ReadyNAS using the Mac Finder.

Configure the Network Settings

The network settings include the Ethernet interface, bonded adapters, and static routes.

Basic Network Concepts

The acronym NAS in ReadyNAS is short for network-attached storage. Your local area
network (LAN)is an integral part of managing and using your ReadyNAS storage system.
Connecting your ReadyNAS storage system to the Internet expands your ability to access
data stored on your ReadyNAS system when you are away from it. It also allows you to
share data with people located around the world.

A typical network setup that includes a ReadyNAS system resembles this illustration.

Figure 11. Example home network with ReadyNAS
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In most environments, your ReadyNAS storage system’s default network settings allow
you to connect and communicate with your ReadyNAS storage system over your local
area network and the Internet. However, you can adjust these settings to accommodate
your needs.

MAC Addresses

Every device that uses Ethernet technology is assigned a unique MAC (Media Access

Control) address that is used to identify the source device and the destination device.
MAC addresses are assigned when a device is manufactured. Your ReadyNAS storage
system’s MAC address is listed on the system’s label. You can also view it by selecting
Network on the Admin Page.

IP Addresses

IP (Internet Protocol) addresses are another key component for sharing data over a
network. A unique IP address is assigned to every network-connected device. IP
addresses come in two varieties: static and dynamic. Static IP addresses do not change,
but dynamic IP addresses do change.

Unlike MAC addresses, IP addresses are not assigned by the device's manufacturer.
Static IP addresses are assigned by your ISP (Internet service provider) or network
administrator. Dynamic IP addresses are assigned by a DHCP (Dynamic Host Control
Protocol) server. In most cases, the DHCP server belongs to an ISP, but a router or other
device can also act as a DHCP server.

Ethernet

Your ReadyNAS storage system uses Ethernet technology to transfer information on
your local area network. Ethernet technology divides data into smaller pieces, called
packets or frames, before transmitting it on your network. Ethernet technology includes
methods to check for data transmission errors.

MTU

You can also configure the maximum size of packets that are sent across a network. This
setting is called MTU (maximum transmission unit). A large MTU can help speed data
transmission in some circumstances. However, using a large packet size becomes
inefficient if an error occurs during transmission. That is because if any part of a large
packet is corrupt, the entire large packet must be resent. If you use a smaller MTU,
smaller packets are resent if a communication error occurs.

Your ReadyNAS system supports at least a maximum MTU size of 9214 bytes. (Some
models support 9216 bytes.) Use this MTU size only if all components of your network,
for example, network interface cards (NICs), hosts, and your switch, support packets of
this size or larger. Also MTU sizes greater than the default can affect services such as
ReadyCLOUD, ReadyNAS Replicate, and potentially Amazon Cloud.

DNS

DNS is short for Domain Name System. Because IP addresses are strings of numbers,
they are hard to remember. It is easier to remember a name (for example,
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www.netgear.com) than a string of numbers when you want to visit a website. A DNS
servertranslates IP addresses into website names and website names into IP addresses.

If you selected the option to assign an IP address automatically when you configured
your Ethernet settings, the DNS fields are populated with the DNS settings from your
DHCP server and cannot be edited.

If you selected the option to assign an IP address manually when you configured your
Ethernet settings, you must manually specify the IP addresses of the DNS servers and
the domain name to access your ReadyNAS system over the Internet. Your network
administrator can help you determine your Domain Name Server IP address.

Configure the Ethernet Interfaces

All ReadyNAS systems provide at least one physical Ethernet interface.

On ReadyNAS systems with two or more Ethernetinterfaces, the interfaces can be used
independently as individual links or combined into a bonded adapter. Bonding can
provide redundancy or increased throughput.

For each Ethernet interface, you can configure the following settings:

e MTU
e |Pv4 settings including DNS servers
e |Pv6 settings including DNS servers

The following table shows the default network configuration.

Table 8. Default network settings

ltem Default Setting

Physical Ethernet interface

MTU 1500
TCP/IP [Pv4 using DHCP IPvé using DHCP
DNS Retrieved using DHCP

Configure General and TCP/IP Settings
To configure an Ethernet interface:

1. Log in to your ReadyNAS.

2. Select Network.
The Ethernet interfaces display.
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3. Click the gear icon for an Ethernet interface:

e Ethernet interfaces with active links are colored green.

e Ethernet interfaces with inactive links are colored gray.

ethO @

%ﬂ New Bond

T Create VLAN

{:} Settings

MAC Address: E8:FCAFE7:17:8A
MTU: 1500
IP Settings: DHCP IPv4, DHCP IPv6
IP Address: 10.1.116.64
IPv6 Link-Local: fe80:eafc:afff-fee7:178a/64
IPv6 Address: /64
Bandwidth: 1 Gbps

4. Click the Settings button in the pop-up menu.
A window displays the settings for the selected Ethernet interface.

5. Click the General tab and configure the settings as explained in the following table:
[tem Description
Name Cannot be edited. Displays the name of the Ethernet interface.
Bandwidth (Mbps) Cannot be edited. Displays the bandwidth of the Ethernet interface.

MTU Enter the MTU in bytes. The default setting is 1500 bytes. The maximum depends on the
ReadyNAS model, but is either 9214 or 9216.

6. Click the IPv4 tab.

Configure the IPv4 settings as explained in the following table.

Note: We recommend that you use DHCP address reservation to make sure that
the DHCP server always assigns the same IP address to the interfaces of the
ReadyNAS. The MAC addresses of the physical interfaces are shown on the Network

page.
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Note: Ifyou enteran IP address manually, you must provide DNS server information
if you want to access your ReadyNAS system over the Internet. For more information,
see DNS on page 192. If the IP address changes, your browser loses its connection
to your storage system. To reconnect to your ReadyNAS system, use ReadyCLOUD
to rediscover your device. See Discover and Set Up Your ReadyNAS on page 16.

ltem Description
IPv4 settings
Configure From the menu, select how IPv4 is configured:

¢ Using DHCP. The ReadyNAS functions as a DHCP client, and the IPv4 settings are

automatically configured by a DHCP server on your network.

e Static. You must enter the IPv4 address and subnet mask for the ReadyNAS, and the router
through which the ReadyNAS is connected to the network.

Address Enter the IPv4 address for the ReadyNAS. Manual configuration only.
Subnet Enter the subnet mask for the ReadyNAS.

Mask

Router Enter the IPv4 address for the router through which

the ReadyNAS connects to your network.
+ Click to add a DNS server

- Select a DNS server and click to remove that server.

8. Click the IPv6 tab.

[tem Description
IPv6 settings
Configure From the menu, select how IPvé6 is configured:

o Automatically/DHCP. The ReadyNAS is configured with an IPvé address through stateless
autoconfiguration without the requirement of a DHCPv6 server on your network. The

ReadyNAS must be connected to the Internet for stateless auto-configuration to function.

e Static. You must enter the IPvé address and prefix length for the ReadyNAS and the router
through which the ReadyNAS is connected to the network.

o Disable. Disables IPvé networking.
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(Continued)

ltem Description

Router Enter the IPvé address for the router through which ~ Manual configuration only.
the ReadyNAS connects to your network. The default
setting is undefined.

IPv6 Enter the link local address range.

Link-Local
IPvé Address  Enter the IPvé address for the ReadyNAS.

Prefix Length  Enter the prefix length for the ReadyNAS. The default
prefix length is 64.

+ Add a DNS server.

Select a DNS server and click to remove that server.

9. Click the Apply button.
Your settings are saved.

Configure Bonded Adapters

Creating a bonded adapter is optional. A bonded adapter combines two Ethernet
interfaces into a single logical link. Network devices treat the bonded adapter as a single
link, which increases fault tolerance and provides load sharing. NETGEAR does not
recommend bonding interfaces with different speeds, for example bonding a 1 Gb
interface with a 10 Gb interface.

Note: Bondingis available only on ReadyNAS systems with two or more Ethernet
interfaces.

Teaming Modes

The ReadyNAS supports several teaming modes. Both the ReadyNAS and the device
with which the bonded adapter is linked must support the same teaming mode. The
available teaming modes are described in the following table.
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Table 9. Teaming mode descriptions

Teaming Mode

IEEE 802.3ad LACP

Active Backup

Transmit Load Balancing

Adaptive Load Balancing

Round-Robin
XOR

Broadcast

Hash Types

Description

Creates aggregation groups that use the same speed and duplex settings. Utilizes all
interfaces in the active aggregator according to the 802.3ad specification. You need
a switch that supports IEEE 802.3ad dynamic link aggregation.

Only one interface in the bond is active. A different interface becomes active if, and
only if, the active interface fails. The bond's MAC address is externally visible on only
one port to avoid confusing the switch. You can decide which interface is active by
default.

Adapter bonding that does not require any special switch support. The outgoing traffic
is distributed according to the current load (computed relative to the speed) on each
interface. Incoming traffic is received by the current interface. If the receiving interface
fails, another interface takes over the MAC address of the failed receiving interface.

Includes transmit load balancing plus receive load balancing for IPV4 traffic and does
not require any special switch support. The receive load balancing is achieved by ARP

negotiation.

Transmit packets in sequential order from the first available interface to the next. This
mode provides load balancing and fault tolerance.

Transmit based on the default simple transmit hash policy. This mode provides load
balancing and fault tolerance.

Transmit everything on all slave interfaces. This mode provides fault tolerance.

If you select the IEEE 802.3ad LACP or the XOR teaming mode, you must select which
hash type option you want to use:

e Layer?

e Layer 2+3 (uses Layer 2 and Layer 3 hash types simultaneously)

e Layer 3+4 (uses Layer 3 and Layer 4 hash types simultaneously)

Each hash type is described in the following table.
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Table 10. Hash type descriptions

Hash
Type
Layer 2

Layer 3

Layer 4

Description
Based on the source and destination MAC addresses. All traffic between the ReadyNAS and a particular
device is transmitted on the same physical link.

Based on the source and destination IP addresses. Here too, all traffic between the ReadyNAS and a
particular device is transmitted on the same physical link.

Based on the source and destination port numbers. Traffic between the ReadyNAS and a particular
device can be spread across multiple links.

Create a Bonded Adapter
You can create a bonded adapter on ReadyNAS systems with two or more Ethernet
interfaces.

To create a bonded adapter:

1. Log in to your ReadyNAS.

2. Select Network > Links.
The page updates showing the Ethernet interfaces.

3. Click the gear icon next to the Ethernet interface you want to bond.

ethO @

%“ New Bond

[} Create VLAN

{:} Settings

MAC Address: E8:FC:AFE7:17:8A
MTU: 1500
IP Settings: DHCP IPv4, DHCP |Pv6
IP Address: 10.1.116.64
IPv6 Link-Local: fe80:eafc:afff:-fee7:178a/64
IPv6 Ad - /64
Bandwidth: 1 Gbps

4. Click the New Bond button in the pop-up menu.
A pop-up window opens.
The options displayed depend on the teaming mode that is selected.

5. Inthe Bond with menu, select another available Ethernet interface to include in the

bo

nded adapter.
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6. Inthe Teaming Mode menu, select a teaming mode.
For more information about teaming modes, see Teaming Modes on page 196.

7. (For IEEE 802.3ad LACP and XOR only) Select the radio button next to the hash type
option that you want to use. For more information about hash types, see Hash Types
on page 197.

8. (For Active Backup only) In the Primary Device menu, select the Ethernet interface
that is active by default.
Other Ethernetinterfaces in the bond become active if and only if the active interface
fails.

9. Click the Create button.
The new bonded adapter displays on the Network page. The bonded adapter is
named bondX, where X is a number in sequential and ascending order.

EESRIE R I ) T e | S )
-

R a
H 0.

Configure General and TCP/IP Settings

To configure a bonded adapter:

bond0
§ 04 FCGE D7D

1. Login to your ReadyNAS.

2. Select Network > Bonds.
The page updates showing the bonded interfaces.

3. Click the gear icon for the bonded adapter.

4. Click the Settings button in the pop-up menu.
The bond settings pop-up window opens.

5. Configure the settings in the General tab as explained in the following table:
ltem  Description

Name Cannot be edited. Displays the name of the bonded
adapter.

MTU  Enter the MTU in bytes. The default setting is 1500
bytes.

6. Click the IPv4 tab.

7. Configure the IPv4 settings as explained in the following table.
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Note: We recommend that you use DHCP address reservation to make sure that
the DHCP server always assigns the same IP address to the interfaces of the
ReadyNAS. The MAC addresses of the physical interfaces are shown on the Network

page.

Note: Ifyou enteran IP address manually, you must provide DNS server information
if you want to access your ReadyNAS system over the Internet. If the IP address

changes, your browser loses its connection to your storage system. To reconnect to
your ReadyNAS system, use ReadyCLOUD to rediscover your device. See Discover

and Set Up Your ReadyNAS Using ReadyCLOUD on page 16.

ltem Description
IPv4 settings
Configure From the drop-down list, select how IPv4 is configured:

e Using DHCP. The ReadyNAS functions as a DHCP client, and the IPv4 settings are

automatically configured by a DHCP server on your network.

e Static. You must enter the IPv4 address and subnet mask for the ReadyNAS, and the router
through which the ReadyNAS is connected to the network.

Address Enter the IPv4 address for the ReadyNAS. Manual configuration only.
Subnet Enter the subnet mask for the ReadyNAS.

Mask

Router Enter the IPv4 address for the router through which

the ReadyNAS connects to your network.
+ Click to add a DNS server

- Select a DNS server and click to remove that server.

8. Click the IPv6 tab.
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ltem Description
IPv6 settings

Configure From the menu, select how IPvé is configured:
o Automatically/DHCP. The ReadyNAS is configured with an IPvé address through stateless
autoconfiguration without the requirement of a DHCPvé6 server on your network. The

ReadyNAS must be connected to the Internet for stateless auto configuration to function.

o Static. You must enter the IPvé address and prefix length for the ReadyNAS and the router
through which the ReadyNAS is connected to the network.

¢ Disable. Disables IPvé networking.

Router Enter the IPvé address for the router through which ~ Manual configuration only.
the ReadyNAS connects to your network. The default
setting is undefined.

IPvé Enter the link local address range.
Link-Local

IPvé Address  Enter the IPvé address for the ReadyNAS.

Prefix Length  Enter the prefix length for the ReadyNAS. The default
prefix length is 64.

+ Add a DNS server.

- Select a DNS server and click to remove that server.

9. Click the Apply button.
Your settings are saved.

10. Configure the switch or router to which the ReadyNAS is attached to support the
bonded adapter.

Change the Teaming Mode

To change the teaming mode of a bonded adapter:

1. Log in to your ReadyNAS.

2. Select Network > Bonds.
The page updates showing the bonded interfaces.

3. Click the gear icon for the bonded adapter.

4. Click the Settings button in the pop-up menu.
The bond settings pop-up window opens.

5. Click the Mode tab.
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In the Teaming Mode menu, select a teaming mode.
For more information about teaming modes, see Teaming Modes on page 196.

(For IEEE 802.3ad LACP and XOR only) Select the radio button next to the hash type
option that you want to use. For more information about hash types, see Hash Types
on page 197.

(For Active Backup only) From the Primary Device menu, select the Ethernetinterface
that is active by default.

Other Ethernetinterfaces in the bond become active if and only if the active interface
fails.

Click the Apply button.
Your settings are saved.

Delete a Bonded Adapter
To delete a bonded adapter and reestablish separate Ethernet links:

1.
2.

Log in to your ReadyNAS.

Select Network > Bonds.
The page updates showing the bonded interfaces.

3. Click the gear icon for the bonded adapter.

4. Click the Delete button in the pop-up menu.

5. Confirm the deletion. The bonded Ethernet interfaces are separated into individual

links.

" NETGEAR' ReadyNAS™

Admin Page

BT S R N A
o
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6. Reconfigure the switch or router to which the ReadyNAS is attached for single
interfaces.

Configure Static Routes

You can add and remove static routes. Static routes are not frequently used with
ReadyNAS, but a few situations call for them. For example, if no automatically routed
path to a device exists that the ReadyNAS must access, you can define a static path to
it.

Before configuring a static route, you must configure the ReadyNAS adapter, its Ethernet
address, and subnet mask.

To configure a static route, there must be a gateway between the network the ReadyNAS
is on, and the network with the destination address. There is an address for the gateway
on the network the ReadyNAS is on, and there is an address for the gateway on the
network the destination address is on. Before configuring the static route, determine
the gateway address on the network the ReadyNAS is on. You must also know the target
IP address and the subnet mask for the target's network.

As a sample configuration, your ReadyNAS uses separate network connections to
connect to the Internet and to a private network, and the default gateway is configured
to connectto the Internet. The ReadyNAS can connect to anything on the private network
and on the Internet, but if another private network is connected to the private network,
the ReadyNAS cannot automatically find devices on the second private network. For
example, one network interface on the ReadyNAS might use the address 10.1.0.1 to
connectto a private network with addresses in the range 10.1.xxx.xxx. The 10.1 network
connects to a private network with a server with the address 192.168.1.0 and with subnet
mask 255.255.255.0. No automatic route exists from the ReadyNAS to the server, but
you can specify a static route. For this example, the address 10.1.0.2 is the address of
the gateway between the two private networks.

To configure a static route:

1. Login to your ReadyNAS admin page.

2. Select Network > Routes.
The window updates to show the configured routes.

3. Click the + button.
The New Route page displays.

4. Enter the destination IP address in the IP Address field.
In the sample configuration, the destination IP address is the address of the server,

192.168.1.0.

5. Enter the subnet mask for the destination network in the Subnet Mask field.
In the sample configuration, the subnet mask is 255.255.255.0.

6. Enter the gateway address configured on the ReadyNAS in the Gateway field.
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In the sample configuration, the gateway address is 10.1.0.2.

7. Selectthe adapter on the ReadyNAS used for the private network from the Adapter
menu.
The IP address and subnet mask for that adapter fills automatically.

8. Click the Add button.
The new static route shows in the list of routes.

Create a VLAN

You can create VLANs from any of the Ethernet interfaces on your ReadyNAS device.

To create a VLAN:
1. Log in to the ReadyNAS.

2. Select Network.

'3 .
NETGEAR’ ReadyNAS
Admin Page
I N e e A e e

B

Ethernet interfaces with active links are colored green. Ethernet interfaces with
inactive links are colored gray.

3. Click the gear icon for an Ethernet interface.
A pop-up window opens.

4. Click the Create VLAN button in the pop-up window.
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The Create VLAN window opens with Name and VLAN ID fields. The name field is
grayed out.

Note: There can be no more than one VLAN ID on a network interface.

Type a number in the VLAN ID field.
The ID value is a number from 1 to 4094.

The name field is automatically populated with the VLAN name. The format is
ethn.VLAN ID where n is the Ethernet interface number and VLAN ID is the number
that you entered.

Click the Add button.
The VLAN interface is created with Ethernet interface settings matching the Ethernet
interface that you selected in Step 3.

You can change the Ethernet settings. For information about changing the settings, see
Configure the Ethernet Interfaces on page 193.

Add Global Proxy Settings

Your ReadyNAS system automatically configures some proxy settings. For example,
ReadyCLOUD access provides a set of default proxy requirements. However, you can
also manually configure proxy settings.

To add global proxy settings:

1.
2.

Log in to your ReadyNAS Admin Page.

Select Network.
The page updates to show network options.

Select Advanced.
The page updates to show the advanced network options.

Click the add (plus) button in the Proxy section of the page.
The Proxy Settings window opens.

Enter the proxy settings.

Note: User name and password are required only if user account authentication is
required by the proxy server.

(Optional) Click the Test button

The test attempts to connectto a NETGEAR server using the proxy settings. A window
opens reporting success or failure of the connection. You can click the Ignore button
to close the window.

. Click the Apply button.

System Settings 205 Software Manual



ReadyNAS OS 6.10

The settings window closes and the new proxy settings display in the Proxy section
of the page.

You can change existing settings by selecting the setting, clicking the settings icon,
and editing entries. You can delete the setting by selecting the setting, clicking the
minus icon, and confirming the deletion on the proxy window.

Configure Global Settings for System
Services

File sharing protocols, for example, SMB or NFS, must be enabled for the ReadyNAS.
When enabled, some of the protocols can be disabled for specific shares, or require
additional configuration settings for individual accounts.

Basic File-Sharing Concepts

Network access to data stored on your ReadyNAS system is managed by file-sharing
protocols, which handle the transfer of data. For shares, you can enable several protocols.
For LUNSs, the protocol is always iSCSI. (iSCSI is enabled by default.)

Global settings for file-sharing protocols apply to your entire ReadyNAS system. Share
settings for file-sharing protocols apply to individual shares.

When you enable a file-sharing protocol for an individual share, the protocol is also
enabled globally. When you disable a file-sharing protocol for an individual share, the
protocol remains enabled globally so that you can still access other folders that might
be using the protocol.

If a protocol is disabled globally, you can configure its settings for individual shares, but
the settings are not effective until you enable the protocol. For information about how
to configure and enable file-sharing protocols for individual shares, see Set Network
Access Rights to Shared Folders on page 71.

For best performance, enable only those file-sharing protocols that you use. Disable
the file-sharing protocols that you do not use to maximize system memory and improve
system performance. For example, if you do not use Linux or Unix computers to transfer
files to and from your ReadyNAS system, disable the NFS file-sharing protocol.

Supported System Services

The ReadyNAS supports the following system services:
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Table 11. Supported System Services

Protocol

SMB (Server
Message Block)

AFP (Apple File
Protocol)

NFS (Network File
Service)

FTP (File Transfer
Protocol) and
FTPS (FTP with
SSL encryption)

iTunes

ReadyDLNA

Rsync

UPnP

HTTP (Hypertext
Transfer Protocol)
and HTTPS (HTTP
with SSL
encryption)

SNMP

Description

Used mainly by Microsoft Windows computers and
sometimes by mac)S computers, this protocol is
enabled by default. It is sometimes referred to as
the CIFS (Common Internet File Service)file-sharing
protocol. SMB uses TCP/IP.

macOS computers use AFP. Your ReadyNAS system
supports AFP 3.3.

Linux and Unix computers use NFS. macOS users
can access NFS shares through console shell
access. Your ReadyNAS system supports NFS v3
over UDP and TCP and NFS v4 over TCP.

Many public file upload and download sites use
FTP. The ReadyNAS supports anonymous or user
access for FTP clients. You can elect to set up port
forwarding to nonstandard ports for passive FTP,
allowing clients to initiate a connection to the
ReadyNAS.

With the iTunes system service enabled, iTunes
clients can stream media files from your ReadyNAS
system.

The ReadyDLNA service lets you stream media on
your ReadyNAS system to DLNA players such as
the Sony

Fast file transfer protocol that uses a delta-transfer
algorithm that sends only the differences between
the source file and the existing file.

UPnP (Universal Plug-n-Play) allows UPnP-enabled
clients to discover your ReadyNAS system on your
LAN.

Used on the World Wide Web.

You can use SNMP management systems for
remote monitoring of your ReadyNAS system. UPS
monitoring also uses SNMP services. SNMP-based
remote management is not possible.

Recommendation

If Windows users access your storage
system, enable this protocol.

If only macOS users access your storage
system, enable this protocol. However,
in a mixed Windows and Mac
environment, We recommend using SMB
only.

If Linux or Unix users access your storage
system, enable this protocol.

If users access your storage system using
FTP, enable this protocol.

If you want iTunes clients to use your
ReadyNAS server as a media server,
enable this protocol.

If you want RLNA players to use your
ReadyNAS server as a media server,
enable this protocol.

If users access your storage system from
a device that supports Rsync, enable this
protocol.

If you want clients using UPnP to discover
your ReadyNAS system, enable this
protocol.

If users access your storage system from
a device with a web browser, including
asmartphone ortablet computer, enable
this protocol.

If you want to use SNMP-based
management systems to monitor your
ReadyNAS system, or want to use UPS
services, enable this service.
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Table 11. Supported System Services (Continued)

Protocol Description Recommendation
SSH Lets you remotely manage the ReadyNAS over an  For security reasons, we recommend that
SSH connection. you do not enable SSH. If you enable SSH

root access, NETGEAR reserves the right
to deny you technical support.

Antivirus Your ReadyNAS system comes with free antivirus  If you want to use the supplied antivirus
software that provides real-time virus scans using  software, enable this service.
signature and heuristic algorithms. The antivirus
software helps protect your system from viruses,
malware, worms, and Trojans.

File Search From the Admin Page, you can search the files on  If you might do file searches on your
your ReadyNAS system for file name, content, file ReadyNAS, enable this protocol.
type, file extension, size, and dates. If your
ReadyNAS system is attached to a Mac, you can

also use the Finder to search the files on the
ReadyNAS.

By default, SMB and AFP are enabled and FTP and NFS are disabled.

Configure System Services

To configure global settings for system services:
1. Login to your ReadyNAS.

2. Select System > Settings > Services.

| sysem | stwres | iscst | Accounts | Newwork | Apps | Cous [ saciup | | AdminPassvord | Langusge~ ]
0] =1 = wf i
il @ | o = M -
Services sMB AFP NFS FTP
iTunes ReadyDLNA Rsync UPnP
. e————————————m .

HTTP HTTPS SNMP S5H

@ Antivirus

Protocol buttons with a green indicator are globally enabled. Those with a gray
indicator are globally disabled. Click a protocol button to display the protocol settings
window.

3. Configure one protocol at a time, as explained in the following sections.

e Configure SMB on page 209.

o Configure AFP, Rsync, or SSH on page 210.

o Configure FTP on page 211.

o Configure NFS on page 213.
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e Configure HTTP on page 214.
e Configure HTTPS on page 215.

Configure SMB
To configure SMB:

1. Log in to your ReadyNAS.

2. Select System > Settings > Services.

R e e e T

2 B B2 0

Services SMB AFP
iTunes ReadyDLNA
HTTP HTTPS
@ Anins.

ge
— =0 o
= 0 -
NFS FTP
Rsync UPnP
SNMP SSH

e Ifthe indicator is green, the protocol is enabled.

e Ifthe indicator is gray, the protocol is disabled.

3. Click the SMB protocol button.
The SMB Settings window opens.

4. Configure the settings as explained in the following table:

Table 12.

[tem

Enable SMB

Enhance MacOS

Description

Select the check box to enable SMB. Clear the check
box to disable SMB.

Select the check box to enable enhancements for use
with MacOS. Clear the check box if you are not

connecting to a MacOS system.
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Table 12. (Continued)

[tem Description

Workgroup Default value is VOLUME, but you can change the

workgroup name as needed.

SMB3 Transport Encryption ¢ Configure per share. Select the Configure per
share radio button to enable SMB3 transport
encryption for individual shares. To use encryption,
encryption must be enabled on both the SMB client
and SMB server.

¢ Configure globally. Select the Configure globally
radio button to require a single SMB3 transport
encryption policy for all shares on all volumes. Use
the menu to set one of the following policies:
- Enabled

- Disabled
- Desired
- Required

To use encryption, encryption must be enabled on
both the SMB client and SMB server.

5. Click the Apply button.
The SMB Settings window closes and the selected SMB configuration is set.
If you set configure per share, turn encryption on or off for the share from the

advanced share settings window (see Set Network Access Rights to Shares on page
71).

Configure AFP, Rsync, or SSH

The only option for these protocols is to enable or disable the protocol globally.
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To configure AFP, Rsync, or SSH:
1. Log in to your ReadyNAS.

2. Select System > Settings > Services.

N R T N N T B T
i:l © I_" {:} =

]
®)

u

Services sMB AFP NFS TP

iTunes ReadyDLNA Rsync UPnP

HTTP HTTPS SNMP SSH

3. Click the protocol button (AFP, Rsync, or SSH).

e Ifthe indicator is green, the protocol is enabled.

e Ifthe indicator is gray, the protocol is disabled.

WARNING: If you enable SSH root access, NETGEAR might deny you technical
support. If you do enable SSH root access, the root password is identical to the
administrator password that you configured.

Note: After you enable SSH, you must configure individual user accounts to permit
use of SSH. For information about how to enable the use of SSH by a user, see
Configure a User Account to Use SSH on page 217.

Configure FTP
To configure FTP:

1. Login to your ReadyNAS.

2. Select System > Settings > Services.

R e e e T
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Services sMB AFP NFS TP
iTunes ReadyDLNA Rsync UPnP

HTTP HTTPS SNMP SSH

O Anwivirus
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Authentication

mode

Allow upload

resumes

Passive ports

Configure the settings as explained in the following table:

Selectthe check box to enable FTP globally. Clear the check box to disable FTP globally.

3. Click the FTP button.
FTP Settings
[ oy |
4.
[tem Description
Enable FTP
Port

Enter the number of the port that is used for FTP control traffic on the ReadyNAS. The

default port numberis 21.

Select the authentication mode from the menu:

e Anonymous. Users can connect anonymously.

e User. Users are authenticated through the local database. This is the default setting.

Select whether users are allowed to resume a paused or stalled upload:
¢ Disabled. Resuming an upload is disabled. This is the default setting.

¢ Enabled. Resuming an upload is enabled.

Enter the beginning portand ending port of the passive portrange. This is the portrange
on the ReadyNAS that is available to clients who initiate a connection to the ReadyNAS.
The default range is 32768-65535.
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(Continued)

[tem Description

Use Masquerade  Select whether the ReadyNAS displays its real IP address or masks this with another IP
Address address or DNS name:
o Disabled. The real IP address is displayed.

¢ Enabled. The real IP address is masked. Use the Masquerade as field to specify an IP

address or DNS name.

Masquerade as Enter a public IP address or DNS name.
Enable Rate Limit  Max Upload Rate Enter the maximum upload rate per session
in KB/s.
Max Download Rate Enter the maximum download rate per

session in KB/s.

Enable FTPS Select the check box to allow FTP connections with TLS encryption. Enabling this option

does not require FTP connections to use TLS encryption.
Enable Force FTPS  Select the check box to require the use of FTPS.

Enable FTP Server Select this check box to include FTP file transfers in the system log. For more information

Log Transfer about the system log, see System Logs, Auditing, and Active Connections on page 245.

Click the Apply button.
Your settings are saved.

Configure NFS
To configure NFS:

1.
2.

Log in to your ReadyNAS.

Select System > Settings > Services.

e [ v | sc5 | s | e || e |t |
{ P

] —1 1= )
T @ [ o = ) -
Services sMB AFP NFS TP
iTunes ReadyDLNA Rsync UPnP
HTTP HTTPS SNMP SsH
© Antivirus.

Click the NFS button.
The NFS Settings window opens.
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4. Configure the NFS settings as explained in the following table:

5.

[tem Description

Enable NFS Select the check box to enable NFS globally. Clear the check box to disable
NFS globally.

Number of NFS Threads If many clients connect to the ReadyNAS using the NFS protocol, increasing

the number of NFS threads can improve performance.

Authoritative group membership  There could be differences in groups between the ReadyNAS server and
provider a connected client, use this menu to chose whether the client or server

determines groups.

Enable NFSv4 Select the check box to enable NFSv4 globally. Clear the check box to
disable NFS globally.

NFSv4 Domain If you enable NFSv4, you can specify the NFSv4 domain.

Click the Apply button.
Your settings are saved.

Configure HTTP
To configure HTTP:

1.
2.

Log in to your ReadyNAS.

Select System > Settings > Services.

e [ v | sc5 | s | e || e |t |
{ P
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Services sMB AFP NFS TP
iTunes ReadyDLNA Rsync UPnP
HTTP HTTPS SNMP SsH
© Antivirus.

Click the HTTP button.
The HTTP Settings window opens.

Configure the HTTP settings as explained in the following table:
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ltem Description
Enable HTTP HTTP is always enabled.
Enable HTTP Admin Selectthe check box to enable HTTP access to the Admin Page. If this check box

is cleared, attempts to access the Admin Page using HTTP are automatically

connected using HTTPS.

Redirect default web If you want to automatically redirect http://<ReadyNAS_IP_address> to a certain
access to this folder share, select that folder from the menu. This is useful if you do not want to expose
your default folder listing to outsiders. To redirect to a share, create an indexfile
(such as index.htmor index.html)in your target share and enable the
HTTP protocol for read-only access to that folder.
Only folders with HTTP enabled for the folder, display in the menu.

5. Click the Apply button.

Your settings are saved.
Configure HTTPS
To configure HTTPS:
1. Login to your ReadyNAS.

2. Select System > Settings > Services.

o | e |t [ e | et | s | ot | i
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Services sMB AFP NFS TP
iTunes ReadyDLNA Rsync UPnP
HTTP HTTPS SNMP SsH
© Antivirus

3. Click the HTTPS button.
The HTTPS Settings window opens.

4. Configure the HTTPS settings as explained in the following table:

ltem Description

Enable HTTPS cannot be disabled. The Admin Page requires HTTPS to be enabled.
HTTPS

Port 1 Cannot be modified. Port 1, the value 443, is reserved for your ReadyNAS system.
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(Continued)

ltem Description

Port 2 Set to a value in the range 1024-65535. Check to see if you must enable port forwarding of
the port you choose on the router. See the port forwarding instructions provided with your

router.

SSL Key Host  Configures the host name used for your ReadyNAS system to generate its SSL certificate and
then creates a new SSL certificate. We recommend that you update this field to match the
current IP address of your ReadyNAS system and then generate a new SSL certificate to avoid
future certificate errors from your web browser. In this scenario, it is best to use a fixed IP
configuration for your ReadyNAS system so that the certificate remains valid. Also, if the WAN
IP address configuration is DHCP, We recommend that you use a Dynamic DNS service to
access the ReadyNAS through a persistent fully qualified domain name provided by a DDNS

service provider rather than through an IP address.

5. Click the Apply button.
Your settings are saved.

Download an SSH Public Key File

Every ReadyNAS system generates a public and a private SSH key. Before another
system can connect to your ReadyNAS system through SSH, you must download and
share the public key.

SSH must be enabled before you can download the key. You enable SSH in the same
SSH Settings window from which you download the key, so you can do both at the same
time.

To download the public key file:
1. Log in to your ReadyNAS system.

2. Select System > Settings > Services > SSH.

]

3. Click the Download SSH key file button.
A window opens in your browser for selecting and downloading a file.
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4. Follow your browserf srocedure to save the file.

5. Click the Apply button or the Cancel button to close the SSH Settings window.

Configure a User Account to Use SSH

Before a user can use SSH, for example for remote backups, you must configure the
user account for SSH.

To add SSH usage to a user account:
1. Log in to your ReadyNAS.

2. Select Accounts > Users.
The page updates and shows the list of users.

3. From the list of users, select the user account.

[ ] &b
(V'] (V1]

Users {m

admin
A_new_user

Disable ladmin_reserved

Delete

{3 XA ke Ee Qe

Settings

4. Click the Settings button in the pop-up menu.

Betsy

PROPERTIES Mame: | Bewy
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5. Select the SSH label.

Empty

6. Click the Import Public Key button, if you want to add a public key.

Note: For each system you want to use SSH keys with, you must import the public
key.

For each system, do the following:

a. Enter the location of the public key for the other system, or click the Browse
button.

b. Click the Upload button.
The public key is imported, the Import Public Key window closes, and the public
key is listed in the Key Info column.

7. To allow shell access, select the Allow shell access box.

8. To restrict the use of SSH for Rsync only, select the RSYNC ONLY check box for that
system.

Note: Restricting SSH use to Rsync only reduces the security concerns introduced
by enabling SSH.

9. Click the Apply button.
Your settings are saved.

Configure Media Services

You can configure the settings for ReadyDLNA, including creating a TiVo archive, and
iTunes streaming server on your ReadyNAS storage system.
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ReadyDLNA

The ReadyDLNA service lets you stream media on your ReadyNAS to DLNA players
such as the Sony PlayStation 3, Xbox 360, TiVo, and DLNA-enabled TVs. You can stream
your media to any device that complies with the Digital Living Network Alliance (DLNA)
standard, including mobile clients, such as iPads, iPhones, and Android devices.

ReadyDLNA supports to following formats:

e Music. wav, wma, pcm, ogg, mp3, m4a, flac, aac

e Video. 3gp, mp4, wmv, xvid, vob, ts, tivo, mts, mpeg, mpg, mov, mkv, m4dv, mdp,
m2t, m2ts, £flv, £lc, fla, divx, avi, asf

e Photo. jpg, jpeg

e Playlist. m3u, pls

Enable ReadyDLNA

To enable the ReadyDLNA streaming service:
1. Log in to your ReadyNAS.

2. Select System > Settings > Services.

e [ v | sc5 | s | v | s |t || s | o=

e
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Services SMB AFP NFS FTP

iTunes ReadyDLNA Rsync UPnP
HTTP HTTPS SNMP SSH
¥ Antivirus
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3. Click the ReadyDLNA button.
L
ReadyDLNA Settings

+/ Enable ReadyDLHNA

Auto Scan: | Enabled » Rescan

TiVo Server:  Enabled v

HAME STATUS

No TiVo is available.  -—————-

Archive Path: | /Vol1/PC-backup v

Schedule: 02 w2 |00 v | AM | w

v Sun v Mon v Tue v Wed |+ Thu '« Fri +/|Sat

Apply Cancel

4. Select the Enable ReadyDLNA check box.

. (Optional) In the Auto Scan menu, select Enabled or Disabled:

o

e Enabled. The system automatically searches for DLNA-compliant devices.

o Disabled. The system does not search for DLNA-compliant devices.

o

(Optional) Change the default archive path and schedule.

Click the Apply button.
Your settings are saved.

N

Create a TiVo Archive

You can use your ReadyNAS system to store videos and media recorded on your TiVo
box. The ReadyNAS downloads data from your TiVo box according to a schedule that
you specify.
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To create an archive of your TiVo data on your ReadyNAS:

1.
2.

Log in to your ReadyNAS.

Select System > Settings > Services.

| sysem | sowes | iscst [ socoums | Meowork | mows | Cowd | Becap | [ adminresswore |
B 8 @ O = @ -

11!

Services SMB AFP NFS FTP

iTunes ReadyDLNA Rsync UPnP
= e ——— -

HTTP HTTPS SNMP S5H

Click the ReadyDLNA button.
A window opens showing the ReadyDLNA settings.

Select the Enable ReadyDLNA check box.

5. In the Auto Scan menu, select Enabled.

6. Click the Apply button.

9.

Your settings are saved.

. Again click the ReadyDLNA button.

The ReadyDLNA Settings window opens.

In the TiVo Server menu, select Enabled or Enabled with fast transport.

Note: Fasttransport canimprove performance and provides additional compatibility
with newer TiVo devices.

The system detects TiVo devices on your LAN and displays them in the list.
When prompted, enter the media access key provided by your TiVo box.

10. Select the Activate check box next to the name of your TiVo box.

11.In the Archive Path menu, select the path to the folder where you want to store data

downloaded from your TiVo.

12. Use the check boxes and menus to schedule the time and days that the ReadyNAS

downloads data from your TiVo box.

13. Click the Apply button.

Your settings are saved.
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iTunes Streaming Server

iTunes Streaming Server enables iTunes clients to stream media files straight from your
ReadyNAS system. The ReadyNAS supports the following iTunes formats:

e Audio. mp3, m4a, mdp, wav, aif

e Video. m4v, mov, mp4

e Playlist. m3u, wpl

To set up iTunes Streaming Server:

1. Log in to your ReadyNAS.

2. Select System > Settings > Services.

R e e e T
— .

M & =@ O = <
Services sMB AFP NFS TP
iTunes ReadyDLNA Rsync UPnP

HTTP HTTPS SNMP SSH

@ Antivirus

3. Click the iTunes button.

iTunes Server Setting

/| Enable iTunes Server

Server Name: My Music on nas-6E-07-D2

Password:

4. Configure the iTunes server settings as explained in the following table:
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ltem Description

Enable iTunes Server Select the check box to enable the iTunes server. Clear the check box to disable the

iTunes server.

Server Name Enter a name that your ReadyNAS will use to advertise itself to your iTunes clients. By
default, the server name is set to My Music on %h where %h is the host name of your
ReadyNAS system.

Password Enter a password to limit access to your ReadyNAS iTunes server.

5. Click the Apply button.
Your settings are saved.

Configure Discovery Services

Discovery services are protocols that allow network-enabled devices like computers or
your storage system to discover each other across networks. Your storage system
supports the Bonjour and UPnP discovery service protocols:

e Bonjour. Enables discovery of various services on your ReadyNAS system and
provides a way to connect to the Admin Page for your ReadyNAS and AFP services.
OS Xincludes built-in Bonjour support. You can download Bonjour for Windows
from Apple’s website. Bonjour is not configurable on your ReadyNAS.

e UPnP (Universal Plug-n-Play). Allows UPnP-enabled clients to discover your
ReadyNAS system on your LAN. You can enable or disable UPnP on your ReadyNAS.

To enable the UPnP:
Note: UPnP is used with ReadyCLOUD. If you use ReadyCLOUD, leave UPnP enabled.

1. Log in to your ReadyNAS.

2. Select System > Settings > Services.

[ sysiem | stares | iscst | accouns | Neowork | Apps | Clous | Backp | | AdminPassword | Language~ |
i @ I o | = M oy

1]

Services sMB AFP NFS FTP

iTunes ReadyDLNA Rsync UPnP
= D —————— -

HTTP HTTPS SNMP S5H

@ Antivirus
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3. Click the UPnP button.

e Ifthe indicator is green, the protocol is enabled.

e If the indicator is gray, the protocol is disabled.

Back Up or Restore System Configuration

In addition to backing up data, you can back up and restore your system configuration
settings. The backup configuration file can also save your share access settings, service
settings, local users and groups, network settings, and more. You cannot save iSCSI
settings. You can also save up to 50 MB of data from your volumes, including the contents
of your files and folders.

Back Up Your System Configuration

To back up your system configurations:
1. Login to your ReadyNAS.
2. Select System > Settings > Configuration Backup.

| sysem | snares | iscsi | Accounts [ Neowork | apps | Gows | sackup | | Admiopasswerd | Langusge~ |
_:l : E [~ Q é M ~

COI’\f'-gLE! ation Download
Backup ® Everything

Downlaad Configuration Archive

Restore

Select the backup archive Browse

Restore

3. Select the Everything radio button or select the Custom radio button and select
the check boxes for the settings to back up.

4. Click the Download Configuration Archive button.
The selected system configuration settings are saved to a file that is downloaded to
your computer.
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Restore Your System Configuration

To restore system configuration from a file:
1. Login to your ReadyNAS.
2. Select System > Settings > Configuration Backup.

Coen [ pwe | scs | s | e | o | o bep || ot |
B @ @ & = 2

Configuration  Download
Backup ® Everything §

Custom

Downlaad Configuration Archive
Restore 7
Select the backup archive: Browse

Restore

3. Click the Browse button to find the file containing your previously backed-up system
configuration settings and select it.

4. Click the Restore button.

The system configuration settings are restored according to the backup file that you
selected.
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System Power

You can manage some aspects of system power consumption. You can also use optional
uninterruptible power supplies (UPS) to maintain operation during power outages.

This chapter includes the following topics:

e Manage Power Usage
[ ]

Optional Uninterruptible Power Supplies
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Manage Power Usage

You can configure settings on your ReadyNAS system to reduce power consumption.

e FEnable Power Timer
e FEnable Wake on LAN
e What s Disk Spin-Down

e Setor Change Disk Spin-Down

Enable Power Timer

You can configure your ReadyNAS system to power itself on and off automatically
according to a schedule.

CAUTION: If you schedule this device to power off, data transfers are interrupted,
pending backup jobs do not run, and snapshots are not taken.

There are two different types of schedules available for the power timer, state based,
or event based. If you set a state-based schedule, you must set the power state, on or
off, for every hour, although it is easy to set ranges of hours such as every night. If you
set an event-based schedule, you determine at what times the system turns on or turns
off-these are the events. Between events, the system remains in the state set by the last
event.

To enable the power timer and set a schedule:
1. Log in to your ReadyNAS system.

2. Select System > Power.

S I T L I T (0 ] T il
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3. If not already expanded, expand Power Timer.

4. Selectthe Power Timer check box.
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5. Click the gear icon next to the weekly calendar.

Power Timer % State

I
n

- AN
- ANEEEEN
» NN

M On Day Off W Night Off

Apply Cancel

6. Setthe slider to the State position, if you want to set a state-based schedule, or set
the slider to the Event position, if you want to set an event-based schedule.

7. Setthe power schedule for the system by clicking squares on the grid.
e State schedule. The colors indicate the following:

- Blue squares indicate time when the system is scheduled to be powered on.

- Light and dark gray squares indicate time when the system is scheduled to
be powered off.

Tip: You can clickthe sun and moon icons at the top of the Power Timer window
to select entire day and night sections of the schedule. You can click the name
of a day or the hour to select an entire row or column of the schedule.

By default, the system is scheduled to remain powered off.

o Event schedule. The colors indicate the following:

- Green squares indicate time when the system is scheduled to power on.
- Red squares indicate time when the system is scheduled to power off.

- Light and dark gray squares indicate day or night hours.

8. Click the Apply button.
Your settings are saved.

You can enable and disable the power timer by changing the Power Timer slider.
The system remembers the schedules.
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You can switch between state-based schedules and event-based schedules at any
time that the two schedules are not in conflict by changing the State/Event slider.

Enable Wake on LAN

Wake-on-LAN is a way to remotely power up a network-attached device, like a computer
or storage system. This feature allows you to conserve power by keeping a device turned
off when it is not needed, but allows a remote system to turn it on when it is needed.

Wake-on-LAN works when one network-attached device sends a signal, called a magic
packet, to another network-attached device. If wake-on-LAN is enabled in the target
device, the packet signals the device to power up.

Your ReadyNAS system supports wake-on-LAN on the first Ethernet port (LAN 1) only.
By default, wake-on-LAN is not enabled.

To enable wake-on-LAN:
1. Log in to your ReadyNAS.
2. Select System > Power.

N e e R T I N s e
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Wake On LAN

y k to power up your ReadyNAS system,
ou must use wake-on-LAN client software from a PC or server

3. If not already expanded, expand Wake On LAN.
4. Select the Wake On LAN check box.

What Is Disk Spin-Down

Disk spin-down reduces the rotation speed of your ReadyNAS disks. When the disks
are spun down, power consumption is reduced, the disks are quieter, and disk life is
extended. However, the disks must spin back up before the ReadyNAS can read or write
data to them. This can cause an apparent slowdown in disk performance and, depending
on the application, can cause time-outs. You cannot enable disk spin-down on systems
with more than 8 bays.

You can control whether spin-down is used, how long a period of inactivity is needed
before disk spin-down, and if used, what days and times it is enabled. If you use
spin-down and also use applications that automatically read or write to the disks, either
disable spin-down when the applications start writing to the disks, or verify that the disks
spin back up fast enough not to cause a time out. It can take up to 10 seconds for disks
to spin up. In some file server applications, a 10-second delay might be acceptable. For
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databases, virtualization, and many applications, the delay might cause the application
or host operating system to time out and return an error.

The energy saved depends on model, but a common figure is that a drive uses 5.3W
during read/write operations, 3.4W while idle, and only 0.4W while in standby or sleep
mode.

Note: Hourly snapshots are not taken for spun-down disks, but daily snapshots are
taken.

Set or Change Disk Spin-Down

Allowing disks to slow or spin down when not being actively used can potentially save
power and extend the life of the disks, but this can also slow effective read/write speeds
and can make the disks appear to be off-line or cause time outs. You cannot enable
disk spin-down on systems with more than 8 bays.

To set or change the disk spin-down settings:

1.
2.

Log in to your ReadyNAS system.

Select System > Power.
The page updates showing the power settings.

If not already expanded, expand Disk Spin-down.

N D T [ I O N O I3 (K
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B 8 @ 0 = P 2

Disk Spin-down  isk Spin-down can be configured te put your hard drives in standby mode when they sre ot being used
This can reduce the s awer consumption during pe of Inacthvity

minutes of inactivity

Select the Enable disk spin-down check box to enable spin-down, or, ifitis enabled,
clear the check box to disable it.

If spin-down is enabled, use the minutes of inactivity menu to select a delay of
between 5 minutes and 240 minutes of inactivity before the disks spin down.
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6. Click the Settings icon to open a calendar.

Spindown Timer

M On Day Off I Night Off

Apply Cancel

7. Use the calendarto setthe days and times in which spin-down is active. You can set,
and the ReadyNAS system will remember, calendar settings whether spin-down is
enabled or not.

8. Click the Apply button.
Your settings are saved.

Optional Uninterruptible Power Supplies

Your ReadyNAS system supports the use of uninterruptible power supply (UPS) devices.

Uninterruptible Power Supplies

We recommend that you physically connect the ReadyNAS to one or more uninterruptible
power supply (UPS) devices to protect against data loss due to power failures. Once a
UPS is connected, you can use the ReadyNAS Admin Page to monitor and manage it.

If you enable email alerts, the ReadyNAS sends a message when the status of a UPS
changes. For example, if a power failure forces a UPS into battery mode or if a battery
is low, you receive an email message.

When the UPS internal battery voltage drops to the UPS low voltage setting, and the
UPS sends a signal to the ReadyNAS, the ReadyNAS automatically shuts down gracefully.

UPS Configurations

The ReadyNAS supports UPS devices managed over SNMP, USB, and over a remote
connection.
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UPS Devices Managed Over SNMP

An SNMP UPS lets the ReadyNAS query the manufacturer-specific Management
Information Base (MIB). The ReadyNAS monitors the UPS using the SNMP protocol. The
Ethernet connection between the UPS and the ReadyNAS passes through a switch.

UPS Devices Managed Over a Remote Connection

A remote UPS is attached to a remote server, such as a ReadyNAS or a Linux server that
is running Network UPS Tools (NUT). The ReadyNAS monitors and manages the UPS
over the remote connection. The Ethernet connection between the UPS and the
ReadyNAS passes through a switch.

Manage UPS Devices

You can manually add, edit, and remove UPS devices as well as monitor the status of
connected UPS devices.

Add a UPS
If your UPS is not automatically detected when you connectit to your ReadyNAS system,
you must manually add the UPS.

To add a UPS:
1. Log in to your ReadyNAS.
2. Select System > Power.

A e T e T e ]
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Disk Spin-down
Power Timer

Wake On LAN
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3. If not already expanded, expand UPS.

4. Click the + icon © next to the UPS heading.
The pop-up Add UPS window opens. The available settings depend on whether you
select SNMP or Remote in the Type pop-up menu.

5. Configure the settings as explained in the following table:
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[tem Description

Name Enter a name to identify the UPS:
e Foran SNMP UPS, enter any name.

e For aremote UPS, you must enter UPS.

Description An optional description to help identify the UPS.

Type From the menu, select one of the following options:
e SNMP UPS. An SNMP UPS lets the ReadyNAS query the
manufacturer-specific MIB. The ReadyNAS monitors and manages the
UPS through SNMP.

o Remote UPS. A remote UPS is attached to a remote server, such as a
ReadyNAS or a Linux server thatis running Network UPS Tools (NUT). The

ReadyNAS monitors and manages the UPS over the remote connection.

SNMP UPS only Address Enter the IP address of the SNMP UPS.

Community  Enter public or private, depending on the manufacturer’s

requirement or the UPS's configuration.

MIB From the menu, select the MIB for one of the following
manufacturers:
¢ MGE UPS Systems

o American Power Conversion (APC)
¢ SOCOMEC

e Powerware

« Eaton Powerware (Monitored)

o Eaton Powerware (Managed)

¢ Raritan

e BayTech

e HP/Compac AF401A

¢ Cyberpower RMCARD201/RMCARD100/RMCARD202

System Power 233 Software Manual



ReadyNAS OS 6.10

(Continued)

[tem Description
Remote UPS only Address Enter the IP address of the remote UPS.
User For a remote UPS that is attached to a Linux server that is
running NUT, enter the user name used to access the remote
UPS. For aremote UPS that is attached to a ReadyNAS, enter
monuser. This user name is required for the ReadyNAS to
access the remote UPS. Do not enter another user name.
Password For a remote UPS that is attached to a Linux server that is

running NUT, enter the password used to access the remote
UPS. For aremote UPS that is attached to a ReadyNAS, enter
pass. This password is required for the ReadyNAS to access

the remote UPS. Do not enter another password.

6. Click the Add button.
The UPS is added to the UPS section.

Monitor a UPS
To monitor the status of a UPS:
1. Login to your ReadyNAS.

2. Select System > Power.
The window updates showing the power sections.
When the ReadyNAS system detects the UPS device, it displays the following
information about the device in the UPS list:

ltem Description

Status The status of the UPS:

e On line power

e On battery

e Low battery

e On battery and Low battery

e On line power and Low battery

e Unknown

Name The name of the UPS. For a remote UPS, the name

is always UPS.
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(Continued)

ltem Description

Description  The description that you gave the UPS.

Serial The detected serial number of the UPS.
Model The detected model of the UPS.
MFR The detected manufacturer of the UPS.

Address The IP address of the UPS.

Edit a UPS
To edit a UPS in the UPS list:

1.
2.

Log in to your ReadyNAS.

Select System > Power.
The window updates showing the power sections.

In the UPS section, select the UPS.
Click the gear icon to the right of the UPS list.
In the UPS list, highlight the UPS that you want to modify.

Name: my4PC

Description: ' smarter UPS
Type: SNMP UPS

Address: | 10.1.108.58
Community DUD-C!

MiBs: | MGE UP5 Systemns

“ cun:?l

The fields on this pop-up window depend on the type of UPS.
Modify the settings as required. You cannot change the Type setting.
Click the Apply button.

Your settings are saved. The modified UPS settings are displayed in the UPS list.

Remove a UPS
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To remove a UPS from the UPS list:
1. Log in to your ReadyNAS.

2. Select System > Power.
The window updates showing the power sections.

3. Select the UPS that you want to remove from the UPS list.
4. Click the @ icon to the right of the list.

5. Confirm the removal. The UPS is removed from the UPS list. Your ReadyNAS system
stops monitoring and managing the UPS.

System Power 236 Software Manual



10

Install and Manage Apps

This chapter contains the following sections:

e Install Apps
* Manage Installed Apps
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Install Apps

Many apps are available for your ReadyNAS.

To install an app on your ReadyNAS:

1.

Log in to your ReadyNAS.

2. Select Apps > Available Apps.

Note: The apps are listed in alphabetical order. Click the reverse icon to change
the order from A through Z to Z through A and back. You can also filter the apps
listed by entering all or part of a name in the search field.

NETGEAR' ReadyNAS - vl
N I e e R ) e e e
= i (1] -

(1] 1 B

Ajaxplorer Asterisk

Click the Install button below the app.
A pop-up window informs you that the download and installation process is in
progress.

Note: Before starting the install, the system checks for dependencies with already
installed apps. If there are any dependencies, the system lists them and gives you
the choice of continuing or canceling.

A notification appears when the installation process is complete.

You can view the installed app by selecting Apps > Installed Apps.
Forinformation about managing installed apps, see Manage Installed Apps on page
238.

Manage Installed Apps

You can manage apps installed on your ReadyNAS from the Admin Page.

To manage installed apps:

1.

Log in to your ReadyNAS.

2. Select Apps > Installed Apps.
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A list of apps installed on your ReadyNAS system displays.

Note: The apps are listed in alphabetical order. Click the Reverse icon to change
the order from A through Z to Z through A and back. You can also filter the apps
listed by entering all or part of a name in the search field.

From this page, you can launch, enable, disable, or remove installed apps.
Note: Before removing an application, the system checks for dependencies with
other installed apps. If there are any dependencies, the system lists them and gives

you the choice of continuing or canceling.

Tip: Installed apps that can be launched also appear on the Overview page. You
can launch an app from this page by clicking it.
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System Monitoring

The Admin Page for your ReadyNAS system provides system and disk health information
as well as system logs. Real-time historical monitoring is available for most models. You
can also enable the SNMP protocol to remotely monitor your ReadyNAS system using
an SNMP client.

This chapter includes the following topics:

e System and Disk Health Information

e System Real-Time and Historical Monitoring

e System Logs, Auditing, and Active Connections
e View and Display System Logs

e Configure Auditing

e View Active Network Connections
e Downloading Logs

e SNMP Monitoring
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System and Disk Health Information

The ReadyNAS provides basic system health information about the fans, temperatures,
optional uninterruptible power supplies, optional expansion disk arrays, and fan speed
control.

To view system and disk health information:
1. Log in to your ReadyNAS.

2. Select System > Performance > Status.

:"\ NETGEAR’' ReadyNAS”
00

Admin Page -
O I A S e
[ I - ={} P
[rvma] @ 7] e = ] -
Status Internal @ system ® cru @ System

Disk 1@ TOSHIRA DTO1ACA100 1 TB 38°C/ 100°F 1 |
Disk 2 . TOSHIBA DTOTACAIO0O0 1 TB 41°C/ 105°F ﬁ %

Disk 3:@ TOSHIBA DTO1ACAT00 1TB 40°C/ 104°F &g

Disk 4:@ TOSHIBA DTO1ACAI00 1 TB 38°C/ 100°F

768 RPM 4g°C 35 °¢C
i 120 *F 95 *F

3. To view disk status and health information, point to a disk status indicator.

4. To change the fan speed setting, select Quiet, a quieter, slower speed, Balanced,
a medium speed, or Cool, higher and louder speed, from the drop-down menu
below the fan icon. The actual speed of the fan depends on system temperature
and the number and types of disks installed, and varies depending on activity. When
the speed is set to Quiet, the average system temperature is higher than when the
speed is set to Balanced or Cool.

System Real-Time and Historical Monitoring

The ReadyNAS provides status graphs for volume throughput, network throughput,
volume utilization, and system temperatures.

Note: Status graphs are not supported for ReadyNAS 102, 104, 202, 204, 212, 214,
or 2120 systems.

To display and configure the system status graphs:
1. Login to your ReadyNAS.

2. Select System > Performance.
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The page updates showing the performance panes.

3. Scroll down to Volume, Network, Utilization, or Temperature to view the
corresponding status graphics.

Volume

The Volume throughput graph shows the number of read and write operations per
second.
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The range is flexible and depends on your selections from the menus above the graphic.
For example, the range can be from 0 to 200 operations. The upper part of the graph
indicates the number of read operations (indicated by positive numbers). The lower
part of the graph indicates the number of write operations (indicated by negative
numbers).

From the menus above the graph, you can adjust the following settings:

e Volume. Select all volumes or individual volumes.

e Type. Selectthe number of operations per second or the bandwidth consumed per
second.

e Period. Select the period over which the operations or bandwidth is measured. You
can select from 5 minutes to 1 year.

e Update. Select how often the information in the graph is updated. You can select
from 1 to 30 minutes.
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Network

The Network throughput graph shows the network usage for Tx and Rx traffic in bytes
per second.
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The range is flexible and depends on your selections from the menus above the graph.
For example, the range can be 0 to 60 bytes or from 0 to 40 KB. The upper part of the
graph indicates the incoming (Rx) traffic; the lower part of the graph indicates the
outgoing (Tx) traffic.

From the menus above the graph, you can adjust the following settings:

e Network. Select all network interfaces, individual interfaces, or individual bonds.

e Protocol. Select all protocols or individual protocols (SMB, NFS, AFP, HTTP, HTTPS,
SSH, iSCSI, or SMTP).

e Period. Selectthe period over which the network usage is measured. You can select
from 5 minutes to 1 year.

e Update. Select how often the information in the table is updated. You can select
from 1 to 30 minutes.

Utilization

The Volume utilization graph shows the percentage of used storage space for an
individual volume or for all volumes. The range is from 0 to 100 percent.
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From the menus above the graph, you can adjust the following settings:

e Volume. Select all volumes or individual volumes.

e Period. Selectthe period over which the utilization is measured. You can select from
5 minutes to 1 year.

e Update. Select how often the information in the table is updated. You can select
from 1 to 30 minutes.

Temperature

The Temperature graph shows the system temperatures in degrees Celsius.
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The range is flexible and depends on your selections from the menus above the graph
and the temperatures that are measured. For example, the range can be from 0 to 50
degrees Celsius.
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From the menus above the graph, you can adjust the following settings:

e Temperature. Select all temperatures, the system (SYS) temperature, or the CPU
temperature.

e Period. Selectthe period over which the temperatures are measured. You can select
from 5 minutes to 1 year.

e Update. Select how often the information in the table is updated. You can select
from 1 to 30 minutes.

System Logs, Auditing, and Active
Connections

Your ReadyNAS system provides system logs, file and protocol auditing, and active
system connection tracking (only available on systems using Intel CPUs).

System logs provide information about the status of various system management tasks,
including a time stamp. You can view system log messages from the Admin Page,
download the complete system logs to a local computer, and receive system alerts.
These logs are used primarily to troubleshoot problems. If you call NETGEAR technical
support, the representative might ask you to send your system logs.

Depending on the settings, the system logs record events such as the following:

e System events such as the creation or deletion of a share, LUN, snapshot, or low disk
space

e Addition and removal of hot-swappable disks

e Detection of disk types and hardware statistics

e Removal and addition of eSATA expansion chassis

e Removal and addition of power supplies

e Removal and addition of a UPS

e Connection and disconnection of external USB devices

The following events are recorded in the system log and also generate alerts (see

Configure System Alerts on page 186) and SNMP traps (see SNMP Monitoring on page
250). Warnings also display on the Admin Page when these events occur:

e Disk errors and failures

e Changes in network connectivity
e Power supply failures

o UPS failures
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e Fan speed irregularities and fan failures

e CPU and enclosure temperature violations
If you enable auditing, the ReadyNAS system can track all file system, user, protocols,
and remote system activity, but you can configure it to only track specific protocols,

actions, users, files (folders), hosts, and date ranges. You can also download or clear
the audit logs.

The connections tab in the logs window lists the active remote connections and showing
the user, protocol, and connected host.

View and Display System Logs

The system log records major events on your ReadyNAS system and categorizes them
as errors, marked with a red icon, warnings, marked with a yellow icon, and informational,
marked with a green icon. You can view, filter, download, and clear these logs.

To display and manage the system logs:
1. Log in to your ReadyNAS.
2. Select System > Logs.

el

Admin Page welcome admin s (D)~
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Clear Lags

I{ Pz ot3nie ’ ’l @583 0 519 @661 Teul records 59491

To view additional messages, use the page view controls at the bottom of the page.
4. Do any of the following:

e Download the logs. Click the Download Logs button to download a zipped file
with all log files to your browser’s default download location. The default name
of the zipped file is system log-<host name><YYYYMMDD><HHMMSS>.zip, in which
<host name> is the host name of the ReadyNAS, <YYYYMMDD><HHMMSS> is
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the year, month, date, hour, minute, and second time stamp for the file (see
Configure the Host Name on page 188).

¢ Clearthelogs. Click the Clear Logs button. The log entries onscreen are cleared
but the log files remain intact.

o Filter the logs

- Filter by name. Enter part of the name of a log entry and click the search
icon. Note that the catergory preceding the title, such as Volume:, is not part
of the name.

- Level. By default, All is selected, but you can select Errors, Warnings, and
Info.

- Categories. By default, messages for all categories display, but you can select
individual categories: System, Disk, Volume, Share, Backup, Account, or
Miscellaneous.

- Date. Enter a date range to restrict the display to entries in that date range.

Configure Auditing

You can enable tracking of protocol use, file system activity, user logins and logouts,
and host/IP address, and you can confine this tracking to a date range.

To configure auditing for the first time:
1. Log in to the Admin Page.

2. Select System > Logs

Admin Page ) Welcome admir
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3. Select the AUDIT label.

When auditing is not configured, you see a warning asking if you want to enable
audit file access.

4. Click the Yes button.
The Audit Settings window opens.

5. Select the Enabled Audit checkbox.
The basic audit fields are enabled.

6. Choose what to audit:

e General, Select login attempts, file system access, and where to save the audit
file. Optionally you can chose to compress log file archives.

e Shares, Selectthe shares to audit.

e Retention, Enter the maximum number of entries retained, or the length of time
entries are retained, or set both.

7. Click the Apply button.
The Audit Settings window closes, and auditing starts.

View Active Network Connections

You can view user, protocol, and host for the active network connections to your
ReadyNAS system.

To view active connections:
1. Login to the Admin Page.
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2. Select System > Logs

Admin Page
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3. Selectthe CONNECTIONS label.
The active connections display.

Downdead Logs

Clear Logs

Tetal records: 59491

4. (optional) Filter the displayed list by selecting a protocol from the list, entering a
user name, entering a host name or IP address, or any combination.

Downlo

ading Logs

Your ReadyNAS system creates logs for both routine and exceptional actions. These
logs can help support diagnose the cause of a problem. For support to read the logs,

you must down

load them and send them to support.

To download logs:
1. Log in to the ReadyNAS system from which you want to download logs.
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2. Select System > Logs.

Admin Page Welcome admin ‘.‘ 14 (!J v

Sysram Shares Bes Network Appe Cloud Barkup [+§

& g = @ e
LOGS Q Downlead Logs
AT Level: AN « Cateqories. Al categories ~ Date Clear Lags

Apr 04, 2019 DE30:29 PM @ Volume Volume Volume is resynced

Apr 04, 2012 02:24°30 PM @ Volume Resyncing started for Velume Volume

Apr D4, 2019 D2:24-22 PM @ Volisme: Volurne Volume| was added to the systam

Apr 04, 2013 D2:21-34 PM @ Volume, Vourne Vol T was deleted from the systam,

Apr 04, 2019 0120044 PM @ System: Antivinus scarner definition file was updared to 5825409

Apr04, 20191 4 AM @ Backup: Error backup job job_001: Source cannot be mounted on the system.
AprQ3, 2012 011258 PM @ System: Antivirus scanner dsfinmon file was upd: 0 58.25408.

Apr 03, 2019 120546 AM @ Sackup Error hackup job job_001: Source cane nounTed on The system.
Apr 02,2019 0120054 PM @ v Antivirus scanner definition file n 5825407

CONNECTIONS

Apr 0Z, 2019 12:05 08 AM @ Backup: Errar backup job job_001: Source cannet be mounted on the systam
Apr 07, 2013 011858 PM @ System: Antwvirus scanner definition file was updated to 58 25406
Apr 01, 2013 12:05 45 AM @ Backup Frrar backup job job_001: Source cannot be mounted on the systam
Mar 31, 20190 3 PM @ System: Antiv canner definmon file dated to 5825405,
Mar 31, 2019 12:05:33 AM @ Backup: Error oup job job_001: S04 inot be mounted on the systam.
Mar 30, 2019 071858 PM @ Syscem: Ar s scanner definition f dared 1o 58 25404
Mar 30, 2019 120541 AM @ Backup Errar backup job job_001: Source cannot be mounted on the system

i‘ ‘ Page 1 of 3713 ’ H ® 58311 510 @661 Totl records 59491

3. Click the Download Logs button.
Your browser opens the Save File window.

4. Save the file on your computer, remembering the location.

If you downloaded the log at support's request, follow their directions on transferring
the file to them.

SNMP Monitoring

Use SNMP management systems such as HP OpenView or CA UniCenter for remote
monitoring of the ReadyNAS. (Management over SNMP is not supported.)

Configure SNMP

To configure SNMP:
1. Log in to your ReadyNAS.

2. Select System > Settings > Services.
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3. Click the SNMP button.

SNMP Settings

4. Configure the settings as explained in the following table:

[tem

Enable SNMP

Community

Trap Destination

Hosts Allowed Access

Description

Select the check box to enable SNMP globally. Clear the check box to disable SNMP
globally.

Enter the community. Normally, you would enter public for a read-only community
and private for a read/write community. You can leave the Community field set to
public (which is the default setting) or you can specify a private name if you use a

more segregated monitoring scheme.

Enter the IP address to which the ReadyNAS sends the traps that it generates. For
information about the types of messages that the ReadyNAS sends, see System Logs
Auditing, and Active Connections on page 245.

Enter a network address that specifies the hosts that are allowed to access the
ReadyNAS.

5. Click the Apply button.
Your settings are saved.

Download the NETGEAR SNMP MIB

You can download the NETGEAR SNMP MIB from the Admin Page and import it to your
SNMP client applications. For information about the types of messages that the
ReadyNAS can send to SNMP hosts, see System Logs, Auditing, and Active Connections

on page 245.
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To download the NETGEAR SNMP MIB:

1. Log in to your ReadyNAS.

2. Select System > Settings > Services.

Services SMB AFP TP
Tunes ReadyDLNA UBnP
HITP HTTPS ssH

_ O anvvires

3. Click the SNMP button.

SNMP Settings
J| Enable SNMP
Community: public
Trap Destination

Hosts Allowed Access

ik M

4. Click the Download MIB link.
The page updates showing the MIB.
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System Maintenance

System maintenance includes upgrading and resetting firmware, recovering the
administrator password, and shutting down or restarting the system.

This chapter describes how to maintain your ReadyNAS system. It includes the following
sections:

e Update Firmware

e Resetthe Firmware to Factory Defaults
e Recover the Administrator Password
e Shut Down or Restart the System

253



ReadyNAS OS 6.10

Update Firmware

Firmware is the software that operates your ReadyNAS storage system. It is written
directly to your system'’s onboard flash memory. NETGEAR periodically releases firmware
updates to improve your storage system. Because firmware is stored in flash memory,
updating the firmware requires a special process.

Updates are numbered chronologically, for example:

e ReadyNAS OS 6.0.1
e ReadyNAS OS 6.0.2

You can update the firmware on your ReadyNAS system remotely from the NETGEAR
website or manually from a local drive. The update process changes only the firmware;
it does not modify your data.

Note: Firmware update requires either HTTP or HTTPS to be configured. Your network
environment might restrict whether HTTP or HTTPS is actually used.

We recommend that you back up your data, especially data that cannot be replaced,
before you perform a firmware update.

Update Firmware Directly From the NETGEAR Website

If your ReadyNAS system can access the Internet, the remote method is easiest way to
update your firmware.

To update firmware remotely:
1. Log in to your ReadyNAS.
2. Select System > Settings > Update.
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3. Click the Check for Updates button.
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The following occurs:

e If no firmware update is available (or if your connection to the internet is
interrupted), you are notified that your system is using the most current firmware.

e Ifafirmware update is available, a pop-up window opens and you are prompted
to update your system.

Note: There are three types of ReadyNAS OS releases:

- Long-term support releases. These releases are only updated for bugs and
security fixes, not for new features.

- Stable releases.These releases include not only bug and security fixes, but
tested new features.

- Betareleases. These releases include bug fixes, security fixes, and features
still in development.

Use the menu to select the type of update you want to use on your ReadyNAS
system.

If a firmware update is available, click the Update button in the pop-up window.
The system downloads the new firmware. When the download is complete, you are
prompted to reboot your system.

Click the Reboot button.
Your system reboots and installs the new firmware. If you enabled email alerts, your
ReadyNAS system sends a message when the firmware update finishes.

Update Firmware Without Direct Internet Access

If you keep your ReadyNAS system in a location without Internet access, for example,
at a remote vacation cabin, you must update your firmware locally.

To update firmware locally:

1.

Using a computer that can access the Internet, download the latest firmware for your

system from www.netgear.com/support/product/ReadyNAS_QOS_é.

If you can later connect this computer to the local area network with the ReadyNAS,
download directly to the computer. Otherwise, download the file to a USB drive or
other portable media.

Connect the computer on which you downloaded the latest firmware to the network
with the ReadyNAS, or if you downloaded to a USB drive, connect the USB drive to
a computer on the local network.

3. Login to your ReadyNAS.
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4. Select System > Settings > Update.
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6. Click the Browse button.

7. Inthe pop-up file browser, navigate to the file containing the updated firmware and
select it.
The Update Firmware pop-up window displays the name of the selected file in the
File Name field.

8. Click the Upload button.
The firmware file uploads to your ReadyNAS system. After a few moments, the Update
Firmware window displays details about the new firmware.

9. Click the Install button.
You are prompted to reboot your ReadyNAS system to complete the firmware
installation.

10. Reboot your ReadyNAS system.
If you enabled email alerts, your ReadyNAS system sends a message when the
firmware update finishes.

Reset the Firmware to Factory Defaults

WARNING: Resetting the ReadyNAS to factory defaults deletes not only the
configuration but also all stored data. Back up the stored data if you intend to use it
again.
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To reset the ReadyNAS to factory defaults:
1. Log in to your ReadyNAS.
2. Select System > Settings > Update.

L L L

.
il i

Update

3. Click the Perform Factory Default button.

Perform Factory Default

Factory mode deletes all data and system
8 B configuration.
> To proceed, type "FACTORY"

4. Type FACTORY (all capital letters) in the field.

Click the OK button.

The process of resetting your system to its factory default settings begins. If you
enabled email alerts, the ReadyNAS sends a message when the factory defaults are
restored.
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Recover the Administrator Password

You can use NETGEARE sassword recovery tool to recover a lost or forgotten
administrator password in two ways:

e Receive a new password through email. You must enable and configure this
method ahead of time. For more information, see Set the Administrator Password

on page 185.

o Use the physical reset button. By default, this method is enabled, but it requires
physical access to the ReadyNAS system. For more information, see Set the
Administrator Password on page 185.

Note: You can also perform an OS reinstall. This process reinstalls the firmware on the
storage system and resets the administrator user name and password to factory defaults.

Receive a New Password Through Email

This procedure is an option only if you enabled password recovery. For more information
about setting up password recovery, see Set the Administrator Password on page 185.
If you lost the password but did not enable administrator password recovery, see Recover

the Administrator Password Using the Physical Reset Button on page 259.
To recover your administrator password using NETGEAR’s password recovery tool
through email:

1. Launch a web browser and visit < ReadyNAS_IP_address>/password_recovery.
<ReadyNAS_IP_address> is the IP address of the storage system.

NETORAN - >

2. Enterthe email address, the number of the recovery question (1 for the first question,
and so on), and password recovery answer that you specified on the storage system.
See Set the Administrator Password on page 185.

3. Click the Recover button.
NETGEAR resets the administrator password and sends an email message with the

new password to the password recovery email address.
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Recover the Administrator Password Using the Physical
Reset Button

This process does not remove data from the system, but resets the administrator
password to the factory default. The default password to log in to the Admin Page is
password.

Both user name and password are case-sensitive.

To recover your administrator password using NETGEAR’s password recovery tool
and the physical Reset button:

1. Launch aweb browser and visit https://< ReadyNAS_IP_address>/password_recovery.
The Password Recovery page displays.
<ReadyNAS_IP_address> is the IP address of the storage system.

Reset Password

. Within the next five minutes, use the end
& of a paper clip to press the Reset button
gl ot the back of your NAS to reset the
admin password to the default

Xl password, The default password is
(password)

2. Follow the directions on the page.

For information about how to perform an OS reinstall on the storage system, see the
hardware manual for your system, which is available at

www.netgear.com/support/product/ReadyNAS_OS_6.

Shut Down or Restart the System

Use the Power icon at the top right corner of the Admin Page to gracefully shut down
or restart the ReadyNAS.
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To gracefully shut down or restart the system:

1. Log in to your ReadyNAS.

» NETGEAR' ReadyNAS™ v .

Admin Page 9 (l.) if
[ ; ] Fe
< g = @b <
Device Model: ReadyNAS 314 @ data

Name: Jupiter G 270 TH freeof 271 1B
Status: B Healthy

Antivirus: @ 4/11/2016, 5:58:41 PM
Serial: 3C33350000393

Firmware: 6.5.0 {Check for Updates)

Device Time: April 12, 2016 2:50:35 PM

e

2. Click the Power icon ¥ near the upper right corner of the Admin Page.

3. From the pop-up menu that displays, select one of the following options:

¢ Shut down. Gracefully power down the system.

o Restart. Gracefully power down the system and restart it.

4. Confirm your selection.

If you enabled email alerts, the ReadyNAS sends a message after it restarts.
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Backup and Recovery

Your ReadyNAS system can manage backup and recovery for many devices on your
network. For example, you can back up data that is stored on your ReadyNAS storage
system to secondary devices, such as a USB drive. You can also use your ReadyNAS
storage system to store backed-up data from other devices, like your laptop.

If your data is important enough to store, it is important enough to back up. Data can
be lost due to a number of events, including natural disaster (for example, fire or flood),
theft, improper data deletion, and hard drive failure. If you regularly back up your data,
you can recover your data if any of these situations occur.

Businesses sometimes use backup data to comply with data retention regulations and
to archive information before making major changes to their IT environments, such as
batch updates to databases. At home and in business settings, back up important data
that might be lost due to a natural disaster or the loss of a device that stores data.

This chapter includes the following sections:

e Backup Concepts

* Recovery Concepts

e Secure Cloud Backups
e Backup Protocols
e Backups Compared to ReadyDR Backups

e Back Up Files
e Backup Snapshots With ReadyDR

e Back Up a Camera or Other Media Device
e Back Up Using Time Machine
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Backup Concepts

A backup is a copy of data that you use if your primary copy is deleted or damaged.
The process of storing primary data on a second device is called backing up.

A backup source is the place where you store the primary copy of the data that you want
to back up.

A backup destination is the place where you store the backed-up data.

If you store primary copies of your data on your ReadyNAS system, you can create a
backup job to back up your data to a secondary device on the same network.

Backup
source

Backup
destination

Figure 12. Backing up data from a ReadyNAS system to a secondary device (USB drive)

If you store primary copies of your data on your computer or other device, you can

create a backup job to back up your data to a ReadyNAS system that is on the same
network.

Backup
destination

Figure 13. Backing up data from a computer to a ReadyNAS system

Afull backup makes a copy of all the data stored on the primary system. Your first backup

of a primary system is always a full backup job. The amount of time a full backup takes
depends on the amount of stored data.

An incremental backup copies only the data that changed since your last backup process.
An incremental backup job takes much less time than a full backup job.

Backup and Recovery 262 Software Manual



ReadyNAS OS 6.10

Note: RAID configuration of disks is not a substitute for backing up data. RAID
configuration protects you from data loss only if a disk fails. For more information about
the protection that RAID configuration offers, see RAID on page 24.

A backup source or destination can be local (stored on the ReadyNAS) or remote (stored
somewhere else). If the backup source or destination is remote, you must select the
backup protocol that you want to use (see Backup Protocols on page 264).

Local options for backup sources and destinations are described in the following table.

Table 13. Local backup sources and destinations

[tem Description

volume: <volume name> Source or destination is a volume on the
ReadyNAS.

share: <share name> Source or destination is a share on the
ReadyNAS.

All Home Shares Source or destination is every user’'s home

share on the ReadyNAS.

home: <home sharename> Source or destination is a user's home share
on the ReadyNAS.

External Storage (<location Source or destination is connected a USB or
of connection>) eSATA port on the ReadyNAS.

Time Machine Source is the Time Machine data stored
locally on the ReadyNAS.

Recovery Concepts

The process of restoring backed-up data to the device where the primary copy is kept
is called recovery.

A recovery source is the place where you store the backed-up data. A recovery
destination is the place to which you want to restore the backed-up data. The recovered
data replaces a deleted or damaged primary copy.

If you store backed-up data on the ReadyNAS system, you can create a recovery job to
restore backed-up data to your computer or other primary device.
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Recovery source

Recovery
destination
Figure 14. Recovering data from a ReadyNAS system to a laptop computer

If you store backed-up data on another device on the network, such as a USB drive, you
can create a recovery job to restore backed-up data to your ReadyNAS system.

Recovery

destination Recovery

source

Figure 15. Restoring data from a USB drive to a ReadyNAS system

The ReadyNAS system treats recovery jobs like backup jobs. You use the Backup page
to create a recovery job. In a recovery job, you reverse the source and destination that
you used when you backed up the data. The recovery source is the backup destination
and the recovery destination is the backup source.

Secure Cloud Backups

A secure cloud backup lets you use online backup and recovery tools, such as ReadyNAS
Vault, to save data over the Internet to a remote location and restore the data, if needed.
For more information about backing up your data using ReadyNAS Vault, see ReadyNAS
Vault on page 174.

Backup Protocols

When you back up data to a remote destination or recover it from a remote source,
data is transferred over a network using file-sharing protocols.
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You can select which protocol you want to use for the job. The options that are available
to you depend on how your ReadyNAS system is configured. Backup protocols are
described in the following table.

Table 14. Backup protocols

[tem Description
Windows/NAS Source or destination is a share on a Windows computer, or a share on another NAS.
(Timestamp) Incremental backups with this protocol use time stamps to determine whether files will

be backed up.

Windows (Archive Bit) Source is a share on a Windows computer.
Incremental backups with this protocol use the archive bit of files, similar to Windows,

to determine whether they will be backed up.

FTP Source or destination is an FTP site or a path from that site.

NFS Source or destination is on a Linux or UNIX device accessed using NFS.
macOS users can also use this option by setting up an NFS share from the console
terminal.

Rsync server Source or destination is accessed using an Rsync server.

Rsync was originally available for Linux and other UNIX-based operating systems, but
is also popular under Windows and Mac for its efficient use of incremental file transfers.
Using Rsync is the preferred backup method when backing up from one ReadyNAS
device to another.

Rsync over Remote SSH  Source or destination is accessed using an Rsync server.
Rsync data transfers to go through a secure, encrypted SSH tunnel. We recommend
using remote SSH when backups are being transferred over the Internet.

Backups Compared to ReadyDR Backups

ReadyNAS OS provides both file backups, just called backups, and snapshot backups,
called ReadyDR backups. Both operate similarly and both provide copies of your data,
but because of the underlying differences, depending on what you are backing up and
why, one might be better than the other for your specific case.

A file backup is a copy of the file that exists at the time of the back up. The backup
contains no history of the file. (Although you can maintain file history by maintaining
older backups.) A ReadyDR backup consists of all of the snapshots on a share or LUN.
You have the same snapshot history in the ReadyDR backup as you do in the original.
You can retrieve previous versions of a file in the same way you can retrieve previous
versions through the original snapshots.
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Back Up Files

You can create, configure and delete backup and recovery jobs. You can also manually
start jobs and clear the job log.

Backup Job Recommendations

By default, all backup jobs are scheduled to run every day. You can edit these settings
after you create each backup job. For more information, see Schedule a Backup Job
on page 282.

The first few times you back up data, itis a good practice to perform the backup manually.
With a manual backup, you can make sure that access is granted to the remote backup
source or destination and see how long the backup takes to run. You must know how
long the backup job takes so that you can allow enough time in the schedule for it to
complete before you schedule the next backup. You can run a manual backup after you
create each backup job. For more information, see Manually Start a Backup or Recovery
Job on page 285.

Note: Backup and recovery jobs using Time Machine use different procedures. For
more information, see Back Up Using Time Machine on page 297.

Create a Backup Job

To create a backup job:
1. Log in to your ReadyNAS.
2. Select Backup.

[
NETGEAR' ReadyNAS' - '
A Page ® ol
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File Backup Backup FAG Backup

ReadyDR @
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3. Click the Add Backup button.

Hew Backup Job
P

4. Inthe Backup Job Name field, enter a name for the new backup job.
The name can be a maximum of 255 characters.

5. From the pair of buttons on the left side of the window, to back up files that are local
(on the ReadyNAS, or connected USB drive, or connected eSATA drive), click the
Local button, or click the Remote button.

The window adjusts to show the appropriate set of parameters.

6. Do one of the following:

e Ifyou clicked the Local button, click the Browse button and navigate to the file
or folder you want to back up.

e Ifyou clicked the Remote button,
a. Select the backup protocol.

b. Enterthe host name or click the Discover button to have the system discover
available SMB systems, and then select the host name.

c. Enterthe share or path or click the Browse button and browse to the location.
Enter the share or path according to the following:

- Ifyou select a Windows protocol, use a forward slash (/) to separate
directories, for example, enter one of the following:
/<share name>/<folder name>

- Ifyou select the FTP protocol and you want to specify an absolute path,
start with a forward slash (/). Relative paths cannot start with a forward
slash. For example:

- <relative path>

- /<absolute path>
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- If you select the NFS protocol, specify the export point followed by the
path, for example:
/<export point>/path

- Ifyou select the Rsync server protocol, specify the module name followed
by the path, for example:
<module name>/path

WARNING: Backing up using the Rsync protocol is for expert users only.

- If you select the Rsync over Remote SSH protocol, specify the relative or
absolute path, for example:

- <relative path>

- /<absolute path>

WARNING: During backup using the Rsync over Remote SSH protocol,
specifying an absolute path might overwrite existing files at that destination.

Backing up using the Rsync over Remote SSH protocol is for expert users
only.

- Do not use a backslash (\) in paths.

d. If required, enter the login ID and password.

Note: If you configured a remote source, you can immediately test the connection
by clicking the Test Connection button.

7. From the pair of buttons on the right side of the window, to store the backup locally
(on the ReadyNAS, or connected USB drive, or connected eSATA drive), click the
Local button, or click the Remote button.

Note: The source and destination of the job cannot both be remote.

The window updates to show the appropriate set of parameters.
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8. Do one of the following:

o Ifyou clicked the Local button, click the Browse button and navigate to the
destination folder.

e Ifyou clicked the Remote button,

a. Select the backup protocol.

b. Enterthe host name or click the Discover button to have the system discover
available SMB systems, and then select the host name.

c. Enterthe share or path or click the Browse button and browse to the location.
Enter the share or path according to the following:

If you select a Windows protocol, use a forward slash (/) to separate
directories, for example, enter one of the following:
/<share name>/<folder name>

If you select the FTP protocol and you want to specify an absolute path,
start with a forward slash (/). Relative paths cannot start with a forward
slash. For example:

- <relative path>

- /<absolute path>

If you select the NFS protocol, specify the export point followed by the
path, for example:
/<export point>/path

If you select the Rsync server protocol, specify the module name followed
by the path, for example:
<module name>/path

WARNING: Backing up using the Rsync protocol is for expert users only.

If you select the Rsync over Remote SSH protocol, specify the relative or
absolute path, for example:

- <relative path>

- /<absolute path>

WARNING: During backup using the Rsync over Remote SSH protocol,
specifying an absolute path might overwrite existing files at that destination.
Backing up using the Rsync over Remote SSH protocol is for expert users
only.

Do not use a backslash (\) in paths.
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d. If required, enter the login ID and password.

Note: If you configured a remote destination, you can immediately test the
connection by clicking the Test Connection button.

9. Click the Next button.
The New Backup Job: Schedule window opens.

10. Adjust any of the schedule parameters as desired.
You can schedule a backup job to automatically run as frequently as once every
hour, daily, or just once a week. The backup schedule is offset by five minutes from
the hour.

11. Click the Finish button.
The New Backup Job: Schedule window closes and the new job is added to the Jobs
list.

For more information about backup sources, destinations, and protocols, see Backup
and Recovery on page 261.

Create a Recovery Job

The ReadyNAS system treats recovery jobs like backup jobs. You use the Backup page
to create a recovery job. In a recovery job, you reverse the source and destination that
you used when you backed up the data. The recovery source is the backup destination
and the recovery destination is the backup source.

To create a recovery job:
1. Log in to your ReadyNAS.
2. Select Backup.
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3. Click the Add Backup button.

Hew Backup Job
I

4. Inthe Backup Job Name field, enter a name for the new backup job.
The name can be a maximum of 255 characters.

5. From the pair of buttons on the left side of the window, click the Local button to
recover local files (on the ReadyNAS, or connected USB drive, or connected eSATA
drive), or click the Remote button.

The window adjusts to show the appropriate set of parameters.

6. Do one of the following:

If you clicked the Local button, click the Browse button and navigate to the file
or folder you want to recover from the backup.

If you clicked the Remote button, enter the host name, select the backup protocol,
the path, and if required the login ID and password.
Enter the folder path according to the following:

If you select a Windows protocol, use a forward slash (/) to separate directories.
For example, enter the following:
/<share name>/<folder name>

If you select the FTP protocol and you want to specify an absolute path, start
with a forward slash (/). A relative path cannot start with a forward slash. For

example:
- <relative path>

- /<absolute path>

If you select the NFS protocol, specify the export point followed by the path,
for example:
/<export point>/path
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- Ifyou select the Rsync server protocol, specify the module name followed by
the path, for example:
<module name>/path

WARNING: Backing up using the Rsync protocol is for expert users only.

- If you select the Rsync over Remote SSH protocol, specify the relative or
absolute path, for example:

- <relative path>

- /<absolute path>

WARNING: During backup using the Rsync over Remote SSH protocol,
specifying an absolute path might overwrite existing files at that destination.
Backing up using the Rsync over Remote SSH protocol is for expert users only.

- Do not use a backslash (\) in paths.

Note: If you configured a remote source, you can immediately test the connection
by selecting the Test Connection button.

7. From the pair of buttons on the right side of the window, click the Local button to
store the backup locally (on the ReadyNAS, or connected USB drive, or connected
eSATA drive), or click the Remote button.

Note: The source and destination of the job cannot both be remote.

The window adjusts to show the appropriate set of parameters.

8. Do one of the following:

o Ifyou clicked the Local button, click the Browse button and navigate to the
destination folder.

o Ifyou clicked the Remote button, enter the host name, select the backup protocol,
the path, and if required, the login ID and password.
Enter the folder path according to the following:

- Ifyou selecta Windows protocol, use a forward slash (/) to separate directories,
for example, enter the following:
/<share name>/<folder name>
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- If you select the FTP protocol and you want to specify an absolute path, start
with a forward slash (/). A relative path cannot start with a forward slash. For
example:

- <relative path>

- /<absolute path>

- Ifyou select the NFS protocol, specify the export point followed by the path,
for example:
/<export point>/path

- Ifyou select the Rsync server protocol, specify the module name followed by
the path, for example:
<module name>/path

WARNING: Backing up using the Rsync protocol is for expert users only.

- If you select the Rsync over Remote SSH protocol, specify the relative or
absolute path, for example:

- <relative path>

- /<absolute path>

WARNING: During backup using the Rsync over Remote SSH protocol,
specifying an absolute path might overwrite existing files at that destination.
Backing up using the Rsync over Remote SSH protocol is for expert users only.

- Do not use a backslash (\) in paths.

Note: If you configured a remote destination, you can immediately test the
connection by clicking the Test Connection button.

9. Click the Next button.
The New Backup Job: Schedule window displays.

10. Clear the Enabled check box.
Clearing this check box forces the recovery procedure to be started manually, which
ensures that the recovery job does not happen automatically.

WARNING: To ensure the integrity of the data stored on your primary device, never
schedule a recovery job to run automatically.
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Note: Because you cleared the Enable check box, you must manually start the
recovery job. For information about manually starting a job, see Manually Start a
Backup or Recovery Job on page 285.

Select the Finish button.
The New Backup Job: Schedule window closes and the recovery job is added to the

Jobs list.

For information about recovery sources, destinations, and protocols, see Recovery
Concepts on page 263.

Modify a Backup or Recovery Job

After you create a backup or recovery job, you can change the job name, schedule, and
other options.

Change the Name of a Job

To change the name of a backup or recovery job:
1. Login to the ReadyNAS.

2. Select Backup.
The page updates showing the backup jobs.

3. Mouse over the backup or recovery job from the Jobs list and click the displayed

gear icon.
@ Ready i@_ﬁ}
* Start
i= Log
x Delete
i:i Settings
=k Include in Button Sequence

4. Inthe pop-up menu, click the Settings button.
A pop-up window opens with the General tab selected.

5. Inthe Name field, enter a job name.

6. Click the Apply button.
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Your settings are saved.

7. Click the OK button.
The pop-up window closes.

Configure a Local Job Source or Destination
To configure a local job source or destination:

1. Log in to the ReadyNAS.

2. Select Backup.
The page updates showing the backup jobs.

3. Mouse over the backup or recovery job from the Jobs list and select the gear icon.

@ Ready %

=k Include in Button Sequence
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4. Inthe pop-up menu, click the Settings button.

James

Type: share v
Name: share: New_Felder_1 v

Host:

Path: Browse
Login:

Password:

Click the Source or Destination tab.

From the Type menu, select one of the options described in the following table.

[tem Description

share The source or destination is a share on the ReadyNAS.

home The source or destination is a home share on the ReadyNAS.

volume The source or destination is a volume on the ReadyNAS.

usb The source or destination is an external storage device that is connected locally to

the ReadyNAS.

timemachine The source is the Time Machine data stored locally on the ReadyNAS.

7. Inthe Name menu, select the share, home share, volume, or external storage
connection that you want to use.
If you selected timemachine, the Name menu is automatically populated.

8. (Optional) Enter the path to the folder that you want the job to target or click the
Browse button to locate it.
If you select an external storage device that is connected to your ReadyNAS system,
you can leave the path blank to back up or recover the data at the top level of the
USB device's directory.

9. If necessary, enter the login credentials required to access the source or destination.
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10. Click the Apply button.
Your settings are saved.

11. Click the OK button.
The pop-up window closes.

Configure a Remote Job Source or Destination
To configure a remote source or destination for a job:

1. Log in to the ReadyNAS.

2. Select Backup.
The page updates showing the backup jobs.

3. Mouse over the backup or recovery job from the Jobs list and click the gear icon.

@ Ready %

=k Include in Button Sequence

4. Inthe pop-up menu, click the Settings button.
The settings window for that job opens.
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5. Click the Source or Destination tab.

James

Genera Source Advanced Schedule Options

Type: usb v
Name: USB/eSATA Ports (eSATA Back Le
/| Auto eject device when the job is done.
Host:
Path
Legin:
Password:

Test Connection

6. Inthe Type menu, select remote.

7. Select the protocol.

ltem Description
Windows/NAS Source or destination is a share on a Windows computer.
(Timestamp) Incremental backups with this protocol use time stamps to determine whether files

will be backed up.

Windows (Archive Bit)  Source is a share on a Windows computer. (Note that this protocol is not available
for the remote destination.)
Incremental backups with this protocol use the archive bit of files, similar to Windows,
to determine whether they will be backed up.

FTP Source or destination is an FTP site or a path from that site.

NFS Source or destination is on a Linux or UNIX device accessed using NFS.
macOS users can also use this option by setting up an NFS share from the console

terminal.
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(Continued)

[tem Description

Rsync server Source or destination is accessed using an Rsync server.
Rsync was originally available for Linux and other UNIX-based operating systems,
but is also popular under Windows and Mac for its efficient use of incremental file
transfers. Using Rsync is the preferred backup method when you are backing up

from one ReadyNAS device to another.

Rsync over Remote SSH  Source or destination is accessed using an Rsync server.
Rsync data transfers to go through a secure, encrypted SSH tunnel. We recommend

using remote SSH when backups are being transferred over the Internet.

In the Host field, enter the remote host name.

In the Path field, enter the folder path according to the following:

e Ifyou select a Windows protocol, use a forward slash (/) to separate directories,
for example:
/<share name>/<folder name>

e Ifyouselectthe FTP protocol and you want to specify an absolute path, start with
a forward slash (/). A relative path cannot start with a forward slash. For example:

- <relative path>

- /<absolute path>

e Ifyou select the NFS protocol, specify the export point followed by the path, for
example:
/<export point>/path

e Ifyouselectthe Rsync server protocol, specify the module name followed by the
path, for example:
<module name>/path

WARNING: Backing up using the Rsync protocol is for expert users only.

e Ifyou selectthe Rsync over Remote SSH protocol, specify the relative or absolute
path, for example:

- <relative path>

- /<absolute path>
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WARNING: During backup using the Rsync over Remote SSH protocol, specifying
an absolute path might overwrite existing files at that destination. Backing up
using the Rsync over Remote SSH protocol is for expert users only.

e Do not use a backslash (\) in paths.

10. If necessary, enter the login credentials required to access the source or destination.

11. To determine if your ReadyNAS system can access the remote destination, click the
Test Connection button.

12. Click the Apply button.
Your settings are saved.

13. Click the OK button.
The pop-up window closes.

Configure Advanced Rsync Job Settings

You can configure advanced settings for jobs that use Rsync or Rsync over SSH.
To configure Rsync job settings:
1. Log in to the ReadyNAS.

2. Select Backup.
The page updates showing the list of backup and recovery jobs.

3. Mouse over the backup or recovery job and click the gear icon.

@ Ready i@_ﬁ}

Start
Log
Delete
Settings

Include in Button Sequence

+ L3 Niiii ¥

4. Click the Settings button.
The job settings window opens.
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5. Click the Advanced tab.

James

6. Configure the settings as described in the following table.
[tem Description

Enable Compression Compresses data before transferring. This option is especially useful for slower

network connections, such as when you are transferring data over a WAN.

Remove deleted filesontarget If this check box is selected, the job is differential: New and modified files are
copied to the destination. If a file is deleted from the source, the
corresponding file on the destination is deleted.

If this check box is cleared, the job is incremental: New and modified files are
copied to the destination. If a file is deleted from the source, the

corresponding file remains on the destination and is not deleted.

Enable FAT32 compatibility  If this check box is selected, Rsync does not copy file permissions, allowing
mode (Rsync backups only) you to back up your data to a FAT32 file system.

7. (Optional) Specify files and folders that you do not want to copy to the destination:

* To add a new file or folder to the list, click the + button ().
e Toremove a file or folder from the list, select it and click the - button (@).

e To search for a file or folder in the list, type the name of the file or folder in the
search field next to the search icon (%).

8. Click the Apply button.
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Your settings are saved.
9. Click the OK button.
The pop-up window closes.

Schedule a Backup Job

You can schedule a backup job to automatically run as frequently as once every hour,

daily, or just once a week. The backup schedule is offset by five minutes from the hour
to allow you to schedule snapshots on the hour (snapshots are almost instantaneous)

and perform backups of those snapshots.

WARNING: To ensure the integrity of the data stored on your primary device, never
schedule a recovery job to run automatically.

To schedule a backup job:
1. Log in to the ReadyNAS.

2. Select Backup.
The page updates showing the list of backup and recovery jobs.

3. Mouse over the backup or recovery job and click the gear icon.

@ Ready {@5

Start
Log
Delete

Settings

+ L3 Xiiii ¥

Include in Button Sequence

4. Click the Settings button.
The job settings window opens.
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5. Click the Schedule tab.

B
Nightly

Enable Schedule
Backup Every. 24

05

Time: GO

(on ] v Tiea ) ] o ] e

m LT

6. Select the Enable Schedule check box.
7. Specify a schedule for the job.
8. Click the Apply button.

Your settings are saved and the pop-up window closes.
Configure the Job Options
To configure the options for a backup or recovery job:
1. Log in to the ReadyNAS.

2. Select Backup.
The jobs settings window opens.

3. Mouse over the backup or recovery job from the jobs list and click the gear icon.

@ Ready %

== Include in Button Sequence
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4. Inthe pop-up menu, click the Settings button.
The job settings window opens.

5. Click the Options tab.

Nightly

General Source  Destination 5Schedule  Advanced Backup Log
L]

s

Schedule full backup: = first time v

On completion send: | errors only - 0

Remove the contents of the backup destination before full backup.

Warning: This option deletes all files and folders in the backup destination.

After backup is complete, change ownership of files in the backup destination

Warning: Do not use this option if any files or folders should retain their
current ownership.

Apply Cancel

6. Configure the options as described in the following table.

ltem Description

Schedule full backup From the drop-down list, specify how often to run a full backup.
The first full backup is performed at the next scheduled occurrence of the backup
depending on the schedule that you specify. The next full backup is performed
after the interval that you specify, calculated from this first backup. Incremental

backups are performed between the full backup cycles.

On completion send Select what type of logs to send when the backup job finishes. You can send a log
that lists only errors during backup, full logs consisting of file listings (can be large),
or status and errors (status refers to completion status).

Log email messages are restricted to approximately 10,000 lines. For more

information about viewing full logs, see System Logs, Auditing, and Active

Connections on page 245.
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[tem

Remove the contents of

the backup destination...

After backup is
complete, change

ownership of the files...

ReadyNAS OS 6.10

Description

Selecting this check box erases the destination path contents before the backup
is performed. We recommend that you do not select this check box for recovery

jobs.

Note: When using this option, ensure that you correctly identify your backup
source and backup destination. If you reverse them, you might permanently delete
your files. We recommend that you do not enable this option unless your destination

device is very low on storage space.

We recommend that you experiment with this option using a test share to make

sure that you understand how it works.

Your ReadyNAS system attempts to maintain original file ownership whenever
possible. Selecting this check box automatically changes the ownership of the

backed-up files to match the ownership of a share destination.

7. Click the Apply button.
Your settings are saved and the pop-up window closes.

Manually Start a Backup or Recovery Job

To manually start a backup or recovery job:

1. Login to your ReadyNAS.

2. Select Backup.

The page updates showing the backup and recovery jobs.
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3. Mouse over the backup or recovery job from the Jobs list and click the gear icon.

@ Ready I@

== |nclude in Button Sequence

4. Inthe pop-up menu, click the Start button.
The job starts. You can view its progress in the Status column of the Jobs list.

Delete a Backup or Recovery Job

To delete a backup or recovery job:
1. Log in to your ReadyNAS.

2. Select Backup.
The page updates showing the backup and recovery jobs.

3. Mouse over the backup or recovery job from the Jobs list and click the gear icon.

@ Ready I@

Start

4

Log

x Delete
-l::l- Settings

== |nclude in Button Sequence
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4. Inthe pop-up menu, click the Delete button.

5. Confirm the deletion.

View or Clear a Job Log

To view a backup or recovery job log:
1. Login to your ReadyNAS.

2. Select Backup.
The page updates showing the backup and recovery jobs.

3. Mouse over the backup or recovery job from the Jobs list and click the gear icon.

@ Ready l@}

Start
Log
Delete

Settings

+ L3 Niiii ¥

Include in Button Sequence

4. Inthe pop-up menu, click the Log button.

Backup Log

Backup Job Name; lames
Backup Job Type: Full
Protocol: local

= 32 12:21:49
Backup Status: Fail: destination cannot be accessed.

No USB storage was found at usb_port_4:3

m Slase

5. To clear the job log, click the Clear button.

Backup and Recovery 287

Software Manual



ReadyNAS OS 6.10

Configure the Backup Button

You can configure the Backup button (or the OK button on models with OK buttons)
on your ReadyNAS storage system to execute one or more backup jobs that you
previously created. When you click the button, the jobs are executed in the order that
you specified in the backup schedule.

If no jobs are scheduled for the button, clicking the button does nothing.
To add a job to the Backup button sequence:

1. Log in to your ReadyNAS.

2. Select Backup.

. —~—g
NETGEAR' ReadyNAS - .

Admin Page Welcome admin ..‘ - (!) -
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File BEICkIJp 7 Backup FAC Backup Al
ReadyDR #

Add ReadyDR lob Acress List
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3. Mouse over the job and click the gear icon.

@ Ready %

Start
Log
Delete

Settings

+ £ Niiii ¥

Include in Button Sequence

4. Click the Include in Button Sequence button.
The pop-menu closes and the word Yes appears in the Backup Button column of

the job listing.
To remove a job from the Backup button sequence:
1. Login to your ReadyNAS.
2. Select Backup.

NETGEAR' ReadyNAS’ .

Admin Page Welcame admin & - (_') 5

[ | e | 5 | s | ot | e | Gon [ 0n | | Q
a 6 2

File Batkup Backup FAC Backup A

ReadyDR #

3. Mouse over the the job and click the gear icon.
The Options window opens.

4. Click the Exclude from Button Sequence button.
The window closes and the job listing updates without the word Yes in the Backup

Button column and the job is removed from the Backup button sequence list.
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Backup Snapshots With ReadyDR

ReadyDR is an alternative way to back up data on your ReadyNAS system. A ReadyNAS
backup makes a copy of files, but a ReadyDR backup makes a copy of the snapshots
on a share or LUN.

Because a ReadyDR backup consists of snapshots, you can retrieve not just the most
recent version of a file, but the same previous versions that you could access on the
ReadyNAS itself.

However, because the ReadyDR backup is share to ReadyDR share or LUN to ReadyDR
share, both the source and destination must be on a ReadyNAS system, and if the source
and destination are on different ReadyNAS systems, the communication method is
specific to ReadyDR.

The ReadyNAS system on which you create the ReadyDR job manages the
communication for the job. This requires that the other ReadyNAS system validate the
connection to the first system. If you log in to the second system from the first system
when you create the ReadyDR job, ReadyDR exchanges the first system's private key
automatically. If you cannot log in, you must copy the public key from the first system
and install it on the second system before creating the ReadyDR job. For information

abouttransferring the key, see Load System Access Key Before Using ReadyDR on page
290.

A complete share or LUN including snapshots can be large, so the initial data transfer
could take a substantial amount of time. To shorten this initial transfer period, you can
seed the job with a complete copy of the share or LUN by exporting it to removable
media and then importing it onto the destination ReadyNAS. For more information
about seeding a ReadyDR job, see Seed a ReadyDR Job on page 292.

You can create, configure, and delete ReadyDR backup and recovery jobs. You can also
manually start jobs and clear the job log.

You can use ReadyDR to backup data:

e From athe local ReadyNAS system to itself
e From the local ReadyNAS system to a remote ReadyNAS system
e From aremote ReadyNAS system to a local ReadyNAS system

e From one remote ReadyNAS system to a another ReadyNAS system

Load System Access Key Before Using ReadyDR

ReadyDR jobs are managed by the system on which the job was created. When a
ReadyDR job is created, and when the systems exchange ReadyDR data, the second
system validates the connection to the first system using the first system's private key.
If you log in to the second system from the first system over HTTPS when you create the
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job, the key is automatically exchanged. If you cannot log in, you must download and
exchange the public key for the managing device so that the other device can validate
the connection.

You do not need to exchange the key if the source and destination are the same device.
1. Log in to the ReadyNAS device on which you will create the ReadyDR job.
2. Select Backup.

b v ;
NETGEAR' ReadyNAS’ ' '

Admin Page Welcome admin :. - (D -
Q,

[ | sun | 5 s | et | e | Gou | ae |

S

'3

File Backup Backup FAQ

ReadyDR #

3. If ReadyDR is not already on, move the On-Off slider to ON.

4. Click the Access List button.
The Access List window opens.

5. Click the Download key file button.
Your browserlspen or save file window opens.

6. Save the file.
The file name is public readydr key-system_name.

7. Login to your other ReadyNAS device.
8. Select Backup.
9. If ReadyDR is not already on, move the on-off slider to ON.

10. Click the Access List button.
The Access List window opens.

11. Click the Import Public Key button.
The Import Public Key window opens.

12. Browse to the previously saved public key file, and click the Upload button.
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The Import Public Key window closes and the Access List window shows the filename
and fingerprint for the first ReadyNAS device.

13. Click the Close button.

Seed a ReadyDR Job

When a ReadyDR job first runs, all of the data on the share or LUN must be transferred
to the destination. For large shares or LUNs, transfering this much data over the network
can take a long time. You can eliminate this large initial network transfer by seeding the
job by transferring the data using removable media.

If you seed a ReadyDR job, it must be seeded before the job runs the first time. When
you create the job, you can select the Export seed for this job checkbox to stop the
job before it runs. You can then create the seed archive. After importing the seed archive
on the destination device, you restart the job.

You create a seed by exporting the share or LUN after you create the job. For more
information about creating a seed file, see Monitor and Change ReadyDR Jobs on page
295.

Create a ReadyDR Job

A ReadyDR backup job backs up the snapshots on a share or LUN. The destination must
be a ReadyDR share, which is created when you create the job.

Before you create a ReadyDR job between a local and remote system, you must
download the public key for the system on which you are creating the job, and import
that key to the other device. If you log in to the other system over HTTPS from the system
creating the job, the systems exchange the key for you, otherwise you must manually
exchange the keys before you create the job. For information about exchanging the
key, see Load System Access Key Before Using ReadyDR on page 290.

The initial data transfer in a ReadyDR job transfers all of the data in the share or LUN. If
this transfer occurs over a network, it might take a long time if the network is slow. During
job creation you can create a seed archive file, copy it to removable media, and import
itto the destination, and avoid the initial network transfer. For information about seeding,

see Seed a ReadyDR Job on page 292.

Note: A destination LUN is always a thin LUN, even if the source LUN is a thick LUN.
For information about thick and thin LUNs, see Thin and Thick Provisioning on page 95.
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To create a ReadyDR backup job:
1. Log in to your ReadyNAS.
2. Select Backup.

“ NETGEAR' ReadyNAS' - w
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Admin Page Welcome admin - g8 ™ (l) g
Syscem | Shares m Arcounts | Metwork | Apps Backup | Q|
m @ -
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File BEICkIJp " Backup FAC [# Add Backup Backup Al
HEME BACKUP BUTT. SOURCE | 5 STHATIC SCHETRILE STATUS 45T BACKUP
ReadyDR #
OfF Add ReadyDR lob Acress List
HAME SOURCE 7 DE STINATION SCHEDULE slfus LA ST BACKUP

3. Click the Add ReadyDR Job button.

2
Qit Add ReadyDR Job

Name.

Aemote B Local
Share: Browse Host: Browse
Part- 5253
ReadyDR Share. Browse

Next Cancel

4. Inthe Name field, enter a name for the new backup job.
The name can be a maximum of 255 characters.

5. Ifthe source forthe job is local to the ReadyNAS device, on the left side of the window
click the Local button. Otherwise, click the Remote button.
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The window adjusts to show the appropriate set of parameters.
Do one of the following:

e Ifyou clicked the Local button, click the Browse button and navigate to and
select the share or LUN that you want to back up.

¢ Ifyou clicked the Remote button, do the following:
a. Enter the host name.

b. Click the Share Browse button and navigate to and select the share or LUN.

Note: ReadyDR communicates over port 5253. Only change the port number if
you are using port address translation.

To store the backup locally, on the right side of the window click the Local button,
or click the Remote button.
The window updates to show the appropriate set of parameters.

Do one of the following:

e Ifyou clicked the Local button, click the Browse button and navigate to and
select the destination ReadyDR share.

e Ifyou clicked the Remote button, do the following:
a. Enterthe host name.

b. Click the ReadyDR ShareBrowse button and navigate to and select the
destination ReadyDR share.

Note: ReadyDR communicates over port 5253. Only change the port number if
you are using port address translation.

Click the Next button.

If the private key of the first system is already on the second system, the Add ReadyDR
Job window updates to show the options and schedule fields. If the private key is
not already on the second system, a login window opens.

If a login window opens, log in to the second system using the second system's
administrator credentials.

The first ReadyNAS system sends its private key to the second, the log in window
closes, and the Add ReadyDR Job window updates to show the options and schedule
fields.

Adjust any of the schedule parameters as desired.
You can schedule a job to automatically run as frequently as once every hour, daily,
or just once a week.
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12. Adjust the maximum bandwidth used for the transfer, if desired.
If the network connection between the source and destination systems is fast, the
transfer could slow either or both of the devices. This is very likely if the source and
destination are both local. Zero, the default, sets no limit to the bandwidth.

13. To seed the job, click the Export seed for this job box.

Note: Clicking the Export seed for this job box disables the job. After you transfer
the seed archive file, start the job by selecting Backup > ReadyDR, selecting the
job, clicking the gear icon, and selecting the Enable menu item. For information
about transfering job seed archive files, see Seed a ReadyDR Job on page 292.

14. Click the Finish button.
The window closes and the new job is added to the Jobs list.

Monitor and Change ReadyDR Jobs

You can manually start a job, view the job history, export a seed file, delete the job,
enable a stopped job, and change the job settings.

To check the history or change job parameters:
1. Login to your ReadyNAS.

2. Select Backup.
3. Select the ReadyDR job you want to monitor or change from the ReadyDR section.
4

. Click the gearicon.
The options menu opens.

5. Click the desired action.

Start Immediately runs the job.
History Displays the job history.
Export Creates a file archive of the share or LUN and opens a file

browse window where you select the destination. The file name
follows the format ReadyDR_Seed-.jobnamehostname Use

this file to seed a new ReadyDR job.

Delete Deletes the job.

Enable Enables a stopped job.

Disable Disables the job.

Settings Opens the settings window for the job. From this window you

can change the schedule, and the Bandwidth Limit,
Compression, and Encrypted Transport options.
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Recovery Using ReadyDR Snapshots

When you need to recover shares and LUNs from a ReadyDR backup, you can recover
them by cloning a backed up snapshot.

One application of ReadyDR is to maintain a disaster recovery site. Depending on
specifics of your disaster recovery plan, you might want to restore the data to the original
site, while in other cases you might want to use the disaster recovery site's ReadyNAS
device as a replacement for the original ReadyNAS device. The process is different
depending on the case.

Recovery to the Remote Site
If the ReadyDR share is on the server on which you want the recovered share or LUN,
all you need to do is clone the snapshot. For information about cloning the snapshaot,

see Clone Snapshots on page 131.

Recovery to the Original Site

If you want the recovered share or LUN on the original ReadyNAS device, create a one
time ReadyDR job to backup the ReadyDR share with the snapshots back to the original
ReadyNAS device, and then clone the snapshots. For information on creating the
ReadyDR job, see Create a ReadyDR Job on page 292. For information about cloning
the snapshot, see Clone Snapshots on page 131.

Back Up a Camera or Other Media Device

Many cameras and other media devices support the Media Transfer Protocol (MTP) and
the Picture Transfer Protocol (PTP). You can configure your ReadyNAS to backup such
devices when you connect them to the ReadyNAS.

Your camera or other MTP supporting device must have MTP or PTP enabled before
connecting it your ReadyNAS. Check your device documentation.

After enabling MTP backups, when you connect your device to the ReadyNAS with a
USB cable, the ReadyNAS automatically backups up the device.

Note: Recent versions of iOS and Android OS require you to authorize the ReadyNAS
to access the device when you first connect them.

To enable automatic MTP or PTP backups:
1. Log in to the ReadyNAS.
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2. Select Backup.

Admin Page 2] d) M
T N
B & <
-
mport Trme Machine lefrash

3. Click the Importicon.

o

Media Transfer Protocol

The Media Transfer Protocel (MTP) enables backups for pictures, videos, and photos from
devices such as cameras and smart phones that support the protocol. Devices such as USB drives
do not support the protocol and cannot be backed up using MTP. Check your device's
documentation to see if it supports MTP and if any configuration is needed. After enabling and
configuring MTP, when you connect your device to your ReadyNAS with a USB cable, the
ReadyNAS automatically backs up the device media files.

Turn on Media Transfer Protocol Off
Copy to: Browse

Status:

OK

4. Set the On-Off slider so the slider shows the On position.

Click the Browse button and browse to the folder in which you want to store the
backups.

6. Click the OK button.
Your settings are saved and the window closes.

Back Up Using Time Machine

You can use Mac OS X Time Machine and your ReadyNAS storage system to back up
and retrieve data for your Mac computer. This combines the ease of a native Mac backup
with the space and reliability of your ReadyNAS.
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Starting in ReadyNAS OS 6.2, in addition to a shared Time Machine that can be used
by any Mac account, you can also configure individual accounts to use their own private
Time Machines. An account can use the shared Time Machine or its private Time Machine,
but not both. A shared Time Machine and private Time Machines can exist on the same
ReadyNAS.

When configuring a shared Time Machine, you set up a specific user name and password.
All users of the shared Time Machine use this user name and password when connecting
from Time Machine on the Mac. All users of the shared Time Machine are allowed equal
access to all data in the shared Time Machine.

An accountusing a private Time Machine must exist on the ReadyNAS. You can configure
an existing ReadyNAS account to use a private Time Machine, or add the account directly
in the Private Time Machine section of the Time Machine page (Backup > Time
Machine). The space for a private Time Machine is part of the account's home folder
and is invisible to other users of the ReadyNAS.

Back Up Your Mac Using a Private Time Machine

You can use your ReadyNAS as the disk for Time Machine backups. ReadyNAS OS
supports two different types of Time Machine targets, a single Time Machine shared by
several users, and private Time Machines used by individual users. Use this procedure
for a private Time Machine.

Before performing these steps, verify that the AFP protocol is enabled on your ReadyNAS.
Note that it is enabled by default.

To back up your Mac:
1. Log in to your ReadyNAS.

Backup and Recovery 298 Software Manual



ReadyNAS OS 6.10

2. Select Backup > Time Machine.

=4

Time Machine

Private Time Machine ? 0

Shared Time Machine: ?

Enable
Username: Capacity: GBof 2870.37 GB
Password: Make sure thatthis capacity setting is greater than the

capacity of your Mac.

0K
User accounts already confi