safetica NXT

Trusted Next-gen SaaS DLP

Platform Security Overview

Safetica abides by standards that help our customers comply with regulations and
guidelines. To provide a fully secured cloud-native data protection solution Safetica
adheres to ISO standards, Security Development Lifecycle and GDPR, and uses a

trusted cloud.

ISO 9001 and ISO/IEC 27001 Certified
Safetica’s ISO 9001 and ISO/IEC 27001 certifications
confirm its long-term commitment to the quality and
security of our services. The certificates apply to
Safetica a.s., including its internal operations and global
business network.

Security Development Lifecycle

In Safetica we developed and strictly adhere to the
advanced security development process which is
repeatable and measurable. It helps us to address the
complexity of DLP software engineering and to remain
trustworthy business partners. Safetica SDL key points:
training, design with a security focus, selection of
technology partners, automated verification, cross-check
of every change, and quick response.

Successfully pen-tested

Safetica NXT successfully passed the penetration
testing, held by internationally recognized security
organization ESET services division (part of ESET,
spol. s r.o.). Safetica closely cooperates with ESET
to maintain this level of security over the long run.

SLA 99.5% + availability
We guarantee availability of the service with 99.5% + SLA.

Safetica endpoint DLP architecture ensures that even in case

of any connection or service outage, all the temporarily
offline devices are fully protected.
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GDPR compliance

Safetica fully complies with GDPR and provides you with
recommendations to fulfill regulatory compliance when
using its products. Safetica NXT is designed to fit into
GDPR processes and comes with out-of-box data
classification templates to detect PIl in your data.

MS Azure - the most trusted cloud platform
The whole backend infrastructure and services of Safetica
NXT run in Microsoft certified Azure data center in the EU.
Our cloud-native, multi-tenant architecture, development,
and security are consulted on and reviewed by Microsoft
to bring maximum efficiency and protection to our users.
Safetica, as Microsoft Gold Partner, follows the MS
FastTrack service and architecture recommendations for
onboarding to the Azure cloud.

Strong, modern authentication

All users (administrators/managers) can only log into the
Safetica NXT console using their verified Azure Active
Directory account. All communication between server and
client is secured by TLS/SSL and the OAuth2 protocol
used for access authentication.

Dedicated Production Cloud Manager
Safetica approaches the production service of Safetica
NXT as a critical business system for our customers.
Service operations are continuously monitored by

a dedicated senior operation and security manager.



https://go.safetica.com/secure_development_lifecycle
https://go.safetica.com/safetica_and_gdpr

