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Show ip igMpP SNOOPINEG SSM BrOUPS ...eeeieeeeeieciiiiiieeeeeeeeecrrrree e e e e e eserneaeeeeeaens 173
show ip igmp SNOOPINEG SSM STALS.....uuiiiieiiiiiciieeee e, 173
P IEMP SNOOPING MAXIESPONSE ..uuueieieieierereiererereseresesesesesesessassesesessssssseseseeees 173
NO iP IEMP SNOOPING MAXTESPONSE ..uureieieieieieieieieierereeeseseseseseaesesesesesesesesesssenes 174
IGMP snooping querier COMMAaNAS .......ccceceteeereeneerenncrennerenseereaseerensesenssenes 174
(ol T={aal ol aToTe] oYl a¥=qe LU =] o [=] SO 174
(aTo T o R =40 0] ol aloToT o oY -qo [V 1=] o =] U 174
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5.2.9.3.

5.2.9.4.

5.2.9.5.

5.2.9.6.

5.2.9.7.

5.2.9.8.

5.2.9.9.

5.2.9.10.
5.2.9.11.
5.2.9.12.
5.2.9.13.
5.2.9.14.
5.2.9.15.
5.2.9.16.
5.2.9.17.
5.2.9.18.
5.2.9.19.
5.2.10.

5.2.10.1.
5.2.10.2.
5.2.10.3.
5.2.10.4.
5.2.10.5.
5.2.10.6.
5.2.10.7.
5.2.10.8.
5.2.10.9.

5.2.10.10.
5.2.10.11.
5.2.10.12.
5.2.10.13.
5.2.10.14.
5.2.10.15.
5.2.10.16.

iP IZMP SNOOPINE QUETIET AU AIESS . .ueieieieieieieieieieee e se e e e e e e s e ee e e ee e 174

NO ip igMP SNOOPINEG qUETIEr AAAIESS...ccciceeeiieeeee et e e re e e e e 175
ip igmp snooping querier qUEry-interval .......ccccccviieecciiieeee e 175
no ip igmp snooping querier query-interval .......cccccovccieeiiicieee e 175
ip igmp snooping querier querier-expiry-interval.......ccccccvvcieiiiniiieniiiiieeenns 175
no ip igmp snooping querier querier-expiry-interval........cccoccceevvcveeeiniieeeennns 176
iP IEMP SNOOPING QUETIEE VEISION e 176
NO ip IEMP SNOOPING QUETEN VEISION L.eueiiiiiieieieeeeeee e 176
ip IZMP SNOOPING QUETIETN VIAN.....iiiiiiiiieicieee et 176
no ip igmp snooping querier vlan <vlan-id>........ccccccoeiiieeiiiiiie e 176
ip igmp snooping querier vIan address ........c.cevevcveeeieciiee e 177
no ip igmp snooping querier vIan address......cccccvevevecieeeeciiieee e 177
ip igmp snooping querier vlan election participate .......ccccevcveeeivicieei e 177
no ip igmp snooping querier vlan election participate......ccccccceeecvvvvveeeeeeiennnns 177
ShOW ip i2MP SNOOPING QUETIET .....viieieiiiee ettt aaeee s 178
show ip igmp snooping quUErier VIan .........coovveeeieciiee e 178
show ip igmp snooping querier detail.......ccccveeiieciieeiciiiiee e, 179
IMLD Snooping ComMmMaNdS......cccceeiiimeiiienieieniirieieienerineserensserenssesensessnssenes 180
ShOW iPV6 MId SNOOPING....ciiiiiiiieiiteiee e e e e 180
show ipv6 mld snooping mrouter interface.......ccccceeeeeiccciiiieeee e, 181
show ipv6 mld snooping mrouter vIan .........ccccvveeeeeiie e, 181
show ipv6 mld sNO0PING StatiC.....cccuvieiieeiei e, 182
show mac-address-table mIdSnNoOPING .......ccccuviiiiiieiiiiee e, 182
show ipv6 mld SNOOPING SSM ENLIIES ..evvveieiceeeeeee e 182
show ipv6 MId SNOOPING SSM BrOUPS ..eeeeeeeeieciiiiiieeee e e e e e e e e e e e eevereeeee e 183
show ipv6 mId SNOOPING SSM StALS.....cevieiiiiieiciiiiee e, 183
To)VZ o 301 [0 I 1o o] o] [ o V- PURU 183
(Vo To)Vi 0 391 [0 Iy s o o] o1 o -8 PRRUR 184
(ol [T 010] Fo [E] g Yo Yo T o1 2 V=S 184
ipv6 mld snooping interfacemMode ........cooeviiiiieii e 184
no ipv6 mld snooping interfacemode .........cccueeeeeiei i 184
ipv6 mld snooping interfacemode all.........cccvvveeeiiiiiiiiiiiieeee e 185
no ipv6 mld snooping interfacemode all ........cceeeeeieeiiiiiiieeiie e 185
iPV6 MId SNOOPINE FAST-1CAVE .....uvveeeiiiiiieicitieeeee e 185
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5.2.10.17.
5.2.10.18.
5.2.10.19.
5.2.10.20.
5.2.10.21.
5.2.10.22.
5.2.10.23.
5.2.10.24.
5.2.10.25.
5.2.10.26.
5.2.10.27.
5.2.10.28.
5.2.10.29.
5.2.10.30.
5.2.10.31.
5.2.10.32.
5.2.10.33.
5.2.10.34.
5.2.10.35.

5.2.11.

5.2.11.1.
5.2.11.2.
5.2.11.3.
5.2.11.4.
5.2.11.5.
5.2.11.6.
5.2.11.7.
5.2.11.8.
5.2.11.9.

5.2.11.10.
5.2.11.11.
5.2.11.12.
5.2.11.13.
5.2.11.14.

N0 iPV6 MId SNOOPINE fAST-ICAVE ..ueveviieiieiiitieeeee e 185

ipv6 mld snooping groupmembershipinterval........cccccviieieeiiiicccciieee e, 186
no ipv6 mld snooping groupmembershipinterval..........cccccceiiiiiiciiiiieecee e, 186
ipv6 mld snoopiNg MCrtreXPiretime. ... .coovvcveeeiiiiiee e 186
no ipv6 mld snooping MCrtreXpiretime .....cc.eeeeeevveeiinciiee e 186
IPVO MId SNOOPING MIOULET ....cceiiieiieiiiiee ettt saraee e e 187
NO iPV6 MId SNOOPING MIOULEN.....cciiiiiiieiiiiiee ettt e e e saeaee e 187
iIPVO MId SNOOPING STATIC c.uvvieeiiiiiee i 187
N0 ipV6 MId SNOOPING STATIC .evvvueiiieeiiiiiie e 187
SEE M .t 188
NO SEE MU .t e s 188
SEt MIA FAST-1@AVE ...eeiiii e e e 188
NO Set MIA fASt-1€AVE ...coueiiiiiieee e 188
set mld groupmembership-interval........ccccocviiiiniiiiicc e, 189
no set mld groupmembership-interval.........ccccoeoviiiiriiiieiiniee e 189
SEt MIA MAXIESPONSE ..vviiieiiiiiieceiiiee et e et e e et e e e e e s saee e e s sarreeeesnaaeeeas 189
NO St MId MAXIESPONSE ....vveiiiiiiiee ettt e et e e e s e e s saraeeeenns 189
set Mld MCrtreXpiretime ... 190
NOo set Mld MCrtrexXpiretime .........uueeeiee i 190
MLD Snooping Querier Commands .......cccceieeirieniiieeiiinenerennerensereacsennnenes 190
Show ipv6 MId SNO0ING QUETIET ......eeiiiiiiee ettt e e e 190
show ipv6 mld snooping qUErier VIaN .........occcciiiieeee e, 191
show ipv6 mld snooping querier detail........cccccvviieeeeeie e, 191
IPV6 MId SNOOPING QUETIET ....eeeeiiieeeeee ettt e e e e e e e e erraea e e e e e e e enaans 192
NO iPV6 MId SNOOPING QUETIET ...eviiiiieeeee ittt e e e eeectree e e e e e e erraeeree e e e e eeaans 192
ipv6 mld snooping querier addressS. ..o ccuiiieieee e e e e e 192
no ipv6 mld snooping querier address.......ccovveeeeeeeieccciiiiee e e 193
ipv6 mld snooping querier query-interval .......ccccccoeeiciieeeee e 193
no ipv6 mld snooping querier querier-interval.........ccccoveeeeei e 193
ipv6 mld snooping querier querier-expiry-interval.........cccccceeeieciiiiiiienieeienn, 193
no ipv6 mld snooping querier querier-expiry-interval........ccccccoeceiiiiireeeeeienne, 193
iPV6 MId SNOOPING QUEIIETN VIAN...uuiiiiiiiiiiiiiiieeiee et eeeerreee e e e e e e eeaans 194
NO ipPv6 MId SNOOPINE QUETIEN VIAN......ciiiiiiiiiieeiee e eeeerrreeee e e e eeens 194
ipv6 mld snooping querier vIan address ........cccceveeeeeciciireerieeeeeeeerieeeee e e eeeens 194
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5.2.11.15.
5.2.11.16.
5.2.11.17.
5.2.12.
5.2.12.1.
5.2.12.2.
5.2.12.3.
5.2.12.4.
5.2.12.5.
5.2.12.6.
5.2.12.7.
5.2.12.8.
5.2.12.9.
5.2.12.10.
5.2.12.11.
5.2.12.12.
5.2.12.13.
5.2.12.14.
5.2.12.15.
5.2.12.16.
5.2.12.17.
5.2.12.18.
5.2.12.19.
5.2.12.20.
5.2.12.21.
5.2.12.22.
5.2.12.23.
5.2.12.24.
5.2.12.25.
5.2.12.26.
5.2.12.27.
5.2.12.28.
5.2.12.29.
5.2.12.30.

no ipv6 mld snooping querier vIan address..........cccevvvrveeeeeeeeeieeiiirieeeeeeeeeeeens 194

ipv6 mld snooping querier vlan election participate ......ccccceeveeveccviveeeeeee e, 195
no ipv6 mld snooping querier vlan election participate ....ccccccoeeecvvvveeeenninnns 195
Port-Channel/LAG (802.3ad) COMMANAS.........ceeueeeeememennnnnnnsnsensnsnnnnssnsnsnnnes 195
show interface port-channel brief ..., 196
show interface port-channel.........cccoviiiiiiie e 197
show interface port-channel system priority......cccccccvevcieeeiniciee e, 200
] 410 )V LV =T« I T o | PP 201
ShOW aCP INTEITACE .. e e 201
interface Port-Channel ... e 201
STAtICCAPADIIITY .evveeeeeiiiee e s 202
NO StAtiCCaAPAbIlItY «oeveeeeeee e 202
POrt-ChanNel lINKEraP ..cococvviee e e e e 202
NO port-channel INKErap .....oeviveiiiee e 202
port-channel 10ad-balanCe .........c.ueeiveiiiiiii e 203
no port-channel [0ad-balance .......ccocuieiiiiiiii i 203
[0Qd-DAlANCE ..o e 203
NO 10ad-balanCe......ccueiiiiii 204
port-channel system Priority.......ccccceeei e icciiieiee e 204
Nno port-channel syStemM Priorty ......cccccoeeeecciiieie e e 205
1= Yol o 1SRRI 205
(g To N - Yol o TS PRRUR 205
= Yol o - | | PSSR 205
(g To N F- Yol o TS PSRUR 205
Yol oI To [0 0T g TN = V7SR PRRS 206
NO 13CP AAMIN KBY ...t e e e e e et e e e e e e e e 206
Yol oI Tot o] g=To [ o 11 o N (1 2 PRUUR 206
NO 1aCP ACtOr adMIN KBY .oeeeeie e e e e e e e e 206
lacp actor admin State.....cciiii i 207
NO lacp actor admin State.......cccuviiiiiiee e 207
Yol oI Tot o] g o Yol ll o] o] o 1 AV RS PRRUR 207
NO 1aCP ACLOr POt PriOFITY cooeeeeciieeieeee et e e e e e e e e eeenans 208
MIN=TNKS . 208
NO MIN=INKS ..o 208
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5.2.12.31.
5.2.12.32.
5.2.12.33.
5.2.12.34.
5.2.12.35.
5.2.12.36.
5.2.12.37.
5.2.12.38.
5.2.12.39.

5.2.13.

5.2.13.1.
5.2.13.2.
5.2.13.3.
5.2.13.4.
5.2.13.5.
5.2.13.6.
5.2.13.7.
5.2.13.8.
5.2.13.9.

5.2.13.10.
5.2.13.11.
5.2.13.12.
5.2.13.13.
5.2.13.14.
5.2.13.15.
5.2.13.16.
5.2.13.17.
5.2.13.18.
5.2.13.19.
5.2.13.20.
5.2.13.21.
5.2.13.22.
5.2.13.23.
5.2.13.24.

[ACP TAIIDACK . ..ciiii i ittt e e e e e e e e e e eenans 208

NO [ACP FAllDACK....ceeeieieeeee e e e 209
lacp fallback tIMEOUL.......c..vieeeeee e e e 209
NO lacp fallback tIMEOUL.......ccoviiieeiee e 209
(ol = Ta T 011 B =4 o TU T o IO PP 209
NO ChANNEI-GrOUP e e e e s e e s sabaeeeenes 210
delete-Channel-BroUpP ..o uiiii i e 210
port lacpmode enable all .......cocuviiiiiiiiii 210
POt |aCPLIMEOUL ..o e e s saea e e e 210
K3 0] 4T 00 111 o N 211
ShOW StOIrM=CONTIOL.....uiiiiiiiiie et 211
storm-control Configuration ..........cceeeeiiei i 213
StOrm-control broadCast .......ueveveeiiieieeee e 213
NO Storm-control broadcast .........ceeveviieiiiiiiec e 213
storm-control broadcast aCtion .........cccveeeiriiiie i 214
no storm-control broadcast action .........ccccvveiiiiiiii e 214
storm-control broadcast rate.......c.eeeeeceieeieciiie e 214
No storm-control broadcast rate........c.eeeieviiiiiiniiiie e 215
storm-control broadcast [eVel.........cooviieiiiiiiiii e 215
no storm-control broadcast leVel..........coooiiiiiiniiiiiin e 215
STOrm-control MUITICAST ..ooevvieeiiee e 216
NO StOrmM-coNtrol MUITICASE ...coouviieiiiiiiee e e 216
storm-control multicast action ........cocccieeiiiiiiii i 216
no storm-control Multicast aCtion .........coovcvieiiiiiiiiiinii e 217
storm-control multicast leVel .........coooviiiiiiiiiii e 217
no storm-control Multicast leVel.......cc.eeviiiiiiiiiii e 217
storm-control MUILICAst rate .....oouveeiieiiiiee e 217
NO storm-control MUItICAst rate......cccuveiiiiiiiiiee e 218
STOrM-CONEIOl UNICAST...eiiiiiiiiiie ittt aree s 218
NO StOrM-CONTIOl UNICAST.....ceiiiiiiieiiiiiieeceeee e s 218
Storm-control UNiCast @CtiON .....covuieiieiiiiee e 219
NO storm-control UNIcast aCtioN.......c.eevviiviiieiniieee e 219
storm-control UNicast [eVEl ........cc.ueoviiiiiiiiee 219
NO storm-control UNICast 1eVel .......ocuiiiiiiiiiie e 220
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5.2.13.25.
5.2.13.26.
5.2.14.
5.2.14.1.
5.2.14.2.
5.2.14.3.
5.2.14.4.
5.2.14.5.
5.2.14.6.
5.2.14.7.
5.2.14.8.
5.2.14.9.
5.2.14.10.
5.2.14.11.
5.2.15.
5.2.15.1.
5.2.15.2.
5.2.15.3.
5.2.16.
5.2.16.1.
5.2.16.2.
5.2.16.3.
5.2.16.4.
5.2.16.5.
5.2.16.6.
5.2.16.7.
5.2.16.8.
5.2.16.9.
5.2.16.10.
5.2.16.11.
5.2.16.12.
5.2.16.13.
5.2.16.14.
5.3.

STOrM-CONTIOl UNICAST FATE .uvieiiiiiiieiiece ettt ettt e e e e e reearareeeseeeereens 220

NO StOrm-control UNICast rate .......cocceveviiiiiiiiie e, 220
Port Mirror Commands.........c.ceeeeeeeniiiiiiiiiiinmnniiiiiiiiieeees. 221
ShOW POrt-MIrrOr SESSION c...vviiiiiiiiiee ettt e e e saaeee s 221
POrt-MONITOr SESSION SOUICE ... e e e e 222
NO POrt-MONITOr SESSION SOUICE ... uuuiieeee e e 223
port-monitor session destination ........ccceeciiieiiiiiiie e 223
no port-monitor session destination .........cccccvveiiiei e 224
POrt-mMonitor SESSION filter .....cccviieiieiiie e 224
NO POrt-Monitor SESSION filter ......cviiiiiiiieece e e 225
POrt-MONiItOr SESSION MOUE .....evvieeieiiiieeeciiee et e e s e e s saraee e 225
NO POrt-MoNitor SESSION MOME ....ccciviiiiiieiiiiee e e seeee e 225
NO POrt-MONTTOI SESSION ... s s e e e e e e e e e e e e e es 225
NO POFE-MONTTOL L. s s s e s s e s e e e s 226
[T - N 226
SNOW TINK SEATE .eeiieiiiiee e e e 226
link State Sroup ACtiON....cccuviei e 227
1] S = L= = o TV T o F U PRRT 227
Port-backup COmMmaNds ......cccciieeiiiimiiiiniiieiininiereeerrneereneserensseseasessnssenes 228
SHOW POrt-DACKUP oo e e e 228
Yo T ol o Lol U T J S PPRRR 228
NO POIt-DACKUD e e e e e e e e e aaes 228
(Yo T Bl o Lol U] o I ={ o U T o J USRI 229
NO POrt-BACKUP BrOUP .oveeeeeiee e e e e e e e e e e 229
port-backup Sroup actiVe ... 229
NO port-backup Sroup actiVe.......uueeeieii e 229
port-backup group backup ... 229
no port-backup group backup ... 230
port-backup group enable............oiiiiii e 230
port-backup group mac-move-update........ccccceeeiiiieiiiiiiieeee e 230
no port-backup group mac-move-update.......cccceeeieeiiiiiiieiee e 230
port-backup group failback-time .........coovveiiiiiiiiiiii e 231
no port-backup group failback-time ........cccovvveeeiiiiiiiii e 231
Provisioning (IEEE 802.1p) COMMANGS ......cceuuereenerenncrennnerenneceenneerennerenneenes 232
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5.3.1.
5.3.2.
5.3.3.
5.3.4.
5.4.
5.4.1.
54.1.1.
5.4.1.2.
5.4.1.3.
5.4.1.4.
5.4.1.5.
5.4.1.6.
54.1.7.
5.4.1.8.
5.4.1.9.
5.4.1.10.
5.4.1.11.
5.4.1.12.
5.4.1.13.
5.4.1.14.
5.4.2.
5.4.2.1.
5.4.2.2.
5.4.2.3.
5.4.2.4.
5.4.2.5.
5.4.2.6.
5.4.2.7.
5.4.2.8.
5.4.2.9.
5.4.2.10.
5.4.2.11.
5.4.2.12.
5.4.3.

SWItChPOort Priority all.....ccceiieeiiiieiiiiiieieierererreneereenereenerennerenseseensesennens 232

no switchport priority all........ccoviiiiiiiiiiiiii e 232
SWItCRPOIt Priority ccucieeiieniieeiieeireirrcricriereecreeereerenerenerenerensenssensssnnennnes 232
NO SWItChPOrt Priority .....ccccceeiiiieniiiiiiiiiiiiinrnr e nees 232
Management COmMMaANS ......ccccveueeiiiinnneiiiiienniiniieniiimmmieeeae 233
Network Commands........cceeiiiiiireiueiiiiiiiniinrne s e essaassees 233
SHOW IP INTEITACE ..iii it 233
SNOW TP FIlEE et s e 233
(0010 [OOSR UPUPRORURPOPPRR 234
IO MNIEU L 234
INEEITACE VIAN ..o s 234
To I Lo Lo L =TSP 234
aTo T T I o [o [ PSRRI 235
IP default-BatEWAY ...veiiieiiee e 235
To R Lo [ [ =T | ool o TS USSR 236
(Lo R T oI o [o [f =TI | ol o U USRS 236
1o I 1 =T PRSI 236
LYo T o I8 111 = S PRRUR 237
ip filter <name> {ipv4 |ipv6}<ipAddr>[<mMask>] ......ccccceevrerierecieeccieeeeee e, 237
NO P FIEEr<KNAME> ... e 237
Serial Interface Commands..........cooveeemeuiiiiiiiiiiiieiiiicc e 237
SNOW liN@ CONSOIE ...t e e 237
[IN@ CONSOIE....eeiiie e s 238
DAUAIALE .. 238
NO DAUAIATE ... s 239
EXEC-TIMEOUL ... 239
NO EXEC-TIMEOUL ...t 239
PASSWOrd-threShold ........cccoiiieeeee e e e 239
NO PAsSSWOrd-threshold ... 240
SHENT-TIME Lo e s s e 240
NO SHENT-TIME ..ot 240
TErmMiINAl IENGEN .. e 240
[INE PASSWOIT .oeeiieiiiiieiiee e e eeeeetree e e e e e e esabareeeeeeeeeeesnsraeaeeeeessennns 241
Telnet Session ComMMaNds .......cccevviiiiiiiiiiiiiiiiiiiiiiineereee e 241

NETGEAR M4500 Series Switches CLI Command Reference Manual 15



5.4.3.1.
5.4.3.2.
5.4.3.3.
5.4.3.4.
5.4.3.5.
5.4.3.6.
5.4.3.7.
5.4.3.8.
5.4.3.9.

5.4.3.10.
5.4.3.11.
5.4.3.12.
5.4.3.13.
5.4.3.14.
5.4.3.15.
5.4.3.16.
5.4.3.17.
5.4.3.18.
5.4.3.19.
5.4.3.20.

5.4.4.

5.4.4.1.
5.4.4.2.
5.4.4.3.
5.4.4.4.
5.4.4.5.
5.4.4.6.
5.4.4.7.
5.4.4.8.
5.4.4.9.

5.4.4.10.
5.4.4.11.
5.4.412.
5.4.4.13.

SHOW [N VEY ..t e e e e e e e 242
1T TR XY 2RSS 242
EXEC-TIMEOUL ...eeiiiiiiie e e 242
NO EXEC-TIME OUL ...t 243
PASSWOIrd-threShold .......cccuviiiiiiiiiee e 243
NO PASSWOrd-threshold .........coociiiiiiiiiiiece e 244
NAXSESSIONS . ceteieiiiiiinttetet e e et sttt e e e s e s bt e e e e e s s se b e et et e e e s e sennrraeeeeeeeesenanns 244
NO MAXSESSIONS. ¢ iiittittiee et ittt et e e s s e s e e e e e s s sessrerr e et e e e s e sesnnraeeeeeesssananns 244
SEIVEE ENADIE . .eiiiii e 244
NO SEIVEr ENADIE ....ciiiiiiiie e s s 245
=13 (o] o YOO PRTPRPP 245
O SESSIONS .eeiieeiieiiiirttet et e e e s et et e e e s e se e e e e e e e e s e seanrerereeeeesesannnraeeeeeesesannns 245
TEINET SESSIONS ....eeeiiiiee ittt et sab e e e e e 245
NO tEINET SESSIONS ..ttt e 246
TEINET MAXSESSIONS ...eiiiiiiieiiie ettt ettt sb e e st e e san e s saneeens 246
NO tEINET MAXSESSIONS ....ueiiiiiiiiiee ettt 246
telnet eXeC-TIMEOUL........eiiiiieiiiie e 246
NO telnet eXeC-tiMEOUL.......cccueiiiiiiiie e 247
SNOW teINET.....eiiiiie e e 247
SNIMP Server Commands .........cceiiiiiiimemeniiiiiiinieeneenereeesseeeeee 247
SHOW SNIMIP et e e e e e e e e re e e e e e e s e s nraeanneeeaens 247
SNMP-SEIVEL SYSNAME iittuiuiieeeeeeetietriiiiereeeeettetiuieseeeeeseestmsseseeseeermmneeseesessenns 249
SNMP-SEIVEN [0CALION......uiiiiieiei i e e 249
SNMP-SEIVEE CONTACT .oiiiiiiiie i e e e ee e s e e e e eeaees 250
SNMP-SEIVEr COMMUNITY cooeeieieieieie e e e e e e 250
NO snmp-server community <COMMUNItY-StrNE> ...ccoovveiiiiiiiiiiiiiiiiieieieeeeeeeeenn, 251
SNMP-SErver COMMUNITY-SIOUP coovieieieieieieieie e ee e e e e e e se e e ee e e ee e e ee e e e 251
No snmp-server community-group <community-string> .......cccceeeveeviiieienennnn. 251
ShOW SNMP ENEGINEIA ....eeriiiiieeee e e e e e 251
SNMP-SEIVEr ENEINEI. .. ..uiiiieeee i e e e e e e e e e e e enerereeaeens 252
NO SNMP-SEIVEYN ENEINEIA ..ieeeieiiiiiieeieeeeeiecirrreeeeeeeeeesrtrreeeeeeeeeeesarrreereeeessennnns 252
SHOW SNMP FIIEEIS oot e e e e 253
SNMP-SEIVET FIlEEI oot 253
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5.4.4.14.
5.4.4.15.
5.4.4.16.
5.4.4.17.
5.4.4.18.
5.4.4.19.
5.4.4.20.
5.4.4.21.
5.4.4.22.
5.4.4.23.

5.4.5.

5.4.5.1.
5.4.5.2.
5.4.5.3.
5.4.5.4.
5.4.5.5.
5.4.5.6.
5.4.5.7.
5.4.5.8.
5.4.5.9.

5.4.5.10.
5.4.5.11.
5.4.5.12.
5.4.5.13.
5.4.5.14.
5.4.5.15.
5.4.5.16.
5.4.5.17.
5.4.5.18.
5.4.5.19.
5.4.5.20.
5.4.5.21.
5.4.5.22.
5.4.5.23.

no snmp-server filter <filter-name> [<oid-tree >] ......ccccceeeevvereeecieeeeeeireeeeenns 254

SHOW SNIMP USEN eieiiieceteeee ettt e e e e e e e e e e e s e s nnneneeaeeeeas 254
ST NI D =SBV USEI .uuiiiieiiirruuiiereeeeetteernsnesesesereesssssssseesesseesmssassessesssesssnssssssssneens 255
NO SNMP-SEIVEL USEI ..iiieiiiiiiuieeeteeeretureurseeeereteeanasaaeretrnsnasaaeessersnnnsesssees 255
SNOW SNIMP BrOUP .eeiiiiiiiiieeiiee ettt et e e stae e e e s aae e e s saaeeeessnaeee s 255
SNMP-SEIVEL BIOUPD ieieiiiennuiieieeeeetteernaseeeeeterennaaseaeeerteernnassteeeeressnnaesseeeseenes 257
NO SNMP-SEIVEL GIOUP «eeeeriruruuuirereeererurenierseeeeretreanasaeeretrennasaeerseesnnanaessees 257
SNOW SNIMP VIEWS eiiiiiiie ettt sttt st s e e e s aae e e s saan e e e s snaeee s 257
SNIMP-SEIVEE VIBW . eieieieieieieie et ee e e ee e e ee e e e e eeseeeeeaese e e e e seseeeeesesesesasesesasasanns 258
NO SNMP-SEIVEE VIEW .. s s e s s s s s s e s e s e s s s s se s s s s s e s e s e sssssssasssssnnes 259
SNIMP Trap CoOmMMANS.....cccereeereenerrennerenncereancernserensesressessnssessnsessassessnnens 259
snmp-server host <host-addr> traps......cccceveveeeieiiiee e 259
no snmp-server host <host-addr>.........coovviiiiiiiiii e 260
SHOW TraPTflags .oceeieeeeiee et e 260
snmp trap INK-status all........ooeeieiiee e 261
No sNMP trap liNk-status all..........coooeiiieiiiniie e 262
snmp-server enable traps acl-trapflags .....cccoccveieeiieiiiice e, 262
no snmp-server enable traps acl-trapflags ....ccccceeeeeecciieee e, 262
snmp-server enable traps authentication..........cccccceeiiieciiieec e, 262
no snmp-server enable traps authentication .........cccciieeeei e, 263
snmp-server enable traps bgp state-changes limited..........ccccceeiiiicniiinnnn.n. 263
no snmp-server enable traps bgp state-changes limited ...........cccccvvveeeinais 263
snmp-server enable traps fan ... 263
no snmp-server enable traps fan ... 263
snmp-server enable traps iNKMOAe ......ccoovieiiiiieee e, 264
no snmp-server enable traps iNKkMode .........cccceeeeiieiiiiiieeee e, 264
snmp-server enable traps MUILIUSErS ......cooveccciiiiiiee e, 264
snmp-server enable traps OSPF .....eeeviiiiiee i 265
no snmp-server enable traps OSPf ...ooev i 265
snmp-server enable traps 0SPTV3......eiiei i 265
no snmp-server enable traps oSPIV3.....coiiiiiiii e 265
snmp-server enable traps PiM ..o 266
NO sNMpP-Server enable traps PIM ... e e 266
snmp-server enable traps POWErsUPPIY ...coovvvvrvrreeiieiieiieeeeee e 266
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5.4.5.24.
5.4.5.25.
5.4.5.26.
5.4.5.27.
5.4.5.28.
5.4.5.29.
5.4.5.30.
5.4.5.31.
5.4.5.32.
5.4.5.33.
5.4.5.34.
5.4.5.35.
5.4.5.36.
5.4.5.37.

5.4.6.

5.4.6.1.
5.4.6.2.
5.4.7.

5.4.7.1.
5.4.7.2.
5.4.7.3.
5.4.7.4.
5.4.7.5.
5.4.7.6.
5.4.7.7.
5.4.7.8.
5.4.7.9.

5.4.7.10.
5.4.7.11.
5.4.7.12.
5.4.7.13.
5.4.7.14.
5.4.7.15.

5.4.8.

no snmp-server enable traps POWEISUPPIY ..vvveeeiieiiiiiiiireeeieeeeececrieeeee e eeeens 266

snmp-server enable traps StPMOAe ......ceviiiieiciiieeeee e, 267
no snmp-server enable traps stPMOde .........ouvvveviiiieicciieee e 267
snmp-server enable traps temMperature......ccceeieciieeiercieee e 267
no snmp-server enable traps teMpPerature......cccceeevecieeeiercieee e eeieee e 267
snmp-server enable traps tranSCEIVEN ......covvvviiiiiiiiie i 267
Nno snmp-server enable traps traNSCEIVET ......ciivivieiiriiiee e 268
snmp-server enable traps violation ........cccecvveiiiniiieiicc 268
no snmp-server enable traps Violation .........cccveviiiiiiiee e 268
ShOW SNMP SOUICE-INTEI ACE . .iii it 268
SNMPLrap SOUICE-INTEITACE. . .uiiiiiiiie et 269
NO SNMPLrap SOUrCE-iNtErfaCe ......ccvvviiiiiiiiiiie e 270
SNMP Trap [NK-StATUS....eeeiiiiiiee e e 270
NO SNMP trap lINK-STAtUs ......ccoviiiiiiiiiiie e 270
SNMP Inform Commands .......cccciiiiiiiiiiiiiiiiiiiiiii, 270
snmp-server host <host-addr> informs ........ccccceveciieeiiiciie e, 270
no snmp-server host <host-addr>..........ooooiiiiiiiiiii e 271
Secure Shell (SSH) COMMANAS .....ccuiiieeirieeiirreiirinniereeerieeereeeserenseerensesennens 271
] L0 3T o T o R 271
show ip ssh user-public-key current-user.........cccccveeeii e, 272
show ip ssh user-public-key who-has-key.......ccccoveeeeiiiiccieeeeeeeeee, 272
1o 331 o U PPRUR 273
g To o T3 o VSRR 273
1P SSH MAXSESSIONS. ...uuiiiiiieeee e ittt e e e et e e e e e e e e brrr e e e e e e e e senrraenreeeeesenanns 273
NO iP SSH MAXSESSIONS .eeiieiiiiiciciieee e e e e e e e e e e e e e e e ennans 273
To T3] g1 oL o U PRRUR 274
Yoo IR o1 o T ] o U PPRR 274
1P SSH EIMEOUL ... e e e e e e e e e e eaans 274
NO P SSHEIMEOUL......eeiiiiiiee e e e e e e e 274
ip sSh user-password-auth ..........ccceeeiii i e 274
NO ip ssh user-password-auth ........ccccceoeeeciiiiiec e 275
iP 5Sh USEr-pUBIIC-KEY-aULN ...ttt e 275
NO iP sSh USEr-public-KEY-aUtN .....ccveeiiiiiiiiiiieeec e 275
Management Security COommands ......c.ccceveereerincreeireeierenerenerenerencrencrennens 275
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5.4.8.1.
5.4.8.2.
5.4.8.3.
5.4.8.4.
5.4.9.
5.4.9.1.
5.4.9.2.
5.4.9.3.
5.4.9.4.
5.4.9.5.
5.4.9.6.
5.4.10.
5.4.10.1.
5.4.10.2.
5.4.10.3.
5.4.10.4.
5.4.10.5.
5.4.10.6.
5.4.10.7.
5.4.10.8.
5.4.10.9.

5.4.10.10.
5.4.10.11.
5.4.10.12.
5.4.10.13.
5.4.10.14.
5.4.10.15.
5.4.10.16.
5.4.10.17.
5.4.10.18.
5.4.10.19.
5.4.10.20.
5.4.10.21.
5.4.10.22.

crypto key generation {RSA|DSA} ...ttt 275

no crypto key generate {RSA | DSA} ... iiee e 276
crypto certificate generation .........ccoeceiee e 276
NO crypto certificate ENerate .....cccvveiiiiiiiee e 276
DHCP Client COmMMaNdS........ccoereeeuuuniiiiiiiiiinetuuiiiiiiniinreesssseesssseees 276
dhcp client vendor-id-0ption .......c..eeeeiiiiiiiiiiiie e 276
no dhcp client vendor-id-0ptioNn .......cc.eeeieiiiieiiiiie e e 277
dhcp client vendor-id-0ption-String ........cccoveuieie i 277
no dhcp client vendor-id-option-String.......ccccceveivieiiriiiee e e 277
show dhcp client vendor-id-0ption.........cceovieiiieiiieeiccee e 277
SHOW ANCP 18ASE ..veiiiciiiieeeeee e s saaee s 278
STFloW ComMmMands......ccciiiiiiiiiiiiiiiiiiiiii 278
SHOW STIOW QENT . 278
SHOW STIOW POIIEIS ... 279
SNOW STIOW FECEIVETS ...t 279
ShOW STIOW SAMPIEIS ...oveiiiiiee e e 280
Show STIOW SOUrCe-INterface .......cceeeiieeriiiiiiieee e 281
sflow receiver maximum datagram .......ccccoeeceiiiieeee e 281
no sflow receiver maxdatagram <indeXx>........cccccceeieiiiiiiiieeee e 281
STIOW rCEIVEN OWNEI ..ot 281
NO STlOW receiver <INAEX> .......cooiiiiiiiiiiii e 282
3 1 (oL A oY V=Y T o TSRS 282
NO SFloW receiver KINAEX> I covccuiiiiiieee e e 282
STIOW FrECEIVEI POt .. e e e e e e e e 283
no sflow receiver <INAeX> POrt ......ceevvi i 283
STlOW POllEr INTEIrVaAl.........vveieeeee e 283
NO SFlow poller iNterval ... 284
31 (oL VA [ g 1 [=T g T o [0 U 284
NO STIOW SAMPIET ... e e e e et e e e e e e e e 284
31 (o1 VA o] | F=Y g T To 1<) R 284
NO STIOW POIIEE .o e e e e e e e e e e e 284
STIOW SOUICE-INTEITaCE. ..c..eeeiieieeceeeeeee e 285
NO STIOW SOUrCe-INTErface ........oocvievieiiieeee e 285
STIOW SAMIPIEE AL ..ot r e 285
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5.4.10.23.
5.4.10.24.
5.4.10.25.
5.4.11.
54.11.1.
5.4.11.2.
5.4.11.3.
5.4.11.4.
5.4.11.5.
5.4.11.6.
5.4.11.7.
5.4.11.8.
5.4.11.9.
5.4.11.10.
5.4.11.11.
5.4.11.12.
5.4.11.13.
5.4.11.14.
5.4.12.
5.4.12.1.
5.4.12.2.
5.4.12.3.
5.4.12.4.
5.4.12.5.
5.4.12.6.
5.4.12.7.
5.4.12.8.
5.4.12.9.
5.4.13.
5.4.13.1.
5.4.13.2.
5.4.13.3.
5.4.13.4.
5.4.13.5.

NO STIOW SAMPIET FALE...eeviii it e e e e e eeaans 286

sflow sampler maxheadersize........ccccovviee i 286
no sflow sampler Maxheadersize.......cccveecieeeecciie e 286
Service Port Commands..........ceiiiiiiiieemeniiiiiiniinneessnrsssssssseseeaes 286
] 410 )V VY= V[0l =T To ] o PSRRI 286
show serviceport ipv6 dhcp StatistiCs .....eeeevriiieiiiiiiei i 287
show serviceport ipv6 NEIGhDOIS .....coccviiiiiiiiee e 289
<] AV Tol=T o To] o A o JO T TP TP 290
=1 RV Tol=] o Yol o] fo] o] oo | I PRSP 290
SErviceport ipVe €Nable......c.uuei i 291
NO SErviceport ipVo €Nable..........ueei i e 291
SErviCePOrt iPVO @ddreSS ..ouuviieeieiiiie ettt e e s e e e areee s 291
NO SErvicepOort iPV6 address ....ccuuuieeiiiiiieeeiiiee et e s e e e saraee e 292
SErviceport ipVh SateWay ..oooeeeee e 292
NO SErviceport iPVO SateWaY . ... 292
clear serviceport ipv6 dhcp statistiCs .....uuviiviiieeiiiiiiie e 292
serviceport ipvb NEIGHDON .........oiiiii 293
No serviceport ipvb Neighbor ...... ..o 293
Time Range ComMmaNds ....c.ccieeuiiieeiiiiniiieeiiiniirenieieesereneserensserenssssnssessnnses 293
SHOW tiME-TANEE coeiieeeeee e e e e e e e s e e e e e 293
LT =T = [ T =t 294
o R AT 0 0 (=T =] == R 294
L] =T = T o T =(= I 1 =1 4 1= 294
NO tIME-TANEZE KNAME> ... i re e s s s s e s e s e s s s s s s s s s e s e s s s s s e s s s s s e s e s e s e e s e eseeesesenes 295
ADSOIULE ... e 295
NO ADSOIULE ... s 295
1= o Yo I Lol U PURUR 296
Yo TN o 1= To Yo I ol PPRUR 296
Command Scheduler COmmands ........ccuueciiiiiiiiiimeneiiiiiiiinneeeeeeeeees 296
KON OCCUITENCE ...ttt 296
NO KrON OCCUITENCE KNAMIES ..ciiuiiiiiiiieeiiee ettt ettt ettt et ee st e st e st e s e s 297
[oTo] [TV 1 AR o - [ 4 1< DRSS 297
NO POLICY-liST KNAME> ..o e 298
KrON POIICY-IIST ceieiieiiiieiiee et e e e e eaabaeereeeeseenanns 298
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5.4.13.6.
5.4.13.7.
5.4.13.8.
5.4.14.

5.4.14.1.
5.4.14.2.
5.4.14.3.
5.4.15.

5.4.15.1.
5.4.15.2.
5.4.15.3.
5.4.15.4.
5.4.15.5.
5.4.15.6.
5.4.15.7.
5.4.15.8.
5.4.15.9.

5.4.15.10.
5.4.15.11.
5.4.15.12.
5.4.15.13.
5.4.15.14.
5.4.15.15.

5.4.16.
5.4.16.1.
5.4.16.2.
5.4.16.3.
5.4.16.4.
5.4.16.5.
5.4.16.6.
5.4.16.7.
5.5.
5.5.1.
5.5.2.

NO Kron Policy-list KNAMES .....ccuiiiiiiiii e 298

Cli <line><liNe><liNe> ... oo 298
NO cli <line> <line> <lNe> ... ...cooiiiiiiiii e 299
Switch Database Management Template Commands.......cccceeerrrenniiineennnnns 299
SHOW SAM Prefer ..o e e e 299
o [0 10 1= =T PP 300
NO SAM PrEFEI ..t e s e e s saraeeeeas 301
Remote Monitoring Commands.........cceceeiiiiieniiniieneiiiiienieen. 301
SNOW rMON @larMS...c.eiiiiie e e e e 301
show rmon collection RiStOry.........ceeveeiieiiiiie e 303
SNOW IMON @VENTS ...ttt 304
SHOW rMON NiSTOTY e aaee s 305
] 010 1YLV ¢ 4T o T o Y- SR 308
show rmon statistics INTEerfaces .........ccceeieiiiieiniiei e 309
ShOW rmon hCalarms ..o e e 311
FIMNON QAT ettt st e s e s neeas 313
NO FMON AlAIMN Lttt et s st e s san e s ae e sneeas 314
FMON NCAIAIM L 314
NO rMON NCAIAMM ..o 315
FIMON EVENT ..eiiiiiiiiiiiiiti et e s s ae s e e e s s saans 315
NO FMON BVENT...ciiiiiiiiiiiiiei e e s s ae e e e s s eaans 316
rmon COllECtioN NISLOIY ...oeiii i e 316
NO rmon collection NIStOrY .........uuiiiieiee e 317
Statistics Application Commands.......cccciveeiiiieiiiiiiiiiiiiecicnerereeereaesennnes 317
stats group (Global CoNfig)......ccocviiiiiiiiiiee e 317
stats flow-based (Global CoNfig) .....cceecvieeiiciiei e, 319
stats flow-based repPorting ..o 320
stats group (Interface Config) ....ccveveeeiiiieiciee e 320
stats flow-based (Interface Config) ......cocueeeeciieiieciieeeece e, 321
] 2103V A = L 3= o 1V o R 321
Show stats FlIOW-based.........coouiiiiiiiii 323
Spanning Tree Protocol COmMmMaNs ........ccceereenerrenicreeneeeenncreeneerenneerenneseanees 326
ShOW SPANNING-TrEE...cccuiieeiireniereeerreeereeneereaneereneeeeseeensserensssssnsesennsessnnens 326
ShoWw spanning-tree INterface .....cccceeveeereeniereeeitennereeeeeeeereeneerenneerennesennees 327
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5.5.3.
5.5.4.
5.5.5.
5.5.6.
5.5.7.
5.5.8.
5.5.9.

5.5.10.
5.5.11.
5.5.12.
5.5.13.
5.5.14.
5.5.15.
5.5.16.
5.5.17.
5.5.18.
5.5.19.
5.5.20.
5.5.21.
5.5.22.
5.5.23.
5.5.24.
5.5.25.
5.5.26.
5.5.27.
5.5.28.
5.5.29.
5.5.30.
5.5.31.
5.5.32.
5.5.33.
5.5.34.
5.5.35.
5.5.36.

ShOW SPaANNING-tree VIAN ......cceeueieeniiienereeniereeneeteneereeneeeennereessereaseesansessanens 327

show spanning-tree mst detailed..........c.cceeiiiuiiiiiiiiniiiininiinicnnnen, 328
show spanning-tree Mst SUMMaAry .....ccccciceiiieniiiieiiiininieininerensienssne 328
show spanning-tree mst port detailed ..........ccceueviiiiieeiiiiiiinciiiinneniininenn, 329
show spanning-tree mst port SUMMArY .......cccceeeeiiiineniiiiieninnieee. 330
Show spanning-tree SUMMArY ........cccceiiiiieeiiiiienniiiieeniieniemee. 331
show spanning-tree brief.......cccccoiiviiiiiiiiiiiiiiiini 331
SPANNING-TIEE . ccuuiiiieiiiiiiiiriiiiriiitriiris e rrasssrassstrasssrasssirssssrensssransssrnnsss 332
NO SPANNING-TrEE c.uuiiiuiiriiiiiiiiiriiiiriieieaitreastrasssteasstrsesstrssssressssrassssrasssses 332
spanning-tree bpdu-forwarding.......cccccciveecereeciienniriecereenereeeeereaneeneaneenenees 332
no spanning-tree bpdu-forwarding ........ccceeeeeeriecireeiiiienereeeereecereeceeennens 332
spanning-tree protocol-migration......c..c.cceeereeirieniireencereenereeeeereaneerenneennnees 333
spanning-tree configuration NAME.....c..coveeciieeirieniirrecrreenerreneerenneeeenneennnees 333
no spanning-tree configuration NAME.......cccceerveneireeirreerereeceteeeeeeneeenneenes 333
spanning-tree configuration revision ..........c.ccceceveeeireencireencieeeerenereenenennees 333
no spanning-tree configuration revision .....c..c.ccceceveeeireereieenccreencreeencrenneenes 334
SPANNING-TrEE MOUE ....ccuuieeniireniireeirreeereeeeereanerreneerenseerenserensserensessnnsessnnens 334
NO SPANNING-tree MOAEe ......ccceuiiiieiiiiiiiieietererrese e e rene e renssssnasesenssanes 334
spanning-tree forward-time ..o 334
no spanning-tree forward-time........ccccciviiiiiiiiiniiiiiiiicre e 335
SPANNING-TrE@ MaAX-ABE..ccuiieuiiiniiiniiiniiniieeiienisesierserserssressrensssnsssnsssnsssnnns 335
NO SPANNING-tre@ MAX-AZE ...cicuiieuiieniiiniiiniiiniiniiniieeiiesiessserasersserssssesssonssens 335
spanning-tree forward-time Max-age .....cccccivviiimiiiiniiiieiiieenierereneeeenennne, 335
SPANNING-tree MaxX-RoPS...cccciieiiiiiiiiiiirrcrecrrr e e renessnasesennnes 336
NO SPANNING-tree MaX-hoPsS .....ccceviiiiiiiiiiiiiiiiiiiieirrrse e rensseseasessnsnenes 336
spanning-tree hold-count .........cccoiveeiiiiiiiniiiiiii s 336
no spanning-tree hold-count ........ccccoireiiiiiieiiiiiinniiinie, 336
spanning-tree Mst iNStanCe .......ccccviieiiiiiiiiiiiiic e 337
NO spanning-tree Mst INStaNCe........ccceiiieiiiiiiiiiiiiicrc e 337
spanning-tree Mst Priority.....cccccieiiiiiciiiiiciiiiiiiic e 337
NO spanning-tree Mst Priority....cc.cceeiieiiiiiiiiiniiiicincc e, 338
SPANNING-Tree MSE VIaN ....ceeuiieniirieiiiieieieeneereeeeteneerenneeeennerenserenseseansessnnens 338
NO SPANNING-tree MSt VIAN ...ccueiveeniiieniiieeietenierteneeteeereeeerenseereaseerensessnneeses 338
SPANNING-TrEE MST ..cuieiiiieiieeireeirrerreeriereeereeeresernsereseransressrenssenssensssnsennnes 338
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5.5.37.
5.5.38.
5.5.39.
5.5.40.
5.5.41.
5.5.42.
5.5.43.
5.5.44.
5.5.45.
5.5.46.
5.5.47.
5.5.48.
5.5.49.
5.5.50.
5.5.51.
5.5.52.
5.5.53.
5.5.54.
5.5.55.

5.6.

5.6.1.
5.6.2.
5.6.3.
5.6.4.
5.6.5.
5.6.6.
5.6.7.
5.6.8.
5.6.9.

5.6.10.
5.6.11.
5.6.12.
5.6.13.
5.6.14.

NO SPANNING-TrEE MST ..ccuieiiriiireeirecreeirreereereeerneereeeeeseranernnerassrasssanesanssens 339

spanning-tree Port MOde........cccciiveiiiieeiiiinciiiiniiienineseresssrsssssnnnes 339
NO spanning-tree Port MOde......cccciieeiiiiniiiieiiiiniiii e rensssnssenes 340
spanning-tree port model all .........cccceiiiiieeiiiiiiiniiiii e 340
no spanning-tree port mode all .........ccccceiiiiieniiiiiiiniiiiiin 340
SPANING-tree QUOL-€dEE .......civvuiiiiieneiiiiiiiiiiiiininnressr e rrsassssesnsssens 340
NO SPaNNINg-tree aUt0-EdEge .......ccceiiiirrneiiiiinnniiiiieniiiiirrsiieesesnresssssnnee 341
SPANNING-TrEE COSt..uuuiiiuiiiiiiiiriiiiiiiiiiiiiiriierraisr