
Social media, streaming and images

safeguarding guidance

The purpose of this guidance

Guild work with children, young people and adults at risk and their families through our Pro team,

Academy programme, in person through events and online by them engaging with our content. A big

part of what we do involves online activity which, by its nature, often uses images of our participants.

We’re proud of the content we create and the activity we do here, the images we use help to celebrate

that great work. We have a responsibility to promote the welfare of all children and young people

and to take, share and use images of children safely. To help create a safer online culture and

safeguard those young people, we have created this guidance.

Why?

Online abuse is any type of abuse that happens on the internet, using a device such as computers,

tablets, mobile phones and other internet-enabled devices (Department for Education, 2018).

It can happen anywhere online that allows digital communication, such as:

● social networks

● text messages and messaging apps

● email and private messaging

● online chats

● comments on live streaming sites

● open or private voice chat in games.

Children and young people can be revictimised (experience further abuse) when abusive content is

recorded, uploaded or shared by others online. This can happen if the original abuse happened online

or offline.

Children and young people may experience several types of abuse online:

● bullying/cyberbullying 

● emotional abuse (this includes emotional blackmail, for example pressuring children and young

people to comply with sexual requests via technology)

● sexting (pressure or coercion to create sexual images) 

● sexual abuse 

● sexual exploitation.

Children and young people can also be groomed online: perpetrators may use online platforms to

build a trusting relationship with the child in order to abuse them. This abuse may happen online or the

perpetrator may arrange to meet the child in person with the intention of abusing them. (NSPCC,

2021).

The steps we must take – images and streaming

There are various legal bases for processing data but also additional safeguards that must be taken

into account with children’s data, including their images. The first relevant basis is consent. When we

intend record and share an image of a child or young person that they can be clearly seen and

identified in, or we plan to use video such as a live stream we must: 

● Ask for written consent from a child and their parents or carers before taking and using a

child’s image.

● Explain what images will be used for, how they will be stored and for how long.

https://learning.nspcc.org.uk/child-abuse-and-neglect/bullying/
https://learning.nspcc.org.uk/child-abuse-and-neglect/emotional-abuse/
https://learning.nspcc.org.uk/research-resources/briefings/sexting-advice-professionals/
https://learning.nspcc.org.uk/child-abuse-and-neglect/child-sexual-abuse/
https://learning.nspcc.org.uk/child-abuse-and-neglect/child-sexual-exploitation/
https://learning.nspcc.org.uk/child-abuse-and-neglect/online-abuse
https://learning.nspcc.org.uk/child-abuse-and-neglect/online-abuse
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/#what


● Make it clear that if a child or their family withdraw consent for an image to be shared, it may

not be possible to delete images that have already been shared or published.

● Consider changing the names of children whose images are being used in our published

material whenever possible (and only using first names if we do need to identify them).

● Never publish personal information about individual children (that can also include a school

logo on a uniform for example).

When we intend to record and share images of children and young people who are in a crowd, or are

not easily identifiable, for example taking photos or video at an event, we must: 

● Inform everyone at the event or location that we are recording images and be clear about

how we intend to use and store them. This could be by using large notices or sending messages

prior to the event for example in a sign up or invitation email.

● Make it clear that if a child or their family withdraw consent for an image to be shared, it may

not be possible to find them and delete from images that we are taking. This should inform

their decision whether or not to take part.

When we are capturing images for competitions, tournament or at large events, the basis of legitimate

interest may apply. Guild as a professional esports organisation have a legitimate interest in recording

images of pro players playing for an against them, as well as the crowd watching at a live event for

example. In such circumstances, no action is required but the principles of consent should apply for any

images used for interviews with member of the crowd for example.

Professional photographers

In circumstances where we hire photographers, the following should apply. Photographers/contractors

should:

● Not have unsupervised access to children.

● Not carry out sessions outside the event or at a child’s home.

● Report concerns regarding inappropriate or intrusive photography following our safeguarding

procedures.

Storing images

● We store photographs and videos of children securely, in accordance with our safeguarding

policy and data protection law, guidance for which can be found here.

● We never store images of children on unencrypted portable equipment such as laptops,

memory sticks and mobile phones.

● Guild staff and volunteers are not permitted to using any personal equipment to take photos

and recordings of children. Only cameras or devices belonging to Guild or the contractor

should be used.

The steps we must take – social media activity

Social media has transformed the way we interact with the world, there are many positive ways that

social media enhances young people’s lives and Guild’s activities. With the benefits though come risks.

Some of those risks are highlighted below.

● Bullying (or cyber bullying).

● Grooming.

● Sexual exploitation.

● Peer on peer sexual abuse.

● Racism or discriminatory abuse.

More about the specific signs and impacts of these types of abuse can be found in the safeguarding

children, young people and adults at risk policy.

The nature of social media provides access to our pros, content creators and staff. Direct messages

from members of the public who are not known personally to players, staff or creators should not be

responded to using personal social media accounts. To protect both staff, players and creators, and the

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/storage-limitation/


young people engaging with them online, personal contact details should never be given to members of

the public through Guild’s platforms, or as a result of conversations on them.

Concerns about a person’s behaviour towards someone online, or the behaviour of a player, content

creator or member of staff, should be reported using the safeguarding procedures.

Contact details

Designated Safeguarding Lead for Media and Social Media

Name:

Phone/email:

NSPCC Helpline 0808 800 5000


