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Policy Details and Purpose    
   

   
Review History   
   

Title  Confidentiality Policy   
  

Subject  The Management of the Confidentiality Policy  

Summary   This policy provides instruction and guidance on the 
management of the confidentiality policy to all staff 
employed by The Eddystone Trust.    
   
The Director and all managers throughout the organisation 
are required to instigate action to ensure the successful 
implementation of the policy within their area(s) of control.   
  

Job Title of Person /   
People Responsible for  
Review  

Andrew Evans – Operations and Finance Director 
Alison Green – Clinical Governance Coordinator 

Version 
No.  

Type of Change  Date  Originator of   
Change  
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Change  
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Purpose: The Eddystone Trust is committed to protecting the privacy and confidentiality of service 
users, staff, board members, volunteers and stakeholders in the way information is collected 
stored and used. The Eddystone Trust holds two types of information that are covered by this 
policy – personal information and organisational information.   
   
Definitions: The following types of information are classed as confidential. This list is not 
exhaustive:   
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Person-identifiable information is anything that contains the means to identify a person, e.g. 
name, address, postcode, date of birth, NHS number, National Insurance number etc. Even a 
visual image (e.g. photograph) is enough to identify an individual. Any data or combination of data 
and other information, which can indirectly identify the person, will also fall into this definition.   
   
Sensitive personal information as defined by the Data Protection Act 2018 refers to personal 
information about:   

• Race 
• Ethnic background 
• Political opinions 
• Religious beliefs 
• Trade union memberships 
• Genetics 
• Biometrics (where used for identification) 
• Health 
• Sex life or orientation 

  There are separate safeguards for personal data relating to criminal convictions and offences. 

Non-person-identifiable information can also be classed as confidential such as confidential 
business information e.g. financial reports; commercially sensitive information e.g. contracts, trade 
secrets, procurement information, which should also be treated with the same degree of care.   
   
Policy:  Confidentiality entails protecting people’s privacy, ensuring that information about 
anyone is not shared other than in specific circumstances.  Within a service-providing 
organisation it ensures any information regarding to clients, service users, staff, board 
members, volunteers and stakeholders is shared only when strictly relevant, necessary and 
appropriate.   
   
At the Eddystone Trust, confidentiality operates under strict rules. This means any information 
relating to:   
   
• the affairs of the Trust;   
• clients who use the services of the Trust;   
• staff / sessional workers / volunteers / stakeholders / Trustees of the Trust;   
• visitors to the Trust’s premises;   

   
IS STRICTLY CONFIDENTIAL.   

   
Therefore, no information may be disclosed to anyone outside the agency without the 
person whom the information concerns freely giving their prior consent.     
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Further, when information is passed within the Trust it will be only to those for whom that 
information is necessary and relevant in terms of service provision or supervision.  When a worker 
supporting a client needs to liaise with another professional, for instance, the situation is explained 
to the client beforehand, the client then, if willing, signing a standard disclosure form.   
   
The one and only exception to the above is when the issue of harm to self or others arises, in 
which circumstances Eddystone will act always within the law and aim to best protect and promote 
good health.  The Chief Executive Officer will, in consultation with relevant members of staff, make 
the decision if Eddystone needs to alert the Police or Social Services.    
   
In order that CONFIDENTIALITY is maintained to the highest degree it is useful to cultivate the 
habit of not talking about anyone.   
   
Confidentiality is an obligation for all.  You are expected to participate in induction, training and 
awareness raising sessions carried out to inform and update.  Any breach of confidentiality or 
inappropriate use of records or abuse of computer systems should be reported to the Business 
Admin Manager and is a disciplinary offence and will result in an investigation and could lead to 
that person(s) being disciplined. (See Staff Disciplinary Policy). Please now proceed to Appendix A 
to sign a confidentiality statement.   
   
   
   
   
   
   
   
   
  
  
Appendix A: Confidentiality statement for staff and volunteers, contractors and other third 
parties.   
   
When working for Eddystone, you will often need to have access to confidential information which 
may include, for example:   

• Personal information about individuals who are supporters or otherwise involved in the 
activities organised by Eddystone.   

• Information about the internal business of Eddystone   
• Personal information about colleagues working for Eddystone   

   
Eddystone is committed to keeping this information confidential, to protect people and Eddystone 
itself.  ‘Confidential’ means that all access to information must be on a need to know and properly 
authorised basis.  You must use only the information you have been authorised to use, and for 
purposes that have been authorised.  You should also be aware that under the Data Protection 
Act, unauthorised access to data about individuals is a criminal offence and may lead to 
disciplinary action.  
   
You must assume that information is confidential unless you know that it is intended by Eddystone 
to be made public.  You must also be particularly careful not to disclose confidential information to 
unauthorised people or cause a breach of security.  You must:   

• Not compromise or seek to evade security measures (including computer passwords);   
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• Be particularly careful when sending information between office locations;   
• Not gossip about confidential information, either with colleagues of people outside 

Eddystone;   
• Not disclose information – especially over the telephone – unless you are sure that you 

know who you are disclosing it to, and that they are authorised to have it.   
   
If you are in doubt about whether to disclose information or not, do not guess.  Withhold the 
information while you check with an appropriate person whether the disclosure is appropriate.   
   
Your confidentiality obligations continue to apply indefinitely after you have stopped working for 
Eddystone.   
   
   
I have read and understand the above statement. I accept my responsibilities regarding 
confidentiality.   
   
(name) ..............................................................................................................   
of, (address) .........................................................................................................     
.............................................................................................................................. agree to abide 
by the Eddystone Confidentiality policy.   
   
   
Signature ...............................................................  Date ....................................     
Witness ................................................................. Date ...................................  
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