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Preface

This guide is for the networking professional who installs and manages the Mesh City
MCPE-1924 outdoor product hereafter referred to as the “device”. To use this guide,
You should have experience working with the TCP/IP configuration and be familiar
with the concepts and terminology of wireless local area networks. MCPE-1924

Installation



MCPE-1924 Installation

Packing List

Before you start to install the ODU, make sure the package contains the
following items :

e Wireless Outdoor CPE (Customer premise unit)

e Mounting Kit * 1

e Power Over Ethernet Kit * 1

e Ground Connection * 1

e 2.5”/4” U bolts * 1 and Anchor * 4

e RJ-45 Conector (1.5M) * 1

Hardware Installation

Once you check off everything from the package, you can start to install the
ODU. You can mount to a pipe, a pole or to the side of a building. The
steps are showed in the following :

. You must mount the ODU into the L bracket first.

Note: ALL the 4 screws had been tightened onto the ODU and
Bracket

. You can use the U bolt to mount on the pipe, depending on
the radius of the pipe. (Wall mounting is referred to Wall Mounting
Figure) The two U bolts must be mounted tightly. Be aware of not
over-tighten the U bolt.

3. After checking the ODU is mounted well, you can connect the following
two cables: the Waterproof RJ-45 network cable to “P+ DATA OUT”

port of ODU and the RF cable to antenna port. Additional waterproof

tool, such as waterproof tape, is recommended to use to enhance the
waterproof function. It is suggested to have a lightening protector
between antenna and antenna port. Connecting the ground wire as



the figure of “ODU ground wire connection.”

4. Plug the other end of the waterproof RJ-45 cable to the PoE device.
The PoE device is guaranteed only in indoor environment.

P+DATA
ouT

DATA
IN

Caution: DON’T plug the power cord into PoE device before you finish install
the antenna and Ground wire to ensure the safety.

If the RJ-45 cable’s length is not long enough to connect to your network
device for indoor parts installation, you can extend the cable length.
However, make sure the maximum length of the RJ-45 cable is shorter than
100M (about 109 yards) for normal operation under IEEE 802.3 standards.
When you plug the regular RJ-45 cable into the PoE device, you should use
the regular RJ-45 cable to plug into the “DATA IN” of “Power Over Ethernet
Kit” to connect to hub/switch or use the crosslink RJ-45 cable (Not included
in the Packing List) to connect with user’s PC.

The waterproof RJ-45 cable must be connected to the “P+DATA OUT” port.

Caution: Be careful! Don’t plug the two cables inversely. It will damage the
devices!

We recommend you refer to the following illustration as a guideline for
hardware installation.
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Ch 2. First Time Configuration
Before Start to Configure

There are two ways to configure the device, one is through web-browser,
and the other is through Secure Shell CLI interface. To access the
configuration interfaces, make sure you are using a computer connected to
the same network as the device. The default IP address of the device is
192.168.2.254, and the subnet-mask is 255.255.255.0.

The device has three operation modes (Router/Bridge/WISP). In bridge
mode, also known as AP Client, you can access the device by both WLAN
(Wireless Local Area Network) and wired LAN. And in router/WISP modes,
the device can be accessed by both WLAN and WAN. The default IP
addresses for the device are 192.168.2.254(for LAN), 172.1.1.1(for WAN),
so you need to make sure the IP address of your PC is in the same subnet
as the device, such as 192.168.2.X (for LAN), 172.1.1.X (for WAN).

Please note that the DHCP server inside the device is default to up and



running. Do not have multiple DHCP servers in your network environment,
otherwise it will cause abnormal situation.

We also provide an auto-discovery tool which is for finding out the IP of the
device. In case, you've forgot the IP of the device or the IP of the device has
been changed, you can use the tool to find out the IP of the device even your
PC is not in the same subnet as the device is.

Knowing the Network Application

MCPE-1924 can act as the following roles, and it supports WDS (Wireless
Distribution System) function.

® Access Point

® \WDS (Wireless Repeater)

® Bridge/Router

® WISP

® AP Client

The device provides 3 different operation modes and the wireless radio of device
can act as AP/Client/WDS. The operation mode is about the communication
mechanism between the wired Ethernet NIC and wireless NIC, the following is the

types of operation mode.

Router

The wired Ethernet (WAN) port is used to connect with ADSL/Cable modem and
the wireless NIC is used for your private WLAN. The NAT is existed between the 2
NIC and all the wireless clients share the same public IP address through the WAN
port to ISP. The default IP configuration for WAN port is static IP. You can access
the web server of device through the default WAN IP address 172.1.1.1 and modify

the setting base on your ISP requirement.

Bridge
The wired Ethernet and wireless NIC are bridged together. Once the mode is
selected, all the WAN related functions will be disabled.

WISP (Wireless ISP)

This mode can let you access the AP of your wireless ISP and share the same public
IP address form your ISP to the PCs connecting with the wired Ethernet port of the
device. To use this mode, first you must set the wireless radio to be client mode and
connect to the AP of your ISP then you can configure the WAN IP configuration to

meet your ISP requirement.



The wireless radio of the device acts as the following roles.

AP (Access Point)
The wireless radio of device serves as communications “hub” for wireless clients

and provides a connection to a wired LAN.

AP Client

This mode provides the capability to connect with the other AP using
infrastructure/Ad-hoc networking types. With bridge operation mode, you can
directly connect the wired Ethernet port to your PC and the device becomes a
wireless adapter. And with WISP operation mode, you can connect the wired
Ethernet port to a hub/switch and all the PCs connecting with hub/switch can share
the same public IP address from your ISP.

WDS (Wireless Distribution System)
This mode serves as a wireless repeater; the device forwards the packets to another
AP with WDS function. When this mode is selected, all the wireless clients can’t

survey and connect to the device. The device only allows the WDS connection.

WDS+AP
This mode combines WDS plus AP modes, it not only allows WDS connections but

also the wireless clients can survey and connect to the device.

The following table shows the supporting combination of operation and wireless

radio modes.

Bridge
AP Vv Vv X
WDS Vv Vv X
Client Vv X Vv
AP+WDS Vv Vv X

Hereafter are some topologies of network application for your reference.
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Examples of Configuration

DEV 1

LAN 192.168.2.254/24

WAN PPPoE connection

Wireless Channel: 11/ SSID: ZPlus-G120-DEV1 |-,
MAC Address of WLAN (BSSID) 000000042728
DHCP Server enabled (IP Pool 192.168.2.1~253)

Broadband
Modem

Router Mode
With
WDS + AP

DEV 4

192.168.2) 192.168.2.x LAN 192.1683.1/24
| WAN Dynamic IP address
DEV2 < | DHCP Server enabled (IP pool 192.168.3.2~254)

| LAN192.168.2.202/24
-=""| Wireless Channel: 11/ SSID: ZPlus-G120-DEV2
MAC Address of WLAN (BSSID) 000000042692

e

i DEV3
Q

@ 1 LAN192.168.2.203/24
' SSID: Zl’lus«GlZl}-DEvii%

Channel: 5
192.168.2.x 192.168.2.x

192.168.2.x

This example demonstrates how to set up a network with different device
configurations. There are 2 DHCP servers (DEV1/DEV4) in the network to control
the IP configuration of 2 domains (192.168.2.x/192.168.3.x). Once the setting is
done, all the PCs can visit Internet through DEV1.

We assume all the devices keep the factory default setting. To make sure that user
can continuing press the rest button for more than 5 seconds to restore the factory

default setting.
The following descriptions show the steps to configure DEV1 to DEVS.

Configure DEV1:

1. Connect the ADSL modem to Ethernet port of device using Ethernet cable.

2. Access the web server (http://192.168.2.254) of device from the wireless
station.

3. Use Wizard page to setup device.

Fil=  Edit  Wiew  Favorites  Tools  Help
Qo - © (X B @ Osewen hpraones @ 22 B - L) E &
address |4] htkp:f{192.168.2.254/home. asp

Wireless LAN Series

Setup Wizard

The setup wizard will guide you to configure access point for first time. Please follow
the setup wizard step by step

Welcome to Setup Wizard.

The Wizard will guide you the through following steps. Begin by clicking on
Mext.

Setup Operation Mode
Choose your Time Zone
Setup LAMN Interface
Setup WARN Interface
WWireless LAN Setting
WWireless Security Setting

NN
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Press “Next>>" button then set the “Operation Mode” to “Router” mode.

Wireless LAN Series

1. Operation Mode

You can setup different modes to LARN and "WlAR interface for RAT and bridging

function.

= Router:

O Bridge:

O wWireless ISP:

In this mode, the device is supposed to connect to internet via
ADSLiCable Modern. The NAT is enabled and PCs connected
with WWLAR share the same IP to ISP through YWAR port. The

connection type can be setup in WWARN page by using PPFOE,
DHCF client, PPTP client or static IP. 172.1.1.1 is the default
static IP address for WWaR port

In this mode, the ethernet port and wireless interface are bridged
together and MAT function is disabled. All the WA related
function and firewall are not supported.

In this mode, the wireless client will connect to ISP access point
The MAT is enabled and PCs connecting with the ethernet port
share the same IP to ISP through wireless LAN. ¥ou must set
the wireless to client mode and connect to the ISP AP. The
conmection type can be setup in YW.AN page by using PPPOE,
DHCF client, PETF client or static IF

[ cancel | [ <<Back | [ mMNex>>

J

Press “Next>>" button then disable “Time Zone” function.
Wireless LAN Series

2. Time Zone Setting

¥ou can maintain th
the Internet

e system time by synchronizing with a public time server over

[C1 Enable NTP client update

Time Zone
Select :

NTP server: |90°0

[ Cancel ][ <<Back ][ Mext>>

Press “Next>>" button then set the IP address of LAN interface.
Wireless LAN Series

3. LAN Interface Setup

This page is used to configure the parameters for local area netwoark which connects
to the device. Here you may change the setting for IP addresss, subnet mask. The

DHCP Server will he

up and running, please make sure there is no another DHCP

Server in your network when the device is in Bridge/Client Modes.

IP Address:

Subnet Mask:

|192.168.2.254
|255.255.255.0

[ Cancel ][ <<Back J[ Pledts >

|

Press “Next>>" button then select the “PPPoE” for “WAN Access Type” and
fill in the “User Name” and ‘“Password” fields.
Wireless LAN Series

FRRRRFE

4. WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to
the WYWAMN port of your Access Point. Here you may change the access method to
static IP, DHCPF, PPFoE aor PPTF by click the item walue of YWwAN Access type

WAN Access Type:

User Name:

Password:

[PProE @

|BY 043609 hinet.net

[ Cancel ][ <<Back ][ MNext>»

11



Press “Next>>" button then select the “AP+WDS” for “mode” and change the
SSID to “DEV1”.

5. Wireless Basic Settings

This page is used to configure the parameters far wireless LAMN clients which may
connect to your Access Paoint. If you want to use Wireless ISP mode, please choose
the Client hode.

Band: 24 GHz (B+3) +
Mode: APHWDE «»

Network Type:
SSID: |DEVL

Channel Number: |1l |+

Enable Mac Clone {Single Ethernet Client)

’ Cancel ][«:«:Back ” Next>>]

Press “Next>>" button then select “None” for “Encryption” then press
“Finished” button.

Wireless LAN Series

6. Wireless Security Setup

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network

Encryption: |Mone ~

[ cancel ][ <<Back | [ Finished |

Wait for refreshing web page.

Wireless LAN Series

Change setting successfully!
Please wait a while for refreshing webpage.

If IP address was modified, you have to re-connect the WebServer
with the new address.

Wireless LAN Series

WwWDS Settings

wireless Distribution System uses wireless media to communicate with other AFs,
like the Ethernet does. To do this, you must set these APs in the same channel and
set MAC address of other AP s which you want to communicate with in the table and
then enable the WDS.

[0 Emable WDS

Add WDS AP: MAC Address | Comment

[ Apply Changes ] [ Feset ]

Current WDS AP List:

12



12. Enable WDS function and add the BSSID of DEV?2 to “Current WDS AP
List”.

Wireless LAN Series

WDS Settings

Wireless Distribution Systerm uses wireless media to communicate with other APs,
like the Ethernet does. To do this, you must set these APs in the same channel and
set MAC address of other AFs which you want to communicate with in the table and
then enable the YWDS

Enable WDS

Add WDS AP: MAC Address | Comment

[ Apply Changes ] [Reset] [ Set Security ]

Show Statistics

Current VWDS AP List:

00:00:00:04:26:92 ESSID of DEw2 -

[ Delste Selected | [ Deistean | [ Reset |

13. Since we access the device by wireless connection, it may temporarily
disconnect when applying the WDS setting. After re-connecting to the device,

=

use the “Status” page to check the settings.

Wireless Configuration

Mode AP+HWDS - Router
Band 2.4 GHz (B+3)
551D DEY1

Channel Number 11

Encryption Disabled(AP), Disabled(WDS)
BSSID 00:05:9e:80:13: bh
Associated Clients 1
Power(OFDM/G) 100myv
Power(CCK/B) 2A0myv

Attain IP Protocol Fixed IP

IP Address 192.168.2.264
Subnet Mask 2552655 25500
Default Gateway 192.168.2.254
DHCP Server Enabled

MAC Address 00:05:9e:80:13: bh
Attain IP Protocol Fixed IP

IP Address 218,168,146 93
Subnet Mask 255255 25500
Default Gateway 218.168.146.254
MAC Address 00:05:9e:80:9: b

13



Configure DEV2:

1.

2.

Access the web server (http://192.168.2.254) of device from the Ethernet port.

Caution

If you configure multiple devices in the same PC, since the devices
have the same default IP address but different MAC addresses, it may
cause you not able to access the web server of device. If the situation
happens, please try to clean the ARP table of your PC by DOS
command “arp —d” then you can access the web server of device
using the default IP address.

Use Wizard page to setup device.

File Edit et Favorites Toaols Help
Pk - *] @] T T search Slp Favorites  £2) - e & - | 1 = B

Address |5 http:f/192. 168.2. 254 /home.asp

Wireless LAN Series

E= ERME=nED Setup Wizard

The setup wizard will guide you to configure access point for first time. Please follow
the setup wizard step by step.

Welcome to Setup Wizard.

The Wizard will guide you the through following steps. Begin by clicking on
Next.

Setup Operation Mode
Choose your Time Fone
Setup LAMN Interface
Setup WARN Interface
Wireless LAN Setting
Wireless Security Setting

DO e =

Press “Next>>" button then set the “Operation Mode” to “Bridge” mode.
= Wireless LAN Series

nts: Operation Mode

You can setup different modes tao LAMN and WLAM interface for MNAT and bridging

n hode inenian

3 Hoiiter In this mode, the device is supposed to connect to internet via
ADSLiCable Modemn. The NAT is enabled and PCs connected to
WWLARN share the same [P to ISP through WWAN port. The
connection type can be setup in YWWaAN page by using PFFOE,
DHCP client, PPTP client or static IP.172.1.1.1 is the default
static IP address for ¥W.AN port

& Bridge: In this mode, the ethernet port and wireless interface are bridged
together and MNAT function is disabled. All the WWAN related
function and firewall are not supported

Wireless ISP: |n this mode, the wireless client will connect to ISP access point
The MAT is enabled and PCs connecting with ethernet port share
the same IP to ISP through wireless LARN. You must set the
wireless to client mode first and connect to the ISP AP in Site-
Survey page. The connection type can be setup in YA page by
using PPPOE, DHCP client, PPTP client or static P

[ Apply Change ] [ Feset ]
Press “Next>>" button then disable “Time Zone” function.
Wireless LAN Series

2. Time Zone Setting

¥ou can maintain the system time by synchronizing with a public time server over
the Internet

[C1 Enable NTP client update

Time Zone
Select :

NTP server :

Cancel ][ <<Back ][ Mext>>

14



Press “Next>>" button then set the IP address of LAN interface.

d
tion Mode

Wireless LAN Series

3. LAN Interface Setup

This page is used to configure the parameters for local area network which connects
to the device. Here you may change the setting for IP addresss, subnet mask. The
DHCF Server will be up and running, please make sure there is no another DHCP
Server in your network when the device is in Bridge/Client Modes.

IP Address: [19z.16B.2.202 |

Subnet Mask: |255.255.255.0 |

[ Cancel ][ <<Back ][ Mext>> ]

Press “Next>>" button then select the “AP+WDS” for “mode” and change the

SSID to “DEV2”.

nts:

5. Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. If you want to use Wireless ISP mode, please choose
the Client Mode.

Band: 24 GHz (B+3)
Mode: AP+WDE

Network Type:
SSID: |DEV2

Channel Number: |11+

Enable Mac Clone {Single Ethernet Client)

[ Cancel ”{{Back ” Next>>]

Press “Next>>" button then select “None” for “Encryption” then press

“Fini

shed” button.

6. Wireless Security Setup

This page allows yom setop the wireless secnity, Tom on WEP or WPA by using Encryption Keys
conld prevent any wmanthorized ancess o vour wintless networ,

Encryption:

’ Cancel ”«Back ][Fm]shed]

Wait for refreshing web page.

FRRREFE §

Wireless LAN Series

Change setting successfully!
Please wait a while for refreshing webpage.

If IP address was modified, you have to re-connect the WebServer
with the new address.

15



9.  Access the web server by new IP address “192.168.2.202” then use “LAN
Interface” page to disable DHCP Server.
Wireless LAN Series

LAN Interface Setup

This page is used to configure the parameters for local area network which connects to
the device. Here you may change the setting for IP Address, Subnet Mask, DHCP,
etc..

IP Address: F2168.2.200
Subnet Mask:
Default Gateway: 000

of [ ] [ =
5
5
=

DHCP: Disabled

DHCP Client Range:

802.1d Spanning Tree: |Disabled
Clone MAC Address:

ﬁ

—

MTU Size: 500

[P ] (5]

10. Wait for refreshing web page.
Wireless LAN Series

Change setting successfully!
Please wait a while for refreshing webpage.

If IF address was modified, you have to re-connect the WebServer
with the new address.

11. Use “WDS Settings” page to configure WDS.

Wireless LAN Series

WwWDS Settings

wireless Distribution System uses wireless media to communicate with other AFs,
like the Ethernet does. To do this, you must set these APs in the same channel and
set MAC address of other AP s which you want to communicate with in the table and
then enable the WDS.

[0 Emable WDS

Add WDS AP: MAC Address Comment

[ Apply Changes ] [ Feset ]

Current WDS AP List:

16



12. Enable WDS function and add the BSSID of DEV1 to “Current WDS AP
List”.

B
=
=
B
=
B
=
=
B
B
B
R

e

B

Wireless LAN Series

WDS Settings

Wiireless Distribution System uses wireless media to communicate with other APs,
like the Ethernet does. To do this, you must set these APs in the same channel and
set MAC address of other AP s which you want to communicate with in the table and
then enable the YWDS

Enable WDS

Add WDS AP: MAC Addresﬁ[ J Comment

| l

[ Apply Changes ] [ Feset ] [ Set Security ]
Show Statistics

Current VWWDS AP List:

00:00:00:04:27:28 ESSID of DEW1 el

[ Delete Selected ] [ Delete All ] [ Feset ]

heck the settings.
Wireless Configuration

Mode AP+WDS - Router
Band 2.4 GHz (B+3)
SSID DEY2

Channel Number 11

Encryption Disabled{AF), Disabled(WDS)
BSSID 00:05:9e:80:13: hb
Associated Clients 1
Power{OFDM/G) 100mWwW
Power(CCK/B) 290mwW

Attain IP Protocol Fixed IP

IP Address 192 168.2 254
Subnet Mask 2655265 25510
Default Gateway 192.168.2 254
DHCP Server Enabled

MAC Address 00:05:9e:80:13: bb
Attain IP Protocol Fixed IP

IP Address 218,168,145 93
Subnet Mask 2655265 25510
Default Gateway 218.168.146.254
MAC Address 00:05:9e:80:13: be

17



Configure DEV3:

1. Access the web server (http://192.168.2.254) of device from the Ethernet port.

Caution

If you configure multiple devices in the same PC, since the devices have the
same default IP address but different MAC addresses, it may cause you not
able to access the web server of device. If the situation happens, please try
to clean the ARP table of your PC by DOS command “arp —d” then you can
access the web server of device using the default IP address.

2. Use “LAN Interface” page to set the IP address of LAN interface and disable
DHCP server.

ntents

Mode

Wait for refreshing web page.

Wireless LAN Series

LAN Interface Setup

This page is used to configure the parameters for local area network which connects to

the device. Here you may change the setting for IP Address, Subnet Mask, DHCP,
etc

IP Address:
Subnet Mask:
Default Gateway:
DHCP:

DHCP Client Range:

802.1d Spanning Tree: |Disabled

Clone MAC Address:
MTU Size: 1500
[ foplyChangss | [Reset|

Wireless LAN Series

Change setting successfully!
Please wait a while for refreshing webpage.

If IF address was modified, you have to re—-connect the WebServer
with the new address.
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4.  Access the web server by new IP address “192.168.2.203” then use “Basic

5.

B TCP/

i r

R

R IR [F [ [ [IF [ [F [F IR [F [P

Wireless Basic Settings

Settings” page to change SSID and CHANNEL.

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as

well as wireless network parameters. Enable universal repeater mode can let radio act
as AP and client simultaneouly but rermember the channel must be as same as the

connected AP.

[ Disahle Wireless LAN Interface
Band: 24 GHz (B+3) »

Network
Type:

SSID: - EV!

=
&

4
Channel
Number:

I

v

Enable Mac Clone (Single Ethernet Client)

[ Enable Universal Repeater Mode

Extended
SSID:

Shew Active Clients

[onoe selected and applied,sended SEI0 and channel number will be updated)

+ ]

Use the “Status” page to check the settings.
:

Uptime

Free Memonry
Firmware Yersion
Webpage Yersion

Mode

Band

SSID

Channel Number
Encryption

BSSID

Associated Clients
Power(OFDM/G)
Power(CCK/B)

Attain IP Protocol
IP Address
Subnet Mask
Default Gateway
DHCP Server
MAC Address

Oday:0h:52m:38s
11236 kB

1.30

1.30

Wireless Configuration

AP - Bridge

2.4 GHz (B+G)
DEY3

5

Disabled
00:05:3e:80:19:bb
1

100mW

250mwW

TCP/IP Configuration

Fixed IP
192.168.2.203
255,255 2550
192.168.2 203
Enabled
00:05:9e:80:19: hb
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Configure DEV4:

1.

Access the web server (http://192.168.2.254) of device from the Ethernet port.

Caution

If you configure multiple devices in the same PC, since the devices have the
same default IP address but different MAC addresses, it may cause you
unable to access the web server of device. If the situation happens, please
try to clean the ARP table of your PC by DOS command “arp —d” then you
can access the web server of device using the default IP address.

Use Wizard page to setup device.

File Edit Wisws Faworites Tools Help
Qe - ©  [F [B] @h | O o oo €| (3 I - L)

Address [£] http: /192, 168.2. 254 /home. asp

Wireless LAN Series

Setup Wizard

The setup wizard will guide you to configure access point for first time. Please follow
the setup wizard step by step

Welcome to Setup Wizard.

The Wizard will guide you the through following steps. Begin by clicking on
Mext.

Setup Operation hode
Choaose your Time Zone
Setup LAMN Interface
Setup VAN Interface
wWireless LAN Setting
Wwireless Security Setting

[uEuFNENES

Press “Next>>" button then set the “Operation Mode” to “Wireless ISP”

mode.
Wireless LAN Series

1. Operation Mode

¥ou can setup different modes to LARN and YWLARM interface for PAT and bridging
function

© Router: In this mode, the device is supposed to connect to internet via
ADSL/Cable Modern. The NAT is enabled and PCs connected
with WWLAN share the same IP to ISP through YWAN port. The
connection type can be setup in YWARN page by using PPPOE,
DHGCP client, PPTP client or static IP. 172.1.1.1 is the default
static IP address for WiaM port

= Bridge: In this mode, the ethernet port and wireless interface are bridged
together and MAT function is disabled. Al the YWARN related
furction and firewall are not supported

& wireless I1Sp: In this mode, the wireless client will connect to ISP access point
The MAT is enabled and PCs connecting with the ethernet port
share the same IP to ISP through wireless LAN. ¥ou must set
the wireless to client mode and connect to the ISP AP, The
connection type can be setup in YWAN page by using PPPOE,
DHGCP client, PPTP client or static IP.

[ Cancel ][ <<Back |[ Mext>> |

Press “Next>>" button then disable “Time Zone” function.
= Wireless LAN Series

2. Time Zone Setting

¥ou can maintain the system time by synchronizing with a public time server over
the Internet

[C1 Enable NTP client update

Time Zone
Select :

NTP server :

Cancel ][ <<Back ][ Mext>>
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Press “Next>>" button then set the IP address of LAN interface.
_ Wireless LAN Series

3. LAN Interface Setup

This page i=s used to configure the parameters for local area network which connects
to the device. Here you may change the setting for IP addresss, subnet mask. The
DHCP Server will be up and running, please make sure there is no another DHCF
Server in your network when the device is in BEridge/Client Modes.

IP Address: [192.168.31 |
Subnet Mask: |255.255.255.0 |

[ Cancel ][ <<Back ][ Mext>>

4. WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to
the WWAM port of your Access Paoint. Here you may change the access method ta
static IP, DHCP, PPFoE or PPTF by click the item walue of ¥WAMN Access type.

WAN Access Type: | DHCP Client ~

[ cancel |[ <<Back |[ MNext>> |

Press “Next>>" button then select the “Client” for “mode” and change the
SSID to “DEV4”.

5. Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. If you want to use Wireless ISP mode, please choose
the Client Maode.

Band: 24 GHz (B+3)

Mode: Client v
SSID: |DEVa

Channel Number:

[0 Enable Mac Clone (Single Ethernet Client)

’ Cancel ”«Ba-:k ” Next>>]

Press “Next>>" button then select “None” for “Encryption” then press

“Finished” button.
Wireless LAN Series

6. Wireless Security Setup

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network

Encryption: |Mone ~

[ cancel ][ <<Back | [ Finished |

Wait for refreshing web page.
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11.

Wireless LAN Series

Change setting successfully!

Please wait a while for refreshing webpage.

If IP address was modified, you have to re-connect the WebServer
with the new address.

Mode Infrastructure Client - Router

e Band 2.4 GHz (B+G)

g SSID DE4

B Channel Number 10

B Encryption Disabled

2 BSSID [0:00: 00:00:00:00

& State Scanning

B RSSI 0

5

g Attain IP Protocol Fixed IP

% IP Address 192 168.31

B Subnet Mask 265 266 2550

B Re Default Gateway 192.1658.3.1

DHCP Server Enabled
MAC Address 00:05:9e:80:13: be
Attain IP Protocol Fixed IP
IP Address 1921682 2
Subnet Mask 2652662550
Default Gateway 192.168.2.254
MAC Address 00:05:9e:80:13: bh

If the “State” of “Wireless Configuration” is not “Connected” or you want to
refresh the “RSSI “, please use “Site Survey” page to re-connect a AP.

Wireless LAN Series

Wireless Site Survey

This page provides tool to scan the wireless network. If any Access Point or IBSS is
found, you could choose to connect it manually when client mode is enabled.

ZFls-G120-DEV] 0002728 11 (E+S) AP no 100 (-30 dhm)

hank_routsd 00:05:9:8048:33 11 B+ AP no 87 (=37 dbmn) O
230 00000000060 11 B+3) AP no 87 (37 dbon) ®
atdst 000d:14:006920 & (EHT) AP no 80 (-42 dbn) @
Test_wcip 00:0d:14:0065d:de |1 (B+G) AP yes 73 (46 dhrn) @
hank_rouiz3 005580084 6 [E+3) AP no 73 (46 dbon) @
linksys 000625 deeded | 6IB+HG) AP no 53 (-58 dbn) @
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Configure DEVS:

1.

Access the web server (http://192.168.2.254) of device from the Ethernet port.
Caution
If you configure multiple devices in the same PC, since the devices have the
same default IP address but different MAC addresses, it may cause you
unable to access the web server of device. If the situation happens, please
try to clean the ARP table of your PC by DOS command “arp —d” then you
can access the web server of device using the default IP address.

Use Wizard page to setup device.

File Edit Wiew Fawvorites Toals Help
ek - @ [ [ €| SO seeen Frreone: €2 (3 Lk - [ 6 e

address |45] hitp: /192, 168.2. 254 /home. asp

Wireless LAN Series

Setup Wizard

The setup wizard will guide you to configure access point for first time. Please follow
the setup wizard step by step

Welcome to Setup Wizard.

The Wizard will guide you the through following steps. Begin by clicking on
Mext.

Setup Operation Mode
Choose your Time Zone
Setup LAMN Interface
Setup VAR Interface
Wireless LAN Setting
Wireless Security Setting

LTSI

Press “Next>>" button then set the “Operation Mode” to “Wireless ISP”

mode.
Wireless LAN Series

1. Operation Mode

%ou can setup different modes to LARN and WYWLARM interface for MAT and bridging
function

< Router: In this mode, the device is supposed to connect to internet via
ADSL/Cable Modem. The MAT is enabled and PCs connected
with WWlAM share the same IP to ISP through YWAM port. The
connection type can be setup in WARN page by using PPPOE,
DHCFE client, PPTP client or static IP. 172.1.1.1 is the default
static IP address for WWAM port

= Bridge: In this mode, the ethernet port and wireless interface are bridged
together and MAT function is disabled. All the WWAN related
function and firewwall are not supported.

< wireless ISP: In this mode, the wireless client will connect to ISP access point.
The MAT is enabled and PCs connecting with the etharnet part
share the same IP to ISP through wireless LARM. ¥ou must set
the wireless to client mode and connect to the ISP AP The
connection type can be setup in YW.AN page by using PPRPOE,
DHCF client, PPTP client ar static IP.

[ Cancel ][ <<Back ][ MNext>> |

Press “Next>>" button then disable “Time Zone” function.
= Wireless LAN Series

2. Time Zone Setting

¥ou can maintain the system time by synchronizing with a public time server over
the Internet

[C1 Enable NTP client update

Time Zone
Select :

NTP server :

Cancel ][ <<Back ][ Mext>>
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Press “Next>>" button then set the IP address of LAN interface.
Wireless LAN Series

- 3. LAN Interface Setup
2]
B This page is used to configure the parameters for local area network which connects
] to the device. Here you may change the setting for IP addresss, subnet mask. The
- DHCR Server will be up and running, please make sure there is no another DHCR
™ Server in your network when the device ig in Bridge/Client Modes.
= -
= IP Address: [192.168.2.209| |
Subnet Mask: |255 255 2550 i

[ Cancel | [ <<Back |[ Mext>> |

Press “Next>>" button then select the “Client” for “mode” and change the
SSID to “DEVS5”.

Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wireless netwaork parameters. Enable universal repeater mode can let radio act
as AP and clisnt simultansouly but remember the channel must be as same as the
sonnected AP

L izl

] Disable Wireless LAN Interface
Band: 24 GHz B+3) v

| FRFFFRF

Mode: 4

Typer | bistucne
Type:

ssID: 5| [DEVS | |

FRRER
==

Channel
Humber:

Enable Mac Clone (Single Ethernet Client)

[0 Enable Universal Repeater Mode

Extended l
SSID:

(onee selected and applied,extended SSID and channel number will be updstad)

‘==
Press “Next>>" button then select “None” for “Encryption” then press
“Finished” button.

Wireless LAN Series

6. Wireless Security Setup

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network

Encryption: |Mone ~

[ cancel ][ <<Back | [ Finished |

Change setting successfully!
Please wait a while for refreshing webpage.

If IP address was modified, you have to re-connect the WebServer
with the new address.

Access the web server by the new IP address “192.168.2.205” and use “LAN
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Interface” page to disable DHCP Server.
Wireless LAN Series

LAN Interface Setup

This page is used to configure the parameters for local area netwoark which connects to
the device. Here you may change the setting for P Address, Subnet Mask, DHCF,
.

IP Address:
Subnet Mask:
Default Gateway:
DHCP:

DHCP Client Range:

802.1d Spanning Tree: |Disabled +
Clone MAC Address:
MTU Size: 1500

|

(e ] (=]

10. Wait for refreshing webpage.
Wireless LAN Series

Change setting successfully!
Flease wait a while for refreshing webpage.

If IF address was modified, you have to reconnect the WebServer
with the new address.

setting.

Uptime Oday:Th:19m:38=

Free Memory 11395 kB

Firmware Yersion 1.3.0

Webpaye Version 1.3.0

Mode Infrastructure Client - Bridge

Band 2.4 GHz (B+G)

SSID DEYS

Channel Numhber 11

Encryption Disabled

BSSID 00:00:00:00:00:00
B State Secanning

RSSI 1]

Attain IP Protocol Fixed |P

IP Address 192.168.2.205

Subnet Mask 2552552550

Default Gateway 192.168.2.205

DHCP Server Enabled

MAC Address 00:05:9e:80:13: bh
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12. Ifthe “State” of “Wireless Configuration” is not “Connected” or you want to

Wireless Site Survey

ZPlns-G120-DEV2 O0:00:00:04:26:92
30 00:00:00:00:00:00
hank_routed 00059800829
atdrt 00:0d:14:00:68:20
Test_woip 000d:14:00:6d:4e
hank_ronted 000592 80:18:df
linksys 000625 deed:8d

11 (B+3)
11 (B+3)
11 (B+3)
& (B+G)
1 B+3)
& (B+3)
& (B+3)

A

no

no

o

no

ne

refresh the “RSSI “, please use “Site Survey” page to re-connect a AP.
Wireless LAN Series

This page provides tool to scan the wireless network. If any Access Point or IBSS is
found, you could choose to connect it manually when client mode is enabled.

100 (-30 dbro)
87 (-37 dbro)
83 (-40 dbm)
80 (-42 dbrn)
73 (-46 dhrn)
73 (-46 dhrn)
53 (-58 dhmn)

O
Q
Q
O
Q
O
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Basic Settings

Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wireless network parameters. Enable universal repeater mode can let radio act

E: as AP and client simultaneouly but remermber the channel must be as same as the
&_ connected AP.
&
& : .
B [] Disable Wireless LAN Interface
B Band: |24 GHz (B+G) v
TC
Fi Mode: AP v
I Network
8 Type:
SSID: hank
Channs 1| B Show Acive Cliens
Number:
Enable Mac Clone (Single Ethernet Client)
] Enable Universal Repeater Mode
Extended
SSID:

[once selected and applied extendad 5510 and channel number will be updated)

Disable Wireless LAN Interface
Disable the wireless interface of device
Band:
The device supports 2.4GHz(B), 2.4GHz(G) and 2.4GHz(B+G) mixed modes.
Mode:
The radio of device supports different modes as following:
1. AP
The radio of device acts as an Access Point to serves all wireless clients
to join a wireless local network.
2. Client
Support Infrastructure and Ad-hoc network types to act as a wireless
adapter.
3. WDS
Wireless Distribution System, this mode serves as a wireless repeater,
only devices with WDS function supported can connect to it, all the
wireless clients can’t survey and connect the device when the mode is
selected.
4. AP+WDS
Support both AP and WDS functions, the wireless clients and devices
with WDS function supported can survey and connect to it.
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Infrastructure:
This type requires the presence of 802.11b/g Access Point. All
communication is done via the Access Point.

il
( Ethernet 0

()

% A X
= () o

§ I \ . NS
%‘ AP Client #1 AP Client 42
Ad Hoc:

This type provides a peer-to-peer communication between wireless
stations. All the communication is done from Client to Client without any
Access Point involved. Ad Hoc networking must use the same SSID and
channel for establishing the wireless connection.

()

§ “ \s

=
% AP Client #3 AP Client #2

PC#3 PC#2

In client mode, the device can’t support the Router mode function
including Firewall and WAN settings.
SSID:
The SSID is a unique identifier that wireless networking devices use to
establish and maintain wireless connectivity. Multiple access point/bridges on
a network or sub-network can use the same SSID. SSIDs are case sensitive
and can contain up to 32 alphanumeric characters. Do not include spaces in
your SSID.
Channel Number
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The following table is the available frequencies (in MHz) for the 2.4-GHz radio:

Channel No. | Frequency |Country Domain
1 2412 Americas, EMEA, Japan, and China
2 2417 Americas, EMEA, Japan, and China
3 2422 Americas, EMEA, Japan, Israel, and China
4 2427 Americas, EMEA, Japan, Israel, and China
5 2432 Americas, EMEA, Japan, Israel, and China
6 2437 Americas, EMEA, Japan, Israel, and China
7 2442 Americas, EMEA, Japan, Israel, and China
8 2447 Americas, EMEA, Japan, Israel, and China
9 2452 Americas, EMEA, Japan, Israel, and China
10 2457 Americas, EMEA, Japan, and China
11 2462 Americas, EMEA, Japan, and China
12 2467 EMEA and Japan only
13 2472 EMEA and Japan only
14 2484 Japan only

When set to “Auto”, the device will find the least-congested channel for use.

Associated Client

Show the information of active wireless client stations that connected to the

device.
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Advanced Settings

These settings are only for more technically advanced users who have sufficient

knowledge about wireless LAN. These settings should not be changed unless

you know what effect the changes will have on your device. The default setting is

optimized for the normal operation. For specific application, setting configuration
will required highly attention to reach optimistic condition.

Note :

Any unreasonable value change to default setting will reduce the
throughput of the device.

Wireless LAN Series

Authentication Type

The device supports two Authentication Types “Open system” and “Shared

Wireless Advanced Settings

These settings are only for more technically advanced users who have a sufficient
knowledge about wireless LAN. These settings should not be changed unless you

know what effect the changes will have on your Access Point.

Authentication Type:
Fragment Threshold:
RTS Threshold:
Beacon Interval:

ACK Timing:

Client Expired Time:
MTU Size:

Data Rate:

Preamble Type:
Broadcast SSID:
IAPP:

802.11g Protection:
Block WLAN Relay:
Transmit Power(OFDM)
Transmit Power(CCK):

O Open System O Shared Key & Auto

2346 (256-2345)

2347 (0-2347)

100 (20-1024 ms)

L (0-255 * 4 us)

300 {101-40000000 sec)
1500 (100-1500)

Aty [

@ Long Preamble (' Short Preamble
& Enabled O Disahled

@ Enabled (O Disabled

) Enabled (O Disabled

(O Enabled (& Disabled
®100mw(20dBm) O 50mW(17 dBm)
@ 280mWWi24dBm)

O 200rmW(23dBrn)

O 18021 dBrn)

Key”. When you select “Share Key”, you need to setup “WEP” key in “Security”
page (See the next section). The default setting is “Auto”. The wireless client
can associate with the device by using one of the two types.

Fragment Threshold

The fragmentation threshold determines the size at which packets are

fragmented (sent as several pieces instead of as one block). Use a low setting
in areas where communication is poor or where there is a great deal of radio

interference. This function will help you to improve the network performance.

RTS Threshold

The RTS threshold determines the packet size at which the radio issues a

request to send (RTS) before sending the packet. Alow RTS Threshold setting
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can be useful in areas where many client devices are associating with the
device, or in areas where the clients are far apart and can detect only the
device and not each other. You can enter a setting ranging from 0 to 2347
bytes.

Data Rate
The standard IEEE 802.11b/11g supports 1, 2, 5.5, 11 /6, 9, 12, 18, 24, 36, 48
and 54 Mbps data rates. You can choose the rate that the device uses for data
transmission. The default value is “auto”. The device will use the highest
possible selected transmission rate.

Beacon Interval
The beacon interval is the amount of time between access point beacons in
mini-seconds. The default beacon interval is 100.

Broadcast SSID
Broadcasting the SSID will let your wireless clients find the device
automatically. If you are building a public Wireless Network, disable this
function can provide better security. Every wireless stations located within the
coverage of the device must connect this device by manually configure the
SSID in your client settings.

Int. Roaming
This function will let Wireless Stations roam among a network environment
with multiple devices. Wireless Stations are able to switch from one device to
another as they move between the coverage areas. Users can have more
wireless working range. An example as the following figure
You should comply with the following instructions to roam among the wireless
coverage areas.

Note : For implementing the roaming function, the setting MUST comply the
following two items.
® All the devices must be in the same subnet network and the SSID must
be the same.

® If you use the 802.1x authentication, you need to have the user profile
in these devices for the roaming station.

( Ethernet @

(9 (@)

DEV2

Wireless Station moves
between the coverage areas
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Block WLAN Relay (Isolate Client)
The device supports isolation function. If you are building a public Wireless
Network, enable this function can provide better security. The device will block
packets between wireless clients (relay). All the wireless clients connected to
the device can’t see each other.

Transmit Power
The device supports four transmission output power levels 250, 200, 150 and
100mW for CCK (802.11b) mode and two transmission output power levels
100 and 50mW for OFDM (802.11g) mode. User can adjust the power level to
change the coverage of the device. Every wireless stations located within the
coverage of the device also needs to have the high power radio. Otherwise the
wireless stations only can survey the device, but can’t establish connection
with device.
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Configuring Wireless Security

This device provides complete wireless security function include WEP, 802.1x,
WPA-TKIP, WPA2-AES and WPA2-Mixed in different mode (see the Security

Support Table).

The default security setting of the encryption function is disabled. Choose your

preferred security setting depending on what security function you need.

Wireless LAN Series

Wireless Security Setup

Encryption: |Mone D
[JUse 802.1x Authentication WWEP Bdbits
[JEnable MAC Authentication

Pre-Shared Key Format:
Pre-Shared Key:

Enable Pre-
Authentication

Server:

WEP Encryption Setting

This page allows you setup the wireless security. Turn on YWEP or WEA by using Encryption
Keys could prevent any unauthorized access to your wireless netwark.

Authentication Type: O Open System O Shared Key & Auta

WWEP 128hits

WPA Authentication Mode: Enterprise (RADIUS) Persanal (Pre-Shared Key)

Authentication RADIUS Port IP address Password

Note: When encryption WEP Is selected, you rmust set WEF key value.

Wired Equivalent Privacy (WEP) is implemented in this device to prevent
unauthorized access to your wireless network. The WEP setting must be as

same as each client in your wireless network. For more secure data
transmission, you can change encryption type to “WEP” and click the “Set
WEP Key” button to open the “Wireless WEP Key setup” page.

Encryption: | ¥WEF V[ SetWER Key ]

[1Use 802.1x Authentication YWER B4hbits YWEP 128hits

Enable MAC Authentication
WPA Authentication Mode: Enterprize (RADIUS)

Pre-Shared Key Format:
Pre-Shared Key:

Enable Pre-
Authentication

Authentication RADIUS Paort | ' = IP address
Server:

Ferzonal (Pre-Shared Key)

Password
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When you decide to use the WEP encryption to secure your WLAN, please

refer to the following setting of the WEP encryption:

® 64-bit WEP Encryption : 64-bit WEP keys are as same as the encryption
method of 40-bit WEP. You can input 10 hexadecimal digits (0~9, a~f or
A~F) or 5 ACSII chars.

® 128-bit WEP Encryption : 128-bit WEP keys are as same as the
encryption method of 104-bit WEP. You can input 26 hexadecimal digits
(0~9, a~f or A~F) or 10 ACSII chars.

® The Default Tx Key field decides which of the four keys you want to use in
your WLAN environment.

) WEP Key Setup - Microsoft Internet Explorer

Wireless WEP Key Setup

This page allows you setup the WEP key value, You could choose nse 64-it or 128-bit a3 the encryption
key, and select ASCILor Hext as the format of input value,

Key Length: Elbit W

Key Format: Hex (10 characters)  +

Default Tx Eey: Eeyl o

Encryption Key 1: [ *hvkennen

Encryption Key 2: FRAAAAA LN

Encryption Key 3: [T

Encryption Key 4: |

WEP Encryption with 802.1x Setting
The device supports external RADIUS Server that can secure networks

against unauthorized access. If you use the WEP encryption, you can also use
the RADIUS server to check the admission of the users. By this way every
user must use a valid account before accessing the Wireless LAN and
requires a RADIUS or other authentication server on the network. An example
is shown as following.

( Ethernet O)

N N
=
Q
ZWA-G120 g §
RADIUS Server

Wireless Station

You should choose WEP 64 or 128 bit encryption to fit with your network
environment first. Then add user accounts and the target device to the
RADIUS server. In the device , you need to specify the IP address. Password
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(Shared Secret) and Port number of the target RADIUS server.

Encryption: |VWEF e

Use B02.1x Authentication & WEP G4bits (O WEP 128hits |
Enable MAC Authentication
WPA Authentication Mode: Enterprise (RADILUS) Fersonal (Pre-Shared Key)

Pre-Shared Key Format:
Pre-Shared Key:

Enable Pre-
Authentication

Futhenticatinn RADIUS Paort | 1812 IF address |19€.168.2.205 | pasaward

ernver: -------l

WPA Encryption Setting
WPA feature provides a high level of assurance for end-users and
administrators that their data will remain private and access to their network
restricted to authorized users. You can choose the WPA encryption and select
the Authentication Mode.
WPA Authentication Mode
This device supports two WPA modes. For personal user, you can use the
Pre-shared Key to enhance your security setting. This mode requires only an
access point and client station that supports WPA-PSK. For Enterprise,
authentication is achieved via WPA RADIUS Server. You need a RADIUS or
other authentication server on the network.
® Enterprise (RADIUS):
When WPA Authentication mode is Enterprise (RADIUS), you have to add
user accounts and the target device to the RADIUS Server. In the device ,
you need to specify the IP address. Password (Shared Secret) and Port
number of the target RADIUS server.
® Pre-Share Key:
This mode requires only an access point and client station that supports
WPA-PSK. The WPA-PSK settings include Key Format, Length and Value.
They must be as same as each wireless client in your wireless network.
When Key format is Passphrase, the key value should have 8~63 ACSII
chars. When Key format is Hex, the key value should have 64 hexadecimal
digits (0~9, a~f or A~F).
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Configuring as WLAN Client Adapter

This device can be configured as a wireless Ethernet adapter. In this mode,
the device can connect to the other wireless stations (Ad-Hoc network type)
or Access Point (Infrastructure network type) and you don’t need to install
any driver.

Quick start to configure

Step 1. In “Basic Settings” page, change the Mode to “Client” mode. And key in the
SSID of the AP you want to connect then press “Apply Changes” button to

apply the change.
: Wireless LAN Series

Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wireless network parameters. Enable universal repeater mode can let radio act
as AP and client simultaneouly but remember the channel must be as same as the
connected AP,

[] Disable Wireless LAN Interface
Band: 2.4 GHz (B+3) D

2 Mm‘]e: Client I:IJ

Network
Infrastrcture
Type: i D

3 I SSID: Target-AP-EE51D I

Channel
Number:

[0 Enable Mac Clone (Single Ethernet Client)

[] Enable Universal Repeater Mode

Extended
SSID:

[once selected and spplied extended S510 and channel number will be updsted)

Step 2. Check the status of connection in “Status” web page

Wireless LAN Series

te contents: Access Point Status

This page shows the current status and =ome basic settings of the
dewice.

uUptime Odawv:0Oh:S5m:46s
Free Memory 11808 kB
Firmware WVersion 1.3.0
WWwebpage Version 1.2.0
=) Mode Infrastructure Client - Bridge
By Band 2.4 GHz (B+3)
25 SSID Target-AP-SSI1D
= Channel Number 5]
%‘: Encryption Disabled
%k A [ wl infnnintininn iy nnln}
% State Scanning
B RSSI a
B
3 Attain IP Protocol Fixed IP
IP Address 192 168.2.1
Subnet Mask 295.255.255.0
Default Gateway 192168.2.1
DHCP Server Enabled
MAC Address oD 00 aabh.dd: 91
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The alternative way to configure as following:
Step 1. In “Wireless Site Survey” page, select one of the SSIDs you want to

connect and then press “Connect” button to establish the link|

Wireless LAN Series

Wireless Site Survey

This page provides tool to scan the wireless network. If any Access Point or [BSE is
found, you could choose to connect it manually when client mode is enabled.

100 (-30 dhrn)

ZFlus-G120-DEV1 00000042728 (11 (B+H3) | AP

hank_ronted 005980843 11 (B+G) AP no 87 (-37 dhbm)
230 000000000060 11 (B+3) | AP no 87 (-37 dhbmn)
atdzt 00:0d:14:00:6920 | 6(B+T) | AP no 80 (-42 dhrn)
Test_volp 00d:14:006dde 1 (B+3) | AP yes 73 (-46 dba)
hank_routed 005980084 6(E+T AP no 73 (-46 db)
linksys 00625deedidd  6(B+G) | AP no 53 (-58 dba)
3

Step 2. |If the linking is established successfully. It will show the message
Connect successfully”. Then press “OK”.

Wireless LAN Series

Connect successfully!

Step 3. Then you can check the linking information in “Status” page.
Wireless LAN Series

Free Memory 11264 kB
Firmware Yersion 1.3.0
Wehbpage Yersion 1.3.0
Wireless Configuration
Mode Infrastructure Client - Router
Band 2.4 GHz (B+G)
SSID ZPlus-G120-DEY
Channel Humber 11
Encryption Disabled
2 BSSID 00000004 3725

% State Connected

5 RS51 ]

5 TCP/IP Configuration

B Attain IP Protocol Fixed IP

B IP Address 192.168.3.1

B Subnet Mask 255.255.255.0

B Default Gateway 192.168.3.1

B u DHCP Senver Enabled

B MAC Address 00:00:aa:bb: dd: 92
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Note :
If the available network requires authentication and data encryption, you need

to setup the authentication and encryption before step1 and all the settings
must be as same as the Access Point or Station. About the detail
authentication and data encryption settings, please refer the security section.

Authentication Type
In client mode, the device also supports two Authentication Types “Open

system” and “Shared Key”. Although the default setting is “Auto”, not every
Access Points can support “Auto” mode. If the authentication type on the
Access Point is knew by user, we suggest to set the authentication type as
same as the Access Point.

Data Encryption
In client mode, the device supports WEP and WPA Personal/Enterprise

except WPA2 mixed mode data encryption. About the detail data encryption
settings, please refer the security section.
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Configuring Universal Repeater

This device can be configured as a Repeater. In this mode, the device can
extend available wireless range of other AP let user can link the network that
they want, Also the device working as AP and Repeater same time.

Following two ways describe how to make Universal Repeater effective.

1. Enable Universal Repeater Mode and then select a SSID in the Table that
you want. Final click Apply Changes button to take effective. (Click

Refresh button to make table renew)

g Its: This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wireless network parameters. Enable universal repeater mode can let radio act
as AP and client simultaneouly but remermber the channel must be as same as the
connected AP.

] Disable Wireless LAN Interface
Band: 24 GHz (B+3) «

Mode: AP v

Network
Type:
SSID: hank

Channel 77 Show Artive Clisnts
Number:
Enable Mac Clone (Single Ethernet Client)

3 [ Enahle Universal Repeater Mnde]

Extended
SSID:

[once selected and applied,extendad 5510 and channel number will be updated)

ZPlus-G192-Public-IP 00:05:9e:81:45:51 3 (B+35) = AP no 26 (-74 dbm) g5 O
WWLAN G_TEST 00:0d:14:00:80:18 B (B+35) | AP no 26 (-74 dbm) 85 5
11hb 00:05:25:0e:e6:1d | B (B) AP no 23 (-0 dbm) a2 *

4 || Refiesh

(.
Note: Under AP, WDS and AP+WDS mode, The Universal Repeater can take

effective.

2. Enter specific SSID in the Extended SSID field and then click Apply
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Changes button to take effective.

3 Wireless LAN Series

Wireless Basic Settings

This page s used to configurs the paramsters for wirsless LAN chents which may
connect 10 your Acece Ponl Hese you may Change wirsless encryplion setlinge &=
well a8 winsleid hElwork parameleis. Enable urwersal mpealei mode cad 181 radio acl
as &P and chent simullaneculy bul remember the charmel must be @ same as the
conngcled AP

] Disable Wiseless LAN Interface

Band: 14 Gz B3 5

Mads: #F K

Hetwerk

Type:

S50 P10

Chamns| 1 — ;
Runbiei: Lo i ——i

Enable Mac Clane (Single Fthernet Client

E"'"‘ WLAN_ G TEST

iona sl el s s bed aeteraied BRID wrd charnel seambt Al b updeied

WLAN_G_TEST MO 14008018 6(B+E) AP e 1680 dbim) (O
==
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Ch 3. Configuring WDS

Wireless Distribution System (WDS) uses wireless media to communicate
with the other devices, like the Ethernet does. This function allows one or
more remote LANs connect with the local LAN. To do this, you must set
these devices in the same channel and set MAC address of other devices
you want to communicate with in the WDS AP List and then enable the
WDS.

When you decide to use the WDS to extend your WLAN, please refer the
following instructions for configuration.

® The bridging devices by WDS must use the same radio channel.

® \When the WDS function is enabled, all wireless stations can’t connect
the device.

® |f your network topology has a loop, you need to enable the 802.1d
Spanning Tree function.

® You don’t need to add all MAC address of devices existed in your
network to WDS AP List. WDS AP List only needs to specify the MAC
address of devices you need to directly connect to.

® The bandwidth of device is limited, to add more bridging devices will
split the more bandwidth to every bridging device.

WDS network topology

In this section, we will demonstrate the WDS network topologies and WDS
AP List configuration. You can setup the four kinds of network topologies:
bus, star, ring and mesh.

In this case, there are five devices with WDS enabled: WDS1, WDS2,
WDS3, WDS4 and WDSS5.

Bus topology:

““.

LANI LAN2 LAN3 LAN4 LANS

WDS #1 WDS #2 WDS #3 WDS #4 WDS #5
. . . Spanning Tree

Device Entries of WDS AP List Protocol Required

WDS1 The MAC Address of WDS2 No

WDS2 | The MAC Addresses of WDS1 and WDS3 No

WDS3 | The MAC Addresses of WDS2 and WDS4 No

WDS4 | The MAC Addresses of WDS3 and WDS5 No

WDS5 The MAC Address of WDS4 No
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Star topology:

Spanning Tree

Device Entries of WDS AP List Protocol Required
WDS1 The MAC Addresses of WDS2, WDS3, WDS4 No
and WDS5
WDS2 The MAC Address of WDS1 No
WDS3 The MAC Address of WDS1 No
WDS4 The MAC Address of WDS1 No
WDS5 The MAC Address of WDS1 No

Ring topology:

LAN 1 )

Spanning Tree

Device Entries of WDS AP List Protocol Required
WDS1 | The MAC Addresses of WDS2 and WDS5 Yes
WDS2 | The MAC Addresses of WDS1 and WDS3 Yes
WDS3 | The MAC Addresses of WDS2 and WDS4 Yes
WDS4 | The MAC Addresses of WDS3 and WDS5 Yes
WDS5 | The MAC Addresses of WDS4 and WDS1 Yes
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Mesh topology

Device Entries of WDS AP List Spanning Tree
Protocol Required

WDS1 The MAC Addresses of WDS2, WDS3, WDS4 and WDS5 Yes

WDS2 The MAC Addresses of WDS1, WDS3, WDS4 and WDS5 Yes

WDS3 The MAC Addresses of WDS1, WDS2, WDS4 and WDS5 Yes

WDS4 The MAC Addresses of WDS1, WDS2, WDS3 and WDS5 Yes

WDS5 The MAC Addresses of WDS1, WDS2, WDS3 and WDS4 Yes

WDS Application

Wireless Repeater

Wireless Repeater can be used to increase the coverage area of another
device (Parent AP). Between the Parent AP and the Wireless Repeater,
wireless stations can move among the coverage areas of both devices.
When you decide to use the WDS as a Repeater, please refer the following
instructions for configuration.

® In AP mode, enable the WDS function.

® You must set these connected devices with the same radio channel and
SSID.

® Choose “WDS+AP” mode.

® Using the bus or star network topology.

43



Wireless station

. . . Spanning Tree
Description Entries of WDS AP List Protocol Required
Access Point | The MAC Address of Repeater Yes

Repeater The MAC Address of Access Point Yes

Wireless Bridge

Wireless Bridge can establish a wireless connection between two or more
Wired LANs. When you decide to use the WDS as a Wireless Bridge, please
refer the following instructions for configuration.

In AP mode, enable the WDS function.

You must set these connected devices with the same radio channel, but
you may use different SSID.

Choose “WDS” mode for only wireless backbone extension purpose.

You can use any network topology, please refer the WDS topology
section.
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Ch 4. Advanced Configurations
Configuring LAN to WAN Firewall

Filtering function is used to block packets from LAN to WAN. The device
supports three kinds of filter Port Filtering, IP Filtering and MAC Filtering. All
the entries in current filter table are used to restrict certain types of packets
from your local network to through the device. Use of such filters can be
helpful in securing or restricting your local network.

Port Filtering
When you enable the Port Filtering function, you can specify a single port
or port ranges in current filter table. Once the source port of outgoing
packets match the port definition or within the port ranges in the table, the
firewall will block those packets from LAN to WAN.

) Wireless LAN Series

Port Filtering

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local network.

[ Enable Port Filtering

— I —
Port Range: | i—| | Pr I:| Both >~ Comment:

[ Apply Changes ] [ Feset ]

Current Filter Table:

[ PortRange || Protocol [ Comment | Select |

IP Filtering
When you enable the IP Filtering function, you can specify local IP
Addresses in current filter table. Once the source IP address of outgoing
packets match the IP Addresses in the table, the firewall will block this
packet from LAN to WAN.

Wireless LAN Series

IP Filtering

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local netwaork

[l Enable IP Filtering

et B — ]
Local IP Address: | | Protocol: |Both | cComment:

[ #ppk Changes ][Resel]

Current Filter Table:
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MAC Filtering

When you enable the MAC Filtering function, you can specify the MAC
Addresses in current filter table. Once the source MAC Address of
outgoing packets match the MAC Addresses in the table, the firewall will
block this packet from LAN to WAN.

Wireless LAN Series

MAC Filtering

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
secuting or restricting your local network

[0 Enable MAC Filtering

MAC Address: Comment:

[ Apply Thanges ] [ Feset ]

Current Filter Table:

~ MACAddress  Comment  Select

Configuring Port Forwarding (Virtual

Server)

This function allows you to automatically redirect common network services
to a specific machine behind the NAT firewall. These settings are only
necessary if you wish to host some sort of server like a web server or mail
server on the private local network behind the device's NAT firewall.

Wireless LAN Series

Port Forwarding

Entries in this table allow you to automatically redirect common network services to a specific
machine behind the MNAT firewall. These settings are only necessary if you wish to host some
sort of server like & web server or mail server on the private local network behind your
Gateway's MAT firewall.

[C] Enable Port Forwarding

IP Address: Ii 7! Protocol: | Eoth *~ | Port Range: | !-| 7! Comment:

I Apply Changes ] [ Feset ]

Current Port Forwarding Table:

The most often used port numbers are shown in the following table.

Services Port Number
ECHO 7

FTP (File Transfer Protocol) 21

Telnet 23
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SMTP (Simple Mail Transfer Protocol) 25
DNS (Domain Name System) 53
Finger 79
HTTP (Hyper Text Transfer Protocol) 80
POP3 (Post Protocol) 110
NNTP (Network News Transport Protocol) 119
SNMP (Simple Network Management Protocol) 161
SNMP trap 162
SIP (Session Initiation Protocol) 5060
PPTP (Point-to-Point Tunneling Protocol) 1723

Multiple Servers behind NAT Example:

In this case, there are two PCs in the local network accessible for outside
users.

AP Client
Web Server wx (@)
IP Address:192.168.2.1
Port:80 Internet d

@ S

Device with Router Mode enabled
WLAN IP Address:192.168.2.254

AP Client #2

FTP Server
IP Address:192.168.2.2
Port:21
Cuorrent Port Forwarding Table:
192.168.2.1 TZP+UDE a0 Weh Server
19216822 TCP+UIDE il FTF Server |:|
[ Delete Selected ] [ Delete Al ] [Rﬂset]

Configuring DMZ

A Demilitarized Zone is used to provide Internet services without
sacrificing unauthorized access to its local private network. Typically, the
DMZ host contains devices accessible to Internet traffic, such as Web
(HTTP) servers, FTP servers, SMTP (e-mail) servers and DNS servers.
So that all inbound packets will be redirected to the computer you set. It
also is useful while you run some applications (ex. Internet game) that use
uncertain incoming ports.
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DMZ

A Demilitatized Zone is used to provide Internet services without sacrificing
unauthorized access to its local private network. Typically, the DMZ host contains
devices accessible to Internet traffic, such as Web (HTTP ) servers, FTP servers,
SMTP (e-mail) servers and DMS servers

[0 Enable DMZ

DMZ Host IP Address: |

[ Apply Changes ] [Reset]

Enable DMZ: Enable the “Enable DMZ”, and then click “Apply Changes” button to
save the changes.

DMZ Host IP Address: Input the IP Address of the computer that you want to expose to
Internet.

()

Internet

AP Client

Device with Router Mode enabled

DNS Host

Configuring WAN Interface

The device supports four kinds of IP configuration for WAN interface,
including Static IP, DHCP Client, PPPoE and PPTP. You can select one of

the WAN Access Types depend on your ISP required. The default WAN
Access Type is “Static IP”.

Wireless LAN Series

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WAN
port of your Access Paoint. Here you may change the access method to Static IP, DHCP
Client, PFPoE or PPTP by click the item value of YWWAN Access type.

WAN Access Type: Static IP [~]
IP Address: 172111
Subnet Mask: 2552552550
Default Gateway: 172.1.1.2:4

DNS 1:

DNS 2:

DNS 3:

Clone MAC Address: | 00000000000

Enable uPNP

Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection
Enable PPTP pass through on VPN connection
Enable L2TP pass through on VPN connection

OO0o®O
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Static IP

You can get the IP configuration data of Static-IP from your ISP. And you
will need to fill the fields of IP address, subnet mask, gateway address,
and one of the DNS addresses.

Wireless LAN Series

IP Address:

Subnet Mask:

Default Gateway:

DNS 1~3:

Clone MAC
Address:
Enable uPnP:

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WWAN
port of your Access Point. Here you may change the access method to Static IP, DHCP
Client, PPFPoE or PPTP by click the item value of WAN Access type.

WAN Access Type: Swic P [

IP Address: 172111
Subnet Mask: 2552552550
Default Gateway: 172.1.1.254

DNS 1:

DNS 2:

DNS 3:

Clone MAC Address: | 000000000000

Enable uPNP

Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection

Enable PPTP pass through on VPN connection

O00FO

Enable L2TP pass through on VPN connection

The Internet Protocol (IP) address of WAN interface provided by your
ISP or MIS. The address will be your network identifier besides your
local network.

The number used to identify the IP subnet network, indicating whether
the IP address can be recognized on the LAN or if it must be reached
through a gateway.

The IP address of Default Gateway provided by your ISP or MIS.
Default Gateway is the intermediate network device that has knowledge
of the network IDs of the other networks in the Wide Area Network, so it
can forward the packets to other gateways until they are delivered to the
one connected to the specified destination.

The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP addresses and
map the domain names in your Internet requests to other servers on the
Internet until the specified web site is found.

Clone device MAC address to the specify MAC address required by your
ISP

Enable uPnP, this function allows the device to be found and configured
automatically by the system. (Ex. Window XP)
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DHCP Client (Dynamic IP)

All IP configuration data besides DNS will obtain from the DHCP server
when DHCP-Client WAN Access Type is selected.

DNS1~3:

Clone MAC
Address:

Enable uPnP:

PPPOE

: Wireless LAN Series

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the VAN
port of your Access Point. Here you may change the access method to Static IP, DHCP
Client, PPFoE or PPTP by click the iterm value of WAN Access type.

WAN Access Type: DHCP Client [

O Attain DNS Automatically
& Set DNS Manually

DNS 1:
DNS 2:
DNS 3:
Clone MAC Address: 000000000000

Enable uPNP
Enable Web Server Access on WAN
Enable IPsec pass through on VPN connection

Enable PPTP pass through on VPN connection

OO00FO

Enable L2TP pass through on VPN connection
The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP
addresses and map the domain names in your Internet requests
to other servers on the Internet until the specified web site is
found.

Clone device MAC address to the specify MAC address required
by your ISP

Enable uPnP, this function allows the device to be found and
configured automatically by the system. (Ex. Window XP)

When the PPPoE (Point to Point Protocol over Ethernet) WAN Access
Type is selected, you must fill the fields of User Name, Password provided
by your ISP. The IP configuration will be done when the device
successfully authenticates with your ISP.
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User Name:

Password:

Connect Type:

Idle Time:

MTU Size:

DNS1~3:

Clone MAC
Address:

Enable UPnP:

PPTP

Wireless LAN Series

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WYWAR
port of your Access Point. Here you may change the access method to Static [P, DHCP
Client, PPPoE or PPTF by click the itern value of YW.AN Access type

WAN Access Type: FFFPoE [~]

User Name:

Password:

Connection Type: Continuons D
Idle Time: (1-1000 minutes)
MTU Size: 1412 {1400-1492 bytes)

 Attain DNS Automatically
) Set DNS Manually
DNS 1:
DNS 2:
DNS 3:
Clone MAC Address: |000000000000
Enable uPNP
Enable Web Server Access on WAN
Enable IPsec pass through on VPN connection

Enable PPTP pass through on VPN connection

ooomOd

Enable L2TP pass through on VPN connection

The account provided by your ISP

The password for your account.

“Continuous “ : connect to ISP permanently
“Manual” : Manual connect/disconnect to ISP

“On-Demand” : Automatically connect to ISP when user need to
access the Internet.

The number of inactivity minutes to disconnect from ISP. This
setting is only available when “Connect on Demand” connection
type is selected.

Maximum Transmission Unit, 1412 is the default setting, you may
need to change the MTU for optimal performance with your specific
ISP.

The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP
addresses and map the domain names in your Internet requests to
other servers on the Internet until the specified web site is found.

Clone device MAC address to the specify MAC address required
by your ISP.

Enable UPnP, this function allows the device to be found and
configured automatically by the system. (Ex. Window XP)

Point to Point Tunneling Protocol (PPTP) is a service that applies to
connections in Europe only
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IP Address:

Subnet Mask:

Server IP Address:
(Default Gateway)
User Name:
Password:

MTU Size:

DNS1~3:

Clone MAC Address:

Enable uPnP:

Wireless LAN Series

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WAN
port of your Access Point. Here you may change the access method to Static 1P, DHCP
Client, PFFoE or PPTP by click the itern value of WAN Access type.

WAN Access Type: FFTP [~]

IP Address: 172112

Subnet Mask: 2552552550

Server IP Address: 172111

User Name:

Password:

MTU Size: 1412 {1400-14592 hytes)

O Attain DNS Automatically
& Set DNS Manually

DNS 1:
DNS 2:
DNS 3:
Clone MAC Address: | 000000000000

Enable uPNP
Enable Web Server Access on WAN
Enable IPsec pass through on VPN connection

Enable PPTP pass through on VPN connection

R (R

Enable L2TP pass through on VPN connection

The Internet Protocol (IP) address of WAN interface provided by
your ISP or MIS. The address will be your network identifier
besides your local network.

The number used to identify the IP subnet network, indicating
whether the IP address can be recognized on the LAN or if it
must be reached through a gateway.

The IP address of PPTP server

The account provided by your ISP
The password of your account

Maximum Transmission Unit, 1412 is the default setting, you
may need to change the MTU for optimal performance with your
specific ISP.

The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP
addresses and map the domain names in your Internet requests
to other servers on the Internet until the specified web site is
found.

Clone device MAC address to the specify MAC address required
by your ISP.

Enable uPnP, this function allows the device to be found and
configured automatically by the system. (Ex. Window XP)

Configuring Clone MAC Address
The device provides MAC address clone feature to fit the requirement of
some ISP need to specify the client MAC address.
Physical WAN interface MAC Address clone
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Clone MAC address for DHCP Client WAN access type

reless LAN Series

WAN Interface Setup

This page is used to configure the parameters for Internet netwaork which connects to the WVWAN
port of your Access Point. Here you may change the access method to Static 1P, DHCP

Client, PFPoE or PPTP by click the item value of WAN Access type.

WAN Access Type: DHCP Cliemt [

O Attain DNS Automatically
() Set DNS Manually

DNS 1:

DNS 2:

DNS 3:

| .Clone MAC Address: 001122334453 |

Enable uPNP

Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection
Enable PPTP pass through on VPN connection
Enable L2TP pass through on VPN connection

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WwARN
port of your Access Point. Here you may change the access method to Static [P, DHCP

Client, PPPoE or PPTPF by click the itern value of “WAN Access type

WAN Access Type: Static [P [~]
IP Address: 1721.1.1
Subnet Mask: 3552552550
Default Gateway: 1721.1.254
DNS 1:
DNS 2:
DNS 3:
| Clone MAC Address: |001122334455 |

Enable uPNP
Enable Web Server Access on WAN
Enable IPsec pass through on VPN connection

Enable PPTP pass through on VPN connection

ooCcEO

Enable L2TP pass through on VPN connection

3.

WAN Access Type:

User Name:
Password:
Connection Type:
Idle Time:

MTU Size:

& Set DNS Manually
DNS 1:
DNS 2:
DNS 3:

Clone MAC address for PPPoE WAN access type

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WWAR
port of your Access Point. Here you may change the access method to Static IP, DHCP
Client, PFFoE or PPTP by click the item value of Y¥WAN Access type.

FFFP<E

[~]

4704 3600 @ hinst st
[——

Contimons 4
(1-1000 minutes)

1412 (1400-1492 bytes)

& Attain DNS Automatically

I Clone MAC Address:

001122334455 1]

Enable uPNP

Enahle Web Server Access on WAN

Enable IPsec pass through on VPN connection
Enahle PPTP pass through on VPN connection
Enable L2TP pass through on VPN connection
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4.  Clone MAC address for PPTP WAN access type
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VWAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WA
port of your Access Point. Here you may change the access method to Static IP, DHCP
Client, PPFoE or PPTF by click the itermn walue of ¥WaAMN Access type.

WAN Access Type: FFTF [~
IP Address: 172.1.1.2
Subnet Mask: 255.255.255.0
Server IP Address: 172.1.1.1

User Name:
Password:
MTU Size: 1412 (1400-1492 bytes)

 Attain DNS Automatically
@ Set DNS Manually

DNS 1:
DNS 2:
DNS 3:
| Clone MAC Address: |001122334455 |
[] Enable uPNP
Enable Web Server Access on WAN
[l Enable IPsec pass through on VPN connection
[ Enable PPTP pass through on WPN connection
[1 Enable L2TP pass through on VPN connection

5. Physical LAN interface MAC address clone
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LAN Interface Setup

This page is used to configure the parameters for local area network which connects to
the device. Here you may change the setting for P Address, Subnet Mask, DHCP,

etc..

IP Address: 1916821

Subnet Mask: 2552552550

Default Gateway: 0.0.00

DHCP: Server E

DHCP Client Range: 19216822 - |192.168.2.254 Shew Client

802.1d Spanning Tree: | Disabl=d [
Clone MAC Address: | (01122354455 []
MTU Size: 1500

Configuring DHCP Server

1. To use the DHCP server inside the device, please make sure there is no other
DHCEP server existed in the same network as the device.

2.  Enable the DHCP Server option and assign the client range of IP addresses as
following page.
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etc..

Wireless LAN Series

LAN Interface Setup

This page is used to configure the parameters for local area network which connects to
the device. Here you may change the setting for [P Address, Subnet Mask, DHCP,

IP Address: 19216821

Subnet Mask: 2554552550

Default Gateway: 0000

DHCP: Server D

DHCP Client Range: 19216822 — 1921682254 Show Client
802.1d Spanning Tree: |Disabled [

Clone MAC Address: 000000C00000

MTU Size: 15000

[ ApplyChangss | [Reset]

3. When the DHCP server is enabled and also the device router mode is enabled
then the default gateway for all the DHCP client hosts will set to the IP
address of device.

Bandwidth Control

This functionality can control Bandwidth of Up/Downstream

1. Enable Bandwidth Control and then enter Data Rate, Latency and Burst Packet in

effective.

the specific field.

Note: Only device on

3 [ Bandwidth Cuntrul]

Upstream Data Rate:
Upstream Latency:
Upstream Burst Packet:
Downstream Data Rate:
Downstream Latency:

Downstream Burst Packet:

Bandwidth Control Settings

This page is used to configure the networking bandwidth. ¥ou can set the upstream
and downstream data rate when the device is set to client mode.

(16-24000 kbps)
(20-1024 ms)
(1B00-40000 Biytes)
(16-24000 Kbps)
(20-1024 ms)
(1E00-40000 Bytes)

W . o | [

)

Client mode or WISP mode this functionality can take
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2. Parameter Definition

Label

Description

Upstream Data Rate

Speed of transmit data that from Ethernet
interface to Wireless interface.

Upstream Latency

Similar a waiting time the data queuing-
time.

Upstream Burst Packet

Similar a buffer the data will into the buffer
while the data is transmit or receive.

Downstream Data Rate

Speed of transmit data that from Wireless
interface to Ethernet interface.

Downstream Latency

Similar a waiting time the data queuing-
time.

Downstream Burst Packet

Similar a buffer the data will into the buffer
while the data is transmit or receive.
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QoS (Quality of Service)
Filter Priority and IP-ToS have not finished yet and also fine tuning.

QoS allows you to specify some rules, to ensure the quality of service in your network.
Such as use Bandwidth Priority concept to allocate bandwidth. This function can be
helpful in shaping and queuing traffic from LAN (WLAN) to WAN or LAN to
WLAN, but not WLAN to WLAN.

Enable the QoS and then fill in Bandwidth Ratio (H/M/L) the device has three
Bandwidth Priorities High, Medium and Low user can allocation Bandwidth to these
and default is High:509¢, Medium:3096 and Low:209.

QoS setting

Entries in this table are used to restrict certain quality of service far your network. Use
of such setting can be helpful in traffic contral or gueuing discipline of your network.
The trafiice contral among WLAN stations is futile it works between LARNMYLANAWAN
or LANAVLAN. The default queue is Med and once the bandwidth borrowed is

enabled | the higher bandwidth priarity will get the remaining bandwidth first.

3 QoS Enahbled

h Control Bandwidth Borrowed
Max Throughput : 20000 (kbps)
Bandwidth Ratio (H/M/L): 4| 50 |.[30 |. |20 %)

The following table describes the priorities that you can apply to bandwidth.

Priority Level Description

High Typically used for voice or video applications that is
especially sensitive to the variations in delay.

Medium Typically used for important traffic that can tolerate
some delay.

Low Typically used for non-critical traffic such as a large

number of transfers but that should not affect other

application.

Click the QoS link under Management to open the QoS Setting page. This page is
divided into three parts: basic settings, QoS rule settings, and current QoS setting
table.
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1. Enable QoS and enter Max Throughput (default 20Mbps) .
Bandwidth Ratio (default H:50%, M:30%, L:20%)

(oS Enabled

Bandwidth Borrowed

Max Throughput : 20000 (kbps)
Bandwidth Ratio (H/M/L): 500 1,130 .20 fopy
| Apoly Changss |

The following table describes the labels in this part.

Label Description

QoS Enabled Select this check box to enable quality of service.

Bandwidth Borrowed Select this check box to allow a rule to borrow unused
bandwidth. Bandwidth borrowing is decided by priority
of the rules. Higher priority will get the remaining
bandwidth first.

Max Throughput Enter the value of max throughput in kbps that you want

to allocate for one rule. The value should between 1200
kbps and 24000 kbps.

Bandwidth Ratio (H/M/L)

You can specify the ratio of priority in these fields. The
range from 1 to 99. The High priority’s ratio should
higher than Medium priority’s ratio and Medium

priority’s ratio should higher than Low priority’s ratio.

Apply Changes

Click this button to save and apply your settings.
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2. QoS Rule settings
Source IP Address :
Source Netmask :
Destination IP Address :
Destination Hetmask :
Source MAC Address :
Destination MAC Address :

Source Port/ range: to

Destination Port / range: to

Protocol: e

Bandwidth Priority: W

Filter Priority: * {Lower number,Higher Friarity
IP TOS Set: b

(Ao o] [

The following table describes the labels in this part.

Label Description

IP Address Enter source/destination IP Address in dotted decimal
notation.

Netmask Once the source/destination IP Address is entered, the

subnet mask address must be filled in this field.

MAC Address Enter source/destination MAC Address.

Port / range You can enter specific port number or port range of the
source/destination

Protocol Select a protocol from the drop down list box. Choose
TCP/UDP, TCP or UDP.

Bandwidth Priority Select a bandwidth priority from the drop down list box.

Choose Low, Medium or High.

Filter Priority Select a filter priority number from the drop down list
box. Lower number gets higher priority while two

rules have the same bandwidth priority.

IP TOS Match Select an IP type-of-service value from the drop down
list box. Choose Normal Service, Minimize Cost,

Maximize Reliability, Maximize Throughput, or

Minimize Delay.
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Apply Changes Click this button to save and apply your settings.

Reset Click this button to begin re-input the parameters.

Current QoS setting table
In this part, you can see how many rules have been specified. And you can see the
detail about the rules and manage the rules. This table can input 50 rules at most.

Current QoS Setting:
[Mask 255.255 255 255 means single host]

19216821124 140113 27 181/24 00:05:9e:80:aa:ee - 2121 21-21 TCP  LOWY Mormal []
anywhere anywhere - - s0-50 - TCRMUDPE MED 0 Mormal []
192.168.2.13/24 anywhere - - S0000-50050 - TCRMUDPE LOVY 2 Marmal []
anywhere 192 168.2.12/24 - - - - TCRAUDP MED 1 Mormal [
192.168.2.15/24 anywhere 00:05:9e:80:aa:cc - - - TCRADP HIGH 0O Marmal [
[ Delete Selected ] [ Delete Al ] [Rtsetl

An example for usage

User C LAN WAN

42 or?
@ Internet
Web

User E

MCPE-1924

Userﬁ;

For example, there are three users in your network.
* User A wants to browse the websites to retrieve information.
* User B wants to use FTP connection to download a large file.
* User C wants to use software phone to connect with customer.
The voice is sensitive to the variations in delay; you can set High priority for User C.

The FTP transmission may take a long time; you can set Low priority for User B.
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Current QoS Setting:
[Mask 265.2595.255 255 means single host)

192.168.2.11/24 anywhere - S0E0-5061 - TCRADP HIGH 0 Marmal [

192 168.2 12724 anywhera - - 21-21 - TCP L O 0 Marmal ]

192.168.2.13/24 anywhere - - 80-80 - TCP MED ] Marmal [
[ Delete Selected ] [ Delete All ] ’Reset]

Static Route Setup

User can set the routing information let the Router knows what routing is correct also

it can not learn automatically through other means.

Network 2 I

Network 1

Network 3

Network 4

For example, if user wants to link the Network 3 and Network 4 separately from

Network 1 that Routing Table configuration as blow:

1. Enable Static Route in Route Setup of TCP/IP page and then enter IP Address of
Network 3, Subnet Mask and IP Address of Router (R1) in Default Gateway field

final click Apply Change button.

[¥] Enable Static Route

IP Address: 192.168.3.0
Subnet Mask: 2552552550
Default Gateway: 192.168.2.

[[ Apply Changes ]] (Reset| [ Show Route Table
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2. Enter IP Address of Network 4, Subnet Mask and IP Address of Router (R2) in
Default Gateway field final click Apply Change button.

[¥] Enable Static Route

IP Address: 192.168.4.0
Subnet Mask: 2882882550
ettt ety I TT B

| (sl Gl )| (Resr) [ S Rove ol

3. In Static Route Table there have two routings for Network 3 and Network 4
Static Route Table:

192,168,530 2552552550 192.168.2.1
192,168,410 2552552550 192.168.2.2 |:|

Dynamic Route Setup

The Dynamic Route utilizes RIP1/2 to transmit and receive the route information with

other Routers.
1. Enable Dynamic Route and then select RIP 1, RIP2 or Both to transmit/receive

packets final click Apply Change button.

Enable Dynamic Route

RIP wransmit to WAN RPl snd RIF2 »
RIP receive from WAN RIPl and RF2 |
RIP transmit to LAN EFl asnd RIF2 »
RIP receive from LAN EIFl snd RIF2
|G )|

2. Click Show Route Table button to show Dynamic Route Table.
[] Enable Static Route

IP Address:
Subnet Mask:

Default Gateway:
[ ApplyChangss | [Reset [ [  ShowRoure Table | |
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3. In Dynamic Routing Table there have two routings for Network 3 and Network 4
Routing Table

This tahle shows the all souting entry .

2550550552055 QOO0 255255355255 0 I )
1916840 1916822 | 2552552550 UG 2 0 0 ko
[ 190168310 19016821 3552852850 UG 5 0 0 WO ]
19216820 Q000 2552552550 U 0 0 0 wo
172110 Q000 255,285 255.0 u 0 0 0 whal
0000 17211254 0,000 Uz 0 0 0 whnd
Fefresh | [ Clese

VPN Pass-through

This functionality let the device can Pass-through the VPN packets including PPTP/
L2TP/IPsec VPN Connection.

VPN Connection

- -

() 2
Q LAN @ WAN S
Q
\ N
Laptop 1 VPN Client (VPN Passthrough) VPN Server

1. Check the VPN Pass-through in WAN Interface of TCP/IP Page that you want and
then click Apply Changes button.

[“] Enable Web Server Access on WAN
1| [¥] [Enable IPsec pass through on VPN connection
[] [Enable PPTP pass through on VPN connection
[“] [Enable L2TP pass through on VPN connection

- f

[ AoslyCingm_|| (R

Ly

Using CLI Menu
Start a SSH(Secure Shell) client session to login the device
The SSH server daemon inside device uses well-known TCP port 22.
User must use SSH client utility such like Putty to login the device. The
default password for user “root” is “qwert”, once user login the device
then can change the password by CLI command.
Execute CLI program
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This program won’t execute automatically when user login the device.

User must manually execute it by typing the case-sensitive command
“cli”. Please note that any modified settings won’t save permanently
until user “Apply Changes to Flash” or reboot it. The new settings
modified by CLI will take effect after rebooting the device.

Menu Tree List
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Operation Mode
1: Router
2: Bridge
0: Cancel

. Operation Mode

. Wireless Setting |

Wireless Setting

A. Basic Settings

B. Advanced Settings

C. Security Settings

D. Access Control Settings
E. WDS Settings

0. Exit

TCP/IP-LAN Setting

A. IP Address

B. Subnet M ask

C. Default Gateway

D. DHCP

E.DHCP Client Range
F. 802.1d Spanning Tree
G. Clone MAC Address
H. MTU Size

0. Exit

. TCP/IP-LAN Setting -

. TCP/IP-WAN Setting -

m o QO w »

. Route Setting -

F. Firewall Setting =

G. Management -
H. Apply Changes to Flash
I. Reboot to take effect

0. Exit

TCP/IP WAN Settings
A. WAN Type

B.IP Address

C. Subnet Mask

D. Default Gateway
E.DNS1

Y. Clone MAC Address
Z.uPNP
0. Exit

Route Settings

-[Dynamic Route]-—----———--—--—
A. Dynamic Route

B. RIP transmit to WAN

C. RIP receive from WAN

D. RIP transmit to LAN

E. RIP receive from LAN
-[Static Route | —————————— -
F. Static Route

G. Add Static Route Setting

H. Delete Static Route Setting

1. Delete all Static Route Setting
J. Current Static Route Setting List
-|[Route Table] —-——-—————-—
K. Show Route Table List

0. Exit

Firewall Settings

A. Port Filtering

B. IP Filtering

C. MAC Filtering
D. Port Forwarding
E.DMZ

0. Exit

Wireless Basic Settings
A. Access Point Status
B. QoS Settings

C. Bandwidth Control
D. SNMP Settings
E.Password

0. Exit
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The System Management

Password Protection
Both Web-Browser and SSH configuration interfaces have password
protection.

_ Wireless LAN Series

Password Setup

This page is used to set the account to access the web server of Access Paoint.
Empty user name and password will disable the protection.

User Name:

&
B
-
-
-
&

New Password:

Confirmed Password:

Apply Changes l [ Reset ]

To disable the Web-Browser password protection just leave the “User
Name” field to blank then click “Apply Changes” button.

o continue. . . .1l

To change the password of user “root” for SSH session, please use the

CLI menu item G. System Setting—>A. Root Password
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SNMP Agent

This device is compatible with SNMP v1/v2c and provide standard MIB I1.
Currently only the “public” community string is available and the modified
settings by SNMP SET request will be lost after rebooting the device.

1. Enable SNMP and then enter IP Address of SNMP Manager in Trap
Receiver IP Address field and Community String in System Community
String field. Final click Apply Changes button.

SNMP Settings

This page is used to configure the SMWP settings. ¥You can get some of the system
infarmation wia setting the SNMP netwark protocal.

2([Z] SNMP Enabled |

=n)

B System Community String: public

B System Name: hank

% System Location: IF

% System Contact: hank

By Tin Trap Receiver IP Address1: 4| 192168211
E Address1 Community String: | [hank

B Up Trap Receiver IP Address?:

E 5 Address? Community String:

Trap Receiver IP Address3:
Address3 Community String:

5|’ Apply Changes II[ Reset l

2. Following Table describes the SNMP configuration parameter

Label

Description

System Community String

This is password sent with each trap to the
SNMP Manager.

System Name

Type the Name which is name of device.

System Location

Type the Location which is location of
device

System Contact

Type the Name which is person or group
when the device has problem can find
they.

Trap Receiver IP Address

Type the IP Address which is address of
SNMP Manager.

Trap Receiver Community
String

This is password receive with trap from
the device (SNMP Agent).
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3. SNMP Traps

Traps Description

coldStart(0) The trap from device after reboot the
device

linkDown(2) The trap is sent when any of the links are
down. See the following table.

linkup(3) The trap is sent when any of the links are

UP. See the following table.

authenticationFailure(4)

The trap is sent when the device receiving
gets or sets requirement with wrong

community.

4. Private MIBs

oID Description

1.3.6.1.4.1.99.1 Mode, Operation Mode in device.

1.3.6.1.4.1.99.2 SSID, SSID of the device

1.3.6.1.4.1.99.3 Channel, Channel of the device in WLAN

1.3.6.1.4.1.99.4 Band, 802.11g / 802.11b only

1.3.6.1.4.1.99.5 RSSI, Receive Signal Strength Index
(Support AP and Client RSSI)

1.3.6.1.4.1.99.6 Active_Clients, The number of associate
clients

1.3.6.1.4.1.99.7 Active_Clients_List, Client’s Information
(MAC Address, Data Rate, RSSI...etc)

1.3.6.1.4.1.99.8 Encryption, Encryption type of device in
Wireless Network

1.3.6.1.4.1.99.1 - Mode

1.3.6.1.4.1.99.1.2.1
1.3.6.1.4.1,99.1.3.1
1.3.6.1.4.1,99.1.100. 1
.1.3.6.1.4.1,99.1.101.1

1.3.6.1.4.1.99.2 - SSID

1.3.6.1.4.1,99.2.2.1
1.3.6.1.4.1,99.2.3.1
1.3.6.1.4.1,99,2,100.1
.1.3.6.1.4.1,99,2,101.1

MoDE
Ibingflash snmpget MODE

0

551D
Jbinfflash snmpget 5510
1]
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1.3.6.1.4.1.99.3 - Channel

13614199511 1

1.3.6.1.4.1.99.53.2.1 CHAMMEL
1.3.6.1.4.1,99,3.3.1 [binyflash snmpget CHAMMEL
1.3.6.1.4,1,99,3,100,1 1]

.1,3.6.1,4,1,99,3,101,1

1.3.6.1.4.1.99.4 - Band

1.3.6.1.4.1.99.4.2.1 BAND
1.3.6.1.4.1.99.4.3.1 Jbinfflash snmpget BARD
1.3.6.1.4,1,99.4,100.1 0
1.3.6.1.4.1.99.4.101..1

1.3.6.1.4.1.99.5 - RSSI

1.3.6.1.4,1,99.5.2.1 REAI
1.3.6.1.4.1,99.5.3.1 [bin/flash snmpget R551
1.3.6.1.4,1,99,5,100.1 0
1.3.6,1,4.1,99,5,101.1

1.3.6.1.4.1.99.6 - Active_Clients

1.3.6.1.4.1.99.6,2.1 ACTIVE_CLIENTS
1.3.6.1.4.1.99.6.5.1 {bin/flash snmpget ACTIVE_CLIENTS
1.3.6.1.4,1,99,6.100.1 ]

4.3.6.1.4.1,99.6.101.1 S

1.3.6.1.4.1.99.7 - Active_Clients_List

1.5.6.1.4.1.99.7 2.1 ACTIVE_CLIENTS LIST
1.5.6.1.4.1.99.7.5.1 [biniflash snmpget ACTIVE_CLIEMTS_LIST
1.3.6.1.4,1,99,7,100.1 0  MAC Data Rate BSSI
1.5.6.1.4,1,99,7.101.1 00 13:02:05:51:56 102,125no,3u

1.3.6.1.4.1.99.8 - Encryption

1.3.6.1.4.1.99.8.2.1 EMCRYPTION
1.3.6.1.4.1.99.5.5.1 Jbiniflash snmpget ENCRYPTION
1.3.6.1.4.1,99,5,100.1 0 AP-WEP
1.3.6.1,4.1,99,8,101.1 [ weP{ AP, DisablediwDs) |

Firmware Upgrade

Firmware Types
The firmware for this device is divided into 2 parts, one is web pages
firmware the other is application firmware, and the naming usually are
g120webpage.bin and g120linux.bin. To upgrade firmware, we
suggest user first upgrade the application firmware then web pages
firmware.

Upgrading Firmware
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The Web-Browser upgrading interface is the simplest and safest way
for user, it will check the firmware checksum and signature, and the
wrong firmware won'’t be accepted. After upgrading, the device will
reboot and please note that depends on the version of firmware, the
upgrading may cause the device configuration to be restored to the
factory default setting, and the original configuration data will be lost!
To upgrade firmware, just assign the file name with full path then click
“Upload” button as the following page.

Memory Limitation

To make sure the device have enough memory to upload firmware,
the system will check the capacity of free memory, if the device lack of
memory to upload firmware, please temporarily turn-off some functions
then reboot the device to get enough memory for firmware uploading.

Wireless LAN Series

Upgrade Firmware

This page allows you upgrade the Access Point firmware to new version. Please note,
do not power off the device duting the upload because it may crash the system. If free
mermory is not enough for uploading, please ternporarily turn off some functions such
like Log/lPsec....

Select File: |etimghgl 92linus bin |[ Browse.. |

Upiosd

Configuration Data Backup & Restore

Rest Setting to Factory Default Value
Since the device is designed for outdoor used, there is no interface
outside the housing to reset the configuration value to the factory
default value. The device provides the Web-Browser interface to rest
the configuration data. After resetting it, the current configuration data
will be lost and restored to factory default value.

Saving & Restoring Configuration Data

Wireless LAN Series

Save/Reload Settings

This page allows you save current settings to a file or reload the settings from the file
which was saved previously. Besides, you could reset the current configuration to
factory default.

Save Settings to File:

Load Settings from [ 1 [ﬁ
File: | |[ Browse.. | | Upload
Reset Settings to

Default:

To save & restore configuration data of device, just assign the target
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filename with full path at your local host, then you can backup
configuration data to local host or restore configuration data to the
device.

Auto Discovery Tool

User can use this tool to find out how many devices in your local area network

The name of tool is WirelessConf.exe it in the packing CD.

Tl e N e T S L T T T T T o Bl e i D e S i il
Nao| SSID | IPAddress | SubnetMask | Channel | MAC Address Active Client | RSSI
WLAN-TEST 192168 2.1 265205 26650 1 00:05:8E:80:EC:249
2 WLAN-TEST-1 19216822  2BBZRRZEBEO 1 D0:ED:4C:81:86:21 0 =
m 21 O m 7 L7 17 T
Discover Setup 1P | Dretadl | Wh3S | Active Clients | |ConnecttoWeb Server] | Close
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1. Discover
After press this button, you could see there are how many devices in your network.
And you would see the basic information about these devices, such as:
» SSID
* TP Address
* Subnet Mask
* Channel number
* MAC Address
* Active Client: this field shows how many clients associated with the device
* RSSI: this field shows Received Signal Strength Indication while device is
on AP-Client mode

2. Setup IP
After you press the Setup IP button, you would see Setup IP Address window.
You could change device’s IP Address, Netmask, and Default Gateway in this
window. But if the device’s web server needs User Name and Password to login,

you should fill in these two fields and then apply changes.

3. Detail
If you want to see more detailed information, you could press the Detail button,

and then you would see the Detail Information window.
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Dietail

owstem Mame:
owstem Location:

owstem Contact;

bode:

Band:
TrFowerLewel:
Upstream Data Rate:
Upstream Latency:

Upstream Burst Facket:

Downstream Data Rate:

Downstream Latency:

|hank

|1F

|hank

AP - Bridge

802.11hg

|DFDI\-1 100ms f CCE 250mt

124000 khps

|5EI s

125600 Bytes

124000 kbps

|5EI ms

Downstream Burst Packet: |EEEEIEI Butes

Encryptian:

Disabled(AP).Disabled(WDS)
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4. WDS
If the device you selected is on WDS mode or AP+WDS mode, you could press
WDS button, and then you would see the WDS List window.

) 3 .._r__,_ .................................................... b b B b

R [a] | MAC Address I Tx Packets I Tx Errars | Fux Packets | Tx Rate (Mbps) |
1 00:05:8e:80:82:11 41 37 0 1

z 0005 9em0aa22 A1 34 0 1

3 00el:4cd1:86:21 20 3 B33 "

5. Active Clients
After press Active Clients button, you would see WLAN AP Active Clients
window. In this window, you could see client’s information, such as:

_-',' LAN AP Active Cltents o L e A oAl

Nu:ul bAAC Address | Tx Packet | Fx Packet |Tx Fate (Mbps) | Fower Sawving | Expired Time (sjl
1 00:05:9e:80:3a:d? 1 80 b4 no 298
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6. Connect to Web Server
If you want connect to device’s web server, you could press this button, or

double-click on the device.

7. Close
You could press this button to leave this tool.
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