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GENERAL INFORMATION

USB HF READ /WRITE MODULE

Configuration of the USB HF Read/Write Module (RWM)

USB RWM

The USB RWM can be connected directly to the USB port of a PC. The power supply of the RWM is provided
by the computer’s USB port.

USB RWM

T T o | USB cable

Computer

REMINDER: CODING

Binary code
Each block is composed of 4 byte or 32 bit, a byte beeing a 8-bit word.

1 block

A
r N

1 bit

1 byte

Hexadecimal code (HEX)

To simplify writing, it is usual to code the byte in 2 HEX digits, an HEX digit consisting of a group of 4 bits. This
hexadecimal coding (HEX) includes the numbers 0 to 9 and the letters A to F (16 different digits which reflect the
16 possible combination of 4 bit).

Bnay I H H HE N N NN NN ENEEENENN]
Byte | | |

HEX T [ | | |
1 HEX digit

ASCII Code

If text more explicit than HEX needs to be written in the memory, then ASCII code (American Standard Code for
Information Interchange), which requires 2 HEX digits for each character, is used.

HEX | | | | | | |

ASCII T I [ |
1 ASCII character
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For information, below are given the ASCII codes, expressed in HEX, as they are used in the Conldent® read/
write module.
It should be noted that

* non-printable characters (LF, FF, etc.) with hexadecimal codes < 1F are represented by “*”,

» the characters with a hexadecimal code = 7F are represented by “?”.

3[(4|5[|6|7|8|9|A[B|C|[D|E

* * * * * * * * * * * * * * * *

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
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REQUIRED SOFTWARES

INSTALLATION OF THE DRIVERS

Loading the installation software for the USB RWM driver
Start-up

To start the driver installation, double-click the icon corresponding to the installation program.

):‘: RW/M LISE Driver exe RWM USB Driver is compatible with Windows 2000 and Windows XP

Installing the installer

The installer is the software that will allow installation of the drivers. The program starts and the following dis-
plays appear in succession:

VCP installer - InstallShield Wizard

License Agreement
Please read the following license agreement carefully.

<% Contrinex RWM USB Driver Installer )
— 1] PRODLICT - The software products and related documentation licensed
Contringx 5A hersunder [Licensed Matenials'"] have been developed for use specifically in conjunction
% with TI TUSE 241 0 integrated circuit devices, and you acknowledge that the Licensed
Contringx RWM USE I aterials were not designed for use with any other devices. Tl and its licensors retain title

ta the Licensed Materials and any patents, copyrights, trade secrets. and other intellectual

Installation Location: Driver Version 6,1 [ S e T

[CiPragram FissiCarkrines: RFIDHLEE 2) LICENSE - CONTRINEX 54 "CONTRINEX"), under CONTRINEX copyrights
and trade secrets only, grants pou a non-transfierable, non-assignable, non-exclusive

licerse solely to (a) use, modify, compile, or otherwise develop as applicable, a software

F——— program Application Program'", which may be original o derivative with respect to the

Change Install Location, .. Cancel
" § gecept the terms of the license agreement
| do not accept the terms of the license agreement
< Back Cancel
1. Installer configuration 2. License agreement.

Check “I accept the terms of the li-
cense agreement”.

VCP installer - InstallShield Wizard

Installation logicielle

1 E n'a pas été validé lors du test permettant d'obtenir le logo
L “windows et vérifiant sa compatibilté avec Windows XP. (Indiguez
-moi pourgupi ce test est importart)

InstallShield Wizard Complete

Setup has finished instaling %CP installer on your computer.

Continuer linstallation de ce logiciel peut mettie en
péril ou déstabiliser le bon fonctionnement de votre
systéme. maintenant ou dans I'avenir. Microsoft
recommande fortement que vous arréliez cette

el le K u
logiciel pour obtenir le logiciel qui a été validé lors du
test permettant dobtenir le logo Windows.

Continuer | [ Anster Instalation |

Finish

3. Warning 4. Installation of the installer completed.
Each time this warning appears, click on Click on “Finish”.
“Continue”.
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Installation of the USB HF RWM
USB Connection

Establish the USB connection between the control console (PC) and one of the USB USB HF RWM (RLS-1181-

120, RLS-1181-220, RLS-1301-120 or RLS-1301-220).

Installing the material

i) Nouveau matériel détecté
RWM USE

1. The RFID HF Starter kit is detected as
soon as the USB connection is estab-
lished.

Assistant Matériel détecté

Cet Agsistant vous aide & installer le logiciel pour

Riwih USE

(+) Siun CD dinstallation ou une disquetts a &té
2 fourni avec votre périphérique, insérez-le
maintenant.

Guelle tiche voulez-vous que Idasistant exécute 7

@ iingtaller 18 Toniciel Suiomatiquament Jrecommandes

(O Ipstaller 3 partir d'une liste ou d'un emplacement spécifié
(utilisateurs expérimentés]

Cliquez sur Suivant pour cantinuer,

[<Elécédenl ” Suivant » I [ Annuler

3. Install the software automatically.

Assistant Matériel détecte
Veuillez patienter pendant que MAssistant installe le logiciel . .5

(3 Ruwhd USE

= Ly

Création dlun point de restauration systéme et sauvenarde
de vos anciens fichiers pour vous permettis ds restaurer

5. Installation of the software for the mate-
rial.

Assistant Matériel détecté

Assistant Ajout de nouveau matériel
détecté

“windows recherche les logiciels en cours et mis & jour sur votie
ordinateur, sur le C0 dinstallation du matériel ou sur le site
‘windows U pdate [avec volre permission]

Lisez notre D éclarstion de confidentialité

Autorisez-vous Windows & se connecter & Windows Update
pour rechercher des mises & jour 7

O Oui, cette fais seulement

) Dui, maintenant et chague fois que js conrects
un périphérique

®Hon, pas pour celte fod

Cliquez sur Suivant pour continuer,

2. Decline the invitation to look for updates.

Installation matérielle

L] 5 Le logiciel que vous &tes en brain d'installer pour ce matériel
L3
RwM USE

n'a paz éhé validé lors du test permettant d'obtenir ke loga
‘windows et wérifiant sa compatibilité avec Windows <P. [Indiquez
-mol pourquoi o test est important |

Continuer I'installation de ce logiciel peut mettie en
péril ou déstabiliser le bon Fi i de votie
systéme. maintenant ou dans I'avenir. Microsoft
recommande fortement que vous arrétiez cette

i i i et iez le b i du
matériel pour obtenir le logiciel qui a été validé lors du
test permettant d'obtenir le logo Windows.

Continver | [[néter finstalition |

4. The software does not need to be vali-
dated. Click on “Continue”.

Assistant Matériel détecté

Fin de I'Assistant Ajout de nouveau
matériel détecté

Cet Assistant a fini dinstaller le logiciel pour :

(9 Fiw/M USE

Le matériel installé ne fonclionnera comectement qu'aprés le
redémanage de votre ordinatewr,

Cliguer sur Terminer pour fermer Passistant.

6. The software specific to the RFID Adap-
tor has been installed. Click on “Finish”.
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i) Nouveau matériel détecté

Yokre nouveau matériel est installé et prét a l'emploi,

7. The new material is ready for use.

Virtual communication port allocated to the USB HF RWM

Introduction

When using the USB HF RWM, especially in conjunction with ConlD HF Software, the identity of the virtual
communication port assigned to the material must be known.

Utilization with the USB HF RWM

The COM port assigned can be found by consulting the Peripheral manager (Start - Parameters — Configuration
menu — System — Material - Peripheral manager).

The virtual COM port allocation can be found in the Ports (COM and LPT) file.

L Gestionnaire de périphériques

Fichier  Action  Affichage 7
g =

% Contrdlears de bus USE ”
Lecteurs de carkes & puce ]
ity Lecteurs de CO-ROMIDYD-ROM
g Lecteurs de disque
& Moniteurs
j Ordinateur
i Périphériques systéme
o Ports (COM et LPT)
g IntellR) Remote PC Assist Technology - SOL C0M3)
g Port de communication §C0MLY
o M USE (COM4)
5 Wlir: wCOM{COMT)
+ ﬂ Processeurs
+ -J Souris ek autres périphériques de pointage
+-age Yolumes de stockage

o o e O e B

£

Uninstallation of the driver

Uninstallation
To removes the driver, go to Add/Remove Programs in the Control Panel.
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INSTALLATION OF ConIlD HF SOFTWARE

Introduction

Objectives

The ConID HF Software program is designed to familiarize users didactically with Conldent® HF systems
(CONTRINEX RFID).

With the RFID HF Starter kit, the user may work directly from a PC with several (up to 10) Read/Write Modules
(RWM) connected to a RS485 fieldbus. The user can familiarize himself with the commands related to these
modules, as well as to the transactions that can be programmed in order to read, to modify or to protect the
contents of transponder memory.

ConlID Software is compatible with Windows XP, Windows Vista and Windows 7.

Note

The commands specific to RWMs and to transactions between RWMs and transponders are detailed in the
RWM specifications (data sheets).

A detailed description of CONTRINEX transponders memory can be found in the data sheets of the transpond-
ers. For a use with other transponders, compatible with ISO 15693 standard, please refer to the specifications
of the manufacturer.

Installation of the ConID HF Software

Installation start-up
To start installation of the ConlID Software program, double-click on the icon “Setup”.

1% |nstall ConlD HE

Eichier  Edition  Affichage  Favoris  Outils 2

0 Précédente = () LT - Rechercher | [ possiers | [l |5 x n
Adresse |@ OHRFID 13.56 MHz\Install ConlD HE
x

Dossiers _EI ConlD HE

=) PROFIELS &l | Pl packae windows Installer

I I “ 1764 Ko
I3 Programmes
12 Frojets =1

I3 Propositions i satup
0 RFID E Setup
= I5) RFID 13.56 MHz

(D) Cartes

I Corrections

() Data sheets

[C5) Dessins COR.

Dol

(L5 Fournisseurs potentiels

() Hannover

() IcBines

&7 1rst51l ConiD HF
(2 log xml

5 ConlD HF (=13} 1% ConID HF M=)
Welcome to the ConlD HF Setup Wizard ' 4 License Agreement ' 4
G NX) o NX)

The installer will guide you thiough the steps requited to install ConlD HF on your computer. Please take a moment to read the license agieement now. If you accept the terms below, click "'l
Agree', then "Next". Othenvise click "Cancel"

1) PRODUCT - The software products and related »~
documentation licensed hereunder ("Licensed Materials'™)
have heen dewveloped for use specifically in conjunction 1
with Contrinex RFID HF reader, and you acknowledge that
the Licensed Materials were not designed for use with
any other dewvices. Contrinex and its licensors retain
WARNING: This computer progra is protected by copyrioht la and itsmational restiss ritle to the Lizensed Hacerials and any pacents,

Unautharized duplication or distribution of this pragram, or any partion of it, may result in severe civil COp¥L 19“'5'_ trade secrers, and other intellectual
or criminal penalties, and will be prosecuted to the maximum extent possible under the law. property rights therein.

| Do Not Agree o V

Cancl | || Cancel | <Back  |[ Hews |
1. Welcome window indicates that ConlD 2. After having read and approved the
HF program is about to be installed on license agreement, click on “Next”.

your computer. Click on “Next”.
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% ConlD HF (=13 & ConlD HF M=)
Select Installation Folder Confirm Installation
P IX) Goni X

The installer will install ConlD HF to the following folder. The installer is ready ta install ConlD HF on your computer.
Toirestall in this folder, click "Mewt”. Tainstall to & different folder, enter it below or click "Browse" Click "Mext" to start the installation,
Folder

C:\Program Files\Cantrinex\ConlD HF% Erowse. ..
Disk. Cost...

Install ConlD HF for yourself, or for anyone wha uses this computer:

& Everyane
" Justme
B | < Back | N Eae] ‘ Back ‘ T
3. Choose the folder where the program 4. If you agree with everything, click on
has to be installed. Click on “Next”. “Next” to start the installation.

Installing ConlD HF Installation Complete
ConllD HF )))\@ ConiD HF )))\@

ConlD HF is being installed. ConlD HF has been successfully installed

Click "Cloge" to exit.

Please wait...

Please use Windows Update to check for any critical updates ta the MET Framework.

T Cacel | ‘ | [

5. The program is beeing installed. 6. The program has been successfully
installed. You can exit the installation by
clicking on “Close”

The icon ConID HF was also placed on the desk top. Y

P

ConlD HF
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Uninstallation of the ConlD HF Software program

How to proceed?

& [nstall ConID HF

Eichier ~ Edition  Affichage  Fayoris  Qutils 2
3 X Y

[ oossiers

o Précédente ~ </ l."’ /._) Rechercher

Adresse ‘@ O\RFID 13.56 MHz\Install ConlD HF

Dossiers £

|5 PROFIBLS -~
[ Programmes
() Projets
[ Propositions
(2 RFID
= [ RFID 13.56 MHz
1) Cartes
1) Corrections
) Data sheets
I5) Dessins COR
o
I3 Fournisssurs potentiels
I3 Hannover
1) Tedine:

IO cono e

k) Parkans indans Instaler
3T LTk

=1
setup
Setup

1. To sta;tiuninstallation or repair of the
ConlD Software program, double-click
on the icon “Setup”.

Removing ConlD HF
g NX)

CanlD HF is being remaved.

Flease wait

Cancel  :

3. Uninstallation is in progress.

i ConlD HF (=3
Welcome to the ConlD HF Setup Wizard
o 7 NX)

Select whether you want ta repair or remave ConlD HF.

 Repair ConlD HE
F

“

Cancel | | Einish

2. The program proposes to repair the
software or to remove it. Reparing is, in
fact, a new installation.

i ConID HF

Installation Complete
o NX)

CaorlD HF has been successully removed.

Click "Close" to exit

4. ConlD HF software has been removed.
Click on “Close” to exit.
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ConlID HF SOFTWARE

STRUCTURE OF THE PROGRAM

Launching the program

When ConlID HF Software is launched, the following screen will be displayed where different options must be
entered:

Initalization

Address scan zone
Baudrate 15200
Corn port nurnber _
Master adresze m

Set configuration ]

Start

Stop

Memorize parameters to apply them automatically on nest start

Reading netwark, structure

[

» Data transfer rate (Baudrate)

» Virtual COM port number allocated during installation of the drivers

» Master address is defined during the initialization

* The logical address of the USB HF RWM is always 254. Also the “Address scan zone” can be as short as
possible: from 254 to 254

When these options are introduced, click on “Set configuration” and the very short configuration process takes
place and result in the window below.

[SEIET

% b RefreshTime [ms] : 2000 5 |G
= -ED—E-EUS

%= FuM_USB_M13_35254

F

BUS RS485

Address manager

Bootinad mode:

Captured packets

{3 25.01.2011 091012 OF FE FA 00 23 00 00 0003 B1 F1) 39 00 0002 04 E0 03 42 04 45 DA 07 33 00 00 02 04 £0 00 42 04 7F CF E0 33 00 00 02 04 E0 02 42 04 77 F2F0
iy 25.01.2011 03:10:12 2 OF FA FE 00 02 00 00 23 FO
{3 25.01.2011 03:10:02: OF FE FA 00 23 00 00 0003 B1 F) 39 00 0002 04 £0 03 42 04 45 DA 07 33 00 00 02 04 £0 00 42 04 7F CF EO0 3 00 00 02 04 E0 02 42 04 F7 F2F0
iy 25.01.2011 03:10:02 < OF FA FE 00 02 00 00 23 FO
{3 25.01.2011 03:10:00: OF FE FA 00 23 00 00 0003 B1 F) 39 00 0002 04 £0 03 42 04 45 DA 07 33 00 00 02 04 £0 00 42 04 7F CF ED 38 00 00 02 04 E0 02 42 04 F7 F2F0
iy 25.01.2011 03:10:00 < OF FA FE 00 02 00 00 23 FO
{3 25.01.2011 09:0%58: OF FE FA 00 23 00 00 0003 B1 F0 99 00 0002 04 E0 03 42 04 48 DA 07 99 00 00 02 04 £0 00 42 04 7F CF E0 93 00 00 02 04 E0 02 42 04 77 F2F0
iy 25.01.2011 03:09:58 - OF FA FE 00 02 00 00 23 FO
{3 25.01.2011 09:0%56 : OF FE FA 00 23 00 00 0003 B1 F0 99 00 0002 04 E0 03 42 04 48 DA 07 99 00 00 02 04 £0 00 42 04 7F CF E0 93 00 00 02 04 E0 02 42 04 77 F2F0

0 S R 1 9011 09.09EE - OF EA EE 0002 0000 2260

>
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Structure of the various displays
The displays are all configured on the same schema illustrated below. The light blue parts are always present.

F™ ConID HF

Toolbar

TREE View RWM View

Special features

Captured packets

Toolbar

RefreshTime [ms] : 2000

|— Questions
Bus

Refresh Time
Start
Status refresh
Stop
Configuration

The Configuration button allows to redo a configuration in
order to determine the RWMs which are plugged on the bus

Normally, the RWM plugged on the bus are periodically
scanned to determine which transponders are in front of
them. It is possible to stop the scanning process by pressing
the Stop button.

Pressing the Status refresh button initiate one scanning cy-

Cle' CaonlD HF
The Start button restart the scanning process when it has
been stopped.

It is possible to fixe the Refresh time, that means the period
between scanning.

The Bus button switches to the Bus view screen.
Pressing the Questions button opens the following menu:

The Help item returns to the data sheets, always updated, on
the Contrinex Web site.

The About item opens the following display:

“ersion 1.2.3658.22294
Copyright € Contrines 2009

Contrines S&

ConlD HF 13.56 MHz Systern compliant with
1SO/IEC 15693 standard allowing to plug up to 254
[logically addressed) or 10 [physically addressed)
FieadMwfrite Modules on a R5485 field bus
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Tree view
The Tree view is an important feature because it gives the = -ISD-E BUS
complete structure of the field bus.
The USB HF RWM is represented with its type and is identi- 5 P _USE M18 35 254
fied by its address (254).

When expanded, the transponders in front of the correspond-
ing RWM are represented. They are identified by their unique
identification number (UID). -
The height of the bar beside the transponder indicates the Eﬁ EO04020000330°70 4
quality of the received signal by the RWM.

ﬁ E00402000035F0E

= (1 E00402000038E0CF

Special features

There are two features which are accessible with this dis-
play: Address manager
» when used with an USB adaptor, the Address manager
allows to choose the type of address of the RWM (physi-
cal or logical) and to assign, if necessary, a logical ad-
dress. This feature is inoperative when ConID Software
is used with an USB HF RWM because its logical ad-
dress is fixed to 254 and cannot be changed.
» the Bootload mode which allows to update the firmware
of the RWM.

Bootload mode

BUS view

In this case, the Bus view is not very interesting. Nevertheless, it shows the RS485 field bus and the USB HF
RWM connected to it and identified by its type and its fixed address (254).

BUS RS485
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RWM view

The RWM view is divided into two parts. The first part relates to the RWM directly and the second one gives a
list with some details of the transponders which are in front of the RWM.

UID : E00402000095F 0B
Tag type ; Rabd

LSFID - 03

Mumber of blocks : 40
Rt Type : RWwh_LSE_M18_35 Mumber of bits per block : 32
Address - 254
Firmware : 1.3.5

UID : E00402000099070 4
Tagtype : Rak
DSFID ;00

MHumber of blocks : 40
Command Mumber of bits per black : 32

|Set feid »

Diata required — [ Usze Broadcast address
() Magnetic field ON

UID ; E00402000095E0CF
Tag type : Rak

DSFID - 02

Mumber of blocks : 40

() Magnetic field OFF Mumber of bits per block : 32

l Erecute l

Result

Acknowledge |

The part related to the RWM has always the same structure:
» the type of RWM, its address and the version of the firmware
» ascroll list where the command has to be choosen,
» data required to execute the command (if necessary, depending on the command),
* “Execute” button,
* Result of the command with an acknowledge which gives information on the course of the command and
data if necessary (depending on the command).

TAG view

The TAG view is divided into three parts. The upper part shows which transponder in front of which reader is
concerned. The left lower part is dedicated to the command and the right lower part is dedicated to the result of
this command.

UID : EO04020000990704,
_W ( ( ( Mumber of blocks : 40
Addess: 754 MHurnber of bits per blocks : 32
uin M ode Fesult
|ED040200008307D4 | @ Addressed Acknowldge
Command O Selected
| v O &l
Farameters and data required
Option flag Parameter
O HEx
(® DEC
Enecute ]
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A command placed in Addressed mode relates to the transponder whose address is specified.

— LR [|((

UIC : EO04020000330704
Mumber of blocks : 40

Mumber of bitz per blocks : 32

Address: 254
(1{n] tode Rezult
|ED04020000330704 | @ fddiessed Acknowledge
Coarmmand () Selected

| | O &l

A command placed in Selected mode relates to a transponder which has been selected before.

—i I @&

Address: 254
o Mode Result
| | O Addressed Acknowledge |
Carmmand () Selected
| V| O Al

Certain commands can be placed in All mode, that means that all the transponder in front of the RWM are

— = ()

Address: 254
up tMode Rezult
| | (O Addreszed Acknowledge
Cormmand ) Selected
| vl ® &l

In addition, the left lower part contains a scroll list where the command has to be choosen and a group where
parameters and data required are to be entered. In this group, it is always possible to activate the option flag
which can be optional or necessary for certain commands and/or certain manufacturers.

Parameters introduced can always be expressed in HEX or DEC format. The selected format applied also for
the numbering of the blocks in the result display.

Data can be expressed in HEX, DEC or ASCII format. This is valid as well in the commands as in the results.

When parameters and data are correct, the “Execute” button has to be clicked in order to perform the opera-
tion.

In the result group, the acknowledge which gives information on the course of the command is always present.
In addition, data returned by the transponder (depending on the command) are displayed.

Captured packets

This display shows chronologically the transactions which occure between the RWM and the transponder. Each
transaction can be expanded in order to see it in a more explicit representation.

A maximum of 100 transactions (100 captured packets) can be stored.

Captured packets |

£ 25.01.2011 11:33:45: OF FE FA 00 28 00 00 00 03 B1 FO 98 00 00 02 04 EO 03 42 04 48 DA 07 99 00 00 02 04 E0 00 42 04 77 CF E0 98 00 00 02 04 E0 02 42 04 77 AB FO ~
{£3 25.01.2011 11:33:45: OF FA FE 00 0200 00 23F0 E
{ 25.01.2011 11:20:58 : OF FE FA 0011 00 14 00 OF D4 07 99 00 00 02 04 EO 00 00 28 04 02 F1 FO =
£ 25.01.2011 11:20:58 : OF FA FE 00 03001410 9D FO

{3 25.01.2011 10:56:17 : OF FE FA 0011 0014 00 OF DA 07 930000 02 04 E0 00 00 28 04 02 F1 FO
£ 25.01.2011 10:56:17 : OF FA FE 00 03001410 9D FO

{ 25.01.2011 10:56:14 : OF FE FA 00 03 0014 00 75 FO

{£3 25.01.2011 10:56:14 : OF FA FE 00 0B 0014 20 DA 07 9900 00 02 04 ED AT FO

Time
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The structure of the captured packets is represented below.

= . . . x
Q i Packet lenght (expressed in bytes) : g
2] h ». =
& 1 i 0
g : P2
= H 8]
© H c
© o) i®
5 5 B o .-
5] T S c © ko] 3
5 = 5 2 2 5 P
£ 2 8 = J2 E € Po
8 Ko 2 T ] @ o = € P9
= © £ S o Jo) © o) ) S
a 0 [ n (] ) a n O )
A A A H
[ ¥ /] Y Y Y
QO [ /[ ] _FO |

High byte
Low byte
Packet <

O Data transfered from PC to RWM

O Data transfered from RWM to PC i«
Frame on which CRC is calculated (CRC-8 CCITT)

Possible options on the captured packets

End Of Frame

While clicking on the right button of the mouse, a list of possible options will

be revealed. Expand all

It is thus possible to expand each packet in order to become an explanation Expand

on the different bytes exchanged. When expanded, it is also possible to col- Collapse all

lapse the packet to obtain its condensed form. Collapse

It is possible to export the list in a log file or to import such a list in order to

examine it. Expart

Each packet can be printed. Irmpott

Each packet can be cleared. Print all
Print selected packet
Clear all
Clear selected packet
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Bootloader

Introduction

The Bootloader allows to update the firmware of the RWM.

When an upgrade of the firmware of the RWM will be done, a new .hex file will be put on Contrinex Website and

the user can load this firmware in its RWM by the mean of the Bootloader.

Loading the firmware
The correct .hex file must be selected.

Select a Hex file to open

Regarder dansz | I~ Hex files

RL3-1151-220_010305.hex

kes documents

récents RLS-1301-220_010305 hex

N

m
=
m
fu
=

\$

Mes documents

“E"

Poste de travail

RL5-1301-220-120_010305, hex

Mam du fichier ;

| RLS-1181-220-120_010305.hex

b | [ Ourerir l

@

Fawvaoris rézeau | Fichiers de bype

' Hex files % hes)

vl [ Annuler ]

When it is done, the upgrade starts by clicking on “Program”.

Bootloader
Informaticn
Bootloader
Version : 23
Hardware Logiciel
Tupe ConlD128GPa04 Type: 1
Wersion : 12290 Wersion : 140
Programming
[ Hex file select ] ‘Q \GroupstDevelopment'Projets'Projets en coursh08x:\0827_Lectew ALS-11831 3|
i
»
BOGCHUD T LO R
Exit
]

[Xl Bootloader,
Informaticn
Bootloader
Version : 23
Hardware Logiciel
Tupe ConlD128GPa04 Type: 1
Wersion : 12290 Wersion : 140
Programming
[ Hex file select ] ‘Q\Gmups\DEvalnpmenl\PrDiEls\F'n:uiels en coursh08x\0B27_Lecteur HLS-1183-13|
—= BooTLOAD © i
]

ES)

During bootload...

Bootload completed with success.

When the operation is finished, do not forget to make a new configuration.
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COMMANDS CONCERNING THE READ/WRITE MODULE (RWM)

Introduction

In the RFID HF system, there are commands dedicated specifically to the Read/Write Module. It is thus possible
to manage the electromagnetic field of the RWM, to write or read information in the memory of the RWM.

When one works with protection, the RWM must always be active. It is for that reason that we must set the RWM
in protection mode.

Structure of the memory of RWM

The user part of the memory of an RWM has a capacity of
3200 bits and is organized in 200 blocks of 2 bytes each.

In the user memory of the RWM, it is possible to write or to

read one block at a time.

List of the commands

The list of the commands dedicated to the RWM is accessible in the scroll list “Command”. The various com-
mands with their meaning are listed below.

Byte 1 Byte 0
HEX DEC ———~—"""*—
[ c7 199
C6 198
C5 197
C4 196
RWM memory
Adresses of 200 blocks
the blocks 400 bytes
3200 bits
04 004
03 003
02 002
01 001
L 00 000

# Name Meaning

30h Set Field Controls the magnetic field

31h  Get Field Informs on the state of the magnetic field

32h  Write RWM Stores the value of the two bytes entered at the specified address
33h Read RWM Reads the block with the specified address

34h RWM Info Returns information on the firmware and the type of RWM
35h Sleep Mode Decreases the consumption by approximately 50%.

36h Reset Start RWM again

3Bh Set Protection Mode Defines the protection mode of the RWM

3Ch Get Protection mode Returns the state of the protection mode of the RWM
3Fh Read RWM UID Returns the UID of the RWM

Convention

Decimal numbers will be followed by letter d: ex. 12d.
Hexadecimal numbers will be followed by letter h: ex. 1Ah = 26d
Binary numbers will be followed by letter b: ex. 1101b = 13d
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30h Set Field

Effect of the command
Controls the magnetic field of the RWM.

A Type : RwM_USB_M18_35
Address - 254
Firmware : 1.3.5

Cammand

St feld v

Data required — [] Use Broadcast addiess
(=) Magnetic fisld OM

) Magnetic field OFF

[ Execute ]

Fesult

Acknowledge |0: OperationSuccessful

Command

The broadcast address FFh can be used if we want to set the same state of the magnetic field for all the
RWMs.

Data required to set the state of the magnetic field:
* Magnetic field ON (01) or OFF (00).

Field OFF decreases the consumption by approximately 40%.
The figure beside shows the detail and the meaning of the bytes sent from the Controller to the RWM.

=-igd 25.01.2011 12:11:39: OF FA FE 00 0300 20 01 0D FO

= Start of frame ; OF Packet
m Source: FA Controller
= [Destination ; FE RWM #254d
®m Packetlength: 0003 3d
m Sequence D 00

[=-- m Command number : 30 [Set_Field]

= Field state : 01 Field ON

m CRC: 0D
m End of frame : FO

Answer
The figure beside shows the detail and the meaning of the bytes sent from the RWM to the Controller.
If the broadcast mode has been choosen, there is no answer from the RWMs.

=g 25.01.2011 1211:39: OF FE FA 0003 0030 00 96 FO

m Start of frame ; OF Packet
= Source: FE RWM #254d
= [estination : Fa, Controller
m Packetlength: 0003  3d
m Sequence D ;00
(=)~ m Command number : 30 [Set_Field]
m Acknowledge: 00 Operation successful
m CRC:49B
m End of frame : FO
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31h Get Field

Effect of the command
Returns information on the state of the magnetic field

Rwitd Type : AWM_USB_M18_35
Address - 264
Firmware : 1.3.5

Command

Get field v

Data required

[ Erecute ]

Result
Acknowledge |0: OperationSuccessful

1 Field ON |

Command

Data required to get the state of the magnetic field:
* None.

The figure below shows the detail and the meaning of the bytes sent from the Controller to the RWM.

=iy 25.01.2011 14:43:25: OF FAFE 000200 31 83 FO0
= Start of frame : OF Packet
®m Source: FA Controller
m [estination : FE RWM #254d
m Packetlength: 0002 2d
m Sequence D 00
m Command number ;31 [Get_Field]
m CRC: &3
m End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=3 25.01.2011 14:43:25: OF FE FA 00 04 00 31 0001 CE FO

= Start of frame ; OF Packet
= Source: FE RWM #254d
m [estination : FA Controller
= Packet length: 0004  4d
m Sequence D 00
= ™ Command number ; 31 [Get_Field]

= Acknawledge : 00 Operation successful
= Field state : 01 Field ON

CRC: CE

End of frame : FO
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32h Write RWM

Effect of the command
Stores the value of the two bytes at the specified address

Rk Type : RWM_UISB_M18_35
Address : 264
Firmware : 1.3.5

Command

it R/l v ‘

D ata required

pddess B 2| @ HER

[ Execute ]

Result

Acknowledge |0: OperationSuccessful

Command

Data required to write one block in the RWM:
¢ The address of the block to write
¢ Data to write

The figure below shows the detail and the meaning of the bytes sent from the Controller to the RWM.

ey 25.01.2011 15:06:45 : OF FA FE 00 05 00 32 04 CA FE GE FO

= Start of frame ; OF Packet
= Source: FA Controller
= [estination : FE RWM #254d
®m Packet length : 00 05 5d
m Sequence D 00
= m Command fumber : 32 Pafrite_Fwi]
m Addreszsz o Ob 10d
m [ata: CAFE 51966d
m CRC:EE
m End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=-{3 25.01.2011 15:06:45 : OF FE FA Q0030032 00E1 FO
= Start of frame : OF Packet
= Source: FE RWM #254d
= [estination : FA Controller
m Packet length ; 00 03 3d
®m Sequence D ;00
= m Command fumber : 32 Pwrite_Fwi]
= Acknowledge : 00 Operation successful
= CRC:E1
= End of frame : FO
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33h Read RWM

Effect of the command
Reads the block with the specified address

Riw'i Type - RiwM_LISB_M18_35
Address : 254
Firmware - 1.3.5

Caommand
Read RiwM |

Data required
Addiess  [® | @ Hex

© DEC

[ Execute ]

Result
Acknowledge |0: OperationSuccessful

CAFE |

Command

Data required to read one block in the RWM:
* The address of the block to read

The figure below shows the detail and the meaning of the bytes sent from the Controller to the RWM.

=-igd 28012011 15:24:32 : OF F& FE 000300 23 04 98 FO
™ Start of frame : OF Packet
®m Source: FA Controller
= [estination : FE RWM #254d
= Packet length : 00 03 3d
m Sequence D 00
=~ m Command number © 33 [Fead_FBhwid]
= Addressz 04 10d
= CRC: 4B
m End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=3 25.01.2011 15:24:32 : OF FE FA 000500 33 00 CA FE 30 FO

= Start of frame : OF Packet

™ Source: FE RWM #254d

m Destination : FA Controller

= Packet length : 00 05 5d

m Sequence D 00

= m Cammand number @ 33 [Read_RBWwi]

= Acknowledge: 00 Operation successful
= [Data: CAFE 51966d

= CRC: 40

m End of frame : FO
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34h RWM Info

Effect of the command
Returns information on the firmware and the type of RWM.

R/t Type - RwM_LISE_M18_35
Address : 254
Firmware - 1.3.5

Command
Rt info B

D ata required

[ Execute ]

Rezult
Acknowledge |0: OperationSuccessful

Fu: 125 Rwh TYPE  § |

Command

Data required to write one block in the RWM:
* None

The figure below shows the detail and the meaning of the bytes sent from the Controller to the RWM.

=-igg 25.01.2011 15:35:34 - OF FA FE 00 02 00 34 AD FO
™ Start of frame : OF Packet
m Source: FA Controller
= [estination : FE RWM #254d
®m Packetlength: 0002 2d
m Sequence D 00
m Command number : 34 [RWwh_Info]
m CRC:AD
m End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=3 25.01.201115:35:24: OF FE FA D007 0034 0001 03050563 FO

®m Start of frame : OF Packet

™ Source: FE RWM #254d

m [Destingtion : FA Controller

®m Packetlength: 0007 7d

m Sequence D 00

(=~ m Command aumber : 34 [Rw_Inka)]

= Acknowledge: 00 Operation successful
=m MAIOR 0 Maijor revision of the firmware
= MIMNOR ;03 Minor revision of the firmware
= BUILD : 05 Compilation number
= AwM type : 05 RLS-1303-020

m CRC:ES

m End af frame : FO
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35h Sleep Mode

Effect of the command

All the RWM decreases its consumption by approximately 50%. The RWM stops to scan the transponders in
front of it. The RWM comes out from this mode as soon as a command is sent.

R Tppe : Fwh_SB_M10_35
Address : 264
Firmware : 1.3.5

Command

Sleep mode e

Data required Use Broadcast address

[ Execute ]

Result

Acknowledge |0 OperationSuccessful

Command
The broadcast address FFh must be used.

Data required to put RWMs in Sleep Mode:
* None

The figure below shows the detail and the meaning of the bytes sent from the Controller to the RWM.

=gy 25.01.2011 154316 : OF FAFF 0002003513 F0
= Start of frame : OF Packet
| Source: FA Controller
m [estination : FF RWM connected
®m Packetlength: 0002 2d
™ Sequence D00
= Command number : 35 [Sleep_Mode]
= CRC:13
™ Endof frame : FO

Answer
There is no answer because of the broadcast mode.
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36h Reset

Effect of the command
Restarts the RWM.

RWwWM Type : Rwh_ISE_M18_35
Address : 264
Firmware - 1.3.5

Command

Reset v

Diata requited — ] Use Broadcast address

[ Execute ]

Result

Acknowledge |0 OperationSuccessful

Command
The broadcast address FFh can be used.

Data required to reset the RWM:
* None

The figure below shows the detail and the meaning of the bytes sent from the Controller to the RWM.

=gy 25.01.201117:13:18: OF FA FE 0002 00 36 34 FO
™ Start of frame : OF Packet

Source : FA Controller

D' estination @ FE RWM #254d

Packet length : 00 02 2d

Sequence 1D : 00

Command fumber ; 36 [Aeset]

CRC: 34

End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.
If the broadcast mode has been choosen, there is no answer from the RWM.

=g 25.01.201117:13:18: OF FE FA 00030036 0015 FO

m Start of frame ; OF Packet
= Source: FE RWM #254d
m [estination : FA Controller
= Packet length : 00 03 3d
m Sequence D 00

=~ m Command fumber ;36 [Feset]

m Acknowledge ; 00 Operation successful
CRC:15
End of frame ; FO
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3Bh Set Protection Mode

Effect of the command
Activates or deactivates the protection mode of the RWM.
The magnetic field of the RWM is maintained as long as the protection mode is activated.

AWM Type : FwM_USE_M18_35
Address : 264
Firmware : 1.3.5

Comnmand

|Sel protection mode v

Data required

(%) Pratection mode OM

) Pratection mode OFF

l Execute ]

Fesult

Acknowledge | 0: OperationSuccessful

Command

Data required to activate or deactivate the protection mode of a RWM:
» Status of the protection mode

The figure below shows the detail and the meaning of the bytes sent from the Controller to the RWM.

=-igg 25.01.2011 17:32:04 : OF FAFE 000300 28 01 2F FO

®m Start of frame ; OF Packet
™ Source: FA Controller
m [estination : FE RWM #254d
= Packet length : 00 03 3d
m Sequence D 00

=~ m Command number : 3B [Set_Protectiontdode]

m Protectionmode : 01 Activated

m CRC:ZF
m End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=3 25.01.2011 17:32:04 : OF FE FA 000300 2B 00 B9 FO

= Start of frame : OF Packet
m Source: FE RWM #254d
m [estination : FA Controller
™ Packet length : 00 03 3d
m Sequence D 00

=~ m Command number : 3B [Set_Protectiontdode]

m Acknowledge : 00 Operation successful

= CRC:BS
m End of frame : FO
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3Ch Get Protection Mode

Effect of the command
Returns the status of the protection mode of the RWM

AWM Type : FwM_USE_M18_35
Address : 264
Firmware : 1.3.5

Cornmand

Get protection mode w

Data required

l Execute ]

Fesult
Acknowledge | 0: OperationSuccessful

1: Pratection mode OM |

Command

Data required to get the status of the protection mode of the RWM:
* None

The figure below shows the detail and the meaning of the bytes sent from the Controller to the RWM.

=iy 25.01.2011 17:44:16 : OF FA FE 0002 00 3C 65 FO
= Start of frame : OF Packet
= Source: FA Controller
= [estination : FE RWM #254d
m Packet length : 00 02 2d
m Sequence D 00
m Comrmand number 30 [Get_ProtectionMode]
m CRC:EB
m End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=3 25.01.2011 17:44:16: OF FE FA 0004 00 3C 0001 42 FO

m Start of frame : OF Packet

= Source: FE RWM #254d

= [estination : FA Controller

= Packet length : 00 04 4d

m Sequence D 00

=~ m Command fumber : 3C [Get_Protectionkd ode]

= Acknowledge : 00 Operation successful
= Protectionmode: 01 Activated

m CRC: 48

m End of frame : FO
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3Fh Read RWM UID

Effect of the command
Returns the unique identifier (UID) of the RWM.

RWH Type : RWwM_LISE_M18_35
Address : 254
Firrmare : 71.3.5

Command

Fisad Fiwh LD |

Data required

O HEX
(& DEC

l Execute ]

Fiesult

Acknowledge | 0: OperationSuccessful

& |

Command

Data required to read the RWM UID:
* None

The figure below shows the detail and the meaning of the bytes sent from the Controller to the RWM.

=gy 25.01.2011 17:5812 : OF F& FE 0002 00 3F 7C FO
= Start of frame : OF Packet
®m Source: FA Controller
m [estination : FE RWM #254d
= Packet length : 00 02 2d
m Sequence D 00
m Command number : 3F [Read_RwtUID]
m CRC:7C
m End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=3 25.01.2011 17:52:12 : OF FE Fa 00 07 00 3F 00 05 00 00 00 45 FO

™ Start of frame : OF Packet

™ Source: FE RWM #254d

= [estination : FA Controller

m Packet length : 00 07 7d

m Sequence D 00

=~ m Command number : 3F [Fead_FBWwi4UID]

m Acknowledge: 00 Operation successful
= LD 00000005 RWM UID (5d)

= CRC: 46

®m End af frame : FO
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COMMANDS CONCERNING THE TRANSPONDER (TAG)
00h Status

Description
The RWM is scanned automatically and periodically with the command Status in order to know which are the

transponders present.
= %‘ EUS
oo

[=] - ——dea FWw/M_USE_M15_35 254

) EO0402000033070na,

£ EO0402000033E0CF

Captured packets
When no command is sent, the following packets repeat periodically:

{3 25.01.2011 18:22:50: OF FE FA 00 1C 00 00 00 02 D 07 9300 00 02 04 EO 00 42 04 BE CF EQ 92 00 00 02 04 EQ 02 42 04 6D 27 FO
(o9 25.01.2011 18:22:50: OF FA FE 0002 00 00 23 FO

Structure of the command

=-iay 25.01.2011 18:22:50 : OF FA FE 0002 0000 23 FO

®m Start of frame : OF Packet

= Source : Fa Controller (Address 250d)
= [Destination : FE RWM #254d

= Packet length: 0002 2d

m Seguence D 00

= Command number ; 00 [Status]

= CRC. 23 Cyclic Redundancy Check
m End of frame : FO

Structure of the answer

=3 25.01.2011 18:22:50: OFFEFADD1C 00000002 DA 07 9300000204 EQO0 4204 BE CFED 92000002 04 E0D2 42 04 6D 27 FO

= Start of frame ; OF Packet
=™ Source: FE RWM #254d
m Destination : FA Controller
®m Packet length: 00 1C 28d
m Sequence D 00
= m Caommand sumber - 00 [Statuz]
m Acknowledge : 00 Operation successful
== MBTAG : 02 2 TAGs in front of RWM
== 00 First TAG
m JID : E0040200003307 0,
= DSFID 00 Data Storage Format |IDentifier
=m MEMORG: 42 40 blocks of 32 bit
=m FAB: 04 NXP Semiconductor
= RS55:EE Received Signal Strength Indication
== 01 Second TAG
m JID: E00402000098E0CF
m DSFID: 02 Data Storage Format IDentifier
=m MEMORG: 42 40 blocks of 32 bit
m FAR: D4 NXP Semiconductor
= R550: 6D Received Signal Strength Indication
m CRC: 27

®m Endof frame ; FO
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RSSI is an indication of the strength of the received signal. These strength is also illustrated by the bar diagram
beside the symbol of the transponder in the TreeView.

= ﬁEUS

=& AWM_USB_M13_35 254
RSSI=6Dh £ E00402000038F0B1
RSSI=52h - { E0040200003907D4

RSSI=76h £ EN0402000038E0CF

Page 28



Generalities

Introduction

To understand the various commands of the ConID HF
software, it is necessary to know what is the structure of

the user memory of the transponder.

The structure of the memory of Contrinex transponders

is described below.

For other transponders, please refer to the specifica- 8

tions of the manufacturer.

Structure of the user memory

The user part of the EEPROM memory has a capacity of
1280 bits and is organized in 10 pages of 4 blocks, that

means 40 blocks of 4 bytes each.

The block is the smallest accessible unit.

The page is the smallest memory unit which can be pro-
tected by a password.

Byte 3 Byte 2 Byte 1 Byte O
A A A A

Pages Blocks ,

N

39

9 38

37

36

35

34

33

32

User memory
10 pages
W 40 blocks
160 bytes
1280 bits

1

2 10

09

08

07

06

05

04

03

02

01

00

List of the commands other than Status

The list of the commands dedicated to the transponder is accessible in the scroll list “Command”. The various
commands with their meaning are listed below. Notice that some commands are dedicated to Contrinex trans-
ponders or to manufacturers who use SL2 ICS53 [+Code SLI-S transponders.

# Name Meaning
00 Status Returns the list of UIDs of all the transponders in front of the RWM
10 Read Reads blocks starting from start address
11 Write Writes blocks of data starting from start address
g 12 Lock Protects definitively against writing the selected blocks
é 13 Stay quiet Set the concerned transponder in "Quiet state".
Py 14 Select Set the concerned transponder in "Selected" state.
@ 15 Reset to ready Set the concerned transponder(s) in "Ready" state.
g 16 Write AFI Writes AFI (Application Family Identifier) code
g 17 Lock AFI Protects the AFI code definitively against writing
18 Write DSFID Writes DSFID (Data Storage Format IDentifier) code
19 Lock DSFID Protects the DSFID code definitively against writing
1A Get Info Returns the specific characteristics of the transponder
20 Get Random Number Commands to the transponder to return a random number
g » 21 SetPassword Sends an encrypted password in order to unlock the transponder
g = g 22* Write Password Modifies the password
g?) z % 23* Lock Password Locks, in an irreversible way, the specified password
% § § 24* 64 bit Protection Activates definitively a password of 64 bits
g é ‘5:3 25* Protect Page Protects pages in accordance with the desired protection status
% g % 26* Lock Page Protection Locks, in an irreversible way, the protection conditions of the page
u5_ Q 27 Get Protection Status Returns the protection state of the concerned blocks
28* Destroy TAG Deactivates the transponder in an irreversible way

* A login which is defined by the sequence of the commands "Get Random Number" and "Set Password", is
mandatory before this command
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10h Read

Effect of the command
Reads blocks (and protection code of each block if option flag is checked) starting from the selected address.

uio Muode Rezult

[E00s020000568025 | @ Addressed seknowledge
Command O Selected Data
[Read ~| o O HEX O DEC @ ascl
Farameters and data required Bytes
Option flag Parameter Block | 3 2 1 1] Frot ~
" — O HEX 00 [
ress block start > @ 0 a
Mumber of blocks 0z 0
03 FI
04 [F]
5 G 0 a
'3 i O
» 07M N [l
08 O
o Export to Excel 0O
10 Prink O
11 [ e

While clicking on the right button of the mouse, it is
[ Exectte J possible to export data to Excel or to print them.

Command
The modes Addressed and Selected are possible.

Parameters required to read data in a transponder are:
» the address of the block from which the reading will be carried out (Address block start)
» the number of blocks to read (Number of blocks)
» the option flag. When it is checked, the protection code of each block will be displayed.

The figure below shows the detail and the meaning of the bytes sent from controller to the RWM.

=gy 26.01.2011 09:17:32 ; OF Fa FE 000D 00 10 60 05 03 B1 FO 98 00 00 02 04 E0 FOFO

----- = Start of frame : OF

----- ™ Source : FA Packet

----- m Destination : FE Controller

----- m Packet length : 00 0D RWM #254d

----- m Sequence D 00 13d

= = Command number : 10 [Fead]

----- = Option ; G0
om Block start : 05 TAG addressed, option flag activated
o m Nurmber of blacks : 03 5d
“.m UlD: EOD402000098F0B1  3d

----- m CRC:FO TAG concerned

----- @ Endof frame : FO

Answer

The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller. Note that
each block is preceded by its protection code.

=3 26.01.2011 091732 : OF FE FA 00 120010 00 00 2053 45 4C 0053 52 41 47 00 0000 0000 F5 FO

----- = Start af frame : OF Packet
----- ™ Source : FE RWM #254d

----- = Destination : F& Controller

----- = Packet length : 00 12 18d

----- m Sequence 1D : 00
(=) = Command number : 10 [Read)

..... = Acknowledge : 00 Operation successful
~m [Data: 002053 45 4C 00 53 52 41 47 00 00 00 00 00
----- = CRC:F5

Block protection
----- m End of frame : FO Data
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11h Write

Effect of the command
Writes blocks of data starting from the selected address.

uiD Mode Result
|EDD4D2DDDDSEEDES | (=) Addressed Acknowledge |0 OperationSuccessful
Cormmand 0 Selected
[wiite ] o A
Farameters and data required
[ Option flag Parameter
O HEX
Address block start 5 *
@ DEC
Mumber of blocks 3 -
>
Data
) HEX () DEC [OF: 4w

Bytes

Block | 3

2 1
[
[
o0
Moo
o
[

k Execute |

Command
The three modes (Addressed, Selected, All) are possible.
Parameters required to write data in a transponder are:
» the address of the block from which the writing will be carried out (Address block start)
» the number of blocks to write (Number of blocks)
» data, entered in the corresponding memory cells

» With Contrinex transponders, the option flag must not be checked. Certain manufacturers (TI for example)
require that the option flag be checked in order to perform the writing. Consult the data sheet of the manu-

facturer to ensure the good progress of the operations.
Figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

= @ 26.011071210:235: OFFAFEODT190011 200502 44 4F 4F 47 52 4F 4D 00 47 4E 49 4E 85 8060000 02 04 EQ B4 FO
m Start of frame ; OF Packet
™ Source: FA Controller
m Destination : FE RWM #254d
m Packet length; 0019 25d
m Sequence D 00
(=) ™ Command nurmber : 17 [wite]
= Option: 20 TAG addressed, option flag deactivated
= Block start : 05 5d
= Mumber of blocks : 03 3d
= Data: 44 4F 4F 47 52 4F 4D 00 47 4E 49 4E 44 AF AF 47 52 4F 4D 20 47 4E 49 4E
= LD :E004020000562085 TAG concerned DOOGROWM G N I N
= CRC:54 Data are sent block per block, from the
= End of frame : FO least to the most significant byte

Answer
Figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=3 26.01.1012:10:35 : OF FE FA 00 030011 00 FF FO

= Start of frame : OF Packet
= Source : FE RWM #254d
m Destination : FA Controller
m Facket length : 00 03 3d
m Sequence (D : 00
=) m Command nurmber 17 [afrite]
= Acknowledge : 00 Operation successful
=m CRC:FF
m Endof frame : FO
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12h Lock (block)

Effect of the command
Protects definitively against writing the selected blocks.

uio Muode Rezult
|EEIE|4E|2EIEIEIE|558E|85 | (@ Addressed Acknowledge |0: OperationSuccessiul
Command ) Selected
[Losk ~] O &l
Farameters and data required
[] optian flag Parameter
= O HEX
Address block start & >
& DEC

Mumber of blocks

Execute

Command
The three modes (Addressed, Selected, All) are possible.

Parameters required to lock blocks in a transponder are:
» the address of the block which is the start of the locked area
» the number of blocks to lock (Number of blocks)
» option flag must not be checked.

The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

=-igd 26.01.1017:05:52 : OF FA FE 00 0D 00 12 20 0503 85 80 56 00 00 02 04 E0 23 FO

= Start of frame ; OF Packet

= Source: FA Controller

= Destination : FE RWM #254d

m Packet length ; 00 0D 13d

m Sequence D 00

=~ m Command number : 12 [Lock]

= Option: 20 TAG addressed, option flag deactivated
m Block start: 05 5d
m Mumber of block : 03 3d
= UJID : E004020000568085 [Hex] TAG concerned

m CRC: 29

= End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=-{3 26.01.10 170552 : OF FE FA 00 030012 00 B2 FO
= Start of frame : OF Packet
= Source: FE RWM #254d
m Desztination : FA Controller
m Packet length : 00 03 3d
m Sequence D 00
=~ m Command number : 12 [Lock]
m Acknowledge | 00 Operation successful
=m CRC:BS8
= End of frame ; FO
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Transponder states
Transponder states and transitions between them must be known in order to understand the three following

commands:

* 13 Stay quiet
* 14 Select
* 15 Reset to ready

Power-off state
%
@ Ready state @
Quiet state 9

Select state

Transition

Description

A

© 0o NO ok~ WO N~

Input in RWM field

Output of RWM field

Any other command not relating to the selected transponder
Select for an addressed transponder (UID mandatory)

Reset To Ready for the selected transponder
Select for an other addressed transponder (UID mandatory)

Any other command

Stay Quiet for an addressed transponder (UID mandatory)

Reset To Ready

Any other command for an addressed transponder (UID mandatory), except Status
Stay Quiet: addressed command (UID mandatory) for the selected transponder
Select: addressed command (UID mandatory) for the transponder in quiet state
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13h Stay quiet

Effect of the command
Set the concerned transponder in the "Quiet state".

uio Muode Rezult
|EEIE|4E|2EIEIEIE|558E|85 | (@ Addressed Acknowledge |0: OperationSuccessiul
Command ) Selected
|Sta_l,l quigt v| O Al
Farameters and data required
[] optian flag Parameter
O HEX
& DEC
Execute
Command

The transponder must be addressed.

Parameters required to put the transponder in the quiet state are:
* none
» option flag must not be checked.

The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

=iy 26.01.1017:52:04 : OF FAFEOD OB 0013 20 85 80 56 0000 02 04 E0 24 FO

= Start of frame : OF Packet

™ Source: Fa Controller

= [estination : FE RWM #254d

m Packet length : 00 0B 11d

m Sequence D 0O0

= ™ Command number : 13 [Stay_Guiet]

= Option: 20 TAG addressed, option flag deactivated
= |ID : EN04020000568085  TAG concerned
CRC: 24

End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=3 26.01.1017:52:04 : OF FE FA 00 03 0013 00 25 FO

™ Start of frame : OF Packet
= Source: FE RWM #254d
= [estination : FA Controller
= Packet length ; 00 03 3d
m Sequence D 00
=~ m Command aumber : 13 [Stay_Quiet]
m Acknowledge : 00 Operation successful
m CRC: 85
m End of frame : FO
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14h Select

Effect of the command
Set the concerned transponder in "Selected" state.

uio Muode Result
‘EUUdUZUUUUEEBUBE | () Addressed Acknowledge | 0: OperationSuccessful
Command ) Selected
‘Select v| O sl
Parameters and data required
[] optian flag Parameter
O HEX
@ DEC
[ Execute
Command

The transponder must be addressed.

Parameters required to read data in a transponder are:
* none
» option flag must not be checked.

The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

= @ 26010183511 :0FFAFEQD OB 00 14 2085 30 56 00 00 02 04 EOFS FO
= Start of frame ; OF Packet

Source : FA Controller
[ estination : FE RWM #254d
Facket length : 00 0B 11d

Sequence 1D : 00
Command number : 14 [Select]

= Option: 20 TAG addressed, option flag deactivated
= UID : E004020000568085  TAG concerned

m CRC:F5

m Endof frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=3 26.01.1018:3511 : OF FE FA 00030014 00 35 FO

Sequence D : 00

Command number : 14 [Select]
m Acknowledge : 00

CRC: 36

End of frame : FO

™ Start of frame : OF Packet
Source : FE RWM #254d
D estination : Fa, Controller
Packet length : 0003 3d

Operation successful
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15h Reset To Ready

Effect of the command
Set the concerned transponder(s) in "Ready" state.

uio Muode Rezult
|EEIE|4E|2EIEIEIE|558E|85 | (@ Addressed Acknowledge |0: OperationSuccessiul
Command ) Selected
|Heset ta ready v| O Al
Farameters and data required
[] optian flag Parameter
@ HEX
O DEC
[ Execute ]
Command

The three modes (Addressed, Selected, All) are possible.

Parameters required:
* none
» option flag must not be checked.

The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

= Q ZrMA008:3915: 0FFAFEND OB 0D 152085 8056 00 00 02 04 EQ DE FO
= Start of frame ; OF Packet

m Source: FA Controller

m [estination : FE RWM #254d

= Packet length : 00 0B 11d

m Sequence D 00

(=~ m Command fumber : 15 [Feset_To_Ready]

= (Option : 20 TAG addressed, option flag deactivated
m UID : EQ04020000568085 TAG concerned

= CRC:DE

m End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=3 27.01.1002%:39.15: 0OF FE FA 00 03 001500 0B FO
m Start of frame : OF Packet
™| Source: FE RWM #254d
= [estination : FA Controller
= Packet length: 00 03 3d
m Sequence D 00

(=~ m Command fumber : 15 [Feset_To_Ready]
m Acknowledge : 00 Operation successful

m CRC: (OB
m End of frame : FO
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16h Write AFI

Effect of the command
Writes AFI (Application Family Identifier) code.

uio Muode Result
‘EUUdUZUUUUEEm FC | () Addressed Acknowledge | 0: OperationSuccessful
Command ) Selected
wiite AF] v O al
Parameters and data required
Option flag Parameter
(& HEX
AF1 B3
) DEC
Execute
Command

The three modes (Addressed, Selected, All) are possible.

Parameters required to write AFI (Application Family Identifier) in a transponder are:
* AFI code (1 byte)

» this command has no effect if the option flag is checked, even if the resulting acknowledge code is 0 (Op-

eration successful)

An acknowledgment 15 (Communication error with the transponder) will be returned if the AFI code is locked.
The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

=gy 27.01.1009:33:05: OF FA FE 00 04 00 16 00 7E EE FO

= Start of frame : OF Packet
m Source: FA Controller
m [estination ; FE RWM #254d
= Facket length: 00 04 4d
m Sequence D 00
(=~ m Command aumber : 16 [wfrike_AF1]
= (Option: 00 All TAGs
m AF| 7R Family “Gaming”
m CRC:EB
m End of frame : FO

Answer

The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=g 27.01.1009:38:05: OF FE FA 00 03 0016 00 4C FO

™ Start of frame ; OF Packet
= Source: FE RWM #254d
m [Destingtion : Fo Controller
®m Packet length : 00 03 3d
m Sequence D 00
=~ m Command number : 16 [wfrite_AF1]
= Acknowledge : 00 Operation successful
m CRC:4C
m End of frame : FO
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17h Lock AFI

Effect of the command
Protects definitively the AFI (Application Family Identifier) code against writing.

uio Muode Rezult
|EEIE|4E|2EIEIEIE|558E|85 | (@ Addressed Acknowledge |0: OperationSuccessiul
Command ) Selected
[Lock 41 ~] O Al
Farameters and data required
[] optian flag Parameter
(@) HEX
) DEC
[ Execute ]
Command

The three modes (Addressed, Selected, All) are possible.

Parameters required:
* none
» option flag must not be checked.

The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

=-igg 27.01.1010:52:57 : OF F4 FE 00 OB 0017 20 85 80 56 00 00 02 04 E0 22 FO

™ Start of frame : OF Packet

= Source: FA Controller

m [estination ; FE RWM #254d

= Packet length : 00 0B 11d

m Sequence D 00

(=~ m Command fumber ;17 [Lock_aFl]

= Option: 20 TAG addressed, option flag deactivated
= UID: E0D4020000568085  TAG concerned

m CRC: &8

m End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

= @ 270110105257 . OFFE FAQOD3 0017 0071 FO
™ Start of frame : OF Packet
™ Source: FE RWM #254d
= [estination : FA Controller
™ Packet length : 00 03 3d
m Sequence D 00

= m Command number @ 17 [Lock_aAF1]
= Acknowledge : 00 Operation successful

m CRC: 71
m End of frame : FO
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18h Write DSFID

Effect of the command
Writes DSFID (Data Storage Format IDentifier) code.

uio Muode Result
‘EUUdUZUUUUEEBHE | () Addressed Acknowledge | 0: OperationSuccessful
Command ) Selected
\wits DEFID v O Al
Parameters and data required
[] optian flag Parameter
(& HEX
DSFID IL
) DEC
[ Execute ]
Command

The three modes (Addressed, Selected, All) are possible.

Parameters required to write AFI (Application Family Identifier) in a transponder are:

» DSFID code (1 byte)

» option flag must not be checked.
An acknowledgment 15 (Communication error with the transponder) will be returned if the AFI code is locked.
The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

=iy 27.01.1012:04:03 : OF FA FE 00 OC 0018 20 14 1E 86 56 00 0002 04 EQ 3F FO

™ Start of frame ; OF Packet

m Source: Fa Controller

= [estination ; FE RWM #254d

m Packet length: 00 0C 12d

m Sequence D00

= ™ Command number ; 18 [w/rite_DSFID]

= (Option : 20 TAG addressed, option flag deactivated
= DSFID: 1A 26d: DSFID value
= UID : EN0402000056861E TAG concerned

= CRC:3F

m End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=3 27.01.1012:04:03: OF FE FA 00 03 0012 00 A7 FO
™ Start of frame : OF Packet
= Source: FE RWM #254d
= [estination : FA Controller
= Packet length : 00 03 3d
m Sequence D 00

(=~ m Command fumber : 18 [wfrite_DSFID]
m Acknowledge ; 00 Operation successful

m CRC:A7
m End of frame : FO
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19h Lock DSFID

Effect of the command
Protects definitively the DSFID code against writing.

uio Mode Fesult
|EEIE|4E|2EIEIEIEIEEBE1E | (@ Addressed Acknowledge |0: OperationSuccessiul
Command ) Selected
[Lack DSFID ~] O &l
Farameters and data required
[] optian flag Parameter
(@) HEX
) DEC
[ Execute ]
Command

The three modes (Addressed, Selected, All) are possible.

Parameters required:
* none
» option flag must not be checked.

The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

=-igd 27.01.1014:16:27 : OF F4 FE 00 OB /00 19 20 1E 86 &6 00 00 02 04 E0 6 FO

™ Start of frame ; OF Packet

=™ Source: FA Controller

= [estination : FE RWM #254d

= Packet length : 00 0B 11d

m Sequence D 00

(=~ m Command fumber : 13 [Lock_DSFID]

= Option : 20 TAG addressed, option flag deactivated
= UID : E00402000056861E TAG concerned

m CRC:EB

m End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=-{8 27.01.101416:27 : OF FE FA 00 03 001900 94 FO
™ Start of frame : OF Packet
m Source: FE RWM #254d
m [estination : FA Controller
m Packet length : 00 03 3d
m Sequence D 00

=~ m Command number : 13 [Lock_DSFID]
m Acknowledge : 00 Operation successful

m CRC: 94
m End of frame : FO
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1Ah Get Info

Effect of the command
Returns the specific characteristics of the transponder

uio Mode Fesult
‘EUUdUZUUUUEEBHE | () Addressed Acknowledge | 0: OperationSuccessful
Command ) Selected
‘Getlnfo v| O sl
Parameters and data required Tag UID value EQ0402000056861E
[] optian flag Parameter
@ HEX Tag DSFID walue 14
) DEC Tag &F value 7B

Murbers of blocks 28
Block size (bytes] 04

IC reference 02

[ Execute ]

Command
The modes Addressed and Selected are possible.

Parameters required:
* none
» option flag must not be checked.

The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

=iy 27.01.1015:00:09: OF FA FE 00 0B 0014 20 1E 8655 00 0002 04 EQ1E FO

= Start of frame ; OF Packet

m Source: FA Controller

= [estination : FE RWM #254d

®m Packet length : 00 0B 11d

m Sequence D 00

= m Command number 14 [Get_Systern_infa)

= Option: 20 TAG addressed, option flag deactivated
m UID : E00402000056861ETAG concerned
CRC: 1B

End of frame ; FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=g 27.01.1015:00:09 : OF FE FA 00 1100 14 00 OF 1E 86 56 00 00 02 04 E0 14 7B 28 04 02 21 FO

= Start of frame : OF Packet
= Source: FE RWM #254d
= [estination : FA Controller
™ Packet length: 00 11 17d
m Sequence D 00
=~ m Command fumber ;14 [Get_Syztern_info]
m Acknowledge : 00 Operation successful
®m |nfoFlags : OF 00001111b
= UID : E00402000056861E
=m DSFID : 1A
=m AFl: 7B
= Mumber of blocks : 28 40d
= Block size : 04 4d
= |Cref: 02 Reference of the SL2 ICS53/SL2 ICS54
=m CRC: &1

®m End af frame : FO
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20h Get Random Number

Effect of the command
Commands to the transponder to return a random number

uio Muode Rezult
|EEIE|4E|2EIEIEIEIEEBE1E | (@ Addressed Acknowledge |0: OperationSuccessiul
Command O Selected
|Get Randarn Mumber v| O Al
Farameters and data required
[] optian flag Parameter
@ HEX
O DEC
[ Execute ]
Comment

Before sending this command, the protection mode of the corresponding RWM must be enabled.

Command
The modes Addressed and Selected are possible.

Parameters required:
* none
» option flag must not be checked.

The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

=iy 27.01.1018:0%04 : OF FA FE 00 OC 00 20 20 04 ‘IEPEE ?(E 00000204 EQ 34 FO
™ Start of frame ; OF acket
™ Source: Fa Controller
® Destination : FE RWM #254d
™ Packet length: 00 0C 12d
m Sequence D 00
[=-- m Command fumber : 20 [Get_R andom_MNumber]
= Option: 20 TAG addressed, option flag deactivated
= Mfg: 04 Manufacturer code (NXP Semiconductors)
= LD : EN0402000056861ETAG concerned
= CRC: 34
m End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.
=3 27.01.1018:03:04 : OF FE FA 00 05 00 20 00 1C B3 8F FO
™ Start of frame : OF Packet
= Source: FE RWM #254d
m [estingtion : Fo Controller
®m Packet length : 00 05 5d
m Sequence D 00
[=-- m Command fumber : 20 [Get_R andom_MNumber]
m Acknowledge : 00 Operation successful
™ Random number: 1C6E8 7272d: returned by the transponder
m CRC:&F
m End of frame : FO
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21h Set Password

Effect of the command
Sends the encrypted password to the transponder in order to unlock it.

uio Muode Result
‘ | (O Addressed Acknowledge | 0: OperationSuccessful
Command & Selected
‘Set Password v| [oF]]
Parameters and data required
[] optian flag Parameter
@ HEX
O DEC

I-CODE SLI-S Security

P D : [ 0 Read |
Password |D e |
[ Get Random Mumber ] | |
XORPw | |
[ Execute ]
Comment

Before sending this command, the protection mode of the corresponding RWM must be enabled.

Command
The modes Addressed and Selected are possible.

Parameters required:
* none
« option flag must not be checked.

The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

=-iay 28.01.10 081257 : OF FAFE 000900 21 10 04 01 B4 51 B4 51 84 FO

™ Start of frame ; OF Packet

m Source: FA Controller

= [estination : FE RWM #8d

m Packet length : 00 09 9d

m Sequence D 00

= ™ Command number : 21 [Set_Pazsword]

= Option: 10 TAG selected, option flag deactivated
= Mfg: 04 Manufacturer code (NXP Semiconductors)
= PwiD 01 Read password
= Py B451B451 Encrypted read password

m CRC: 84

m End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=3 280110021257 :0OF FEFA Q0030021 00 2CFO

= Start of frame ; OF Packet
™| Source: FE RWM #254d
m Destination : FA Controller
= Facket length : 00 03 3d
m Sequence D 00
(=~ m Command number : 21 [Set_Pazsword)
m Acknowledge : 00 Operation successful
m CRC:2C
m End of frame : FO
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22h Write Password

Effect of the command
Allows to modify the password.

uio Mode Fesult
|EEIE|4E|2EIEIEIEIEEBE1E | (@ Addressed Acknowledge |0: OperationSuccessiul
Command O Selected
|W'rite Passwaord v| O Al
Farameters and data required
[] optian flag Parameter
@ HEX
) DEC
|-CODE SLI-S Security
PWID [ 0 Read ~|
Password |EAFE e
[ Execute ]
Comment

Alogin is mandatory before this command and the protection mode of the RWM must be enabled.

Command
The modes Addressed and Selected are possible.

Parameters required:
» Password identifier (01: Read, 02: Write, 08: Destroy TAG)
* New password (up to 8 HEX digits)
» option flag must not be checked.

The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

=iay 28.01.1010:37:02 : OF FAFE 0011 00 22 20 04 01 FE CA 00 00 1E 86 56 00 00 02 04 EO 48 FO

™ Start of frame : OF Packet

m Source: Fa Controller

m [estination : FE RWM #8d

m Packet length: 00 11 17d

m Sequence D00

= ™ Command number ; 22 [w/rite_Pazsword]

= (Option : 20 TAG addressed, option flag deactivated
= hifg: 04 Manufacturer code (NXP Semiconductors)
= P01 Read password

= Py FECADDDD New password
= UID: END402000056261E TAG concerned
m CRC: 48
End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=3 28.01.1010:37:02 : OF FE FA 00 03 00 22 00 BB FO
™ Start of frame : OF Packet
= Source: FE RWM #254d
= [estination : FA Controller
™ Packet length : 00 03 3d
m Sequence D 0O0

= ™ Command number ; 22 [w/rite_Pazsword]
m Acknowledge : 00 Operation successful

=m CRC:GBE
m End of frame : FO
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23h Lock Password

Effect of the command
Locks, in an irreversible way, the specified password.

uio Mode Fesult
‘EUUdUZUUUUEEBHE | () Addressed Acknowledge | 0: OperationSuccessful
Command O Selected
‘Lock Password v| O sl
Parameters and data required
[] optian flag Parameter
@ HEX
) DEC
I-CODE SLI-S Security
P D : 01: Read |
[ Execute ]
Comment

Alogin is mandatory before this command and the protection mode of the RWM must be enabled.

Command
The modes Addressed and Selected are possible.

Parameters required:
» Password identifier (01: Read, 02: Write, 08: Destroy TAG)
« option flag must not be checked.

The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

=gy 28.01.1011:17:29: OF FAFEO0 0D 00 23 20 04 01 1E 85 55 0000 02 04 EO 3F FO

= Start of frame ; OF Packet

m Source: FA Controller

m [estination : FE RWM #254d

= Packet length: 00 0D 13d

m Sequence D 00

(=~ m Command number © 23 [Lock_Password]

= (Option: 20 TAG selected, option flag deactivated
= Mfg: 04 Manufacturer code (NXP Semiconductors)
=m P01 Read password
m D : EN0402000056361E TAG concerned

m CRC: 3F

m End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=3 28.01.1011:17:39: OF FE FA 00 03 00 23 00 56 FO

= Start af frame : OF Packet
= Source: FE RWM #254d
= [estination ; FA Controller
m Packet length: 00 03 3d
m Sequence D00
= ™ Command number : 23 [Lock_Pazsword]
= Acknowledge : 00 Operation successful
= CRC: 56
®m End of frame : FO
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24h 64 bit Password Protection

Effect of the command
Activates definitively a password of 64 bits made up of the read and write passwords.

uio Muode Rezult
|EEIE|4E|2EIEIEIEIEEBE1E | (@ Addressed Acknowledge |0: OperationSuccessiul
Command O Selected
|B4 bits protection v| O Al
Farameters and data required
[] optian flag Parameter
@ HEX
O DEC
[ Execute ]
Comment

Alogin is mandatory before this command and the protection mode of the RWM must be enabled.
64 bit mode is irreversible.

Command
The modes Addressed and Selected are possible.
Parameters required:
* None
» option flag must not be checked.

The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

=-iag 28.01.1012:10:33 : OF FA FE 00 OC 00 24 20 04 1E 86 56 00 00 02 04 EOBC FO

™ Start of frame : OF Packet

m Source: FA Controller

= [estination : FE RWM #254d

™ Packet length: 00 0C 12d

m Sequence D 00

= m Command number © 24 [Pw_E4b_Pratection]

= (Option: 20 TAG addressed, option flag deactivated
= hifg: 04 Manufacturer code (NXP Semiconductors)
= UID : E00402000056861E TAG concerned

= CRC:EBEC

m End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=8 28.01.1012:10:33 : 0F FE FA 00 03 00 24 D0ES FO
™ Start of frame ; OF Packet
= Source: FE RWM #254d
m [Destingtion : FA, Controller
= Packet length : 00 03 3d
m Sequence D00
= ™ Command number : 24 [Pa'_B4b_Protection]
m Acknowledge : 00 Operation successful
m CRC:ER
™ End of frame : FO
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25h Protect Page

Effect of the command
Protects the specified pages in accordance with the desired protection status.

uio Muode Result
|En04020000568267 | @ Addressed scknowledge
Command ) Selected
‘F‘rotect Page v| O sl
Parameters and data required
[] optian flag Parameter
(& HEX
) DEC
I-CODE SLI-S Security ;
Protect : | 01: B and* by R_P'/ protected v| COde Type Of prOteCtlon
Page number : |1 E 00 No protection (pUb'IC)

01 Read and Write protection by the Read password
10  Write protection by the Write password

11 Read protection by the Read password and Write
protection by the Write password

[ Execute ]

Comment
Alogin is mandatory before this command and the protection mode of the RWM must be enabled.

Command
The modes Addressed and Selected are possible.

Parameters required:
* Type of protection
« option flag must not be checked.

The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

=iy 28.01.1014:2%:09: OF FAFEODOE 00 25 2004 01 01 67 8256 00 0002 04 EOF2 FO

™ Start of frame : OF Packet

| Source: FA Controller

= [Destination : FE RWM #254d

® Packet length : 00 OE 14d

m Sequence D 00

=~ m Command aumber ; 25 [Protect_Page]

= (Optian : 20 TAG selected, option flag deactivated
= hfg: 04 Manufacturer code (NXP Semiconductors)
= PgMum: 01 Page number 1
= Prot Status ;01 R and W by R_PW protected
= UID: E004020000568267  TAG concerned

m CRC:F8

m End af frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=g 28.01.1014:29.09: OF FE FA 00 0300 2500 2D FO

m Start of frame ; OF Packet
= Source: FE RWM #254d
= [estination : FA Controller
m Packet length : 00 03 3d
m Sequence D 00
=~ m Command fumber ; 25 [Protect_Page]
m Acknowledge : 00 Operation successful
m CRC: 2D
®m End af frame : FO
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26h Lock Page Protection Condition

Effect of the command
Locks, in an irreversible way, the protection conditions of the page concerned.

uio Muode Rezult
|EEIE|4E|2EIEIEIE|5582ET | (@ Addressed Acknowledge |0: OperationSuccessiul
Command ) Selected
|Lock Page Protection v| O Al
Farameters and data required
[] optian flag Parameter
@ HEX
O DEC

|-CODE SLI-S Security

Page number: |1 b

[ Execute ]

Comment
Alogin is mandatory before this command and the protection mode of the RWM must be enabled.

Command
The modes Addressed and Selected are possible.
Parameters required:
* Number of the page to be protected
» option flag must not be checked.

The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

=gy 28.01.1015:0%:53 : OF FA FE Q0 0D 00 26 20 04 01 57 82 56 00 00 02 04 EQ 05 FO

= Start of frame ; OF Packet

= Source: FA

®m [estination : FE Controller

RWM #254d
™ Packet length : 00 0D 13d
™ Sequence D00
[=- ™ Command number : 26 [Lock_Page_Pratection]

= Option : 20 TAG addressed, option flag deactivated
= Mfg: 04 Manufacturer code (NXP Semiconductors)
= Pghum - 01 Page number 1
= UID - Enn40z00o0ssezsy G concerned

m CRC: 05

End of frarme : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=3 28.01.1015:03:53 : OF FE FA 00 03 00 26 00 B4 FO
™ Start of frame : OF Packet
= Source: FE RWM #254d
m [Destingtion : FA, Controller
™ Packet length : 00 03 3d
m Sequence D 0O0

= ™ Command number : 26 [Lock_Page_Protection]
= Acknowledge : 00 Operation successful

m [CRC: BA
m End of frame : FO
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27h Get Protection Status

Effect of the command
Returns the protection state of the concerned blocks.

uio Muode Result
E0D4020000568267 (®) Addreseed Acknowledge | D: DperationSuccessful
Command O Selected
Giet Protection Status - Ol
Parameters and data required
] Option flag Parameter Block | Protection status [bin]
5 © Hex > IEN
Address block start 3 >
O DEC ]
Mumber of blocks 7 E 0z
03 00000000
04 00001010
05 00001010
08 00001010
07 000010

08 00000000
03  000000a0
o
1

Execute

Comment
Protection mode of the RWM must be enabled.

Command
The modes Addressed and Selected are possible.

Parameters required:
» the address of the block from which the protection status will be carried out (Address block start)
» the number of blocks to examine (Number of blocks)
« option flag must not be checked.

The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

=iy 28.01.1015:3301 : OF FA FE 00 OE 00 27 20 04 03 05 67 82 56 00 0002 04 EO DO FO

= Start of frame : OF Packet

= Source: FA Controller

™ [estination : FE RWM #254d

= Packet length : 00 0OE 14d

™ Sequence D00

[=- m Command number : 27 [Get_Protection_Status]

= Option: 20 TAG selected, option flag deactivated
= hifg: 04 Manufacturer code (NXP Semiconductors)
= BLStart: 03 3d
m MBBL: 0G 6d
= UID : E0D4020000568267 TAG concerned

m CRC: DO

End of frame ; FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

=g 28.01.1015:33:01 : OF FE FA 00 04 00 27 00 00 04 04 04 04 00 00 D3 FO

™ Start of frame : OF Packet

= Source: FE RWM #254d

m [estination : FA Controller

®m Packet length : 00 04 10d

m Sequence D 00

(=~ m Command number : 27 [Get_Protection_Statusz)

m Acknowledge : 00 Operation successful
= [Data: 0004 04 04 04 0000 Protection status for each block
CRC:D3

End of frame ; FO
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28h Destroy TAG

Effect of the command
Deactivates, in an irreversible way, the transponder which will not answer any command any more.

uio Muode Rezult
|EEIE|4E|2EIEIEIE|5582ET | (@ Addressed Acknowledge |0: OperationSuccessiul
Command ) Selected
|Destrn_l,l Tag v| O Al
Farameters and data required
[] optian flag Parameter
@ HEX
O DEC
[ Execute ]
Comment

A login with Destroy TAG Password is mandatory before this command and the protection mode of the RWM
must be enabled.

Command
The modes Addressed and Selected are possible.
Parameters required:
* Number of the page to be protected
» option flag must not be checked.

The figure below shows the detail and the meaning of the bytes sent from Controller to the RWM.

icd 28.01.1017:07:02 : OF FA FE 00 OC 00 28 20 04 67 82 56 00 00 02 04 E0 46 FO
m Start of frame : OF Packet
m Source : FA Controller
m [Destination : FE RWM #7d
= Packet length ; 00 OC 12d
m Sequence D 00
= m Command number ; 28 [Destray_Taag)
= Optian : 20 TAG addressed, option flag deactivated
m Mg 04 Manufacturer code (NXP Semiconductors)
= U0 E004020000868267  TAG concerned
m CRC: 46
m End of frame : FO

Answer
The figure below shows the detail and the meaning of the bytes sent from the RWM to the Controller.

{3 28.01.1017:07:02 : OF FE FA 00 03 00 28 00 21 FO
= Start of frame ; OF Packet
= Source ; FE RWM #254d
= [estination : FA Controller
m Packet length ; 0003 3d
m Sequence [D: 00
= ™ Command number : 28 [Destroy_Tag]
m Acknowledge : 00 Operation successful
= [CRC: &1
m End of frame : FO
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