
The RESILIA™ Foundation qualification is an introductory course that takes delegates through a lifecycle 

approach to organisation cyber resilience, from creating a strategy aligned to business objectives through to 

operational cyber resilient activities.  

The course is suitable for anyone who needs an awareness of how to protect an organisation’s information 

assets, as well as how to recover from a cyber breach. Existing knowledge of cyber resilience is not required and 

there are no mandatory pre-requisites for the exam. 

COURSE CONTENT

Course Introduction

Module 01 - Introduction to cyber resilience

Module 02 - Risk management

Module 03 - Managing cyber resilience

Module 04 - Cyber resilience strategy

Module 05 - Cyber resilience design

Module 06 - Cyber resilience transition

Module 07 - Cyber resilience operation

Module 08 - Cyber resilience improvement

Module 09 - Roles and responsibilities

Module 10 - Exam preparation

Includes video tutorials, study guides and quizzes.

Study Duration - Minimum 18 Hours

HOW WE HELP

Self Paced Learning - The course is available

on demand so you can study the content as much as 

you need to ensure full understanding before moving 

on.

30 or 60 Day Access - Choose the course access 

duration to fit study around your schedule.

Fully Accredited - Guaranteed accuracy of materials 

and relevance to the current syllabus.

Study Guides & More - Videos, quizzes, exercises, 

study guides and official syllabus and sample exams.

Tutor Support - Provided by qualified industry experts 

and included in the course price. 

24/7 Helpdesk - Full support to assist you with any 

technical difficulties if ever and whenever they arise.

 
COURSE
INFORMATION

 
EXAM
INFORMATION

DURATION FORMAT DELIVERY PASS MARK LANGUAGE

110 minutes Closed Book
Multiple Choice

Online
Webcam
Proctored

33/50
Questions

English
(Extra time

available for
non-native

English speakers)

After completing the RESILIA™ Foundation qualification, you can progress to the RESILIA™ Practitioner.
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‘RESILIA™ Cyber Resilience Best Practice’ is compulsory reading when taking either the Foundation or Practioner course 

and exam.  You can find information about where to purchase this at https://www.cyclopzgroup.training/resources 


