
High Impact Threats to the Electrical Grid 
 

Workshop and Tabletop Exercise 



Exercise Concept 

The High Impact Threats to the Electrical 
Grid Workshop and Tabletop Exercise is 
designed to establish a learning 
environment for players to exercise 
emergency response plans, policies, or 
procedures as they pertain to a 
prolonged electrical grid outage resulting 
from any of three potential catastrophic 
scenarios.  



Exercise Purpose 

The purpose of this workshop and tabletop 
exercise is to provide a forum to both educate 
players and discuss various protection, 
mitigation, response and recovery strategies 
related to a long duration (>30 days) electrical 
blackout stemming from either a geomagnetic 
storm, act of cyber sabotage or an 
electromagnetic pulse event 
 
The exercise will also highlight the range of 
anticipated and unanticipated cascading effects 
that could occur during a long-term grid outage  
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Exercise Background 



Tabletop Exercise Focus 

• Discuss the direct and cascading effects 
of a catastrophic electrical grid collapse 

• Discuss implications of extended 
recovery time for the electric grid and 
related critical infrastructure 

• Discuss resiliency steps that can be 
implemented by individuals as well as 
local, state, and Federal government 



Scope 
 

The Tabletop Exercise proposes three separate 
scenarios to promote interactive discussion  

– Module One depicts a cyber attack on the 
nation’s electrical sector 

– Module Two includes a severe 
geomagnetic storm affecting most of the 
nation’s grid  

– Module Three focuses on the effects of a 
high-altitude nuclear blast and the 
potential effect on the grid and the nation 



Exercise Objectives 

• Stimulate public- and private-sector awareness of 
GMD/EMP/Cyber by distinguishing between the 
threats while also highlighting differential impacts 
depending upon event duration and magnitude 

• Identify practical improvements in each area that 
would boost readiness and shorten recovery time   

• Compare and contrast current levels of protection 
against GMD/EMP/Cyber and their likely effectiveness 

• Identify and discuss principal cascading effects from 
a prolonged grid outage following an event  

• Identify how a prolonged supply chain disruption 
following a GMD/EMP/Cyber event would impact the 
nation 



Exercise Objectives 
• Discuss whether the private and public-sector could 

facilitate sheltering and mass care during a prolonged 
grid outage  

• Discuss the differences in public information and 
warning capabilities for EMP, Cyber and GMD events 

• Discuss alternative energy sources and their efficacy 
during a prolonged grid outage (micro-grid, wind, 
solar, military installations) 

• Discuss protection of the grid, versus the capacity to 
adequately help the American people, and 
development of sufficient protected energy sources 

• Discuss existing vulnerabilities to the electrical grid, 
and how they are typically mitigated   



Potential Impacts 
  

• Infrastructure 

• Economic Issues 

• Health and Medical 

• Housing 

• Food and Water 

• Continuity of Business and Government 

 



Potential Solutions 

  

• Prevention 

• Preparedness 

• Mitigation 

• Response 

• Recovery 



Roles 
 

• Participants: Respond to the scenario as 
presented 

• Observers: Watch the exercise and 
preparedness process 

• Facilitator/Moderator: Lead and focus group 
discussions 

• Subject Matter Experts: May be asked to 
provide input into specific discussions 
 



Exercise Guidelines 
• This is not a test; it is a learning opportunity. 

Varying viewpoints, even disagreements, are 
expected. This is intended to be an open, low-
stress environment. 

• Use the opportunity to consider different 
approaches and suggest improvements to 
current prevention, response, resource 
allocations, plans, and training 

• Responses should be based on current 
capabilities. For example, you may use only 
existing capabilities and assets.   Identify 
needed technologies or resources that are not 
currently in place.  
 



Artificialities/Assumptions 

• The scenario is plausible and events 
occur as they presented 

• All participants receive the same 
information at the same time 

• There is no “hidden agenda”, nor trick 
questions 

• There are no wrong answers 
• Participants should assume that all 

utilities and jurisdictions are 
implementing their current plans, 
procedures, and protocols 
 



Module 1 
 

Cyber Intrusion In the 
Electrical Sector 



Warning 
 

• In the early morning hours of December 4, 
2014, many of the nation’s electrical system 
operators and grid operators notice erratic 
operation of their systems.   The nation 
appears to be experiencing a widespread 
targeting of the electrical generation and 
transmission systems.   

• All of the nation’s regional transmission 
organizations and independent system 
operators are reporting irregularities to NERC 
and the Energy Department     
 



Warning 
 

• The electrical generation plants are reporting 
problems with turbine controls.  As a result, 
many large multi-megawatt generators are 
experiencing phase synchronization problems.  
This has resulted in saturation of many of the 
extra-high voltage transformers and 
overheating.   

• While they attempt to determine the cause of 
the problem, many of the huge transformers 
explode, creating the belief that there may be a 
simultaneous physical attack on the system 



Primary Failures 
 

• As the reports of system malfunctions pour into the 
regional and national centers, the nation experiences 
a near collapse of the Eastern electrical grid 

• The Texas Grid escapes most of the effects of the 
attack.  For unknown reasons, parts of the Western 
Grid continue to function, but there are significant 
outages in the Rocky Mountain States and in 
California, particularly in the Los Angeles and San 
Francisco Bay areas.  

• Initial damage assessment indicates that over 1000 of 
the major suppliers of electricity and all of the 
transmission system operators have been affected by 
the attack.    Hundreds of transformers have been 
damaged or destroyed, and many of the generators 
have been damaged by overcharged turbines.  



 
Day One 

Cascading Failures 
 
 

• Much of the nation awakes to cold homes and low 
water pressure, but assumes the outage will be 
restored in a matter of hours. Those with backup 
power, smart phones or battery operated radios 
learn the extent of the outage, that there may be 
difficulty in restoring power in the near future.    

• People rush to the few stores that are open to buy 
food, propane, camping supplies, whatever they can 
with limited cash, or those stores that will accept 
checks or credit   

• Backup generators kick in and critical facilities are 
operational, with hours or days of fuel supplies  

• Most ATMs, gas stations and stores are closed, 
without power or without staff  



DAY ONE 
Cascading Failures 

• Traffic becomes snarled in cities without backup 
power for most intersections. Critical workers 
attempt to get to their jobs, but are delayed due to 
the travel conditions.  

• FEMA attempts to define the extent of the outage, 
and relays information to State Emergency 
Operations Centers across the nation. Much of the 
Eastern half of the nation, Colorado, and California 
are without power, with some small, rural systems 
remaining operational.    

• The electrical industry is working to assess specifics 
which caused the outage    



DAY ONE 
Cascading Failures 

• The FBI, US, and foreign intelligence agencies try to 
identify the source of the hack, which clearly has 
been a coordinated, simultaneous attack on the 
nation’s electrical grid.  Fear that bringing the 
system back on line without resolving the 
vulnerability could create further damage.  

• Restoration crews are determining how they can 
patch the system together to begin a partial 
restoration of power with extent of damage unclear, 
they try to assess which of thousands of remote 
devices are damaged or remain in usable condition 

• Local emergency managers coordinate with 
hospitals, nursing homes and prisons to determine 
how they can help with immediate needs 
 



DAY ONE 
National Perspective 

• There are massive outages across the Eastern US, 
the Rocky Mountain States and California. Over 250 
EHV transformers are believed to be out of service.  
Parts of the U.S. were less affected, especially 
Texas, some parts of the West and rural areas are 
served by small system generators.  Slightly over 
50% of the nation is without power.   

• Generators are expected to provide backup power to 
critical facilities for at least 72 hours, though most 
water utilities are down.  Most hardwire phone 
services are operational and backup generators 
typically will last for 72 hours.  Cell service is 
sporadic in the affected areas.  Internet connectivity 
is also disrupted in some areas.  
 
 



DAY ONE 
National Perspective 

• Mass transit in metropolitan areas has shut down 
• Weather is relatively warm for December over much 

of the nation, thus heating is not a critical concern at 
this time   

• Recovery of the U.S. power grid is expected to take 
at least a month, due to shortages of replacement 
transformers and the cascading effects of the 
existing outages   

• System damage assessments are still underway to 
see what can be restored, and cyber experts in the 
industry and at national agencies are determining 
exactly what was done to cause the systemic 
damage 
 
 
 



Week One 
 Communications 

• Most communications systems are running out of 
backup fuels for generators.  A few systems in areas 
with power are operational, but people are not able 
to complete many calls, due to computer network 
failures.   

• Lack of communications is hampering the recovery 
efforts 

• Communications with the public are sporadic, with 
most television and radio stations now without 
power in the affected areas 
 
 
 



Week One 
 Care Facilities 

• Care Facilities providing care to several million 
elderly and disabled have lost power to critical 
equipment and systems  

• Back-up generators usually had only a few days of 
fuel available    

• Lack of potable water is another big concern as well 
as shortages of medications, which are supplied on 
a daily basis to most facilities  

• Sanitation is a concern and many employees are not 
reporting for work due to transportation or family 
issues 
 
 



Week One 
 Nuclear Power Plants 

• Nuclear plants across the country experienced loss 
of offsite power and were required to shut down 
reactors.  They are all equipped with emergency 
diesel generators to maintain critical functions and 
have over a week’s fuel supply.  However with a 
widespread power outage, now they have very 
limited options for refueling.  

• The federal government is facilitating fuel supplies 
to the nuclear power plants to avoid a Fukishima 
type of disaster 
 



Week One 
 University Campuses 

• The administration and campus staff are working 
to find solutions.  While back-up generators 
worked for critical systems, most of the water 
systems are off-line, and dining halls have limited 
ability to prepare food.   

• Campus officials meet to determine their course of 
action to care for the 20 million students 
attending colleges across the nation.  Students are 
seen by some as a liability, by others as a 
resource.  Many students head home if they have 
transportation available. 
 



Week One 
 Community Situations 

• Most citizens have enough non-perishable food and 
medication for about a week.  Water heaters 
provide several days of potable water.   

• Many are dependent on life-sustaining 
medications, which will be in short supply or 
unavailable   

• Stress from the disruption weighs on many with 
medical conditions as the accommodations that 
allow them to live a normal life at home are 
unavailable 



Week One 
 Hospitals 

• As the power flickered, back-up generators kicked 
in.  Only emergency power and lighting is 
operational.  Some pharmaceuticals are in short 
supply, and more patients are arriving as doctors’ 
offices and clinics are closed.   

• Efforts to move severe patients to areas of the 
nation that are unaffected has put a huge strain 
on the entire nation’s healthcare, and critical 
supplies are running low 



Week One 
 Electrical Utilities 

• Local electrical disruption managers are struggling 
with communications to respond to crew updates 
and status in the field  

• The nation has a very limited supply of replacement 
extra high voltage transformers.  The transformers 
serving the bulk power grid (above 230 kV) have a 
manufacturing lead time of 18 months and 
currently, most are built outside of the U.S.     

• A few modular units owned by the Federal 
government can be trucked onsite and assembled 
as a temporary solution, and some utilities have 
some spares which can be pressed into service 
 



Week One 
 Electrical Utilities 

• Based on the shortage of replacement EHV 
transformers, full restoration of the grid will be 
months to years.  This complicates the mission to 
keep fuel and food flowing and to sustain our 
economy.   

• Partial restoration in areas of the country may be 
possible.  Some islands of power exist, and some 
renewable sources not connected to the grid are 
generating limited localized supplies. The 
resourceful staff of the electric utilities find ways 
to restore power in very limited areas.  



Week One 
 Public Information 

• Some radio stations are on the air via backup 
generators, and are trying to locate community 
leaders to convey information to the public. They 
have managed to locate self-proclaimed experts 
who are predicting massive food and drug 
shortages, and recommending people take 
whatever measures they can to protect 
themselves.   

• Public Information Officers struggle to craft 
messages for Governors and Mayors to relay to 
the public   

• Lack of power has complicated response efforts, 
and the massive scale of the outage has 
overwhelmed normal federal assets 
 



Week One 
DoD Issues 

• Base commanders have ordered lockdowns while 
they try to sort out the resources available to keep 
mission essential functions operating   

• Military installations usually rely on public utilities 
for the bulk of their power, with only critical 
buildings on base provided with back-up power.  A 
few with offline microgrid capability have partial 
power, but are still coping with the lack of food, 
water, sewer, and other supplies.   

• The food supply on base is provided by private 
contractors, with a one week supply kept in stock, 
and a cache of MRE’s held in reserve.  Water is 
provided to the base from the local water authority, 
supplying a water tank on base of 500,000 gallons.  



Week One 
Agricultural Issues 

• Farmers have a diverse group of problems.  Some 
have milk cattle needing daily attention, but not 
enough power to last more than a few days.   

• While they may have plenty of food and water for 
family and the livestock, they worry that their rural 
area will be invaded by those looking for food.  
Many sleep in the paddocks guarding the livestock.   

• The trucks that normally pick up the milk daily do 
not arrive.  



Week One 
Food Supply 

• Without a ready supply of fuel and the logistics to 
manage the transportation, processing, packaging 
and distribution, the food that exists is not 
available to sustain the population 

• Federal officials focus on distribution of processed 
and packaged food, which is severely hampered by 
intermittent computer systems, internet and phone 
communications.   

• Often shipments are sent, without knowing if they 
arrived, or if they were able to be distributed.  
 
 



Week One 
Trucking 

• Trucking companies are working with their fuel 
suppliers to get a fuel delivery for their fleets.  

• Many  transport companies have contracts with 
food suppliers for distribution.   However, 
highways are clogged with abandoned trucks and 
cars as many residents tried to get back home or 
travel to care for elderly parents, preventing the 
trucks remaining on the road from reaching their 
destinations.  



Week One 
National Perspective 

• Approximately 150 EHV transformers are in 
service nationwide 

• Most back-up generators have run out of fuel 
supply in the affected areas with  

• Efforts to ship generators from unaffected areas 
is suffering from the lack of a prioritization 
scheme and transportation 

• Families are trying to help neighbors, but fear 
they will be targeted for supplies.   The spirit of 
cooperation which prevailed during the first few 
days has diminished, with families hoarding and 
bartering to meet their needs. 
 



Week One 
National Perspective 

• Efforts to keep refineries, food distributors and 
pharmaceutical manufacturers producing products 
in areas with power is helping to alleviate some 
concern about food, fuel, and water shortages   

• Medical supplies are being rationed, and the 
government is working with the pharmaceutical 
companies to move production, reopen facilities and 
manage distribution 



Week One 
National Perspective 

• Train systems are functioning through verbal 
communications since the signaling systems are 
inoperable in much of the nation   

• The train systems are diverted to transporting bulk 
food and supplies to major population centers  

• Most Federal agencies are still functioning 
• FEMA has already begun to move stored goods out 

of  distribution warehouses to major population 
centers   



Week One 
National Perspective 

• As the magnitude of the event slowly unfolds, 
most Americans become almost totally reliant on 
the government for food and water, as their 
meager provisions are quickly exhausted    

• Cold settles in much of the nation.  Those who live 
in rural areas accustomed to power outages are 
managing better than those in cities with 
dwindling resources and larger populations.  
 
 



Four Weeks 
National Perspective 

• News of the magnitude of the event has spread 
through the nation through various means of 
communication, e.g., amateur radio users and 
occasional telephone service  

• FEMA is working to get food supplies in the 
Midwest moved by rail to both coasts.  Diesel fuel 
is the limiting factor.  Power was restored in 
Cushing, Oklahoma and has provided access to 
several million gallons of fuel stored there, that 
FEMA has commandeered.  

• They are working with the FEMA regions to 
allocate scarce resources  



Four Weeks 
National Perspective 

• Many elderly have died, due to lack of food, water, 
or life-sustaining medications.  Millions without 
insulin or those with psychiatric illnesses are 
having difficulty coping. 

• Many responders have abandoned their positions 
to take care of their families.  The Governor has 
requested support from the Federal government 
to establish order within communities, support 
hospitals and protection of critical infrastructures.   

• Disposal of the bodies has become a major issue 
as the potential for disease necessitates action  
 
 



Four Weeks 
Transformer Issues 

• Nationwide, there is a massive delay in getting 
transformers repaired or replaced. The handful of 
transformer manufacturing companies are 
struggling with lack adequate raw materials and 
skilled labor.   

• Transportation of the units onto ships and trains 
for delivery, which is normally a logistical 
challenge, has become even greater due to that 
fact that only a few U.S. ports are open, and ships 
have had difficulty in accessing refined fuels due 
to the worldwide shortage  
 
 



Four Weeks 
Nuclear Power 

• The extended blackout impacts numerous 
important functions at nuclear power plants, e.g., 
maintaining coolant flow, and storage and 
transportation of nuclear waste.  

• The Directors are working with the Nuclear 
Regulatory Commission, the Department of Energy, 
the Department of Defense Installation, Energy 
and Environmental Offices, the White House, the 
Congressional Committees on Homeland Security, 
and with other nations.  
 
 
 



Four Weeks 
Health Perspective 

• Small hospitals have closed combining resources 
with larger hospitals and the Department of 
Defense’s medical community   

• Bodies placed in the morgues decay, and sanitation 
is becoming a serious concern.  Non-critical patients 
were sent back to their homes.  The staff has set up 
make-shift triage anywhere they find it feasible.   

• Providing supplies of food for the staff is now an 
additional challenge as the federal food stores are 
depleted 



Four Weeks 
Electrical Sector 

• The grid operators continue to work to restore 
power to local generation plants using lower 
voltage transformers.  Balancing the load is one of 
the prime issues and could cause greater damage.   

• Restarting the power systems requires the grid 
operators to disconnect from the regional grid to 
get an island of power up and running.  

• They are down to a skeleton crew, and many with 
only enough fuel for utility trucks to make short 
runs.  Lack of fuel and staff are compromising the 
situation.  



Four Weeks 
National Perspective 

• The radio stations have been unable to maintain 
power despite lowering transmitter output. By the 
end of the first week, most were off the air. 

• Local officials had been trying to communicate via 
“Reverse 911” phone dialers, though that system 
has been intermittent since the phone companies 
are inoperable in many places   

• Rumors are suggesting first signs of breakdown of 
social order, as people are running out of food and 
water.  Fear of starvation is driving many to loot 
in the larger cities and causing others to 
scavenge.  Law enforcement has been replaced by 
Marshall Law.  
 



Four Weeks 
National Perspective 

• Many have taken to the road to warmer climates or 
areas with power to look for resources; those with 
food and water have become more protective of 
their homes and families.   

• Farmers slaughter their herds to use as barter for 
fuel or other food and in some areas to share with 
neighbors and community  

• Those in the North and Northwest have taken to 
the woods to seek game for food.  A barter 
economy is flourishing in many communities with 
luxury supplies like toilet paper and bullets traded 
for food and water.  
 



Four Weeks 
National Perspective 

• Four weeks into the event, there is some 
improvement in the electrical picture with pockets 
of restored power; estimated 35% restoration.   

• The ability to obtain food, medicine, and clean 
water are hampered by a national logistical supply 
crisis.  Water systems are only sporadically 
operational in much of the nation.  

• Food and pharmaceutical manufacturers have no 
access to raw materials or packaging supplies; 
transport of final products is limited due to fuel 
shortages at processing and delivery points. 
 
 



Four Weeks 
Summary 

• Power systems slowly come back online, repaired 
by cannibalizing or fabricating parts; however 
most remain shut down. 

• Attempts to rewire the systems to lower 
transmission voltages are often non-productive 
due to shortages of parts. The nation now has 
some power; disruptions and brownouts are the 
norm.   

• Some areas of the Northeast have limited food 
distribution. Fuel shortages have limited progress 
in getting critical workforce to work, providing 
power to hospitals, running the government, 
operating schools and other normal activities.   
 
 
 



Four Weeks 
National Perspective 

• Communications systems are running for 
government emergency communications, though 
much of the nation is still without service.   

• The count of lives lost is not known due to lack of 
communication to report.  Sanitation has become 
a major issue and is being left to  each individual 
community to contend.    

• Burial of the dead is by hand in many areas and 
has become a priority for the community.    
 
 
 
 



Two Months 
National Perspective 

• In the second month, things around the nation 
have sporadically improved. Citizens have been 
trying to cope with life as they now know it, but the 
magnitude of the situation is overwhelming.  

• The ability to refine or transport fuels has been 
limited, and most sources of fuel have run out  

• Most communication devices remain out of 
commission in affected areas 

• People are often confined to communicating with 
those who are within walking distance of their 
current location     
 
 
 
 
 



Two Months 
Nuclear Issues 

• Some nuclear power plants connect to the grid 
and restart their reactors.  They are serving as 
islands of power, and are large enough to black 
start other power generation. Other plant cooling 
systems remain tenuous and without coolant the 
spent rods in storage will become critical.  Cold 
weather has helped in some areas. 

• Plant procedures continue to be applied while the 
directors and staff are in constant communication 
with the White House, Congress, NRC, DOE, DOD 
and others.  
 
 
 
 



Two Months 
National Perspective 

• Small towns throughout the nation have seen or 
are seeing a migration of close by city dwellers 
moving into the area searching for food and 
water.  There has been a huge migration of 
populations to areas with power, causing a strain 
on every part of the nation.  

• People in the medical community are starting to 
see a rise in various diseases due to inadequate 
sanitation, a food and water deprived population, 
and the continuation of cold weather   
 
 
 



Two Months 
Summary  

• The nation experiences a bitter winter, plagued by 
severe shortages of every kind. Citizens that had 
prepared for extended outages are running out of 
supplies. Millions have died and much of the nation 
feels as though it has been thrown back in time.  

• The efforts of those fortunate enough to have 
electrical power, food and water are thwarted by the 
lack of a reliable supply network. Roving gangs 
plundered remaining supplies at homes who had 
prepared.   

• No area of the nation left untouched   
• Fears of other nations taking advantage of this 

situation have not materialized, but remain in the 
national consciousness. As the nation slowly 
recovers power the damage to society remains.  
 



Module 2 
 

Severe Solar Storm 



Warning 
 

• NOAA SWPC identifies severe solar flare 
• Within minutes, HF radio, cell phones, and GPS 

systems are blacked out 
• Air traffic is grounded without GPS and HF 
• Warning from NOAA created panic buying 
• ACE Satellite identifies magnetic orientation of 

solar storm and potential for catastrophic impact  
• Less than 30 minutes after the  
 severity is confirmed, the storm  
 strikes the earth 



Primary Failures 
 

• Satellite Disruptions 

• HF Radio Systems 

• GPS Systems 

• EHV Transformers  

• Sensitive electronics connected to the grid  



Cascading Failures 
 • Supply chain disruptions 

• Water systems off-line 
• Wastewater systems down 
• Information Management 
• Refrigeration 
• Medical Care 
• Financial Sector 
• Agriculture and Food Supply 
• Communications 
• Command and Control  
• Emergency Services 
• Aviation Vulnerabilities 
• Government Services  



Day One 
National Perspective 

• Much of the copper-line connected 
equipment fails 

• Some fiber optic repeaters down 
• Mass transit shut down, stranding millions 
• Traffic signals are dead, traffic snarled 
• Fuel is becoming a limited commodity 
• Nuclear plants in the US and around the 

world are now reliant on emergency diesel 
generators  
– Most have over seven days of fuel stored on-

site but some have less 
 



Day One 
National Picture 



Law Enforcement 
 

• Early in the incident, 
limited communications 
with dispatch 

• Units self dispatch – to 
prevent looting 

• Fuel resupply becomes 
an issue within a day 

• Personal Concerns  



Public Information 

• Some radio and TV are still on 
air 

• Generators will need resupply 
• Difficulty getting information 

from government officials 
• Media turn to self-proclaimed 

experts who are predicting 
“Armageddon” 

 



Care Facilities 
 

• Limited emergency power 
and limited fuel 

• Less than a week’s stock of 
medications 

• Limited refrigeration -
many facilities have no 
way to cook food 

• Many staff cannot get to 
facility to cover shifts 
 

 
 
 

 



University Issues 

 
• In-loco-parentis role of 

universities caring for 
20 million students 

• Administration working 
to find solutions 

• Many students head for 
home 



Medical Issues 
 

• Those dependent on power 
for maintaining independence 
are threatened 

• Just in time delivery of 
supplies creates instant 
shortages 

• Many dependent on life 
sustaining prescription 
medicines 

 



Hospitals 
 

• With warning, were able to 
complete surgeries  

• Hospital staff sending many 
patients home 

• Have generator power but 
reliant on constant restocking 
of supplies, oxygen, food and 
pharmaceuticals  

• Limited staffing 
 

 



Utilities 
 

• Limited phone and radio 
communications to crews 
in the field 

• Damage assessments 
slowed 

• Computer controls to 
substations disrupted 

• Limited fuel supply 
• Staff shortages 

 



Utilities 
 

• Primary concern is the lack 
of replacement EHV 
transformers 

• Some restoration can be 
completed, but generators 
will run out of fuel without 
resupply  

• National logistics/supply is 
hampered by outages of 
fuel, power and 
communications 

• Restoration may take years 

 



Military 

• Commanders order lockdown 
of bases 

• Some DoD hardened assets 
• Dependent on public utilities, 

contractors for food, supplies 
• Focus is on mission essential 

functions 
• Communications problems 

frustrate operations  



Communities 
 
• Most people have some 

food stocks 
• Limited water, 

sanitation 
• Few citizens have long 

term supplies or any 
ability to “live off the 
land” 

• Pharmaceuticals are in 
short supply 

 



Agriculture 

 
• Diverse problems 
• Livestock feed 
• Shortages of fuel 
• Logistics issues prevent 

food from reaching 
markets 



Transportation 

• Fuel shortages are 
immediately crippling 

• Highways are clogged 
with abandoned 
vehicles  

• Drivers are stranded  
• Available assets    often 

cannot be transported 
 

 



Fuels 

• Natural Gas – trying to 
restart gas driven pumps 

• Diesel and gasoline 
pipelines are shut down 

• Coal cannot move to 
market  

• Operational refineries 
cannot get supplied with 
world wide outages  



Financial 

• Unable to complete 
banking transactions 

• Internet outages are 
preventing banks from 
verifying account balances  

• Stores are only accepting 
cash, as debit, credit and 
checks cannot be verified  



Two Weeks  
National Picture 

• Limited restoration, much of the nation has 
inoperable power transmission systems 

• Internet unavailable  
• Few municipal water supplies 
• Mass transit abandoned – no electric or fuel 
• Only sporadic fuel deliveries to essential 

government facilities 
• Extended blackouts impacting nuclear plants 

– Emergency operations 
– Storage of nuclear materials 



Two Weeks  
National Picture 

• Most residents are exhausting food and 
potable water supplies 

• Many have left the cities in search of 
food 

• Food distribution attempts are stalled 
due to lack of fuel 

• Hoarding has become the norm, as each 
individual or family has to provide for 
themselves 

• Lawlessness is often unchecked 



Four Weeks 
 

• Many elderly have died 
• Burial of dead is a major 

issue 
• FEMA attempting to get 

food and any available 
fuel moved, with fuel 
from Cushing, OK 

• Responders without fuel 
and supplies have 
abandoned jobs 

• Barter and scavenging 
are the norm 

 



Four Weeks  
• Sufficient replacement EHV 

transformers are not 
available 

• Nuclear power plants have 
had priority for fuel 
resupply 

• Hospitals have closed or 
merged to maintain some 
service.   

• Military has established 
field hospitals in some 
areas 

 



Four Weeks  

 
 

 
• Attempts to restart generators are 

met with load balancing and black 
start problems 

• Shortages of parts prevents re-
engineering to lower voltage delivery 

• Western Grid 10% 
• Eastern Grid 25% 
• Texas Grid 80% 
• Migration to areas with power has 

strained those area’s resources 



Four Weeks  

• Those dependent on 
medications are dying 

• Many with mental 
illnesses are worsening 

• Hunger is rampant 
• Diseases from non-

potable water are 
emerging 

• Radio and TV are off air 
in affected areas 

 



Three Months Later 
National Picture 

• The nation faces a cold winter 
• Dwindling populations 
• Epidemics spreading in the populations 
• Most nuclear power plant generators still 

offline 
• Loss of food, water supply, and fuel 
• Rebuilding will take years 
• Those in areas with power still face shortages 
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