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1 INTRODUCTION

This is a miniature computing platform that can be installed as part of the Building energy
Management System (BeMS), and includes a dedicated Mitsubishi Centralised Controller interface.
It provides a direct interface between the Mitsubishi Centralised Controller (e.g., AE200 and/or
EW50), a BeMS, a third party IoT (MQTT and/or REST) platform and includes a data reporting

function.

Remember Energy metering is compulsory for buildings of a floor area >500M2. The owner
must be able to account for 90% of the consumed energy from each system, i.e.,
heat, gas, lighting, water, and electricity.

MelcoBEMS Fire Serial 24VDC
Input (U1 Only) RS485 Port Power Supply
Power
EthO LAN
Activity Status
Eth1 LAN LEDs
Activity
Serial
RS232 LED
Serial
RS485 LED
Ethernet Ethernet Serial
Port 0 Port 1 RS232 Port
Remember Typically, individual systems (energy control, lighting, boiler, and air conditioning

system, etc.) are individually measured for CO2 accountability. So, installing this
unit and combining the individual systems can help an effective BeMS be more
energy efficient and comply with April 2006 Part L2 Building Regulations.

It is designed and manufactured to comply with CE Class A, FCC Class A, WEEE (Waste Electrical
and Electronic Equipment), RoHS (Restriction of Hazardous Substances) regulations and the
identification of a substance as Substance of Very High Concern (REACH).

It also complies with the requirements defined in the Council Directive on the Approximation of the
Laws of the Member States relating to Electromagnetic Compatibility (89/336/EEC). For the
evaluation regarding the electromagnetic compatibility, refer to the Declaration of Conformity
certificate (available on request).
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This product collects values from devices connected to a locally installed Mitsubishi Centralised
Controller. This Mitsubishi AC network data is then made available to a BACnet, loT MQTT, loT
REST Server, ModBus Client/Master (via ModBus Server/Slave driver), and/or Trend BMS via the
Ethernet network to control and monitor environmental conditions, i.e., measuring the consumption
of specific services (heat, gas, electricity power, airflow, ambient room temperature, humidity, and
water) in a building via a controller.

The maximum number of input points permitted is limited according to the product variant licence
(see Order Code), and appropriate hardware (drivers) where applicable.

Procon Melco / SIP+/ nAC / nnn

Max. no of Indoor units that can be connected to
— the licenced no. of Centralised Controllers

Max. no of Centralized Controllers that can be
connected to this product

Device platform

Product type

AVAILABLE PROTOCOL/DRIVER SERIAL ETHERNET LICENCED
Melco EthO/Eth1 Yes
BACnetIP Server EthO/Eth1 No

Data Reporting EthO/Eth1 No

loT: MQTT EthO/Eth1 No

loT: REST Server EthO/Eth1 No
ModBus Server/Slave P1/P2 EthO/Eth1 No

vlQ (Synapsys Solutions Trend connection) EthO No
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THE UNIT
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This product has a smart casing which permits for safe, quick, and simple installation on DIN rail in
an enclosure. The hardware includes an internal web-based Configuration pages, designed to
simplify the engineering and configuration of the interface, displaying values and reporting alarms.
This set of pages simplifies the configuration of communication requirements for each selected
driver and allows the value of each input point to be linked to the output points of the selected

driver.

It provides a web page used to

o define the connection to the local IP network
o select required drivers, and define the communication requirements for the selected driver
e create/define the required points from the selected driver
e link selected input point of the selected driver to necessary output point of the selected driver

e  perform product service/maintenance tasks

3 - Holsing epsters 19215825

2 3-Holing registers 1216826

3 Hokdng regsters V216625

s 3- Holing registers WENGELE

3- Hukng regrsders TLIEE2E

- Hokdng regissivs TERIER2E

1 Hoking regsters 1212

| 3 - Hoking ragistivs 1RIELZE

1- Holding regsters TE2IE2E

W 3 - Hoding regsters WEIGH2 6

n 3 - Holding registers V216825

¥

7

7
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1.2 SYSTEM OVERVIEW

The unit provides a hardware and software connection between devices communicating via an
Input protocol and an Output protocol.

Note Any protocols not supplied at start, may be available in future release.

Serial RS485 ModBus Client/Master
serial RS485 connection

Mitsubishi AE200/EW50

Eth0 Eth1 )
Serial RS232 ModBus Client/Master
serial RS232 connection

Email/ FTP (Secure FTP) L __ ModBus TCP/IP
Reporting via Data Acquisition Client/Master connection

or direct MySQL query %
MgSl\fl\L . I N Trend BMS via viQ
| UDP: <single UDP> v connection

LAN: <single LAN> ——
vlQ OSs: <max 100> R

VCNCs: <2> T

loT MQTT Client

T T e —  BACnetIP Supervisor

T port: <BACO> - connection
Network: <3700>
loT MQTT Client BIC Servers: <max 100>
loT REST Server _ ModBus TCP/IP

Client/Master connection
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CONFIGURATION

This section describes the process of allowing the data at devices connected to the Mitsubishi
Centralised Controller, to be made available to a local BMS network. It explains the specific
configuration.

Procon MelcoSIP+
Configuration - User Guide

Each product is password protected to prevent unauthorised access to the parameters that define
the operation of this product.

The Configuration pages include the

Local IP settings used to configure the unique
identity of this product connected to an IP (Internet
Protocol) network.

Global settings page used to configure details that
relate to the hardware for reporting.

Manage drivers page used to determine the required
drivers and configure the communications
parameters (Comms settings) ensuring
compatibility with required protocols.

Define points page used to create/define the Input
protocol driver and Data Acquisition driver points,
with additional protocol specific parameters to ensure
correct values are transferred between Input protocol
driver and Data Acquisition driver.

Link points page is used to link an Input protocol
driver point to an Output protocol driver point, with
appropriate security parameters if necessary.
Admin page used to configure the login security of
this product.

To configure this product, follow the
Contents page and/or section headers as a
basic level of commissioning instructions.

&
£
&
de
%

=

O

CONFIGURATION

Manage Drivers

Define Points

Link Points

Add/Remove drivers

>
Add points to drivers >
>

Create links between points

IP config

Configure IP settings

Global settings

SIP configuration

MAINTENANCE

>
>

Backup & restore >

Configuration transfer

OTHERS

Logout
Logout from page

: |
—
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2.1 CONNECT TO THIS PRODUCT

When this product has been correctly installed the communication protocols and the required
parameters must be configured.

Remember If this unit is installed in a system, the controllers must also be configured.

Note Each product is supplied with a default IP address. This is used to identify the
product on the IP network, and it must be changed and assigned a unique IP
address according to local company network policy.

Before configuring this product, ensure it and the computer are in the same IP range. Typically, a
fixed IP address is used because the computer performs communications with individual products.
The computers’ IP address is displayed on the ‘TCP/IP Properties’ dialog by selecting,

# Start > Control Panel > Network Connections > Local Area Connection > Properties > TCP/IP > Properties
To connect to this product
1. After physically connecting the computer to this product using an appropriate Cat 5e cable,
open a web browser application.

Tip! Mozilla Firefox is commonly used by our engineers. Other browsers can be used
but may display unexpected problems.

2. Type the required IP address. An IP address must be entered using the standard 32-bit
dotted-decimal notation.

Default IP address - 192.168.1.128 (255.255.255.0)

=0 S8 Musiprotocol [Login X

« c @

The ‘Login’ page will appear.
¢ Alternatively, launch the Configuration Tool in the default web browser by selecting

# Start > All Programs > Accessories > Run
and type the default IP address, including http:// in the dialog that appears. Press ‘OK’ to
confirm.

Note The product can also be installed in a secure site. Type https://<IP address> and
confirm the secure certification request as necessary.

6 Issue 2, Apr. 2023
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Note

Enter the ‘User’ name and ‘Password’ and press
‘Login’ to display the ‘Main Menu’ options.

If the valid ‘User’ name and ‘Password’ fails to
launch the configuration page, check this
product is connected and IP communication has
been established. Press ‘Refresh’ to verify the
connection. Clear the web browser cache
(generally <Ctrl>+<Shift>+<Del> will display the
‘Delete browsing history’ dialog). Press
‘Refresh’ to verify the connection.

Procon MelcoSIP+
Configuration - User Guide

User: Admin

Password

Login

n
cl
J

If necessary, acknowledge the ‘Time mismatch’ warning dialog. This indicates the time
currently set in this product differs from the time currently set in the PC by more than 5 mins.

This warning only appears after the correct Username and password is entered on
the ‘Login’ page and will not appear again until the browser is reloaded or

refreshed.
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2.2 CONFIGURE THE IP SETTINGS

The IP config parameters make this unit compatible with the connected IP network.

1. Press ‘IP config’ to display the Transmission Control Protocol and Internet Protocol (TCP/IP)
parameters that identify this unit on an IP Network.

Note TCPIIP is the communication protocol used for networks, including the Internet. A
specific range of configured IP addresses can be used to group units in networks
or subnets.

¢ If necessary, change the ‘Hostname’. This is a 15-character label (including ‘-’ and ‘_’)
and numbers, assigned to this product and linked to the IP address related to Eth1. The
IP address may be derived from the DHCP (‘DHCP enabled’ is ‘I4).

Tip! The Hostname is common across both Eth0 and Eth1 ports.

Eth 0 Eth 1

(o] o] o [
B

IP address:

Subnet mask:

10.255.255.255

DHCP: [T [

Broadcast [P: 192.168.3.255

: _>
Eth0 netw Eth1 neﬁ:.
(192.168.1 (172.nnn.n
Note The ‘Broadcast IP’ is the logical address used for datagrams to all connected IP
devices.
Caution Do NOT define the same IP address subnet range on both Eth0 and Eth1.
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- change the IP address, Subnet

mask’, and ‘Default gateway’ of
‘Eth1’, typically the fieldbus IP

address range, (and ‘Eth0’, typically EEE > | | o | o [l o] o f o] o]
for the BMS IP address range) soctmesc [ I B
according to local network policy.

’ Po e | I D I
The IP address provides a unique
. . ) Broadcast IP: 192.168.3.255
identification of a product on the IP

network. The Subnet Mask is a DHCP: = =
configurable range of accessible IP

addresses, and the Default Gateway is

used to direct communications to IP

addresses not in the defined Subnet

Mask.

Eth 0 Eth 1

Tip! ‘SIP Search’ discovers Synapsys Solutions designed products if connected to a
compatible IP address range.

Caution Do NOT use the same Subnet range on both Eth0 and Eth1.

(LAN 1) Subnet 1 = (LAN 2) Subnet 2 =
192.168.123.2 to 19 - 192.168.123.65 to 19
(Subnet Mask 255. (Subnet Mask 255.2

Gateway = 192.
(LAN 3) Subnet 3 = |
192.168.123.129 to 19
(Subnet Mask 255.2

(LAN 5) Subnet 1 = (LAN 4) Subnet 4 =
192.6.41.2 to 19 -_ 192.168.123.193 to 19
(Subnet Mask 25 (Sithnat Mask 255 2

Gateway 192.1

Gateway = 17-

9 Issue 2, Apr. 2023
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DHCP (Dynamic Host Configuration Protocol)
configuration. This is a computer networking
protocol used by devices (DHCP clients, i.e.,
this product) on a network to automatically
obtain IP address from a DHCP server. When ‘Hostnan.

‘M’ the IP network parameters are assigned by IP Addre

the DHCP server. DHCP s
(192.6.41

(192.6.41

Caution The DHCP Server can be configured to
assign an IP address as required. The IP
network MUST be managed appropriately
by qualified personnel.

¢ If necessary, change the ‘DNS server’ (Domain Name System), the ‘NetBIOS’ (Network
Basic Input/Output System) and the ‘mDNS’ (multicast DNS).

Tip! The ‘DNS Server’ applies to both Eth0 and Eth1 port. Use on site DNS Server where
possible.

DNS server (Domain Name System). This is

the IP address of the server that manages the ol
translation of the configured ‘Hostname’ into ons sever BRI 3
an ‘IP Address’ that may change if ‘DHCP ----
Enabled’ is set ‘M. NetBios: | OFF

Remember The ‘DNS server’ may need to be configured mDNS: [ e

to support non-Microsoft clients. It may
also be integrated with the DHCP Server.

NetBIOS (Network Basic Input/Output System) configuration. This manages the IP
address and Hostname (NetBIOS name) resolution of each device via the ‘DNS server'.
Typically, this will only be enabled (‘t4’) when multiple products have the same 15-
character Hostname.

mDNS (multicast DNS). This is a computer protocol that resolves hostnames to IP
addresses within the local.

Caution Ensure the mDNS hostname includes ‘.local’ when defining a connection to a
device which has mDNS enabled, e.g. SIPIP-E3-00-00.local.

Do NOT enable both NetBIOS, and mDNS at the same time.

2. Press ‘Save’ to confirm the changes, as necessary.
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2.3

Tip!

2.31

Note

2.31

CONFIGURE THE GLOBAL SETTINGS

Procon MelcoSIP+

Configuration - User Guide

These parameters are used to manage details used to identify each device on the IP network, the
source of report files sent via email or FTP and ensure the report timestamps are as correct.

These parameters can also be changed using the SIP Data Tool.

Change the Site name and SIP name details

If necessary, configure the ‘Site name’ and ‘SIP name’ for identifying this hardware in the

browser, and the generated report files.

Site name. Used to identify the site via a
web browser and is the first section of
the report filename.

SIP name. Used to identify each
hardware device via a web browser and
is the first section of the report filename.

SIP configuration

Sitename Support Board

SIP name: SIP+ Interface

Fing Time setting

Reboot

Both parameters support a maximum of 64 (UTF-8) characters and numbers.

Change the local Time settings

1.

Caution

Caution

Press ‘Time setting’ to display the hardware applicable clock settings. These values are
used for the Timestamp details in the reports derived from the Data Acquisition driver.

Ensure the time is set correctly, to provide valid reporting data.

Change the local Time settings on the ‘Set
time and date page’.

¢ Press ‘Now’ to update the time and
date according to the time and date of
the PC connected to this hardware.

¢ If necessary, set the ‘Time Zone’
according to the site.

Alternatively, define an NTP Server on the
use ‘Set NTP Server page to manage the
local time settings.

Only use 1 (one) means of time
synchronisation, e.g product Time
zone setting, or NTP Server or
BACnet time synchronisation or
Trend Timemaster.

Press ‘Save’ to confirm changes.

Set time and date

Set time and date

NTP Server

Sync time daily at

Sync time on boot

poolntp.org

disabled

Set NTP Server

Time/Date is correct
Time
09:56

Time Zone

Universal ~

Set NTP Server

Issue 2, Apr. 2023
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2.3.2 Use the Ping command

The Ping feature can be used to confirm connectivity to a defined host on an Internet Protocol (IP)
network.

1.

Caution

Press ‘Ping’, to display a page used to confirm the valid IP connection to a specified IP host
device.

Enter the required web url, IP address Hostens

or Hostname. www.synapsys-solutions.com

Press ‘Ping’, and ensure the dialog
shows the number of sent packets
matches the number of received
packets.

Some IP network may NOT allow
the Ping command.

2.3.3 Use the Reboot

The Reboot feature simply performs a power cycle of this device.

12
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2.3.4 Installing Webserver certificates

The Webserver certificates feature is used to add compatibility for secure communication using
Transport Layer Security (TLS), IP port 443, over a defined domain on a site computer network.

Caution Internet access is required. The site IT team MUST provide appropriate https
‘base64 pem format’ certificates, a valid url for the device, and ensure the site DNS
server is set correctly. Do NOT distribute certificates without consent from the site
IT team.

Remember This hardware is supplied with a self-signed certificate, which only permits secure
access to the web page after the user has accepted the risk, as shown in the
browser.

1.  Press ‘Webserver Certificates’ to show a page used to install https certificates applicable to
the site domain.

2. Press the appropriate button and select the
relevant https security certificate.

Web server certificate

CA Certificate @ Cliant Certificate & Kay File &

i. Press Client certificate, Choose a file
button to show the Open dialog used to m m
locate and select the required Client

certificate. st con @) i @) s @

Webserver security with CA enabled
Caution The Client certificate file is used to
validate the Key file and CA
certificate on selection.

Tip! Choose the Key file first if it includes

the Client certificate file, as
confirmed by the site IT team. @ cose o

ii. Press Key file and CA certificate, Choose a file button to show the Open dialog used to
locate and select the required Client certificate.

3. Press ‘Apply’ to confirm this certificate and close the page.

Tip! The https web page access can be removed by pressing the ‘Reset back to default’
button. The hardware will then use the self-signed certificate. If the hardware fails
to respond via https secure web browser access, please have a USB available and
contact the office.

4.  Use the product hostname, provided by the site IT team, to access this device.

13 Issue 2, Apr. 2023
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2.3.5 Configure the Email Settings

The ‘email settings’ feature is used to define the smtp mail server details required to send (csv)
reports to designated email accounts.

The mail process supports standard mail server login process, and OAuth2 authentication standard.
Standard authentication, allowing a simple username and/or password to access the mail server.

OAuth open standard for authentication allowing users to grant third-party access without sharing
their credentials. MFA uses a combination of a password, hardware token, and/or a biometric scan
to verify the user's identity. OAuth uses tokens to authenticate users.

Tip! Having access to the define mail server account, Sent folder, will assist in
confirming the test report has been sent.

1. Define the required mail server settings.
Authentication. Used to define the authentication required to send email reports.

¢ No authentication. Used if the email iz
account on the defined mail server does
not require a password.

Authentication: No authentication

Server (name or IP): smitp.gmail.com

Server (name or IP). Used to define the - 567

mail server used to send reports via oyopsysagmailcom
email. Set as the Server name, i.e.,,

smtp.gmail.com or local IP address

according to local IP Policy.

Tip! A domain mail server (e.g., Office365) or a public mail server (e.g., Gmail, can be used.

Port. Used to define the IP port required to access the defined mail server.

Tip! Typically Port 25 is used for onsite mail server, Port 465 is used for SSL secure
encryption connection type and Port 587 is used to TLS (StartTLS) secure
encryption connection type.

From address. Used to define the email account in the mail server for sending csv files.

Caution This MUST be a valid/registered email address in the defined mail server.

Email test. Used to launch a page, used to

define a mail account that receive a test

email, and is used to test the mail server == synapsysegmail.com
details.

Press the Email test button, enter the mail
account used to test the mail server details,
and press Send to send the test report.
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¢ Login and CRAM-MDS5. Used if the emiseies
email account on the defined mail
server requires a password for the
Login to send an email.

Server (name or IP) smtp.gmail.com

Port: I 587

Set mail server details as required. From atess [synapsyseemailcom

Connection type: Use STARTTLS
Server (name or IP). As above.

Username: synapsysegmail.com

Port. As above. Passuort ev—

Tip! Typically Port 25 is used for onsite N
mail server, Port 465 is used for
SSL secure encryption connection
type and Port 587 is used to TLS
(StartTLS) secure encryption
connection type.

From address. Shows an email address used to define which device sent the report.
Caution This MUST be a valid/registered email address if using a local email server.

Connection type. Used to define the secure encryption connection type required by the
mail server. Typically, this corresponds to the Port settings.

Tip! Typically Port 25 is used for onsite mail server, Port 465 is used for SSL secure
encryption connection type and Port 587 is used to TLS (StartTLS) secure
encryption connection type.

Username and Password. Used to define the login credentials required to access the
mail account in the defined mail server.

Email test. See above.
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Tip!

Caution

Tip!

16

Generic OAuth 2. Used if the email account on the defined mail server requires multi-
factor authentication as specified by OAuth2.

Configure mail server as required.

Server (name or IP). As above.

Auth method. Used to define the e
authentication method required for
using the defined mail server.

Port. As above.

1002607021116-vgm7smt! bb7g2lhtm5vs7t08rfhgc.apps.googleusercontent.com

Client secret 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

Typically, Port 25 is used for onsite
mail server, Port 465 is used for SSL
secure encryption connection type
and Port 587 is used to TLS T T
(StartTLS) secure encryption ... e ey T
connection type.

Refresh toke 1//03ERY UlrSxIZWC gVIARAAGAMSNwF-LOIrkdlF dw TN Bzxxr2Di5i TizeAKPSHIOWOGFXFY
Token UAL https://accounts google.com/o/oauth2/token

AuthURL: htps://accounts google com/o/oauth2/auth

From address. Shows an email address used to define which device sent the report.

This MUST be a valid/registered email address if using a local email server.

Connection type. Used to define the secure encryption connection type required by the
mail server. Typically, this corresponds to the Port settings.

Username. Used to define the mail account requesting access to the defined mail server.
Ensure a valid Username is defined, and is the same as the From address.

Client id. Used to define the string of characters/numbers identifying this device to the
mail server. This is provided when configuring the mail server.

Client secret. Used to define the code required to verify/authenticate the Client id to the
mail server via a string of characters/digits. This ensures the access token request is
made only from the configured application, and not from an unauthorised site. This is
provided when configuring the mail server.

Refresh token. Used to show the token required to allow the application to access an
API and accept new access token.

Token URL Used to define the resource server providing the access token.

Auth URL. Used to define resource server for exchanging an authorization code with an
access token.

Scope. Used to define the resource server that specifies what APIs are permitted by this
account.

Auth server cert URL. Used to define the resource server certifying the connection to
the API.

Email test. See above.
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Google OAuth 2. Used when accessing the Google email account on the defined mail
server requires multi-factor authentication as specified by OAuth2.

Configure the Google mail portal (available from the hyperlink below) before
configuring this product mail server settings.

This provides the Client ID and Client secret as required to use the Gmail OAuth 2
authentication and may have already been completed by the site IT team.

https://console.cloud.google.com/welcome

Configure the Gmail server as required
Server (name or IP). As above. mai setings

Port. As above. Authertiction: T

Server (name or IP): smtp.gmail.com

Typically, Port 25 is used for onsite
mail server, Port 465 is used for SSL
secure encryption connection type From s synapsys supportSgmeilcom
and Port 587 is used to TLS Connection type Use STARTTLS
(StartTLS) secure encryption
connection type.

Port: 587

synapsys.supportegmail.com
Client id: 1002607021116-vem7smtksuObb7q2lhtm5vs 7t98rfhgc.apps.goo,

Client secret: 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O

From address. Shows an email
address used to define which device Ot 2 sutrorisation
sent the report.

This MUST be a valid/registered
email address if using a local email
server.

Connection type. Used to define the secure encryption connection type required by the
mail server. Typically, this corresponds to the Port settings.

Username. Used to define the mail account requesting access to the defined mail server.
Ensure a valid Username is defined.

Client id. Used to define the string of characters/numbers identifying this device to the
mail server. This is provided when configuring the mail server.

Client secret. Used to define the code required to verify/authenticate the Client id to the
mail server via a string of characters/digits. This ensures the access token request is
made only from the configured application, and not from an unauthorised site. This is
provided when configuring the mail server.

OAuth 2 authorisation. Used to complete the Google Mail server authorisation using the
configured Client ID and Client secret to validate this account with the API, see below.

Email test. See above.
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To configure Google OAuth 2 mail server settings, after completing the Google Mail
server setup

Enter your Client id (A) and Client e
secret (A) obtained during the
configuration of the Google mail

Authentication: Google DAth 2

Server (name or IP): smtp.gmail.com

server portal.
Port: 587
Press Save to confirm the changes. synepsysegmailcom
Connection type: Use STARTTLS
Username: synapsys@gmail.com
Client id ° 1002607021116-vgm7smtksuObb7q2lhtm5vs7t98rfhgc.apps.google
Client secret: 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O

OAuth 2 authorisation e

Email test

Press Oauth2 authorisation (B), to

show a message confirming the mail . i sccout e sty coneuee continue oy it youare sure
account is already configured via the

Google mail portal.

Press Send to overwrite any existing

Client id and Client secret and show a ©
message confirming the OAuth 2 URL

has been received.

Press OAuth 2 authentication to open a
browser and show the Google mail Server .. e pece o e 22 mtnoricston bution

. . This will open a new tab in your browser, then follow the ins
sign in page.

Immediate access is granted if this
account is already logged in.

On the web page, ignore the ‘Google has not been verified this app’ message and
press Advanced to show a ‘go to (the name of your app) (unsafe)’. Select ‘go to (the
name of your app) (unsafe)’ option, read the instructions, press ‘Continue’, and wait for
the browser to show it is unable to connect.

Ensure the browser shows the product IP Address, edit as necessary.

http:/llocalhost/?code=4/0AWgavddwz... should read
http://192.168.11.62/?code=4/0AWgavddwz....

Refresh the browser to show the ‘Authorization process completed’ message.

Close all unnecessary pages, and test the email process.
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Microsoft OAuth 2. Used if the mail account on the defined Microsoft mail server requires
multi-factor authentication.

Configure the Microsoft Azure portal to provide the Client ID and Client secret as
required to use the Microsoft Domain OAuth 2 authentication (available from the
link below) before configuring the Microsoft Admin Portal.

https://portal.azure.com/#home

Configure the Microsoft Admin portal before configuring this product mail server
settings. It may have already been completed by the site IT team.

https://admin.microsoft.com
Configure the Microsoft Domain mail server as required

Server (name or IP). As above. Email setings

Port AS above Authentication: Microsoft OAuth 2

meorIP) smtp.office365.com

Typically, Port 25 is used for onsite
mail server, Port 465 is used for SSL
secure encryption connection type
and Port 587 is used to TLS
(StartTLS) secure encryption e Synapsyz@office36s com

connection type Ctent i 1002607021116-vgm7smtksu0bb7a2lhtmSvs7t98rfhec.apps.google

Client secret: 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

Port: 587

synapsys@office365.com

Use STARTTLS

From address. Shows an email
address used to define which device
sent the report.

This MUST be a valid/registered email address if using a local email server.

Connection type. Used to define the secure encryption connection type required by the
mail server. Typically, this corresponds to the Port settings.

Username. Used to define the mail account requesting access to the defined mail server.

Ensure a valid Username is defined.

Client id. Used to define the string of characters/numbers identifying this device to the
mail server. This is provided when configuring the mail server.

Client secret. Used to define the code required to verify/authenticate the Client id to the
mail server via a string of characters/digits. This ensures the access token request is
made only from the configured application, and not from an unauthorised site. This is
provided when configuring the mail server.

OAuth 2 authorisation. Used to complete the Google Mail server authorisation using the
configured Client ID and Client secret to validate this account with the API, see below.

Email test. See above.

To configure Microsoft Oauth 2 mail server settings
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Enter your Client id (A) and Client ===

secret (A) obtained during the ... T
configuration of the Microsoft Azure ... Camtpgmaitcom |
portal. ..,
Press Save to confirm the changes. Fromaddess (synapsysegmalcom e
foR——
— [ yrapsysgmailcom
crents °I 100260707116-vgm7smiksuObTq2intrSvs M9Brfge apps gooel
Client secrets | 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

OAuth 2 authorisation e

Email test

Press Oauth2 authorisation (B), to

ShOW a message Conflrmlng the mall It appears that this account was already configured, continue only if you are sure.
account is already configured via the
Microsoft Azure portal.

Press Send to overwrite any existing
Client id and Client secret and show a _

e ( T
message confirming the OAuth 2 URL
has been received.

Press OAuth 2 authentication to open a

browser' DauthZ URL received, please click the "0Auth 2 authorisation® button
This will open a new tab in your browser, then follow the ins2==x

Tons.

Immediate access is granted if this
account is already logged in.

OAuth 2 authorisation

The Microsoft Domain Azure portal will show ‘Permission requested’, and wait for the
browser to show it is unable to connect.

Ensure the browser shows the product IP Address, edit as necessary.

http://localhost/?code=4/0AWgavddwz... should read
http://192.168.11.62/?code=4/0AWgavddwz....

Refresh the browser to show the ‘Authorization process completed’ message.

Close all unnecessary pages, and test the email process.
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24 MANAGE DRIVERS

The ‘Manage Drivers’ page is used to get values from parameters in devices connected to a
Mitsubishi Electric Centralised Controller via the Melco driver, and allow a required protocol driver,
to make these values available to a third-party system, i.e., BACnetIP server, loT (MQTT/REST
server), ModBus Server/Slave (Serial or TCP/IP) or vIQ (Trend BMS).

This product supports a maximum 4 (four) Mitsubishi Melco driver instances, e.g., 1 Melco driver
instance per centralised controller, and the following interface drivers, 1 x BACnetIP, 1 x loT:
MQTT/REST Server, 1 x ModBus Server/Slave, and 1 x vIQ (Trend BMS).

241 Manage the required drivers

1. From the main menu, select ‘Manage Drivers’ to a page that permits the specification of the
required Drivers.

2. Press' ’ to automatically add a default driver.

ETHERNET 0 Dashboard
ETHERNET 0 UDP5T620
ETHERNETO

BACatMSTR SERIALZ
MBus Master Slice MBS Master 2
MBus Master ETHERNET
ModBus Slave SERIALL
MQTT Client ETHERNET
REST client ETHERNET

Trend

1
1
1
1
1
2
ModBus Master 1 ETHERNET
1
1
1
1 ETHERNET
z

ETHERNET

3.  Select the required Driver from the available options.

21 Issue 2, Apr. 2023



©

22

SYNAPSYS Procon MelcoSIP+

BUILDING INTELLIGENCE

Caution

Configuration - User Guide

Select the ‘Port’ type related to the specified Driver, e.g., Melco driver with ‘Ethernet’ port
will communicating with the Mitsubishi Centralised Controller according to the subnet range
of the selected IP port.

*

The Trend BMS network (connected via the viQ driver) MUST be physically
connected to ‘Eth0’ and in a compatible IP address range.

Select Ethernet for the connection via either ‘Eth0’ or
‘Eth1’ port.

EthO ne Eth1 net
(192.168. (172.nnn.n

Select Serial 1 for the connection via the RS232 port. Used for RS485
ModBus Slave Serial Master supporting RS232 connectivity. L

Select Serial 2 for the connection via the RS485 port. Used for
ModBus Slave Serial Master supporting RS485 connectivity.

T
RS232 Portl

If necessary, type a meaningful label in the ‘Alias’ field. This is to provide a simple method of
identifying the purpose of the corresponding driver.

Press ‘ " to show a page used to define the communications setting according to the
selected driver and port combination.
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Manage Melco Driver Settings
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When ‘Driver’ is ‘Melco’ and the ‘Port’ is ‘Ethernet’ set the Melco comms settings.

Each Melco driver supports a connection to 1 (one) Mitsubishi Centralised controller, e.g., 1 x
AE200 and 2 x EW50 (150 indoor units max) is total of 3 x Melco drivers.

Synapsys Solutions products terminate and re-establish the IP connection to allow

other products to query the device.

On the ‘Settings’, if necessary, change the ‘IP Address’, ‘VFC type’, ‘New setting comparison’,
‘Polling Interval’, and ‘Energy’ parameters, used to define the slave communications requirements.

IP Address. Used to define the centralised controller providing M-Net device values.

VFC type. Used to determine the VFC
(Volt-Free Contact) action required to
assert the fire alarm. Set ‘Make on fire’ to
close the VFC and assert a fire alarm via
the ‘Forced-Off message to the centralised
controller. Set ‘Break on fire’ to open the
VFC and assert a fire alarm via the
‘Forced-Off message to the centralised
controller.

IP address:

WFC type:

New setting comparison:

Polling interval:

Energy:

192 168 1 1
Make on fire
On

30 seconds

Disabled

Ensure the VFC is connected to the U1 port. The VFC type sends the ‘Forced-Off’
Set command to the centralised controller every 5secs. While the ‘Forced-Off’ is
Set all connected indoor units are switched off and all remote-controllers are
disabled until the ‘Forced-Off’ Reset command is issued. This ensures that any
subsequent ‘Forced-Offf command sent via the linked interface driver is not

overridden.
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New setting comparison. Used to
define when values from the linked
interface drivers write to the centralised
controller. Set ‘On’ to only send an
updated value from the linked interface
driver, e.g., setpoint of the indoor unit 1
is 22°C and the BEMS sends 23°C. Set
‘Off’ to send a repeated value from the
linked interface driver, e.g., setpoint of
the indoor unit 1 is 22°C and the BEMS
sends 22°C again.

Polling interval’. Used to define how
often the interface driver points are
updated with the values updated from
centralised controller via the Melco
driver.

Example
Centralised
Controller

Unchanged
Value
ignored

4___

Changed
Value
processed

<—__

Example

Centralised
Controller

Procon MelcoSIP+
Configuration - User Guide

New setting comparison On

Reads Centralised
Controller
22

I 22

—

22 |

- | 22

22

— > 22

—

23 |
- | 23

Interface
chanages value

—>

—»

New setting comparison Off

Reads Centralised
Controller

Interface
chanaes value

22
22

Unchanged 22
Value 22

processed

Centralised
Controller

Changed
Value

Reads Centralised
Controller

processed \— — ———

Polling interval

Interface
chanaes value

22
22
23
23

Energy. Used to confirm energy usage values are available in the centralised controller. Set
‘Enabled’ to read the indoor unit energy usage value from the centralised controller. Set
‘Disabled’ to ignore the indoor unit energy usage value from the centralised controller.

Energy values from compatible indoor units are only read from the centralised
controller on start-up and between 1:00-1:30am.

Ensure the Data Acquisition reporting time is after 02:00 to allow all AE200 energy

data to be processed.
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Dual setpoint. Used to define the operation of centralised controller as single Setpoint mode,
i.e., as per Mitsubishi AG150 and earlier AC controllers, or dual Setpoint mode, i.e., as per the
Mitsubishi AE200. When the operation mode is set to the Auto (dual set point) mode, two pre-
set temperatures (one each for cooling and heating) can be set. Depending on the room
temperature, indoor unit will automatically operate in either the Cool or Heat mode and keep
the room temperature within the pre-set range. Set ‘On’ when the compatible centralised
controller is in Auto mode and when the operation mode is set to Auto or Setback and all
indoor units support two setpoint temperatures for Cool mode and Heat mode. Set ‘Off’ when
the centralised controller is in Auto mode and when the operation mode is set to Auto or
Setback any indoor unit on the M-Net does not support two setpoint temperatures.

Caution The Dual Setpoint mode function is supported only when all connected indoor
units, remote controllers, and system controllers in the given group features the
function.

Tip! Refer to Mitsubishi Centralised controller documentation, for details about Dual

Setpoint functionality.

Example Dual Setpoint in Auto mode. Room temperature changes
according to changes in the

outside temperature

Preset temp. g \
(Cool) e ; T/ _Fgéom
i Temperature

Preset temp. |
(Heat)
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When ‘Driver’ is ‘BACnet’, the ‘Port’ is either Ethernet 0 or Ethernet 1, configure the BACnetIP
comms settings.

Remember

Tip!

Note

This product only permits 1 (one) BACnet driver instance.

BBMD enable. Used to allow this
device to receive a unicast ‘Who-is’
message from a device on a
different subnet range and send a
‘Who-is’ broadcast message to
devices in this subnet range. It is
used in conjunction with the ‘BDT
List and ‘FD List’ pages shown
beside the ‘Settings’ option.

IP routers do NOT permit

Broad
messAa

A‘?IA 192.168.1

172.16

-
7R

Unica
messal

V1
1
(1
w

L--—-"

messa.

broadcast messages. A BBMD (BACnet Broadcast Message Device) sends a
unicast message to the specified BBMD device on the other subnet range.

A ‘Who-is’ message is sent by other BACnet devices that need to acquire the
address information of other devices without creating more network traffic. Other
BACnet devices respond with an ‘l-am’ message. This hardware automatically send

an ‘l-am’ message on start-up.

On the ‘Settings’, if necessary, change the hardware BACnet ‘Device instance’, ‘Device name’,
‘Location’ and ‘Description’ settings.

Tip!

Caution

26

Device instance (range 0 to 4194303),
Used to identify this device in the
BACnetlP network via a numeric
reference.

Use the first 4 digits as a
reference to the BACnet
network, i.e., Network 4709 is
Device instance 4709000.

Sattings BOT List Flist

BACnat sottingz

470900

jica rmma Router Device

Suppart Board

Description SIP and Slices

Device name. Used to identify this device in the BACnetIP network via a Human readable

identifier.

Use third party BACnet explorer to ensure the ‘Device instance’ and the ‘Device

name’ is unique.

Location. A freeform location text used to indicate the physical location of this product in the

BACnet/IP based control system.

Description. A freeform text field.
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On the ‘Settings’, if necessary, change the hardware BACnet ‘Network number’, ‘BACnet IP Port’,
‘DCC Password’, ‘Time sync’ and ‘Accept object changes from BACnet’ settings.

Network number (range 1 to 65534, default: 0)) and ‘BACnet IP Port’ (range 0 to 65535,
default: 47808(BACO0)). Used to define the connection of this device and the virtual BACnet
client device on the BACnetlIP network.

Network no.: 3700

BACnet IP Port: 47808 (BACO)
Router Device Instance: 11111111
Client Device Instance: 11111112

BACnet Internetwork

Network no.: 4700

BACnet IP Port: 47808 (BACO)
Router Device Instance: 11111111
Client Device Instance: 11111112

T-
1

E‘Jj- E"“j- E"“j-
=
Network no.: 3701
BACnet IP Port: 47808 (BACO)
Device Instance: <unique>
Caution

27

Network no.:7814
BACnet IP Port: 47814 (BAC6)
Device Instance: 33333333

Network no.: 7814
BACnet IP Port: 47814 (BAC6)
Device Instance: 33333334

Ensure a unique ‘Network number’ is configured for each product on the BACnetIP
network and all devices that need to communicate with each other are using the

same ‘BACnetIP Port’.
DCC Password. Used to permit the DCC

Lescription:

(Device Communication Control) and RD
(Reinitialise Device) operations.

Metwork number:

Time sync. Used to enable/disable a time

synchronization broadcast message from a
Time Master device (client) to adjust the
time and date in this device.

BACnet IP port:

DCC password:

Time sync:

Accept object changes from BACnet

(i.e., Read Only). Used to enable/disable

changes to Object instance values in this

device.

3708

47808

Accept object changes from BACNet: ON
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Who-is min and Who-is max (Service
Parameters). Used to define the range of
addresses that are expected to respond to
the ‘Who-is’ message sent from this device.

APDU Timeout’ and APDU retries. Used
to define the number of ms this device will
wait until repeating the request, and the
number attempts the request will be made
respectively.

Only set ‘Slow mode’ following

instruction from Synapsys Solutions.

Points failure threshold. Used to define
the number of consecutive failed requests
from a device to determine when a

communications failure state is indicated.

Procon MelcoSIP+
Configuration - User Guide

ACCEPT ODIeCT CNanges Irom DAL INET: O
ACCEPT ODJECT CNanges Trom DACNET U

Wha is min: 0

Wha is max (max 4194303): 4194303

APDU timeout (millisecands): 3000

APDU Retries: 2

Slow mode : [ OFF

Points fail treshold: 20
Failure Failed request count
count according to Comms

255 failiira threshanld

Comms failure

20 threshold

(2 Min)}|
1

Comms Comms failure
re-established threshold reached
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On the ‘BDT List’, change as necessary

¢ Press ‘BDT List’ manage the BBMD references for devices on different subnet ranges.

Press * " to add a BBMD reference. Enter the BACnet BBMD IP Address.

If necessary, change the Remote
UDP (BACnet network number). F—_
i i
Tip! The ‘Remote subnet’ should
remain at 255.255.255.255. This will o
allow the broadcast ‘Who-is’
. Broad
message across the entire mess’
‘Remote IP Address’ range. AAA 1921681
Vit
Press ‘' to remove a selected i
BBMD reference. I
Caution Ensure the BACnet Device on the

other subnet range is suitable.

On the ‘FD List’, change as necessary mess

¢ Press ‘FD List’ (Foreign Device List)
showing a list of devices on different Settings B0 Lt Fotist

subnet ranges, the TTL (Time To Leave) B R I sy

and Seconds Remaining.

Note The details will be removed when the
TTL has occurred.

¢ Press ‘Cancel or ‘OK’ as appropriate.

Caution Appropriate IT rules will be required for
inbound BACnet connectivity.
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244 Manage Data Acquisition Driver Settings

When the driver is ‘Data Acquisition’ and the ‘Port’ is ‘Ethernet’, set the Data Reporting settings.

On the ‘Settings’, if necessary, change the ‘Plot period’, and the ‘Only plot healthy points’ to

define the data reporting file constraints.

Plot period. Used to define when the
value is logged to the database.

Tip! The relationship between the
Plot period and the total
number of datapoints being
plotted determines the amount
of historic data that is stored.

Only plot healthy points. Used to set
a report field to null/empty if the data
source fails to provide a value.

Tip! A synchronised timestamp and
a real timestamp are logged in
the internal database.

e Press ‘Cancel or ‘OK’ as appropriate.

Plot period: 5mins

.
5 mins. A

Only plot healthy points 10mi
15 mi

30m
Thr
3hr
Ghr
Bhr
12hr
i

ns
ns
ins

Plot period: | 5 mins.

Only plot healthy points:

OFF

Caution Ensure the Data Acquisition reporting time is after 02:00 to allow all AE200 energy

data to be processed.
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2.4.5 Manage ModBus Server/Slave Driver Settings
When ‘Driver’ is ‘ModBus Slave’ and the ‘Port’ is
e  ‘Serial 1’ set the RS232 comms settings
e  ‘Serial 2’ set the RS485 comms settings

When ‘Driver’ is ‘ModBus Slave’ and the ‘Port’ is ‘Ethernet’ set the ModBus TCP/IP comms settings

On the ‘Settings’, if necessary, change the ‘Port number’ and ‘TCP Timeout’ parameters are used
to define the slave communications requirements.

Remember ModBus TCP/IP is an Ethernet network. Multiple masters are permitted but are
dependent on connected servers/slaves.

Port number (default: 502). Used to define the IP Port used for ModBus TCP/IP comms with
this ModBus Slave driver.

Tip! Ensure PC firewall is not . ..o S
preventing Modbus TCP/IP

comms via port 502. Port number: 502

TCP server Timeout. Used to define the =~ -7 servertimenutiseconds) 180

required number of seconds necessary to
determine when this hardware considers
the ModBus TCP/IP Master has
disconnected.

When ‘Driver’ is ‘ModBus Slave’ and the ‘Port’ is ‘Serial 1’, configure the ModBus RS232 comms
settings, or if the ‘Port’ is ‘Serial 2’ set the ModBus RS485 comms settings.

Remember ModBus RS232 is a single Master to a single slave connection. ModBus RS485
driver is a daisy-chained network of up to 32 unique slave addresses.

¢ If necessary, select the required e e
‘Baudrate’, ‘Parity’, ‘Data bits’,
and ‘Stop bits’. These values
must be the same as the
connected slave.

Baudrate: 9600
Parity: None

i . . Data bits: 8
Baud: Data transmission speed in

bps (bits per second). Stop bits: 1
Parity: Request Packet checking.
Data bits: Number of bits used for the data.

Stop bits: Number of bits used to signify the end of the ModBus message.
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2.4.6 Manage MQTT Driver Settings

When ‘Driver’ is ‘MQTT the ‘Port’ is Ethernet, configure the IoT: MQTT comms settings.

Caution

Tip!

MQTT requires an MQTT Broker. This can be an independent device, or available
from the cloud-based application.

An MQTT connection to Goggle loT core requires TLS connection using CA certificate.
This is generated when creating a Key Pair. The Key pairs can be created using OpenSSL
following the guidance given on the Google loT documentation.

https://cloud.google.com/iot/docs/how-tos/credentials/keys --- “Generating an RS256 key with a self-
signed X.509 certificate”

On the ‘Settings’, if necessary, change the ‘Client ID’, ‘Broker Address’, ‘IP Port’, ‘Version’, ‘Keep
Alive’, and ‘Batch Publishing’ parameters are used to define the requirement of the connection
to the MQTT Broker, and are available from the provider.

Tip!

Example

Example

Caution
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The MQTT Broker connection details are available from the provider.

Client ID. Used to identify this device to the MQTT : :
Broker.
SIPPLUSAOCSF2E00030.01
Google loT Core uses
192.168.3157
projects/{project-id}/locations/{cloud-

region}/registries/{registry-id}/devices/{device-id} P (o) fewtbmes)  Suifuisie
1883 1 600 o}

username Password

Broker Address. Used to identify the MQTT Broker

. :
being used, according to the MQTT host name or
IP address. This configuration is dependent on the PIEPLUSAOCRZEO0030.01
Broker Broker Address
192.168.3.157
Google loT Core uses prot e esp e pcart) Bt Publibing
1883 ‘34-1 " 600 0
mqtt.googleapis.com
e
IP Port. Used to define the IP network port used for

the MQTT protocol connection. Default: 1883.
When using TLS encryption, change IP Port to ‘8883’.

Version. Used to define the MQTT specification version required to connect to the Broker.

Keep Alive (Seconds). Used to define the period of inactivity in seconds until a ‘Keep alive’
message is sent to the Broker.

Batch Publishing. Used to define the number of seconds before the last recorded values are
Published as a single payload to the Broker.
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On the ‘Settings’, if necessary, change the ‘Username’, ‘Password’, ‘TLS’, and ‘CERT/PSK’
parameters are used to define the required authentication for the connection to the MQTT Broker.

Tip!

Example

Example

Tip!

The Authentication details should be available from the provider.

Username. Used to identify the user
requiring access to the MQTT Broker. This
configuration is dependent on the MQTT
Broker.

Google loT Core uses
google-iot-core.jwt

Microsoft Azure uses

oo = J ouu u
Username Password
Admin - esssesss
TLS
o) @ cerTOPsK

“{iothubhostname}/{device_id}/?api-version=2018-06-30"

where the iothubhostname is the full name of the loT Hub and the device_id is the

client id (as per above).

Password. Used to define the password
related to the User requiring access to the
MQTT Broker. This configuration is
dependent on the MQTT Broker.

Google loT Core uses
{project-id}

Microsoft Azure uses

[[=lak) | == J DUy U

Username Password
Admin | esssssss

TS

O ® erTO PSK

SAS Token, refer https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-mqtt-support

TLS. Used to define the encryption required
for compatibility with the Broker. If enabled
(On) the TLS security encryption is required
by the Broker, and certification will be
necessary. If disabled (Off) the MQTT does
NOT require TLS encryption.

[[le®] == J ouu U

Username Password
Admin | seesssss

TS

"o ® CeERTO PSK

CERT or PSK. Used to allow the configuration of the selected TLS security encryption. Enable
CERT to show each of the forms of certification, and the required password option. Enable
PSK to show the Pre Shared ID and Pre Shared Key certification option.

The necessary TLS security certificates are dependent on the Broker and should

be available from the provider.

Issue 2, Apr. 2023


https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-mqtt-support

@ SYNAPSYS Procon MelcoSIP+

BUILDING INTELLIGENCE Configuration - User Guide

2.4.7 Manage REST Server Driver Settings

When the Driver is ‘REST server’, the ‘Port’ is Ethernet, configure the REST comms settings.

https:. Defines the type of connection,

standard or secure, to the REST client on local _ e
IP network. Set On to connect via a secure http

(https:) using port 443. If Off a standard http

connection using port 80 is used.

Caution Compatibility with https: networks, requires a secure http certificate and key file.
A self-signed certificate is loaded by default. Device dedicated certificates can be
uploaded via the Global settings page.

2.4.8 Manage vlQ Driver Settings

When the driver is ‘vIQ’ and the ‘Port’ is ‘Ethernet 0’ set the vIQ comms settings.

On the ‘Settings’, if necessary, change the VCNC (Virtual Communications Node Controller),
parameters ‘Node(s)’, ‘Port(s)’, and ‘Timeout(s)’ to configure the ‘viQ Trend LAN connection to
the Trend network.

Tip! vliQ does not include modules that count towards the licence limit when used as a
connection to the Trend Internetwork.

Node. Used to define a VCNC node (1
(one) to 119) for this connection to this
Trend LAN on the Trend network.

Node Node

Caution A Node is equivalent to an OS 2 L
that is represented by the purt Port
corresponding OS in the Trend 10004 10000
BMS and MUST be unique. Node Timeout Timeout
2, Node 3, and Node 10 are 200 900
reserved.

Port. Used to define a VCNC IP Port
number related to the Node (1 (one) to
119) for this connection to this Trend
LAN on the Trend network.

Tip! When adding multiple products
to a single Trend LAN, increase
the lowest ‘Node’ and ‘Port’ R
number by 1 (one), but decrease
the highest ‘Node’ and ‘Port’
number by 1 (one).

Timeout. Used as a countdown timer to determine when the connection to the defined UDP
group has failed.
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On the ‘Settings’, if necessary, change the ‘Set UDP group’, and ‘LAN’ to define network of
compatible Trend devices.

UDP (User Datagram Protocol/group
number). Used to establish low-latency
and loss-tolerating connections with
other Trend devices in the group, on the
compatible IP address range.

Tip! The same LAN N
’ \
number can S osti ces
appear on ! ' UDP Group: 35498

. LAN: 12
separate sites. Human: Apartment (Site A) os27

Machine: AFD2EFG1-G07G-FFFG-G6B2-FGG90DD3EDFG
XA
0S42

0S11
UDP Group: 56712

Trer\'d Interne LAN: 12
P Addresslf Range (.‘“) Human: offices (Site B) 0s27

Machine: FAE6DCB7-A10A-DDDA-B2F8-DBB10EE6DECB R
°o®
0S42

0s11
1
' i UDP Group: 56712

! LAN: 13
\ - Human: offices (Site B) 0s27
\

\ N Machine: FAE6DCB7-A10A-DDDA-B2F8-DBB10EE6DECB
\ ' eo®
\ ’
NLY 0S42
IREN

L] Ju0

571612 [

1
1
1
1
1
1
1
1

LAN. Used to identify a AR
. . 1 \
group of devices on the Trend network via a ! | 0Ss11 .o
. k \
numerlc reference. " - :-\‘/Ac!‘lN{E: Node 4 & Node 119) >2527
. . . ! (]
Note An Internetwork is a communication ! o
1
1

link between Trend LANS, (Local LAN is
local to the connection, and Remote

G
LAN a Local Area Network (LAN) o

1
1
1
A Internetw LAN 6
accessed from the reference device via | B (VCNC Node 4 & Node 119) ~2S18
the Internetwork). A Trend LAN is a °

number of connected nodes; each node 0s26

is used to connect a LAN, i.e., the VCNC .
B (VCNC Node 5 & Node 118)

\ 1 e0®
v 0842

1
1
1
1
1
1
1
1
1
1
1
\
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On the ‘Settings’, if necessary, change the ‘Time Sync’, used to provide compatibility with a Trend

TimeMaster.

Time Sync. Used to allow the internal
date/time to be controlled by a Trend
Timemaster. Enable (On) the ‘Time Sync’
to allow the Trend Timemaster to update
the internal time settings. If disabled (Off)
the Trend Timemaster will NOT change the
internal time settings.

Caution

On the ‘Settings’, if necessary, change the
‘GUID’, to provide a meaningful location
name for asserted Trend alarms.

Human GUID. Used to identify the Trend
BMS site that this product is assigned to.

Machine GUID. Used as a unique site
identifier and must be identical in each

device.

UDP Group: 35498

PSRN
Vs N
Human: Apartment (Site A) J/ \ 0S11 ...
Machine: AFD2EFG1-G07G-FFFG-G6B2-FGG90DD3EDFG N UDP Group: 35498

Lo~ , |
’ \\ 1
1
\
/ 1
1

/
| IP Address

1
! Range |
! (192.168.244.nnn) !
' 1 IP Address
! | Range
1

(192.168.1.nnn) |

' Range
(192.168.88.nnn)

\ ’
A 4 \
.
et k -
\

UDP Group: 56712
Human: offices (Site B)
Machine: FAE6DCB7-A10A-DDDA-B2F8-DBB10EE6DECB

1
1
i
1 1
| IP Address |
II
\
1

Caution
system.

57612 16

[ on

Human GUID

Chummmed

Do NOT configure an NTP Server if using the SIP+ Time zone setting, BACnet time
synchronisation or Trend Timemaster.

[ on

Human GUID

Support

Machine GUID

FAEBDETD-AZ2D0-F13C-CB5A-DBC4T0EGF22D

LAN: 12
Human: Apartment (Site A)

' Machine: AFD2EFG1-G07G-FFFG-G6B2-FGG90DD3EDFG
\ e0®
\ 0842
1
1
' 0OS11 ...
UDP Group: 56712

LAN: 12
Human: offices (Site B)

| Machine: FAE6DCB7-A10A-DDDA-B2F8-DBB10EE6DECB
1 oo?
| 0842
1
i 0S11
1 LY
! UDP Group: 56712

LAN: 13
Human: offices (Site B)

' K Machine: FAE6DCB7-A10A-DDDA-B2F8-DBB10EE6DECB
\ / oo
\ /
N7 0S42

The GUID MUST be configured to ensure module labels are shown in multi-site
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The Trend network status parameters are used to show the current state of the Trend network.

Trend network status. Used to display a dialog showing the status of the system, LAN, and
Internetwork. It can be used to diagnose and indicate network problems.

Tip! This *

System Uptime
Lan OK Time

Lan Status

Last Lan Message

’ button is also available from the Trend Client driver when vIQ is the
connection type.

PARAMETER DESCRIPTION

The amount of time this product has been operating, i.e. since this product
was last turned on or rebooted.

The amount of time the Lan has been successfully communicating on the
Trend network, i.e., since the last build process was successful.

The current condition of the Lan corresponding to this product and the time

remaining until a “Timeout’ will occur.

Lan POWERUP

Lan DEAF

Lan BROKEN

Lan BUILT
Lan OKI!

The Lan build process is starting.

The comms with other Trend network
devices is not applicable (only 1 (one)
device in Lan) or not available (more than 1
(one) device in Lan, see ‘Lan BROKEN).

A comms failure with other devices on the
Lan. Typically, due to a timeout caused by
Ethernet wiring or connection problem, an
IP address that is sending but not receiving
messages, duplicate OS numbers from
identified IP address on the Lan or when a
Lan is changed, i.e., identified IP address
is added or removed.

The Lan build process is successful.

Successful Lan comms are detected if
product is not alone on local Lan or if it can
communicate with other devices on the
local Lan.

The last message from describing the Lan status, see ‘Lan Status’.

continued...
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PARAMETER DESCRIPTION

continued...

Internetwork OK Time The amount of time the Internetwork has been successfully communicating,
i.e. since the last Internetwork build process was successful.

Internetwork Status The current condition of the Internetwork assigned to this product and the
time remaining until a ‘“Timeout’ will occur.
Internetwork POWERUP The Internetwork build process is starting.
Internetwork DEAF The comms with other Trend network

devices is not applicable (only 1 (one)
device in Internetwork) or not available
(more than 1 (one) device in Internetwork,
see ‘Internetwork BROKEN).

Internetwork BROKEN An Internetwork comms failure. Typically,
due to a timeout caused by an Ethernet
wiring or connection problem, duplicate
Lan numbers from an identified IP address
on the Internetwork or when the
Internetwork is changed, i.e., identified IP
address is added or removed.

Internetwork BUILT The Internetwork build process is
successful.

Internetwork OK - Timeout in nn  Successful Internetwork communications

and number of seconds until Timeout is
detected, i.e., when ‘nn’ shows ‘00’.

Last Internetwork Message The last message from describing the Internetwork status, see ‘Internetwork
Status’.

Tip! If necessary, use ‘SIP Search’ to ensure IP Addresses are unique. Use Trend
‘ipTool’ to ensure Lan numbers (and VCNC Node numbers where necessary) are
unique.

e Press ‘Save’ to confirm changes.

Tip! Use the context menu and select ‘Delete =
Driver’ to remove any driver(s) that is NOT R
required. e —
wig 1
I
e
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2.5 DEFINE POINTS

The ‘Define points’ page is used to configure required input points related to the selected protocol
driver and expected output (BACnet server and/or Trend BMS) driver points.

2,51 Define the protocol driver point

1. From the main menu, select ‘Define Points’ to a show the ‘
next menu that permits the selection of a configured Driver. I N
2. Select the required driver to show the driver related
configuration pages. & pEmlEs
Caution Unlink points before changing an existing ‘Defined W R @ DixilCinanobi
Points’ configuration and then re-link. @ lnkboms 5 g il 3
Do NOT link multiple drivers together, e.g., | pome 5 g mw =
Mitsubishi Melco to vlQ Sensor to REST Server ,
. {§} Global settings S @ MBusMasterl
p OI nt. SIP configuration
@ Mousmasterz
=] ?acﬁkuptﬁrfstnrre >
A "
(l) Icnuggnﬁtuflmmpasg > g MBus Master 4 > v-.
B -~ T
S
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2.5.2 Define Melco Driver Points

This page is used to discover supported Mitsubishi Centralised controller point types on the
compatible IP network and define the parameters to be linked for reporting.

Caution Ensure Dual Setpoint is disabled if any indoor unit connected to the centralised
controller has only a single setpoint.

This product does not support QAHV and CAHV units.

1. If the driver is Melco, a single Mitsubishi centralised controller as defined on ‘Manage
Drivers’ page can be discovered. This will display all available System points, Groups, and
Outdoor unit points.

2. Discover all devices connected to the centralised controller at the IP address defined in the
Manage driver page.

i. Select ‘Map empty’ and press ‘Refresh’ to = -
discover all devices/points available from the . e
centralised controller. : @ System paints
i. Press the disc to expand the required point types, - Qyiersizns
e.g., ‘System points’, ‘Groups’ (inc. Units, Un) - Gecostans
or ‘Outdoor units’, and show available _ (3, Gbatoft
parameters. ¢ @ troups
Tip! Use ‘Delete’ to remove Melco map. This can be H a7
used to confirm connectivity with the i -
centralised controller and will not affect the T
configuration of this product. O cur
Press ‘Map info’ to show the current state of _ B = Al
the Melco Map. @ Outdoor urits
OBJECT TYPE DESCRIPTION
System points Shows specific parameters that relate to the AC system
Groups Shows specific parameters that relate to units/devices in a configured Group of
devices on the M-Net network
Outdoor units Shows specific parameters that relate to outdoor AC devices on the M-Net

network
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ii. Press the disc to expand the required ‘Groups’ (e.g., G1, U1) to show the Group indoor
unit parameter labels.

Press the disc to show individual indoor unit Error Code parameter.

The AC network configuration MUST adhere to the Mitsubishi criteria, i.e., the
Group number MUST be the lowest indoor unit address.

Example Valid Indoor Unit/Group addressing

Tip!

1 1
Indoor 1+ g1 Indoor 1 | Indoor

Indoor 11 i
! Address | ! ! Address | | | Address |
1 ! 1 1 1
| |

Indoor 1 |
! Address |
| 1
| 1

Indoor 11 |
! Address |
| 1
| 1

1 |r !
1 Indoor | 1
! Address |
| 1
| 1

1
1
! Address |
! 4

_______

5

_______

6

_______

1
Lo R

iv. Drag the required AC network device points to the table, as below. A message confirms
the point is added to the configuration. Each column is automatically populated according
to the AC network device type and can be edited as required.

The ‘Name’ column shows a unique label, automatically generated relating to the
centralised controller details, i.e., <Group no.><Device parameter>.

Remember Alternatively, manually edit the row indicated by >’ if required AC network device

Melco map:

Tip!

+ 2

5 - AIC-IC Temperature setpoint RAW G5 Temperature setpoint

points are already known and/or ‘Duplicate/move’ if a similar point(s) already exist.

Point list:

S T T T N
63,u3,77 ~
5 = AIC-IC Room temperature R/O G5 Room temperature

\.'_r'b Room temperature 5 - AIC-IC Mode R/W 65 Mode
Ebﬁm':m'”re setpoint 5 - AIC-IC Fan speed R/AW G5 Fan speed
L0z} Mode
0 5 - AIC-IC On/Off R/W G5 OnOff
") Fanspeed
o 5 - AIC-IC Air direction R/W G5 Air direction
J_On/Off
o .
- 5 - AIC-IC Inhibit R/W G5 Inhibit
\,FbAirdlramon
\E{o\nh\b\t 5 - AIC-IC Filter sign R/W G5 Filter sign
L3 Fitter sign 5 5 Unit Error code R/O (G5 U5 Error code
Fo gt
* (25 us,ac
Use the ‘Map mismatch’ button to indicate any configured AC network device
points that are NOT available in the current ‘Melco map’.
Press ‘Save’ to confirm changes.

3.
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2.5.3 Define BIC (BACnet Server) Driver Points

The BACnet Server Driver is the Synapsys Solutions BACnet BMS compatible software. It provides
a connection to the BACnetIP network, via the defined network details configured in the Manage
Driver, Comms settings. This driver supports interfacing to a maximum 100 BACnet BICs (BACnet
Integrated Controllers). Each BIC will appear as an individual BACnet controller.

Caution

This product will NOT get values from devices connected on a BACnet BMS.

To create a virtual BACnet (server)

1.

Tip!

Caution

42

Press ‘Add’ to display a page required to define
the required BACnet Server device details.

Each virtual BACnet server supports a full range
of BACnet Object types and parameter,
Notification classes and Trendlogs.

A ‘Device instance’ and ‘Device name’ is
automatically set according to
previously defined BACnet Router and
any existing BACnet servers.

Press ‘Delete’ to remove the selected BACnet Server device and any configured BACnet
Object types.

Press ‘Edit’ to show page used to change the selected the ‘Device instance’, ‘Device name’,
‘Location’ and/or ‘Description’.

Press ‘Duplicate’ to show a page used to duplicate the selected BACnet Server device and
any configured BACnet Object types.

If necessary, edit the ‘Device instance’, ‘Device name’, ‘Location’ and/or ‘Description’.

Device instance. This is a maximum 6-digit unique numeric reference that identifies this
device on the BACnetIP control system. Initially derived from the Device Instance defined
in the Manage Drivers>Comms settings.

Device Name. Unique readable text related to the unique Device instance.

Ensure the ‘Device instance’ and ‘Device name’ are unique.

Location. This freeform location text is used to indicate the physical location of these
virtual BACnet servers in the BACnetIP based control system and can be read by the
communication partners.

Description. This is a maximum 30-character password used to identify this device, i.e.
First Floor.
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2. Create the required BACnet Object types for interfacing to a BACnetlIP control system. Each
Object type has a unique set of properties, according to the type of value, i.e., an analogue
read only, read/write, or write only, binary read only, read/write, or write only or multistate
read only, read/write, or write only.

OBJECT TYPE COPY/PASTE REF DESCRIPTION

Analogue Input  0-Al-analog input A numeric input value, i.e., a sensor. Read from (R/O) this
device by a BACnetlP control system

Analogue Output 1-AO-analog output A numeric, i.e., a louvre position. Write to (W/O) this device
by a BACnetIP control system

Analogue Value 2-AV-analog value A numeric control input/output value, i.e., a room setpoint.
Read from and Write to (R/W) this device by a BACnetIP
control system

Binary Input 3-Bl-binary input A single-bit Boolean (True/False, On/Off, or 1/0) input value,
i.e., a switch. Read from (R/O) this device by a BACnetIP
based control system

Binary Output 4-BO-binary output A single-bit Boolean (True/False, On/Off, or 1/0) output
value, i.e., a relay. Write to (W/O) this device by a BACnetIP
control system

Binary Value 5-BV-binary value A single-bit Boolean (True/False, On/Off, or 1/0) control
input/output value, i.e., a control system parameter. Read from
and Write to (R/W) this device by a BACnetIP control system

Multistate Input  13-MI-multistate input A numeric input value showing the current state in the process,
i.e., refrigerator’s On, refrigerator’s Off, and Defrost state. Read
from (R/O) this device by a BACnetIP control system

Multistate Output 14-MO-multistate output A numeric output value defines the next state in the
process, i.e., turn refrigerator On, turn refrigerator Off. Write
to (W/O) this device by a BACnetIP control system

Multistate Value  19-MV-multistate value A numeric control input/output value, i.e., a control system
parameter. Read from and Write to (R/W) this device by a
BACnetIP control system

Tip! Use the Copy/Paste option to populate the appropriate number of BACnet Servers
devices, including the Devicelnstance (ColA), DeviceName (ColB),
DeviceDescription (ColC), DeviceLocation (ColD), ObjectType (ColE),
Objectinstance (ColF), ObjectName (ColG), ObjectDescription (ColH), and Units
(Coll) details. Columns A to G are compulsory. Devicelnstance limited 0 — 4194302.
DeviceName limited 1 — 63 characters. DeviceDescription limited 1 — 253
characters. DevicelLocation limited 0 — 63 characters. ObjectType can be shown as
in table above. Objectinstance limited 0 — 4194302. ObjectName limited 1 — 63
characters. ObjectDescription limited 1 — 253 characters. Units limited 0 - 65535
(use conversion table).

Caution Ensure Device and Object are unique where necessary, the paste function does
not validate duplicates. Using the Copy/Paste option will break all existing links.
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BACnet Analogue Object types include Al (Analogue Input), AO (Analogue Output) and AV

(Analogue Value).

BACnet Al Object type instance provides a read only analogue value to the BACnetIP control

system.

BACnet AO Object type instance provides a write only analogue value to the BACnetIP control

system.

BACnet AV Object type instance provides a read and write analogue value to the BACnetIP control

system.

Caution Each Object Type Instance number MUST be unique in this virtual BACnet Server.

To configure Al, AO, and/or AV Object types

1. Press >’ to insert a pre-configured index row, and change the ‘Type’ to an Al, AO, and/or AV

instance as necessary.
Type. The required Object types.

Instance. The unique numeric reference for
this Object type instance. Used to identify the
required parameter according to the
configured Object name. Edit as necessary.

Object name. Readable text identifying this
Object type instance. Edit as necessary.

Bacnet 370901 Points

l

AD

W

(]

BO

By

M

Mo

My

1

1

1

1

analog mput 1

analog output 1

analog valua 1

Binary ingut 1

binary output 1

benary value 1

i input 1

i autput 1

s value 1

Narme:

Deserption

o

Units:

Relinguish default

Out of service: [

Off-Normal: [7]

Event detection: |7

Naotdfication type:

Notfication class

Time delay
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2.  Edit the Object type instance ‘Attributes’. These are used to define the constraints of the
corresponding Object type instance.

Configure the Object type instance
‘Attributes’.

Object name. A unique readable
name for this Analogue Object type
instance, also shown in the ‘Name’
column.

Description. Readable text for this
Object type instance, i.e. First Floor.

COV (Change of Value). A threshold
value used to determine when this
BACnet device sends a COV message
to the BACnetIP control system, i.e., if
the value has changed by 1 or more, a
COV message is sent.

Typically, BACnet servers wait for a
BACnetIP control system to request
data before responding, but this
optional BACnet property sends a
COV message when the COV
threshold is exceeded.

.................

................

Value exceeds COV
threshold. COV message
sent to BACnet client

e

15

—

—

ue

213 COoV =1
>

11

" Time
BACnet client sends ‘Service request’.

Receives values from BACnet server.

COV is a sub-set of the ‘Alarm and Event Services’.

Units and Unit types. Defines a
required measurement, i.e., Units =
energy, and the required term of
measurement, i.e. kilowatt hours.

Relinquish default (AO and AV
only). A fallback value used as the
present value to resolve command
conflicts when connection to the
BACnetIP control system fails and
the ‘Out of service’ is false.

.................

----------------

The Relinquish default parameter only applies to AO and AV Object types.

Out of service. Shows the Present Value can be overwritten by the BACnetIP control

system.
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Configure the Notification class requirements. This defines the parameters used to
determine when a value will be included in the related Notification class Event or Alarm

log.

Off-Normal, Fault, Normal. Defines the ‘Event enabled’ types of state that will be logged
an Event or Alarm. Set the required parameter as necessary.

Event detection. Shows the enabled type of states will be logged an Event or Alarm. Set
‘On’ to log the enabled Off-Normal, Fault, and/or Normal states as an Event or Alarm.

Notification type. Defines the type of notification applied to the ‘Event enabled’ types of
state, Off-Normal, Fault, and/or Normal states. The Event or Alarm type of notification can
be used to filter the configured ‘Event enabled’ types of state.

Configure the ‘Notification classes’ to ensure the ‘Event enabled’ types are logged
correctly.

Notification class. Identifies the Notification class handling the event-initiating object.

Time delay. Defines the number of seconds that must elapse before an Event or Alarm
will be logged in the related Notification class. Only values that exceed the defined High
limit and Low limit and exceed this ‘Time delay’ will be logged in the related Notification
class.

High limit and Low limit. Defines the high alarm limit and/or the low alarm limit. This is
used to define the upper and/or lower limits of the value recorded from the parameter. If
a limit is exceeded the corresponding alarm in the BACnetIP control system will only be
asserted if ‘(High limit) Enable’ and/or ‘(Low limit) Enable’ is enabled ().

A configured low alarm limit value must be less than the defined high alarm limit.

(High limit) Enable and (Low limit) Enable.
Determines the value exceeding the specified ) )

o . . H. Lim Alarm asserted if
criteria will/will not assert an Event or Alarm. If H. Enab is &
necessary, enable (M) the high alarm limit (‘(High
limit) Enable’) and/or low alarm limit (‘(Low limit)
Enable’). Defines the high alarm and low alarm  H. Lim :_" ~\__ Deadband __
indication in the BACnetIP control system, when the ~ Alarm
value recorded from the parameter asserts an alarm
state determined by the value defined in ‘High limit’
and/or ‘Low limit’. If this field is disabled (O) an L. Lim
alarm state will not be indicated. Alarm |

Deadband

DeadBand. A range of input values that can reduce

the frequency of Event or Alarm occurrences if the L. '}if’T_lAl'Ea;;“ba}:SQ”ed
value fluctuates around the ‘High limit’ and/or ‘Low '
limit’.
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BACnet Binary Object types include Bl (Binary Input), BO (Binary Output) and BV (Binary Value).

BACnet Bl (Binary Input) Object type instance provides a read only binary state to the BACnetIP

control system.

BACnet BO (Binary Output) Object type instance provides a write only binary state to the BACnetIP

control system.

BACnet BV (Binary Value) Object type instance provides a read and write binary state to the

BACnetIP control system.

Caution

To configure BI, BO, and/or BV Object types

The Object Type Instance number MUST be unique in this virtual BACnet Server.

1. Press >’ to insert a pre-configured index row, and change the ‘Type’ to a BI, BO, and/or BV

Object type as necessary.
Type. The required Object Type.

Instance. The unique numeric reference
for this Object type instance. It is used to
identify the required parameter according
to the configured Object name. Edit as
necessary.

Object name. The unique readable name
for this Object type instance. Edit as
necessary.

Bacnet 370901- Points:

-mm M

Al

Lli]

e

Bl

B0

B

M

MO

L

1

1

1

1

analog input 1

analog output 1

analog value |

binary input 1

binary output 1

banary value 1

ms input 1

ms output 1

ms value 1

Attribute

Name:
Description:

COV:

Uit

Relinquish default:
Dut of service:

Off-Normal: 7]

Event detection: ]
Maotification type:
Natification class:

Time delay:
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Edit the Object type instance ‘Attributes’. These are used to define the constraints of the
corresponding Object type instance.

Configure the Object type instance ‘Attributes’.

Object name. A unique readable name
for this Binary Object type instance, also
shown in the ‘Name’ column.

Inactive Tt

Description. Readable text identifying
this Object type instance. Edit as
necessary, i.e. First Floor.

Inactive Text and Active Text. The
intended effect of Inactive and Active

state of the present value, i.e. Inactive: == ™=
Fan 1-Off, Active: Fan 1-On. Enter text for

each option, as necessary.

Polarity. Indicates the relationship between the physical Input state and the logical state
of the present value, i.e. if Polarity: Normal, the Active state of the present value and the
physical Input state will be the same, but if Polarity: Reversed, the Active state of the
present value and the physical Input state will be the opposite.

Out of service. Shows the Present Value can be overwritten by the BACnetIP control
system.

Configure the Notification class requirements. As per Analogue Object types.
Off-Normal, Fault, Normal (Bl and BV only). As per Analogue Object types.
Event detection. As per Analogue Object types.

Notification type. As per Analogue Object types.

Configure the ‘Notification classes’ to ensure the ‘Event enabled’ types are logged
correctly.

Notification class. As per Analogue Object types.
Time delay. As per Analogue Object types.
Alarm value. The state used to determine the alarm condition.

Ensure the combination of Inactive Text and Active Text, and Polarity are set
correctly to assert the necessary alarm.
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BACnet Multistate Object types include MI (Multistate Input), MO (Multistate Output) and MV

(Multistate Value).

BACnet MI (Multistate Input) Object type instance provides a read only numeric reference for 2
(two) or more states to the BACnetIP control system.

BACnet MO (Multistate Output) Object type instance provides a write only numeric reference for 2
(two) or more states to the BACnetIP control system.

BACnet MV (Multistate Value) Object type instance provides a read and write numeric reference
for 2 (two) or more states to the BACnetIP control system.

Caution The Object Type Instance number MUST be unique in this virtual BACnet Server.

To configure MI, MO, and/or MV Object types

1. Press >’ to insert a pre-configured index row, and change the ‘Type’ to a MI, MO, and/or MV

Object type as necessary.
Type. The required Object Type.

Instance. The unique numeric reference
for this Object type instance. Used to
identify the required parameter according
to the configured Object name. Edit as
necessary.

Object name. The unique readable name
for this Object type instance. Edit as
necessary.

Bacnet 370901- Points:

Attribute:

TN T

Al

Lli]

e

=]

B0

B

M

MO

v

1

1

1

1

analog input 1

analog output 1

analog value |

binary input 1

binary output 1

banary value 1

ms input 1

ms output 1

mes value |

Description:

Relinquish default
Dut of service:
Off-Normal: [

Event detection: ]

Maotification type:
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Edit the Object type instance ‘Attributes’. These are used to define the constraints of the
corresponding Object type instance.

Configure the Object type instance ‘Attributes’.

Object name. A unique readable name for
this Object type instance, also shown in the
‘Name’ column.

Description. Readable text identifying this
Object type instance. Edit as necessary,
i.e. First Floor.

Number of states. The required number of
states related to the present value, i.e., 3 = =t
1: Hand, 2: Off, 3: Auto. Enter number of "'"‘

states required, as necessary.

State Text. The intended effect of each defined state related to the present value, i.e., 3
=1: Hand, 2: Off, 3: Auto. Enter required text for each option, as necessary.

Relinquish default (MO and MV only). A fallback state used as the present value to
resolve command conflicts when connection to the BACnetIP control system fails and the
‘Out of service’ is false.

The Relinquish default parameter only applies to MO and MV Object types.

Out of service. Shows the Present Value can be overwritten by the BACnetIP control
system.

Configure the Notification class requirements (Ml and MV only). As per Analogue Object
types.

Off-Normal, Fault, Normal. As per Analogue Object types.
Event detection. As per Analogue Object types.
Notification type. As per Analogue Object types.

Configure the ‘Notification classes’ to ensure the ‘Event enabled’ types are logged
correctly.

Notification class. As per Analogue Obiject types.
Time delay. As per Analogue Object types.
Alarm value. The state used to determine the alarm condition.

Ensure the combination of State Text, and Alarm Value are set correctly to assert
the necessary alarm.
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CONFIGURE THE NOTIFICATION CLASS OBJECT TYPES AND RECIPIENTS

BACnet ‘Notification Class’ (NC) Object types are used to send Event or Alarm message to a
recipient on the BACnet control system. When a BIC shows a present value that has been defined
as operating outside the required criteria, a notification object would be used to inform the defined
recipient within the BACnet control system that an Event or Alarm has occurred.

Caution The Object Type Instance number MUST be unique in this virtual BACnet Server.
To configure NC Object types

1. Select the required BACnet Server, and press >’ to insert a pre-configured index row and
change the parameters as necessary.

device 370901 - Notificetios

255 75 oo | i Mok N B 1otificat

Notification Class 1 Reciplents:

1 4154303 Mo, TuWe.Th,Fr.5aSu 00:00:00 23:55:59 1 true FFRF

2. Edit the Object type instance parameters. These are used to define the constraints of the
corresponding Object type instance.

Instance. The unique ‘NC’ Object type Instance number. Used to identify a configuration
defining specific Event/Alarm message criteria. Edit as necessary.

Priority. The level of importance for Off-normal, Fault, and/or Normal Events, 0 (low) to 225
(high). Used to ensure a specific Event/Alarm with critical time constraints are not delayed.
Edit as necessary.

Ack required. Shows an acknowledgement for Off-normal, Fault, and/or Normal Events from
the BACnet control system is required.

Name. A unique ‘NC’ name for the Object type instance.

Description. Readable text identifying this Object type instance. Edit as necessary, i.e. First
Floor.
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Press >’ to insert a ‘NC’ Recipient details associated with the selected ‘NC’. These are used
to determine, when and where Event/Alarm will be shown.

Type. A BACnet identifier of the Recipient showing the Event/Alarm.

Recipient/Network. The Event/Alarm recipient as determined by the ‘Type’ configuration and
defined in the ‘Recipient Attributes’.

Days. The days of the week when an Event/Alarm will be passed to the BACnet recipient
defined in the ‘Type’ and ‘Recipient/Network’ configuration as defined in the ‘Recipient
Attributes’.

From and To. The start and stop time of the day, when an Event/Alarm will be passed to the
BACnet recipient defined in the ‘Type’ and ‘Recipient/Network’ configuration as defined in the
‘Recipient Attributes’.

Process ID. The Event/Alarm recipient order when more than one recipient is used, i.e.,
Process ID 1, Process ID 2, etc as defined in the ‘Recipient Attributes’.

IssuesConfNotifications. A confirmation message from BACnet recipient is required, as
defined in the ‘Recipient Attributes’.

Transitions. An Event/Alarm notification will occur when the values has changed between the
enabled conditions as defined in the ‘Recipient Attributes’.

Select the required ‘NC’ Recipient row to show the ‘Recipient Attributes’. Edit as necessary.

Event Days. The days of the week when the Event/Alarm can be sent. Set On, an Event/Alarm
will be sent to the BACnet Recipient. Set Off, an Event/Alarm will be sent to the BACnet
Recipient.

From and To. The start and stop time of the day when the Event/Alarm can be sent. Set On,
an Event/Alarm will be sent to the BACnet Recipient. Set ‘From’ (e.g., 08:00) and ‘To’ (e.g.,
20:00) with a time according to the 24-hour clock.

Type. A BACnet identifier of the Recipient showing the Event/Alarm. Edit as necessary.

+ If ‘Device’, define the unique numeric Device
Instance number to determine the Recipient
showing the Event/Alarm. T

¢ |If ‘Address’, define the ‘Net number’ and
‘MacTolP(Hex)’ to determine the Recipient
showing the Event/Alarm. siciits 10 L =

‘Net number’ is the BACnet Network maheY RRIREN
number and ‘MacTolP(Hex)’ is the BACnet
device IP address and BACnet port
displayed in hex.

Process ID. The Event/Alarm recipient order when more than one recipient is required. Set
the number in order of priority required by the recipients.
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IssuesConfNotifications. A confirmation message from BACnet recipient is required. Set On,
a confirmation messages is expected from the recipient. Set Off, a confirmation messages is
not expected from the recipient.

Transitions. An Event/Alarm notification will occur when the values has changed between the
enabled conditions. Set Off-Normal, Fault and/or Normal On, an Event/Alarm notification will
be sent to the recipient. Set Off-Normal, Fault and/or Normal Off, an Event/Alarm notification
will not be sent to the recipient.

CONFIGURE THE TRENDLOG OBJECT TYPES

Tip!

The Trendlog object (like Trend Plot data) monitors and records changes in the behaviour of an
individual supported object type over time. The Trendlog object collects sample values at timed
intervals or only upon changes in the given value.

Useful for diagnosing behavioural characteristics, i.e., unexpected room air
temperature changes.

To configure Trendlog Object types

1. Select the required BACnet Server, and press >’ to insert a pre-configured index row, in the
Trendlog List” and change the parameter attributes as necessary.

Instance. The unique numeric reference
for this Trendlog Object type instance. Edit 1.0z

as necessary. Sl e L e |

Name. The unique readable name for this o Trendiog 1001
Trendlog Object type instance. Edit as
necessary.

¢ Press ‘+ to automatically create
Trendlogs associated with selected Object types.

¢ Select ‘Delete’ from the available menu option to remove the selected Trendlog.
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Edit the Trendlog Object type instance ‘Attributes’. These are used to define the constraints
of the corresponding Object type instance.

Name. Used to define unique readable name
for this Object type instance, also shown in the
‘Name’ column. Edit as necessary.

Description. Used to define readable text
identifying this Object type instance, i.e. First
Floor. Edit as necessary.

Source Type. Used to define the Object type
being monitored by the Trendlog. Edit as
necessary.

Source Instance. Used to define the unique numeric reference for the Object type being
monitored by the Trendlog. Edit as necessary.

TL Type. Used to define how a value will be included in this Trendlog according to the defined
action. If ‘Poll' the value is added to this Trendlog according to the defined interval (see
Interval below). If ‘Trig’ the value is added to this Trendlog according to change of value.

TL Instance. Used to define the unique numeric reference for this Trendlog Object type
instance. Edit as necessary.

Enable. Used to define how this Trendlog will be used. If On, this Trendlog Object will be
including values according to the ‘TL Type'. If Off, this Trendlog is NOT including values.

Interval. Used to define the number of seconds between logging the associated Object type
in this Trendlog. Edit as necessary.

Align (Intervals). Used to define that a clock-aligned periodic logging is enabled. If clock-
aligned periodic logging is enabled and the value of Log Interval is a factor of a second, minute,
hour, or day, then the beginning of the period specified for logging shall be aligned to the
second, minute, hour, or day, respectively.

Offset (Intervals). Used to define the delay in ms from the beginning of the period specified
for logging until the actual acquisition of a log record begins.

Stop when full. Shows if historic values will be overwritten or not. If On, values will stop being
added to the Trendlog when it is full. If Off, historic

values will be overwritten by the latest values.

Start
Start/Stop. Shows when the Trendlog will be Dateﬁrime =" -=--

active. Set ‘Date’ using the calendar option and
‘Time’ as hh:mm:ss for the ‘Start’ period, and Set
‘Date’ using the calendar option and ‘Time’ as Stop
hh:mm:ss for the ‘Stop’ period. Date/Time N

09:00 17:00
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Note Group mode is used for the ‘Single File Grouped’ report.

Tip! Before starting, make a note of total number of points required for reporting.

1. If the driver is Data Acquisition (Basic mode), press ‘Add points’. This displays the ‘Default
label’ and ‘Number of points’ options.

Default label. Used to prefix the
automatically generated Data
Acquisition Datapoints labels e.g.,
‘Point’ to give a default Datapoint
label of ‘Point nn’.

Define points:

=

E 1-10.254.254
E 1-10.254.254
E 1-10.254.254
o 1-S6F3R4

u} 1-56F3RS

1-10.254.254

E 1—wu‘zsa‘25m_m

| -

Delete poirts Add points

Default label: Point

Number of points: 10

Tip! Amend the ‘Label prefix’ for each new range of Data Acquisition Datapoints labels
to provide a specific identification.

Label the Data Acquisition Datapoints in the same order as the defined parameters
from the fieldbus protocol drivers were configured.

Number of points. Used to define the required number of Data Acquisition Datapoints which
will be available for reporting or via a MySQL query.

Note Use ‘Copy/Paste’ if configuration was performed off site. A configuration
spreadsheet is available from Synapsys Solutions Technical Support.

Caution Label prefixes will be overwritten if labels are obtained automatically from the

linked prefixes.
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USE GROUP MODE

The Group mode option is used to assign the values from a determined range of identical
parameters to a user defined group to support the Single File Grouped report format.

Tip! Using Group mode can make data analysis easier. Points can also be grouped via
a defined data type.

1. If the driver is Data Acquisition (Group mode is Enabled) (A), press ‘Add points’ to the
‘Default label’ and ‘Number of points’ options.

Tip! New Datapoints are added to ‘Ungrouped’.

|| sl | = | Point label
N N

O oApt1-ol E (ul AT Flow Temp
O Apt1-0z  vew | urn Temp
Add Poants.
= .
- ﬁ

o L

Data types:
B Data type label

 owose © se

KWh
Flow Temp DegC

Return Temp DegC

ekw

v
o
a g _

Default label. Used to prefix the automatically generated Data Acquisition Datapoints labels
e.g., ‘Point’ to give a default Datapoint label of ‘Point nn’.

Tip! Amend the ‘Label prefix’ for each new range of Datapoints labels to provide a
specific identification.

Label the Datapoints in the Data Acquisition protocol driver in the same order as
the defined parameters from the fieldbus protocol drivers were configured.

Number of points. Used to define the required number of Data Acquisition Datapoints which
will be available for reporting or via a MySQL query.
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Add a ‘Data type label’ (B). Used to define Data type to be associated with a specific
Datapoint in a specific Group when using the Single File Grouped report format.

I Y
Press ‘Create’ to add a default Data type label

row. e

. [ | omneene |
Select the ‘Data type label’ and edit as necessary. i .
This label will be an option in the Define points s Tormp DegC

Data type list.

Return Temp DegC
e KW
,
CIC
I —

If necessary, select the Data type that is not
required, and press Delete.

Add a ‘Group’ (C). Used to define a Group label for 1 (one or more) defined Data type labels
when using the Single File Grouped report format.

View. Used to show the Datapoints assigned to the — wusrs repens

selected Group. T e
i ) | [ cowwa [N =]

If necessary, use the tick box to select a Group that is ._ o

not required, and press Delete. o apt1on o

O Apt1-02 )

To ensure a clear report filename, use a
unique, meaningful name for the Datapoint
and Group labels and Data type labels.

Apt1-03 (u]
v
Creste | Duplicate | Delete

Data types:
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4. In ‘Define points’, assign the Datapoint to the required Groups.

Data points  Recipients

Groups: Define points:
EEEEESErTTESSS—— I
Apt1-01 m O | | snT1TI111 kWh
eﬁ Apt1-02 [ view | 0 ‘m SnlT1111T1 Flow Temp
Flow Temp DegC
O | Apt1-03 E — snT1111171 Return Temp
uIApn-oa ] 0 "‘W SAITITIT K
v
>
Creste | Duplicate  Delete -
Data types:

kWh

Flow Temp DegC

Return ch
KW
v

v. Use the tick box to select Datapoints (A), then use the tick box to select a Group (B) for
the selected Datapoints and press the ‘Move to’ (C) button.

vi. Press View to confirm the Datapoints have been moved to the selected Group.
If necessary, use the tick box to select a Group that is not required, and press Delete.

5. Use the Data type drop down (A) to select the data type for the selected datapoint (B) in the
group displayed.

Data points  Recipients

Groups:

Define points:
1 Apt1-01 = o | ° SalTI111 kivh
O Apt1-02 ﬂ = ‘m sn1I1111 Flow Temp
Flow Te DegC
t1-03 E O — snT1111171 Return Temp
Retum Temp DagC
uIApn-ﬂa ] 0 ‘ w ST kW
-
>
=l

Data type label

Flow Temp DegC
Return Temp DegC °
KW

v

Fon=to | e b e i

- Group mode
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MANAGE RECIPIENTS AND REPORTS

The Recipients page is used to define the ‘Recipients’, ‘Recipient settings’ (including ‘Recipient
name’, ‘Report type’, ‘Report format’ and ‘Recipient points’.

1. Select ‘Recipients’ (A). Shows the page used to configure the reporting requirements of that
recipient.
2. Press ‘Add’ (B) to create a new FTP or email report recipient.

If necessary, select the Recipient, that is not required, and press Delete.

Caution Use unique names to avoid files being overwritten.

3. In ‘Recipient settings’, edit as necessary.

Datapoints R
Recipients Recipient settings
Recipient points

- S 73 Me = EREED

ST kv
Single File

aaaaaaaaaaaa

someonegsomewhere.com STIINZ Kih
Billing Sendemaitregort: [ Q SIS Kih

ST Flow Temp
Standard

FTP address: www billingbysip.com SATNTINZ Flow Temp

’
Single File Vertical FTPpatn SnINITINS Flow Temp.

sipupebillingbysip.com
J—— pebillingbysip. ST Return Temp

SN2 Retum Temp
SMITIIME Retum Temp

ST kW

satmz kW

SaTTIE KW

o

Recipient name (C). Used to provide a unique name for a defined FTP or email report
recipient.

Note The ‘Recipient name’ is used within the filename when the ‘Single File’, ‘Single File
Vertical’, or ‘Single File Grouped’ report format are selected.

Email address (D). Used to define the email address receiving reports. Edit as necessary.

Send email report (D). Used to
control email reporting. If On,

Email address: someone@somewhere.com
reports will be emailed via the }
email server define in the Global
settings. If Off, email reporting is
disabled.
Remember A valid email account is required, according to the mail server settings defined in

the Global Settings page.
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FTP Address. Used to define the
home directory in the Fully Qualified
Address or the IP Address of the FTP
Server receiving reports for the
selected recipient. Edit as necessary.

Non-standard ports can be
used.

File path. Used to define any
additional Directory structure used.
Edit as necessary.

FTP address:

FTP path

FTPuser.

FTP password:

FTP protocol

Send FTP report

Procon MelcoSIP+
Configuration - User Guide

www.billingbysip.com
/
sipup@billingbysip.com

OFF FTP passive mol de: ON

FTP user and FTP password. Used to define the FTP Server login credentials.

Send FTP report. Used to control FTP reporting. If On, reports will be transferred using FTP

to the defined FTP Server. If Off, FTP is disabled.

FTP Protocol. Used to define the FTP Protocol required by the FTP Server. Set FTP, to use
plain FTP (unsecure), FTPS, to use FTP with TLS security, and SFTP to use FTP with SSH

security.

Use ‘Test FTP’ to send a test file using the FTP details entered.

Use a third-party FTP Client to prove connectivity to defined FTP Server.
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4. Inthe Report settings, edit as necessary.

Report format. Used to define the report

|
format required by the Recipient. The [ |
selected Report format shows additional e e B —
related parameters. ]
¢ Standard. Generates a single
. : . Example
report file per Datapoint, with the " B c
default filename (milliseconds 1 |Time stamp Value  Pointname
since last report). The content 2 | 31/07/2018 00:15 23 110151 - Sensor 1
includes Tlme stamp (CO'ZA), 3 | 31/07/2018 00:30 23 L10151 - Sensor 1
K 4 | 31/07/2018 00:45 23 L10151 - Sensor 1
Value (Col:B) as logged in the 5 | 31/07/2018 01:00 23 110151 - Sensor 1
internal MySQL database, and & |31/07/2018 01:15 23 110151 - Sensor 1
Point name (Datapoint Label, 7 | 31/07/2018 01:30 23 110151 - Sensor 1

Col:C).
Report Frequency. Used to define when the selected reports are sent.

ZIP each file. Used to control the compression requirements for individual .csv (Comma
Separated Variable) reports. If Off, each individual report will be sent as a .csv file. If On,
each individual .csv report will be sent in a compressed .zip file.

ZIP all file. Used to control the compression requirements of all .csv (Comma Separated
Variable) reports. If Off, all report will be sent as a .csv file. If On, all .csv reports will be
sent in a single compressed .zip file.

Meaningful filename. Used to manage the Standard report filename. If Off, the report
filename is derived from the number of milliseconds since last report. If On, the report
filename is derived by <Site name>_<SIP name>_<Datapoint label>_<Report period>.

Synchronised timestamps Used to define the timestamp in the report. If Off, the report
will show the real time the value was logged in the database, e.g. 00:01, 00:17,..., 23:33,
23:41. If On, the report will show the timestamp synchronised to the defined Plot period,
e.g. Manage drivers>Data Acquisition>Plot period shows 15mins, the timestamp would
show 00:00, 00:15, ..., 23:30, 23:45.
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Single File. Generates a single report file for all Datapoints with the filename derived
from <Site name>_<SIP name>_<Recipient>_<Report date>. The content includes driver
defined plot interval Time stamp (Col:A) and Datapoint labels (Row:1).

A B C D E F G H | J K L M N o] P Q R 5 T
1 |Time stamp L10151 - Sensor 1 110152 - Sensor2 L101!L1011L101! 11011 1101!L101: 1101 L1011 L1011 L1012/ L101 L1011 L1011 L101( L1011 L1011 L101K15 - L
2 | 31/07/2018 00:15 23 24.5 0 100 0 60 0 0 0 135 23 2 2 12 0 60 5 1800 60
3 | 31/07/2018 00:30 23 24.5 0 100 0 60 0 0 0 135 23 2 2 12 0 60 5 1800 60
4 | 31/07/2018 00:45 23 24.5 0 100 0 60 0 ) 0 135 23 2 2 12 0 60 5 1800 60
5 | 31/07/2018 01:00 23 24.5 0 100 0 60 0 ) 0 185 23 2 2 12 0 860 5 1800 60
6 | 31/07/2018 01:15 23 24.5 0 100 0 60 0 ) 0 185 23 2 2 12 0 860 5 1800 60
7 | 31/07/2018 01:30 23 24.5 0 100 [ 0 0 0 135 23 2 2 12 0 60 5 1800 60
3 | 31/07/2018 01:45 23 24.5 0 100 [ 0 0 0 135 23 2 2 12 0 60 5 1800 60
9 | 31/07/2018 02:00 23 24.5 0 100 0 60 o 1) 0 135 23 2 2 12 0 60 5 1800 60
B Y . A Al ann al - n - Al Al am - Y P o —~

Report Frequency. Used to define when the selected reports are sent.

Do not set greater than Daily.

ZIP file. Used to control the compression requirements of the .csv (Comma Separated
Variable) report. If Off, the report will be sent as a .csv file. If On, the .csv reports will be
sent in a single compressed .zip file.

Billing/Half Hourly Log. Generates a single report file per Datapoint, with the filename
derived from <MAC - Auto included> <Site name>_<SIP name>_<Datapoint
label>_<Report period> (milliseconds since last report). The content includes 30 minute
TimeStamp (Col:A), DataValue (Col:B) as logged in the internal MySQL database, and
MeterID (Datapoint Label, Col:C).

A B C

TimeStamp DataValue MeterlD

1
2
3
4
5
6
7
8
g

17/04/2023 13:00
17/04{2023 13:30
17/04/2023 14:00
17/04{2023 14:30
17/04/2023 15:00
17/04{2023 15:30
17/04/2023 16:00
17/04{2023 16:30

3005 E016B0-Synapsys_Office_HM_kWh_ 11600501
3005 E016B0-Synapsys_Office HM_kWh_ 11600501
3005 E016B0-Synapsys_Office_HM_kWh_ 11600501
3005 E016B0-Synapsys_Office HM_kWh_ 11600501
3005 E016B0-Synapsys_Office_HM_kWh_ 11600501
3005 E016B0-Synapsys_Office HM_kWh_ 11600501
3005 E016B0-Synapsys_Office_HM_kWh_ 11600501
3005 E016B0-Synapsys_Office_HM_kWh_ 11600501

an a7inafAnas 1R AAAE FATERA Crimmmee AEfan 1IRA Liadh  412AACAT

Date separator. Used to define how the date and time Timestamp is shown in the report.
If -, the date and time Timestamp will be shown as 01-01-2000 00:00. If /, the date and
time Timestamp will be shown as 01/01/2000 00:00.

Data Period. Used to define the time frame of data included in the report.

Ensure the end timestamp is before the Send at time.

Send at. Used to define the time (on the hour) the report will be sent.
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Caution

Tip!

Tip!

Single File Vertical. Generates a

. . Example
single report file for max 50 P
Datapoints with the filename A B ¢
derived from <Site name> <SIP 1 |Time stamp Value Point name
<Recivient> <R - 2 | 31/07/2018 00:10 23 110151 - Sensor 1
name>_<Recipient _—< eport _ 3 | 31/07/2018 00:25 23 110151 - Sensor 1
date>. The content includes Time S ETimmT S hohr s
stamp (CoI:A, repeated for each R B el Sudidivsinind i e el
Datapoint Iabel), Value (C0|:B) as 3 | 31/07/2018 23:25 23 110151 - Sensor 1
logged in the internal MySQL 10 | 31/07/2018 23:40 23 110151 - Sensor 1
) 11 | 31/07/2018 23:55 23 110151 - Sensor 1
database, and Point name 12 | 31/07/2018 00:10 24.5 110152 - Sensor 2
(Datapoint Label, Col:C). 12| 31/07/2018 00:25 24.5 110152 - Sensor 2

42 | mafaginnao inaan [MA T TAMICT O -

Limit Single File Vertical reports to 50 Datapoints max when reporting to Synapsys
Solutions EBIS platform.

Add Recipients to accommodate each range of 50 Datapoints and ensure the
Global Settings>Site name include the last 6 digits of the MAC address.

Report Frequency. Used to define when the selected reports are sent.

Do not set greater than Daily.

ZIP file. Used to control the compression requirements of the .csv (Comma Separated
Variable) report. If Off, the report will be sent as a .csv file. If On, the .csv reports will be
sent in a single compressed .zip file.

Synchronised timestamps Used to define the timestamp in the report. If Off, the report
will show the real time the value was logged in the database, e.g. 00:01, 00:17,..., 23:33,
23:41. If On, the report will show the timestamp synchronised to the defined Plot period,
e.g. Manage drivers>Data Acquisition>Plot period shows 15 minutes, the timestamp
would show 00:00, 00:15, ..., 23:30, 23:45.
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+ Single File Grouped. Generates a single report file for all Datapoints with the filename
derived from <Site name>_ <SIP name>_<Recipient>_<Report date>. The content
includes Site name (Col:A), SIP name (Col:B), Group name (Col:C), Time stamp (Col:D),
Value (Col:E to Col:last configured datatype) according to the configured group

Datatypes.
Example A B C D E F G H I
1 Sitename  SIPname Group Time stamp Energy kWh Gasm3  Gas kWh Water m3 Power kW
2 |Synapsys sip+ Group 1 31/07/2018 00:15 23 245 0 100 0
3 |Synapsys SIp+ Group 1 31/07/2018 00:30 23 245 0 100 0
4 Synapsys Sip+ Group 1 31/07/2018 00:45 23 24,5 0 100 0
5 Synapsys sip+ Group 1 31/07/2018 01:00 23 245 0 100 0
6 |Synapsys SIP+ Group 1 31/07/2018 01:15 23 245 0 100 0
7 Synapsys SIP+ Group 1 31/07/2018 01:30 23 24.5 0 100 a
% Synapsys sip+ Group 1 31/07/2018 01:45 23 24.5 0 100 0
9 |Svnansvs Sip+ Groun 1 31/07/2018 072:00 23 24.5 ] 100 n
Tip! Suitable when logging the same parameters/units from several devices.

Report Frequency. Used to define when the selected reports are sent.

Tip! Do not set greater than Daily.

ZIP file. Used to control the compression requirements of the .csv (Comma Separated
Variable) report. If Off, the report will be sent as a .csv file. If On, the .csv reports will be
sent in a single compressed .zip file.

+ Network Health. A single file showing the overall reliability of Trend modules being polled
via the Trend Client driver with less than configured % success rate is listed.

Example A B c D E F G H J K L M N O P a R s T U VW X Y Z AMA A
1 Synapsys sip+ Health report el
2
3 Overall success ratio 50% Hour 00to01 01t002 02tc03tc04 tc05tc06tc07tc08tc09tc10tc1ito 12 12t013 13t014 14t015 15t0 16 16017t 1815t 20t 21t 22t 23t0 24
4 |successful requests 206926 Hourly success ratio N/D N/D N/D N/D N/D N/D N/D N/D N/D N/D N/D 98% 99% 99% 99% 99% 37% 8% 8% 9% 9% 9% 9% 9%
5 Total requests 406625
6
7
8 Points with success under 100%
9 12101151 - Sensor 1 50%
1012101152 - Sensor 2 50%
11/12101153 - Sensor 3 50%
1212101154 - Sensor 4 50%
13 |L2101155 - Sensor 5 50%
1412101156 - Sensor 6 38%
1512101157 - Sensor 7 8%
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5. In‘Recipient settings’ (A), edit as necessary.
i.  Select the required Recipient from the list.
ii. Select each Datapoint (B), as necessary.

Use the context menu to ‘Select all’ or ‘Unselect all’
if necessary.

Tip! Keyboard shortcuts can make this easier.

Use the ‘Show recipient points’ (C) button to

filter the list of Datapoints assigned to the
selected Recipient.

DATA ACQUISITION DATABASE QUERIES

Procon MelcoSIP+
Configuration - User Guide

o Recipient points

~
POINTS LABEL

SATTTIT Kwh

SnTTMNZ kivh

£

ELERT]

SnTITII Flow Temp

SN2 Flow Temp

SIS Flow Temp

ST Return Temp.

SnTIMTIZ Raturn Temp

SnTTIMTIS Ratum Temp

ST kW

STz kW

SnTTIMTE kW

Illllllll?ga']lll
i
i
B

Cc

e —

The SIP+ Data-IF uses a MySQL database to store data that is recorded directly from the defined
source. This data is stored in ‘Read only’ database objects (‘Data’ and ‘DataPoints’ tables). Each

‘table’ is a collection of related data entries.

Note Databases are useful when storing information and allows quick and easy
interrogation of the data using MySQL queries.
Tip! To perform read only MySQL queries, use Username ‘Datalogger’, and password
‘Datalogger’. A schema is available on request.
The amount of historic data retained in the Data Acquisition driver database is calculated as,
number of datapoints & the logging interval (max 162 days), e.g.,
10 Datapoints x 15-minute intervals = 180 days reduced to max 162 days.
Example
Navigator: s . Query 1
scHEMAS * WHIFFAEOIBI @ | Dot Lt - |9 |
Q 1® SELECT * FROM datalogger.Data order by timestamp desc;
¥ [ datalogger
¥ [ Tables <
» = Data | Resuitarid | HH 4% Fiter Rows: | edi: g B B | Export/impor
» E Dataroints
@Vlews Point_id = TimeStamp Value  ReadTimeStamp
[ stored Procedures 105 2023-04-18 16:25:00 0 2023-04-18 16:22:53
B Functions 103 2023-04-18 16:25:00 0 2023-04-18 16:22:52
»  Eventlog 101 2023-04-18 16:25:00 0 2023-04-18 16:22:53
99 2023-04-18 16:25:00 0O 2023-04-18 16:22:52
97 2023-04-18 16:25:00 0 2023-04-18 16:22:53
a5 2023-04-18 16:25:00 0 2023-04-18 16:22:52
n

a7 NIANA-1R 1R IT0N MNITNA-1R 1R 7753

65

Issue 2, Apr. 2023



@ SYNAPSYS Procon MelcoSIP+

BUILDING INTELLIGENCE Configuration - User Guide

2.5.5 Define MQTT Driver Points

The MQTT Driver uses a Publish and Subscribe method of transferring data related to defined
Topics. An MQTT Broker is required, but this can be part of the MQTT platform, i.e., Microsoft AWS,
or Google loT hub.

Data can be transferred as plain text or JSON topics, with the payload structure determined by the
configuration on this page.

Caution MQTT points affect the available points limit.
To create MQTT points

1. Press >’ to insert a pre-defined row. Edit as necessary.

I S T R N N TR
- On/Off Polling Topic Polling Command
*  DevPC/SOBFIR1 0 0 off RN

O Polling Polling Topic Polling Command interval

»  DevPC/SDEFZRI 0 3 i 0

« NauDr /CNGEE201 n n nes oA

Topic. Used to define the case-sensitive Topic parameter being Published to the Broker
and/or Subscribed from the Broker.

Example Unique Topic only. VR SUorsRs
Each Payload (plain text) shows the 07-06-202TE00265042632>  Timestamp

value according to the timestamp. Value

LEVFL/ JUDFSMRg

Each Payload (JSON Format) shows the om&zo;
value according to the timestamp.

Example Unique Topic with multiple Property parameters.

Each Payload (plain text) shows the value
according to the timestamp. 2800 2021 122032057
<@) "SOG6F4R5_ts":1623164324}

Each Payload (JSON Format) shows the

value according to the timestamp. 06 20eT TS BT IsSE

Tip! A ‘get’ command in second MQTT Client -

can be used to see all values and Topics in 162316“91

a single payload.
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Property. Used in conjunction with the Topic. If all Topics are unique, every updated value
will be an individual payload between this product and the Broker.

Tip! All changed values can be sent as an individual payload if the Property is the same
for all Topics.

COV. Used to define when a value will be published to ¢/ Value exceeds

the Broker. If O (zero), every change will be published '
to the Broker, if not 0, the value MUST change by at
least the specified amount before the payload it
attempted.

Value fails to Value Published
reach COV to Broker
QoS (Quality of Service). Used to define level of reliability expected for a specific MQTT
Topic via the Publisher or Subsciber.

When the QoS used by the Publisher is greater than the QoS used by Subscriber, the QoS of
server forwarding messages uses the Subsciber QoS.

When the QoS used by the Publisher is less than the QoS used by Subscriber, the QoS of
server forwarding messages uses the Publisher QoS.

If 0 (At most once), the payload is sent, and a

. Publisher Broker Subscriber
response is not expected. ' . :

1 1
Publish (QoS:0) ' '
~! Publish (QoS:O)'J

1 1
====- 1
- Delete !
1 1 1
If 1 (At least once), the payload is sent, and a .

. . Publisher Broker Subscriber
response is expected. The payload will be resent . . : :
if there is no response. This can guarantee that «--- : |

; ; ; ! Publish (QoS:1) ! !
the payload will arrive at least once, but it cannot ! I . !
guarantee that the message is repeated. | 4 --- |

1 | . 1
| pUBACK | Publish (QoS.1)'J
- . |
-—--- PUBACK 1
' ¢ Delete 4q----------- :
1 [ |
! I Delete !
1 1
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If 2 (Exactly once), the Publisher and

. . . Publisher Brok i
Subscriber payload is sent, and a response is roker Subscriber

Store ---- N !
expected with message loss and duplication  (Msg) «---' '

1
1
) - Store :
are unacceptable.  Publish (Q0S:2) 1 (yigg) !
| - |
: | Publish (QoS:2) H:
1 | -
'  PUBREC ! === s
47777777 ""%_ PUBREC - ---
Delete ----- N |4 ___________ NOtlfy
(Msg) <---' - Delete  (Msg)
1 g --- (Msg)
'  PUBREL ! !
1~ -»  PUBREL '
!  PUBCOMP |-- >
DN "1_ PUBCOMP !
Delete ----- 3 a .
- ' Notif y
(Status) <« Delete ----- N (Msg}; <«---
' (Status) <--- '
| ; |
Retain. Used instruct the Broker to use the last Retain Value New value
aprlalled applied

successful value for a specified topic. When a new client
subscribes to a topic, they receive the last message that
is retained on that topic.

1
MQTT Connection MQTT Connection
failure Re-established

Access. Used to define what is allowed to occur at the parameter linked to this Topic, i.e. W/O
published to Broker only, R/W Published to Broker and Subscribed from Broker, or R/O
Subscribed from Broker only.

Select ‘Delete’ from the available menu option to remove the selected Topic.
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CONFIGURE THE MQTT POLLING TOPIC

The Polling Topic is only necessary depending on the third-party Publishing device. It is an
extension to a configured MQTT Topic, and used to control the periodic polling of an MQTT Broker
that is being Published to by a third party MQTT Client, rather than the continuously passing the
payload with the MQTT Broker.

To create configure the Polling Topic

1.  Expand the existing MQTT Topic to show the Polling Topic parameters.

I ] A e )

P

DevPC/S06FIR1 0 0 Off R/W
Polling SO6FIRT get get 300

MAuDF /SNAEIRT n n nEF RAN

Polling. Used to control the Polling Topic. If disabled, the Polling Topic will not be polled. If
enabled, the Polling Topic will be polled at the defined ‘Interval’.

Polling Topic. Used to define a separate MQTT Topic to send the polling command that the
device requires, e.g., a destination Topic that may only be applicable to the device being
polled.

Polling Command. Used to define a specific word or string that is sent to the third-party device
that requires the data.

Interval (ms). Used to determine the how frequently the Polling Topic will be polled, e.g.,
300ms.

Tip! Use the Copy/Paste option to populate the appropriate number of MQTT Topic,
Property, COV, QOS, Retain, Access, On/Off, Polling Topic, Polling Command, and
Interval details.

Caution Using the Copy/Paste option will break all existing links.
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2.5.6 Define REST Server Driver Points

The REST Server Driver is the Synapsys Solutions REST API compatible software. It provides
values via a REST connection across an IP network using an OAuth 2.0 authentication.

To create REST Server points

1.

2.
Tip!
Caution
Tip!

70

Press ‘Client Admin’ to display a page required to define an available connection to this
device.
Define the connection details.

Press ‘Add to display a page used to |GGG

create a connection and define all the BM5 P £ .
required connection credentials.

Client name. Used to show a Human readable text identifying for connection by a third
party. Edit as necessary. Max 3 REST Clients are permitted.

Permission. Used to provide permitted
privileges for connection by a third party.
Set ‘Write’ and ‘Read’ @ (On) to allow the
connected third party to write and/or read
the configured parameters. If O (Off), Wie: & fet

third party is not allowed to write and/or DZENRuGTEHGEYNYWNTIRGoKHS3QPSliv
read the configured parameters. Edit as

necessary.

Press ‘Save’ to confirm and show connection details required by third party connection.

Client id and Client Secret. A machine id code generated internally for connection by a
third party, and the corresponding pass code for requesting an access ‘Bearer’ token.

The Client id and Client Secret can be used as authentication for requesting the
access ‘Bearer’ token by the third-party connection, if required.

Press ‘Get token’ to provide an access ‘Bearer’ token. This is the ‘Bearer’ token required
by the third party to read and write values to the REST points defined internally.

The third party must include the access ‘Bearer’ token in the Authorization header
when making requests.

Press ‘Save’ to confirm connection details. Close the page.

Use the ‘M’ to select a connection that can be removed. Press ‘Delete’ to remove
selected connection.
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Press >’ to insert a pre-defined row. Edit as necessary.

These points can be used to the make value from a linked point available to a third-party
connection.

Hast points:

N T N Y
| dmestd . SOTROTFERoomlemo R0

0 /fmestd point? wWeo

g I'l
[E=4

URI. Identifies the REST point to the third-party connection. Edit as necessary.

Access. Defines the type of operation permitted to this REST point, dependant on the point
linked.

Use the ‘M’ to select a REST point that can be removed. Press ‘Delete’ to remove
selected REST point.

Press ‘Save’ to confirm changes.
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2.5.7 Define ModBus Server/Slave Driver Points

The ModBus Server/Slave Driver is used to provide values from the linked source point available
to a ModBus Client/Master, i.e., PLC, or SCADA system.

Each product supports addresses 1 to 247, with register Base 1 (ModBus).

The ModBus
Example  ModBus Server/Slave
Server/Slave  makes Addr01. Reg01

each register value
available as all
datatypes at the same
time.

ModBus Client/Master
Addr01. Reg, Datatype

—_—
Reg1, 16Bit (Un)Signed
» -10

Value from linked
data source

-10

Reg4001, 32Bit (Un)Signed
» -10

Polling Cycle

Reg8001, Float IEEE
» -10

REGISTER RANGE IN REGISTER DATATYPE IN MAX REGISTERS PER ADDRESS
CLIENT/MASTER CLIENT/MASTER

1-2000 16Bit Signed 1.2
2001-4000 16Bit Unsigned -2000 Datatype Registers restart at 1 for each
4001-6000 32Bit Signed Func_tlon Coqe (1-Cails, 2-Inputs, 3-
Holding Registers, and 4-Input
6001-8000 32Bit Signed/Unsigned 1-1000 Registers)
8001-10000 32Bit Float IEEE
Example Configured ModBus Server/Slave Registers are automatically available.
SERVER/SLAVE CLIENT/MASTER CLIENT/MASTER CLIENT/MASTER
REG/BASE 16BIT SIGNED/UNSIGNED  32BIT SIGNED/UNSIGNED FLOAT32IEEE
1 1/2001 4001/6001 8001
2 2/2002 4003/6003 8003
3 3/2003 4005/6005 8005
to to to to
1000 1000/3000 6000/8000 10000
to to N/A N/A
2000 2000/4000 N/A N/A
Caution Max 2000 16bit registers or 1000 32bit registers per server/slave, per Function
Code.
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To create ModBus Servers/Slaves and registers

1. Press ‘Add’ to display a page required to specify the required server/slave address.
2. Enter the required server/slave address and press ‘Save’ to confirm. This will add a default
configuration.

Modbus Slave 2

Add Delete Edit Duplicate

Points:
I ™ T R S R N

Del
Press " o delete the existing server/slave address and any configured registers.

Edit
Press ° " to show page used to change the existing server/slave address.

Press * sl to show a page used to duplicate the selected server/slave address and

registers to one or more server/slave addresses.

i.  Enter the required server/slave address. Slave

Tip! A range of servers/slaves addresses can
be defined, i.e. 2-10, 14, 25.

ii. Press‘Add’ to listthe server/slave addresses

to be added to the Define Points page. I |

Tip! Use the ‘M’ to select slave addresses that can be removed from the list of requested
slave addresses. Press ‘Delete’ to remove selected server/slave addresses.

iii. Press ‘Save’ to confirm this list of new server/slave addresses.
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3. Press >’ to insert a pre-defined row. Edit as necessary.

ModBus Contiguous Expected Value Scaling Permitted
Register Registers Value Type Factor Action

Modbus Slave 1

Slavel

1 1 2-Inputs 1 R/0

1 1 3- Holding registers 1 R/W

1 1 4-Input registers 1 R/O

L
Reg. Used to define the ModBus Server/Slave register that will show a value from the linked
point. Edit as necessary.
Qty. Used to define a number of sequential ModBus register, i.e., register (00)21 and Qty 5
will give registers (00)21 to (00)25 inclusive.
Tip! To avoid confusion, ensure Qty is 1. Set the ModBus Client/Master to poll

continuous registers where appropriate.

Function. Used to define the type of value provided by the source point. Each function (type
of action) is identified by a group of specific memory addresses, i.e., coils, inputs, holding
registers, and input registers. Each message (communication packet) includes a function code
in the range of 1 to 55 Hex (1 to 255 decimal), but a function code in the range of 80 to 55 Hex
(128 to 255 decimal) are reserved for exception responses.

FUNCTION (CODE) DEC ADDR. DESCRIPTION

Coils (01) 1-10000 A single-bit Read/Write (R/W) Boolean (True/False, On/Off, or 1/0)
ModBus register value, e.g., controlling a State.
Inputs (02) 10001 - 20000 A single-bit Read Only (R/O) Boolean (True/False, On/Off, or 1/0)

ModBus register value, e.g., showing a State.

Holding registers (03) 40001 - 50000 A 16-bit word Read/Write (R/W) Integer/Float IEEE ModBus
register value, e.g., controlling a condition.

Input registers (04) 30001 - 40000 A 16-bit word Read Only (R/O) Integer/Float IEEE ModBus register
value, e.g., showing a condition.

Tip! The ‘Comms traffic’ page is used to validate the outgoing and incoming messages
to/from the ModBus Client/Master and verify the response to a specific request.
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Factor. Used to apply a scaling factor to a value from the linked point before the ModBus

Client/Master polls the register.

To avoid confusion, ensure Factor is 1.

Access. Used to define the type of operation
applied to the selected register.

R/O, R/W and W/O operations are
performed when a value has changed.
The ‘write-always’ (W/A) access type
provides a write command every cycle.
This can be used to continually write the
same value to the register, e.g., perform
a heartbeat function.

To avoid confusion, ensure use R/W for
Function 1 & Function 3, & R/O for
Function 2 and Function 4.

Press ‘Save’ to confirm changes.

1 1
ModBus [ | ModBus :
Server/Slave : 1 Client/Master .
1 R/O 1
1 VAN 1
< . 7 F2/F4
0 1 WO / \ |
T |e — F/F3 !
@ 1 !
o |4 i RW \_ 1
s | - > FAF3 |
@[, ' wA |
- 1o FA/F:3
. Lo Polling '
s ! Cycle )
| RO :
< 1 | F2IF:4
Q 1 W/O !
o< —r F:A/F3 !
2 L RW / |
5 1
e [ FAF3 |
@l 1 WA \ / .
1 \V/ F:1/F:3 :
| |
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The vIQ Driver is the Synapsys Solutions Trend BMS compatible software. Each viIQ OS appears

as an individual Trend controller.
Each product supports 100 viQ OSs.
To create an viQ OS

1. Define the required vIiQ OS
number in the appropriate field.

2. Press ‘Add OS’ to include a
default viQ OS with the defined
vIQ OS number in the list above.

Number of existing Links
per viQ OS are shown.

OS used out of

100 (max)
Outstations (34 /100) General
Plots 3 VvIQ calculato
Modbus 15lave 1
Meodule configuration: No module selected
Modbus 15lave 2
05:13 ' :IMB
Modbus 15lave 3
05:14
[SRpaT) [Froo eS|
Modbus 2 Slave 4
oszn (W

viQ OS Number

Issue 2, Apr. 2023



@ SYNAPSYS Procon MelcoSIP+

BUILDING INTELLIGENCE Configuration - User Guide

CONFIGURE THE ADDRESS MODULE

The ‘Address Module’ page displays information relating to the module selected from the graphical
list of OS icons already created using the OS network window.

Note The device receiving alarm messages can be identified using the ‘Alarm Address’
and ‘On Remote LAN?’ fields, or the ‘IP’ and ‘Port’ fields if ‘Use IP Alarms’ is enabled.

Virtual OS Manage Alarm

Identifier Messages as IP Alarms

Graphical OS
Icons

Outstations (21/100) General

Plots

Module configuration: 05: 1\ | Address

Trend Module

Types Identifier
Use IP alarms o/ ]
o 0512
Alarm address 0
Y 0513
On remote LAN 0
2 0S4 /
LAN Number of Device Port Used to Receive
Receiving Alarm Messages IP Alarm Messages
Caution Identifier does not support ‘\/ ({;,:” invalid characters.
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To configure the module details

1.

3.

Configure the ‘Address Module’ details. This
page provides parameters used to identify each
individual OS and configure the alarm message
transmission path.

Select the required OS from the list of
graphical icons and press ‘Address Module’
if the Address Module details are not
displayed.

The text above the Module type buttons
identifies the selected out-station.

If necessary, enter text in the ‘Identifier’ field.
This identifies the OS associated with the
defined slave in this product and BeMS.

Configure the alarm message transmission
path.

Use standard alarm message transmission
(default ‘Alarm address’ and ‘On remote
LAN’ values define a local connection).

Enter the ‘Alarm Address’ number. This
identifies the device on the Ethernet network
used to display alarms generated by the third-
party devices on the network. Enter the ‘On
Remote LAN’ number. This identifies the LAN
that includes the device on the Ethernet
network used to display asserted alarms.

Procon MelcoSIP+
Configuration - User Guide
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Alternatively, use IP alarm message transmission (default ‘Use IP alarms’, ‘IP address’

and ‘Port’ values define a local connection).

Enable IP alarms (Internet Protocol), i.e., ¥ ‘Use IP alarms’. This allows the transmission
of IP alarm signals, but not Trend alarms, to the BeMS. Enter the ‘IP address’. This
identifies the device on the BeMS that will receive alarms messages. Enter the ‘Port’
number. This identifies the internal port used to receive IP alarm messages.

The IP address must be configured according to local company network policy.

Press ‘Save’ to confirm changes.
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CONFIGURE A SENSOR MODULE

The ‘Sensors’ page displays read-only Integer values in the specified engineering units recorded
by the corresponding third-party device. The parameters on this page are also used to define and
enable required alarm levels and determine the plot intervals.

Value Shows Recorded Engineering High and Low Alarm Limit  Plot Control
Identification Value Data Unit Alarm Limit Control and Interval
Module configuration:

o afet shize . T e ey I
O 24 Hours
1 Active Energy 0 KWh 0 0 O O O 15 minutes
2 System KVAr o Kar 0 0 O 0 m] 15 minutes
Phase 1 Volts o v o 0 O O O 15 minutes
Phase 1 Amps 0 A 0 0 O O O 15 minutes

To configure a Sensor module

1.  Press ‘Sensors’ to display the Sensor module configuration page.

i.  Enter text (40 characters max) used to identify the associated parameter in the ‘Label’
field. This is used to identify the parameter in the BeMS. It should be a concise description
of the parameter.

Caution Identifier does not support ‘\/ ({;,:’ invalid characters.
ii. Inspect the ‘Value’ field. This displays the value recorded from the parameter defined in
the ‘Link points’ page.

iii. Enter the appropriate engineering data value type in the ‘Unit’ field. This appears in the
BeMS and is used to identify the engineering data value, i.e. A (amps) if scaling a value
measuring a mA signal.
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If necessary, enter a value used to specify the
high alarm limit in ‘H. Lim.’ and/or the low alarm H. '-i;“:IAI';:;“bei‘zsé“ed
limit in ‘L. Lim.’. This is used to define the upper :

and/or lower limits of the value recorded from the 4 Lim
parameter. If a Ilimit is exceeded the Alarm
corresponding alarm in the BeMS will only be
asserted if ‘H. Enab.’ and/or ‘L. Enab.’ is enabled L. Lim
(). Alarm

. L L. Lim Alarm asserted
A configured low alarm limit value must be if H. Enab is &

less than the defined high alarm limit.

If necessary, enable () the high alarm limit (‘H. Enab.’) and/or low alarm limit (‘L.
Enab.’). This control the high alarm and low alarm indication in the BeMS, when the value
recorded from the parameter asserts an alarm state determined by the value defined in
‘H. Lim.” and/or ‘L. Lim.’. If this field is disabled (O) an alarm state will not be indicated.
If necessary, enable (M) the plot function. This ...

allows the Trend graph in the BeMS to plot 1000 &

value records from the parameter. If this field is

disabled (O) a Trend will not be generated.

A Trend is a graphical representation of a
value from a defined point at regular time
periods. The period is synchronised to the
real-time clock in this product. The Trend
Sensor module appears as the value in Plots
page of Trend BeMS.

Plot data logged in this product can be recorded by the Trend Supervisor (963)
before it is overwritten using the RECORDAUTO_COMPACT action or
RECORDAUTO_PRECISION action. This is automatically run when Buffer Ready
Events (BBUF) are received from this product. Refer to Trend Controls
documentation for details.

If necessary, select the required plot interval, from 1 minute to 24 hours. This defines the
period between each plot of the corresponding recorded value on the Trend graph in the
BeMS.

Press ‘Copy/paste data’ button to display a dialog. Use ‘Copy to clipboard’ to add
all the module information (excluding Values) to the computer clipboard or click
the right-hand mouse button in the white square and select ‘Paste’ from the context
menu to add copied information to the Module page. Module information can be
edited using .CSV editing software, e.g., Microsoft Excel.

Press ‘Save’ to confirm changes.
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CONFIGURE A DIGITAL INPUT MODULE

Module configuration:

2

The ‘Digital Inputs’ page displays read-only Boolean values recorded by the parameter in the
corresponding third-party device. The parameters on this page are used to enable required alarms
and inspect and control the status of a specific engineering data value from this product.

ndex

Value Shows Current Alarm Shows Required
Identification - Digital Value COQEEO| : Dlglltal Va!:lir L
O O O
m] m] m]
] ] u]
m] m] m]
O O O
m m Il

To configure the Digital Input

1.

Caution

Tip!

2.

Press ‘Digital Inputs’ to display the Digital Input module configuration parameters.

Enter text (40 characters max) in the ‘Label’ field. This is used to identify the parameter
in the BeMS. It should be a concise description of the parameter.

Identifier does not support ‘\/({;,:” invalid characters.

Inspect the ‘Status’ field. This displays the current condition of the recorded Digital Input
value.

If necessary, enable (M) the alarm detection state in ‘Alarm enable’. This controls the
alarm indication when the recorded value asserts an alarm state, determined by the
‘Required Status’. If this field is disabled (O) an alarm state will not be indicated.

If necessary, define the required alarm indication state in

the ‘Required Status’ field. A healthy state is shown if

‘Status’ is M (1, True, Enabled, or On), and ‘Required Status True

Alarm Asserted

Status’ is O (0 (zero), False, Disabled, or Off). An False |
unhealthy state (alarm state asserted) is shown if the  Required True _?_
‘Status’ and the ‘Required Status’ are the same. Status  False '

Press ‘Copy/paste data’ button to display a dialog. Use ‘Copy to clipboard’ to add
all the module information (excluding Status) to the computer clipboard or click
the right-hand mouse button in the white square and select ‘Paste’ from the context
menu to add copied information to the Module page. Module information can be
edited using .CSV editing software, e.g., Microsoft Excel.

Press ‘Save’ to confirm changes.
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CONFIGURE A KNOB MODULE

The ‘Knobs’ page displays read and write Integer values in the specified engineering units recorded
by the parameter in the corresponding third-party device. The parameters on this page are used to
configure the authorisation level required to inspect and/or control a specified Knob Module value
within the defined limits.

Value Shows Engineering Upper and Access
Identification Recorded Value Data Unit Lower Limit Level

Module configuration:

Index Labe Value Units T/um B.Lim Pln level

To configure a Knob module

1.  Press ‘Knobs’ to display the Knob module configuration page.

i.  Enter text used to identify the parameter in the ‘Label’ field. This is used to identify the
value in this product and the BeMS. It should be a concise description value.

Caution Identifier does not support ‘\/({;,:” invalid characters.

ii. Inspect the ‘Value’ field. This displays the value recorded from the parameter defined in
the ‘Link points’ page.

Note If an authorisation level has been configured, an appropriate pin number must be
entered correctly before a write command to this module type can be confirmed.
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ii. Enter the appropriate engineering data value type in
the ‘Unit’ field. This appears in the BeMS and is used
to identify the engineering data value recorded, i.e. A
(amps) if scaling a value measuring a mA signal.

¢ If necessary, enter a value used to specify the
maximum value allowed in ‘T. Lim.” and/or minimum
value allowed in the ‘B. Lim.’. This is used to define the
maximum and/or minimum value that can be written to
the parameter using the corresponding engineering
units.

Procon MelcoSIP+

Configuration - User Guide

T. Lim

B. Lim

Write min.
Max value

Write max. Min
value

iv. Enter the required ‘Pin level’ number. This is the authorisation level used to prevent
un-authorised access to the engineering data. A ‘Pin level’ number should already have
been configured via the ‘Users’ page (see Configure the Pin Level Authorisation).

Press ‘Copy/paste data’ button to display a dialog. Use ‘Copy to clipboard’ to add
all the module information (excluding Values) to the computer clipboard or click
the right-hand mouse button in the white square and select ‘Paste’ from the context
menu to add copied information to the Module page. Module information can be
edited using .CSV editing software, e.g., Microsoft Excel.

2. Press ‘Save’ to confirm changes.
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CONFIGURE A SWITCH MODULE

The ‘Switches’ page displays read and write Boolean values that have been recorded by parameter
in the corresponding third party device. The parameters on this page are used to inspect and/or
control the status and authorisation level.

Value Shows Recorded Access
Identification Status Level
Module configuration:
Index Label Status Pin Le/vel
3 O 0
a ] 0
5 ] 0
o O o
7 O 0

To configure the switch

1. Press ‘Switches’. This displays the Switch module configuration parameters.

i.  Enter text used to identify the parameter in the ‘Label’ field. This is used to identify the
parameter in the controller. It should be a concise description of the parameter.

Caution Identifier does not support ‘\/ ({;,:’ invalid characters.

ii. Inspect the ‘Status’. This shows the current condition of the corresponding parameter in
the ‘Switch’ module, where M is 1, True, Enabled or On.

Note If an authorisation level has been configured, an appropriate pin number must be
entered correctly before a write command to this module type can be confirmed.

iii. Enter the required ‘Pin level’ number. This is the authorisation level used to prevent un-
authorised access to the parameter. A Pin level number should already have been
configured via the ‘Users’ page (see Configure the Pin Level Authorisation).

Tip! Press ‘Copy/paste data’ button to display a dialog. Use ‘Copy to clipboard’ to add
all the module information (excluding Status) to the computer clipboard or click
the right-hand mouse button in the white square and select ‘Paste’ from the context
menu to add copied information to the Module page. Module information can be
edited using .CSV editing software, e.g., Microsoft Excel.

2. Press ‘Save’ to confirm changes.
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CONFIGURE THE PIN LEVEL AUTHORISATION

A maximum of six authorisation levels, Pin Levels, and associated Pin Numbers can be configured
via the ‘Users’ page which is displayed when ‘Users’ is selected. Each ‘Pin Level’ determines the
minimum level of authorisation required to change module parameters. Any ‘Pin Level’ of 94 or
below only permits changes to the values on ‘Knobs’ pages and status on the ‘Switches’ pages.
However, a ‘Pin Level’ of 95 or above permits changes to all module parameters, and includes
‘Labels’, ‘Units’ and changing the Pin Numbers that are assigned to a Pin Level less than current
Pin Level.

Caution Values will not appear on the ‘viQ pages’ if a ‘Pin number’ is configured, but the
‘Trend security’ on protocol dependant web page is not.

Module configuration:

To configure the authorisation levels

1. Press ‘Users’ to display the Pin Level configuration page. Each ‘Pin Level’ is associated with
a ‘Pin Number’ that is used to confirm the current users’ authorisation to change the edited
parameter.

i. Enter a ‘Pin level’ number in the range 0 to 99. This number is an authorisation level
relating to the ‘Pin Number’.

Tip! Always configure an administrative ‘Pin Level’ first (Pin Level 99).

ii. Enter a maximum 4-digit security number in the ‘Pin Number’ field. This number is used
to confirm the user is allowed to change a module parameter using ‘Text comms’.

Note Text comms enables user-entered read and write requests to module parameters.

2. Press ‘Save’ to confirm changes.
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VERIFY TREND NETWORK STATUS

Use the * * button to show a page displaying

the status of the system, LAN and Internetwork. It R
can be used to diagnose and indicate network ," - LAN 5 (VCNC Node 4)

problems. ee

/ \ 0842
Note An Internetwork is a communication link ," \
between Trend LANS, (Local LAN is local 1.4 Intem'
to the connection, and Remote LAN a .
Local Area Network (LAN) accessed from | !
the reference device via the Internetwork). ! ..
A Trend LAN is a number of connected |\ ‘
nodes; each node is used to connecta -WE’)

LAN, i.e., the VCNC port. N os42)~ """

~-

0S11)— oo
LAN 6 (VCNC Node 4) 0s18
0s26) "

o Press’ " to display the ‘Network Status’ dialog.

PARAMETER DESCRIPTION

System Uptime The amount of time this product has been operating, i.e. since this product
was last turned on or rebooted.

Lan OK Time The amount of time the Lan has been successfully communicating on the
Trend network, i.e., since the last build process was successful.

Lan Status The current condition of the Lan corresponding to this product and the time
remaining until a ‘Timeout’ will occur.
Lan POWERUP The Lan build process is starting.
Lan DEAF The comms with other Trend network devices

are not applicable (only 1 (one) device in Lan)
or not available (more than 1 (one) device in
Lan, see ‘Lan BROKEN).

Lan BROKEN A comms failure with other devices on the
Lan. Typically, due to a timeout caused by
Ethernet wiring or connection problem, an
IP address that is sending but not receiving
messages, duplicate OS numbers from
identified IP address on the Lan or when a
Lan is changed, i.e., identified IP address is
added or removed.

Lan BUILT The Lan build process is successful.

Lan OK! Successful Lan comms are detected if
product is not alone on local Lan or if it can
communicate with other devices on the
local Lan.

continued...
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PARAMETER DESCRIPTION

continued...

Last Lan Message The last message from describing the Lan status, see ‘Lan Status’.

Internetwork OK Time The amount of time the Internetwork has been successfully communicating,
i.e., since the last Internetwork build process was successful.

Internetwork Status The current condition of the Internetwork assigned to this product and the
time remaining until a ‘Timeout’ will occur.
Internetwork POWERUP The Internetwork build process is starting.
Internetwork DEAF The comms failure with other Trend network

devices is not applicable (only 1 (one) device
in Internetwork) or not available (more than 1
(one) device in Internetwork, see
‘Internetwork BROKEN).

Internetwork BROKEN An Internetwork comms failure. Typically,
due to a timeout caused by an Ethernet
wiring or connection problem, duplicate Lan
numbers from an identified IP address on
the Internetwork or when the Internetwork is
changed, i.e., identified IP address is added
or removed.

Internetwork BUILT The Internetwork build process is
successful.

Internetwork OK - Timeout in nn Successful Internetwork communications
and number of seconds until Timeout is
detected, i.e., when ‘nn’ shows ‘00’.

Last Internetwork Message The last message from describing the Internetwork status, see ‘Internetwork
Status’.

e If necessary, correct any issues that may be indicated.

Tip! If necessary, use ‘SIP Search’ to ensure IP Addresses are unique. Use Trend
‘ipTool’ to ensure Lan numbers (and VCNC Node numbers where necessary) are
unique.
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SAVE PLOTS TO FLASH

> Plots
The . button is used to display a dialog that provides the functionality to save the current

viQ OS plot values. Saving these values ensures all selected plot data is included when a ‘Backup’
is performed. The plot data will be automatically loaded when a ‘Restore’ is performed.

Plo

1. Press" - . to display the ‘Save plots to flash’ dialog.

2. Press ‘Save’ to save the current plot data immediately. This can prevent the loss of data
before using the ‘Restore’ function.

Save plots to flash

The plot data collected is put into volatile memary (RAM) and 4 times a day saved to non-
volatile memory (Flash). By clicking on *Save” this can be done manually especially useful
before a power down, to avoid the otherwise potential loss of up to 6 hours of data.

KT T

Note Plot data is saved to flash at regular 6 hours intervals, 00:00, 06:00, 12:00 and 18:00.
Performing this operation does not affect this function.

Caution Rebooting or removing the power from this product before all plot data is saved
may corrupt plot data files or cause loss of essential energy data. It takes about 1.5
secs to save a plot data file, and approximately 20 mins to save the maximum 1024
plot data files.
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USE THE VIQ CALCULATOR

The vIQ Calculator page allows the user to influence an output value to a specified Module type by
performing a sequence of up to 5 operations at specified intervals. Each operation is constructed
using a combination of values sourced from a defined Module number at a specified OS or a user
defined fixed value.

A
—>
Operation O A
B performed > o0 Operation O | Outputvalue
’ B performed P Written to
—P> Destination
Note Aand B - Fixed Value or viQ Module Value
o - Output (Result of A and B)

The final operation provides an output that should be written and stored at an unused Module
number in the defined OS. This may be the partial result of a combination of multiple viQ
Calculations which produces a completed result at a scheduled frequency. This is useful when
investigating energy usage.

Example This example shows 2 vIQ Calculations that provide partial results for a third viQ
Calculation. Index 0 shows the total usage over the last configured calculation
period and writes the value to an unused Module number at a defined out-station.
Index 1 shows the starting usage from second unused Module number at a defined
out-station. Index 2 calculates the total usage at configured intervals.

1

1

:

H True writes Input A (e.g. kWh) to unused Module
& ] number destination. This is Input B in calculation

I

I

I

1

1

Value
Value at Module number
_______________________ in defined OS
I 1 (e.g. kwh)
Record 2 T i |
Calculation 1 !
AB) _Y | | i
1
1 1
1 ; — Time
| |
1 1

|
1
1
Record 0 True "

Start of period value  faie ] record 2.

True writes Input A (determined by Record 2

Record 1 True
Total period value  gase

Destination) to unused Module number
] destination that is configured to plot.

| True calculates result of A-B Operand, where
' Input A is record 2 and Input B is record 1. Writes

1
1
1
1
1
1
1
|
1
Record 2 True oee i result to unused Module Number that is source
Current value in period  Faise ”ﬂ”’”mm w”u“”””mnﬂmu"”"mﬂnﬂﬂnﬂmmnﬂﬂﬂﬂ for record 0.
1 1

»—< | Configured Calculation Configured Calculation written
° Frequency to unused Module at specified
oS
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This page provides sections that,

e identify each calculation,
e show the sequence of operations combined for a selected calculation,

e configure the frequency of a selected calculation and each operation (e.g., A+B, A-B, etc.) in
the calculation.

Note The Calculator supports a maximum of 1000 calculations.

Calculation

Frequency Schedule
Table

or Operation

Calculations Frequency configuration

Index Label Frequency

[+ | R

Frequency type ( Every given seconds -|

Frequency type: ( 10 -|

Not used Not used Not used Not used Destination

Graphical Operation
Icons
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CREATE THE VIQ CALCULATION

Each vIQ Calculation is referenced using an ‘Index’ number and is performed at intervals
determined by the configured ‘Frequency’ schedule. The ‘Index’ number is identified by a ‘Label’
that can be edited to clarify the purpose of the individual vIQ Calculation.

Remember The Calculator supports a maximum of 1000 calculations.

To create a vIQ Calculation table,

The vIQ Calculation table is used to assign an Index number to a specific calculation and provides

a simple means of tracking the calculations. It will also show the total number of calculations
configured in this product.

Tip! Press ‘Calculator’ to refresh the page. This will ignore unsaved changes and
restore the page to the last known configuration. Press ‘Go back’ to return to the
‘vlQ’ driver Define points page.

1.  Create a blank vIQ Calculation.

Press ‘Add Calculation‘ to add  c.ccuen

a blank vlQ Calculation using =
the next available Index L Erem ettt nemad
number.

Alternatively,

drag calculations to list in a specific sequence

select ‘Select all’ or ‘Unselect all’ from the available menu option as necessary
select ‘Delete’ from the available menu option to remove the selected calculations
select ‘Move to’ to re-order the list of current calculations

press ‘Wizard’ to create a specific number of calculations (see Replicate an Existing vIQ
Calculation).

* & & o o

Note All Index numbers will be automatically re-numbered.

e If necessary, change the text in the ‘Label’ field used to identify the calculation.

Tip! Use a brief description to clearly indicate the purpose of the calculation.
Note The Frequency of a blank calculation is scheduled to ‘Never’, i.e., it will not run.
Use the (D in the graphical viQ Calculation to display parameters that configure

frequency schedule.
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Note

Tip!

Tip!

Procon MelcoSIP+
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A vIQ Calculation can be used to perform a calculation using a value sourced from a defined Module
number in a specified out-station or a user defined fixed value which produces an output value that
can be written to a defined Module Type. Each vIQ Calculation Index corresponds to a configured
sequence of 5 graphically represented operations displayed below the vIQ Calculation Index table.

Each vIQ Calculation can be scheduled using parameters that are displayed when

the 1) is pressed.

An area below the graphical viQ Calculation displays information that may be

useful configuring a vlQ calculation.

To configure a vlQ Calculation

1.

Select the required vIQ Calculation.

This displays a sequence of 5 operations. Each mathematical operation is pre-configured as
a ‘No Operation’, i.e., the input value will remain unchanged.

Configure the Input values. Input values can be sourced from a defined Module number in a
specified OS or can be a user defined fixed value. Starting at the Source,

Configure Source (Input A) value type.
Select the Source (Input A) operand s
configuration icon to display the parameters

used to define the Source Input A value. @

Define the origin of Input A value by selecting a ‘Fixed value’ (user defined value) or

‘Module’ (Module number in a specified out-station) ‘Operand type’.

If ‘Fixed value’ is selected, enter the required e
value at the ‘Fixed value’ parameter. ;

If ‘Module’ is selected, define the required OS
number at ‘OS’, define the number of the
Module at ‘Module number’ and select the = '
corresponding type of Module at ‘Module

type’.

All this information should be available on the configuration web pages.
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ii. Configure the mathematical operation.

Select the Input B operand configuration icon to
display the parameters used to configure the
mathematical operation.

Select the mathematical operation used to
determine the output using the values derived
from Input A and Input B at the ‘Operation
type’.

Input A is already defined from the Source
or previous operation.

Note

Procon MelcoSIP+
Configuration - User Guide

OPERATION TYPE DESCRIPTION

Divide A by B (e.g., 9.3 = 3 = 3), whole integers, no decimal places

NOP Input value is unchanged, No Operation

A+B Add Aand B (e.g.,, 9+3=12)

A-B Subtract B from A (e.g., 9 — 3 = 6)

B-A Subtract A from B (e.g., 3 —9 =-6)

AxB Multiply A by B (e.g., 9 x 3 = 27)

A/B Divide Aby B (e.g., 9.3 +3=3.1)

B/A Divide B by A (e.g., 3 + 9 =.333)

INT(A/ B)

INT(B/A) Divide B by A (e.g., 3 + 9 = 0), whole integers, no decimal places

A squared <A?>
A cubed <A*>
A to the power of B <A®>

Multiply A by A (e.g., 9x 9 = 81)

9x9x9x9=59,049)

2 to the power of A <2*>
2X2x2x2x2x2x2x2=512)

10 to the power of A <10*>

Multiply A by A by A (e.g., 9 x 9 x 9 =729)
Multiply A by A using B to define the power ratio (e.g., if B =5, sum 95=9 x

Multiply 2 by 2 using A to define the power ratio (e.g., if A=9, sum 2% =2 x

Multiply 10 by 10 using A to define the power ratio (e.g., if A =9, sum 10°=

10x10x10x10x10x 10 x 10 x 10 x 10 =1 000 000 000)

B to the power of A <B*>
x3x3x3x3x3x3x3=19,683)

Square root of A A=n?(e.g.,,9=3x3)

Multiply B by B using A to define the power ratio (e.g., A=9, sum 3°=3x 3

A%B A% of B (e.g., 50% of 200 = 100)
Truncate A Ignores decimal places (e.g., Truncate 9.333 = 9)
A Modulus B

Divide A by B and display the remaining value (e.g., if 10 +3 =3 +
remainder 1, then 10 Modulus 3 = 1)
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Define the origin of Input B value by selecting s
a ‘Fixed value’ (user defined value) or
‘Module’ (Module number in a specified out-
station) ‘Operand type’.

If ‘Fixed value’ is selected, enter the required
value at the ‘Fixed value’ parameter. 5

If ‘Module’ is selected, define the required
Out-station number at ‘OS’, define the number
of the Module at ‘Module number’ and select
the corresponding type of Module at ‘Module
type’.

Tip! All this information should be available on the VIQ Driver ‘Define Points’ page.

ii. Press ‘OK’ to confirm changes.

¢ If necessary, configure the remaining mathematical operations as required using the
previous instructions.

3. Configure the destination OS and module type used to display the output value.

i. Select the Destination OS/Module Type configuration icon to display the parameters
used to identify the OS and module type used
to display the output value.

ii. Enter the required OS number at ‘OS’, the * e M
number of the module at ‘Module number’
and select the corresponding type of module
at ‘Module type’ (Sensor (S), Digital Input (1),
Knob (K), or Switch (W)).

ii. Press ‘OK’ to confirm changes.

Tip! All this information should be available on the VIQ Driver ‘Define Points’ page.
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CONFIGURE THE ‘FREQUENCY’ SCHEDULE

The ‘Frequency’ schedule determines the time period between repeating the selected vIQ
Calculation. A vIQ Calculation can be configured to occur at a pre-defined time period or at a user
defined time period.

To configure the ‘Frequency’ schedule

1. Select the ‘Frequency’ configuration icon to display parameters that
configure calculation schedule. Calculations can be configured to —
occur at a pre-defined time period or a user defined time period. ‘

i. Select a pre-defined or user defined time schedule in =
‘Calculation frequency’. @

A pre-defined schedule performs the calculation
at specific occurrences, i.e. ‘At first run’, ‘At ™
midday’, ‘At midnight’, ‘A new month’, ‘A new
year or ‘Never. The calculation will not be
performed if ‘Never’ is selected. )

A user defined schedule performs the calculation at regular periods, i.e. ‘Every given
seconds’, ‘Every given minutes’, ‘Every given hours’, or ‘Every given days’
determined by the value configured in ‘Parameter’, i.e. if ‘Parameter is 10, and
‘Calculation frequency’ is ‘Every given hours’ the calculation will be performed at regular
intervals of 10 hours.

ii. Press ‘OK’ to confirm changes.

2. Press ‘Save’ to confirm changes.
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REPLICATE AN EXISTING VIQ CALCULATION

Example

Calculations.

Tip!

An existing vlQ Calculation will perform a sequence of mathematical operations that are also
applicable or similar to the requirements of other viQ Calculations. By replicating a selected a
calculation, the corresponding sequence of mathematical operations can be automatically assigned
to a defined out-station and module in each calculation record.

This shows the automatic configuration of out-station numbers when replicating
an existing vlQ Calculation record. This can also apply to module numbers.

To replicate an existing vIiQ Calculation

1.

2.

Replicate the selected vIiQ Calculation record.

iv.

Press ‘Wizard’' to display the parameters used to configure how the selected vIQ
Calculation must be adjusted.

Select the Calculations that are to be replicated.

Enter the number of calculations to be added to the vlQ Calculation table in ‘Replicate’.
The additional calculation records are automatically populated using the selected viQ
Calculation.

Replicate calculation

05 numbers

Select ‘OS numbers’ or ‘Module numbers’ in ‘Changing’. This determines the numerical
references that are adjusted when the vIQ Calculation corresponding to the selected
calculation record is replicated, i.e. if ‘OS numbers’ is selected, all numerical out-station
references in each mathematical operation is offset by the value defined in ‘Adding’, or
if ‘Module numbers’ is selected, all numerical Module references in each vIQ Calculation
are offset by the value defined in ‘Adding’.

Enter a value in ‘Adding’. This determines the offset for the numerical references defined
in ‘Changing’ when the selected calculation record is replicated, i.e. if this value is ‘2’ and
‘OS numbers’ is selected, all numerical out-station references in each vIQ Calculation are
offset by the ‘2’.

Enter a minus (-) number in ‘Adding’ to decrease the ‘OS numbers’ or ‘Module
numbers’ defined in ‘Changing’.

Press ‘Replicate’ to perform the request changes.

Press ‘Save’ to confirm changes.
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2.6 LINKPOINTS

The ‘Link points’ page is used to associate 1 (one) protocol driver Input point to another designated
driver, i.e., Melco driver to BACnetlIP server, Data Acquisition and/or Trend server.

Caution Do NOT link multiple drivers together, e.g., Mitsubishi Melco to viQ Sensor to REST
Server point.

2.6.1 Link defined points
All existing defined points are listed according to the Driver type.

e  Select ‘Link points’ and select the required driver to show the ! ‘
driver related configuration pages.

[ Dashboard >

Caution Always create a second link from the source selectaDrver
parameter, e.g., Mitsubishi Melco to viQ Sensor and | & M¥ss=iies >
Mitsubishi Melco to REST Server point.

g Define Points >

Add points to drivers

& L

J:’. IP config >

Configure 1P settings

{@} Global settings >
SIP configuration

MAINTENANCE

g BackupErestore
Configuration transfer

() Logout S
Logout from page
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LINK POINTS BETWEEN DRIVERS

The ‘Link points’ page shows 2 (two) tables that allow the defined points from 1 (one) driver to be
linked to the defined points in the other driver.

(Mbus Master 4)

AL Bl -]

Select a Driver

Select a Driver -
(Mbus Master 1)

(Mbus Master 2)

(Mbus Master 3)

(Mbus Master 5)

(Mbus Master £)

(Mbus Master 7)

(Mbus Master 8)

i

e ? H
] T

i IIIIIE

I
g
SlEE &

23264 ]

1. Select the required drivers.

i.  Select the required driver on the left to show a list of the existing ‘Define points’ for the
selected driver.

ii. Select the require driver on the right to show a list of the existing ‘Define points’ for the
selected driver.

Tip! Use the available filters to ensure specific ‘Defined points’ are shown.

2. Select the required points from the drivers.

i.  Selectthe required points on the left from the list of existing ‘Define points’ for the selected
driver.

ii. Selectthe required points on the left from the list of existing ‘Define points’ for the selected

driver.
M8 RSZ32 Master{Mius Master 1) s VIQIg 1)
m Bl -] E e D.:‘,. . * || ModuleS | @
o
I ™S T S N I I N YR N N
1 e ! ! [ [ | ]
I T I L
R [ T T
L T [ T S S
[ L
Tip! The number of points selected is shown below the list of points.

Press ‘Unselect’ to remove all currently selected ‘Defined points’.

ii. Define the ‘Flow preference’ to determine the read only/write only flow of data between
the 2 (two) lists of points.

Caution The ‘Flow preference’ MUST be selected according to the read only/write only flow
of data between the 2 (two) lists of points.
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¢ Press ‘Link’ to show a page used to verify and confirm the link between the selected
‘Defined points’.

Ensure the points are

) 13 S IS I P S NV e - |
correctly linked, and press g [ g C 5 g ‘
‘Manage links’ to confirm the E ‘ : G = g :
I|nk n 1 s 0 F s a8
n 1 5 0 @ 5 5
n 1 1 o n s 1
E 1 2 0 n s 2
Tip! To remove the link between ‘Defined points’ that are not necessary, enable ([4) the

points that are not required and press ‘Delete’.

¢ Press ‘Show Link’ to show a page displaying all existing link between the selected
‘Defined points’.

Ensure the points are g ‘ ' . ‘
. n 1 2 o o s 2
correctly linked, and press g ; . " : ;
‘Manage links’ to confirm the E : - . . ; :
link.
Tip! To remove the link between ‘Defined points’ that are not necessary, enable (I4) the

points that are not required and press ‘Delete’.

3. Press ‘Save’ to confirm changes.
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2.7 MANAGE CONFIGURATION TRANSFER

The main menu page provides access to the ‘Backup and restore’ function.

2.7.1 Backup and restore unit configuration

The ‘Back up’ function allows a copy of the configuration in this product to be protected in a secure
environment that prevents un-authorised access and/or damage. It creates a backup of the
configuration to a defined media/location which can be used to restore this product configuration to
a previous state.

Plots
Tip! Use ° ’ (‘Save Plots’ in the ‘Define points>vIQ Driver’) before performing
a ‘Back up’. This ensures the latest plot values are saved and may prevent the loss
of data before using the ‘Restore’ function.

o A ‘Backup file’ will restore the site configuration following a serious data loss, i.e. disaster
recovery

e An‘Update file’ (available from Technical Support or website) will update the product firmware
to improves functionality.

To create a backup file

i. Press ‘Backup’ to automatically collate the configuration
data ready for creating a backup file. When completed a
confirmation dialog appears.

ii. Select ‘Save file’ and press ‘OK’ to confirm the e
. ‘ou have chosen to open:
backup file must be downloaded and launch a F D
browse d ialog. which is: application/octet-stream (121 kB)

from: blob:
ii. Locate the required back up destination, i.e. a TR e
hard drive, writable CD or DVD, network location, OFPE"W"” B
or a removable drive and press ‘Save’ to confirm Skt
the operation.

Do this gutomatically for files like this from now on.

Tip! Adjust the browser settings to allow the file to oK Cancel
be saved to any destination required, e.g., use
‘Always ask you where to save files’ in Firefox.

To restore a backup or update file
i. Press ‘Restore’ to show the dialog.
ii. Locate and select the required back up or update file.

ii. Confirm selection and wait for the hardware to apply the file and completely reboot.
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3 ORDER CODE

3.1 PRODUCT ORDER CODES

ORDER CODE DESCRIPTION

MelcoBEMS/SIP+/1AC/50 1 Melco driver connecting to an AE200 or EW50 collecting
data from max 50 indoor units

MelcoBEMS/SIP+/2AC/100 2 Melco drivers (1 per Centralised controller) connecting to an
AE200 or EW50 collecting data from max 100 indoor units

MelcoBEMS/SIP+/3AC/150 3 Melco drivers (1 per Centralised controller) connecting to an
AE200 or EW50 collecting data from max 150 indoor units

MelcoBEMS/SIP+/4AC/200 4 Melco drivers (1 per Centralised controller) connecting to an

AE200 or EW50 collecting data from max 200 indoor units

3.2 ACCESSORIES

ORDER CODE DESCRIPTION
PSU/24VDC/nA 24V DC nA Power Supply
SYN/ESWn Unmanaged Ethernet switch with ‘n’ x 10/100BaseT(X) ports
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