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Declaration

Thank you for choosing our product. Before using the product, read this manual carefully.

The contents of this manual cannot be copied or reproduced wholly or partially in any form without
the written permission of InHand.

Due to the continuous updating of products, information in this document cannot be completely
consistent with actual products. The actual system functions shall prevail. InHand will update this
document with the update of system functions. Please find the latest information in the official of
InHand or the InConnect platform.

© 2019 InHand Networks. All rights reserved.

Conventions
|Symbol [indicaon ]
Content in it indicates a button name. For example, the OK button.

Content in " indicates a window name or menu name. For example, the pop-up
window "New User".

A multi-level menu is separated by the double brackets ">>". For example, the
>> multi-level menu File >> New >> Folder indicates the menu item [Folder] under the
sub-menu [New], which is under the menu [File].

It means reader be careful. Improper action may result in data loss or damage to

ACautlon device.

“ Note Notes contain detailed descriptions and helpful suggestions.
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1. About the Platform

The InHand Connect Service cloud platform (InConnect) is a “one-stop” networking service
for enterprise customers. With user-friendly interfaces, InConnect is easy to use and compatible
with networking devices of InHand highly recognized by customers around the world. It helps you
to quickly connect with global business outlets, break regional restrictions, realize safe and stable

interconnection of device and information in different regions, and facilitate enterprise information

SN
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construction and digital transformation.
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Quick Start with InConnect:

Add routers Connect with InConnect
— ==
Add Devices that are connected with routers: PLC, Camera, etc.
Registration&Llogin }——b ——»l Start to niake rsmote
maintenance
Install Client connection configuration Connect
L A

Build Your Network

2. Registration and Login

1. Registration

On a browser, enter https://ics.inhandnetworks.com to access the registration page of

InConnect. Google Chrome is recommended.
2. Login

After registration, enter the email account for registration and password to log in to InConnect.
After login, on the Settings page, modify the password and bind a mobile phone number. You

can use the bound mobile phone number for login next time.

InConnect Server  Config  Firmware  Administration . xuyan-test @@

Change password Unbound

* Old Password:
* New Password :

* Repeat Password


https://ics.inhandiot.com/

3. Connect a Router to InConnect

After a router is added, InConnect automatically delivers the running configuration to create

secure network connection.
You can add a router as follows:
1. In the Router List of InConnect, add a router.
2. On the web page of the router, connect the router to InConnect.
The details are described below.

3.1. Add a Router to InConnect

1. Choose Server >> Routers >> Create Router. On the page displayed, enter a name and
serial number for the router, select the router model and then click Save. You can view
the serial number on the router nameplate or on the Web Management page. You must

select the correct model; otherwise, connection to the router may fail.

Create Router

* Name: |

* Device Model:  IRG01

* Serial Number: = =

Figure Add a router to InConnect
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Administration > > System

[status]

English | =37

[%Logout

System Status

Name
Model
Serial Number
MAC Address

Firmware Version
Bootloader Version

Device Time

PC Time

Up time

CPU Load (1/5/15 mins)

Memory consumption
Total/Free

Network Status

Cellular 1 [Settings]
Status

Signal Level

Your password has security risk, please click here to change! x

Router-9910
IR915P
0018.0507.2d00
0018.0507.2d01
1.0.0.r10406
2011.09.r7903

2020-03-25 17:09:42
2020-03-25 17:09:43
9 days, 03:17:09
0.00/0.01 /0.05

Sync Tims

120.15MB / 39.34MB (32.74%)

Disconnected
- (Dasu-113 dBm)

=

Username: adm

Total Alarms; 0

Alarm Summary

|38

Stop

Figure Router web page

If the router is displayed in the Router List, the router is added. InConnect allocates a virtual

IP address for the added router. After the InConnect client is installed and configured, you

can use this virtual IP address to remotely access the router. For more details, see 4. Install

the Client.

Updated At: 2020-03-18 15:06:50

. xuyan-test @@

InConnect Firmware Administration

Name Q [# Export
Name Email ® Multiple Virtual IP Account Status Login State Creation Time Action
xuyan-test xuyan@inhand.com.cn 10.16.0.2 valid Logged out 15 hours ago 5 months ago ra & Morev
[I] 10/ page

Routers o Create Router

Name Q [ Export

Name Signal Serial Number Subnet Virtual IP Login State Current Version Action

® Office Router Unit RPS151735030005 10.16.4.0/24 10.16.09 Logged in 15 hours ago 1.0.0r10406 = o =1 B
[ > (e

3.2. Configure Router Connection

After adding a router to InConnect, you need to configure the connection from the router to
InConnect on the router web page. Before configuration, make sure that the router is connected to

the network. For details about connecting devices to the network, see the appendix.

3.2.1. IR600—-series Routers



After connecting a router to a PC, enter 192.168.2.1 or 192.168.1.1 on the browser, and then
enter the login account adm and the password 123456 respectively to log in to the device web
page. On the web page, choose Services >> Device Networks, enter ics.inhandnetworks.com
in the Server field, and enter the email account you used to register the InConnect account in the

Registered Account field.

Hep NN
N y Device Manager
inhand

Device Manager
System Network Services Firewall QoS VPN Tools Application  Status More FE‘PV

Your password have security risk, please click here to change!
Device Manager

Enable W«

Service Type InCannect Service ¥

Server ics.inhandnetwerks.com ¥

Registered Account xox@inhand.com.cn Sign up/Sign in
Site Name

LBS info Upload Interval 1 Hours

Series Info Upload Interval 1 Hours

Channel Keepalive 30 Seconds

Apply Cancel

ANote

The page varies with the device firmware version. The actual page shall prevail.

3.2.2. IR900/1G900/VG710 Series

After connecting a router to a PC, enter 192.168.2.1 or 192.168.1.1 on the browser, and then
enter the login account adm and the password 123456 respectively to log in to the device web
page. On the web page, choose Administration >> Device Networks or Device Manager,
select InConnect Service from Service Type, choose ics.inhandnetworks.com in the Server
Address field, and enter the email account you used to register the InConnect account in the
Registered Account field.
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Administration > > Device Manager

Administration

Your password has security risk, please click here to change! =

InConnect Service ¥

ics.inhandnetwerks.com v

vl

xuyan@inhand.com.cn

ns

Network 4

Services " | Ipevice Manager Enable v
Link Backup * | Iservice Type

Routing Y | BServer Address

Firewall * | fSecure Channel

VPN + Registered Account

APP 3 Site Name

—— 3 Asset Number

Tools » Show Advanced Optio

Wizards ¢

Apply & Save Cancel

Sign up/Sign in

Click Apply & Save. If the status is Connected, the device is connected to InConnect:

Administration >> Device Networks

T !

English | o3z Username: adm

[iLogout

Administration
Network
o Device Networks
Link Backup Device Networks
Routing Description
Firewall
VPN

APP
Industrial
Tools

‘Wizards

Save Configuration

Copyright €2001-2019
InHand Networks Co., Ltd.
All rights reserved,

Your password has security risk, please click here to change! x

Connected
Connection Accepted

= =

Total Alarms: 0

Alarm Summary

Manual Refresh v || Refresh As
Stop

&Note

The page varies with the device firmware version. The actual page shall prevail.

4. Install the Client

InConnect automatically creates a secure connection channel for the accessed router. You

can install and configure the client on a local PC or a mobile phone to access the secure

connection channel to access and control the remote onsite devices.

4.1. Install and Use OpenVPN in Windows

1. Download the OpenVPN client to InConnect and install the client.

6



InConnect Bt rreemne e . xuyan-test

Server
Group: default Address: ap.ics.inhandiot.com:16361 Subnet: 10.16.0.0/15
Ready: Ready Created: Created Created At: 2 03-18 15:01:03

Updated At: 2020-03-18 15:06:50

2. Inthe Users list of InConnect, download the configuration file.

InConnect Config Firmware  Administration .xu\,'an'teat ®

Server
Group: default Address: ap.ics.inhandiotcom:16361 Subnet: 10.16.0.0/15
Ready: Ready Created: Created Created At: 2020-03-18 15:01:02

Updated At: 2020-03-18 15:06:50

Name Q > Export

Name Email @ Multiple  Virtual IP  Account Status Login State Creation Time Action

[:] 10/ page

I

xuyan-test xuyan@inhand.com.cn 10.16.0.2 valid Logged out 15 hours ago 5 menths ago

Routers o Create Router

Name Q @ Export
Name Signal serial Number Subnet virtual IP Login State Current Version Action
# Office Router Unit RP9151735030005 10.16.4.0/24 10.16.09 Logged in 15 hours ago 1.0.0r10406 ) =} = @ o

3. On the OpenVPN GUI shortcut, click Run as administrator. Click the icon @ in the
lower-right corner, and then click Import file to import the configuration file to the OpenVPN

client.

G Run as adrninistrator

Connect
Disconnect
Reconnect

how Status

W

View Log
Edit Config

Clear Saved Passwords

Import file...
Settings...
Exit

4. Click Connect. When the icon turns green, the current user is connected to the secure

connection channel.



Disconnect
Reconnect

Show Status

View Log
Edit Config

Clear Saved Passwords

import file...
Settings...
Exit
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5. Test whether the virtual IP address of the router can be accessed.

The address cannot be pinged when Windows Defender Firewall is enabled. We recommend

that you disable the firewall or enable ICMP first.

@ Customize Settings - m] X

L w A @ > Control Panel » System and Security > Windows Defender Firewall » Customize Settings v O £ Search Control Panel

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings

° () Turn on Windows Defender Firewall

Black all incoming connections, including those in the list of allowed apps

: o i - app
g (@ Turn off Windows Defender Firewall (not recommended)

Public network settings
Q (O Turn on Windows Defender Firewall

EBlock all incoming connections, including those in the list of allowed apps

i < o pp
9 (@) Turn off Windows Defender Firewall (not recommended)

Open Command Prompt of Windows and ping the router’s virtual IP address 10.16.0.9:



InConnect Config Firmware

. xuyan-test (@
server
Group: default

Address: ap.icsi

handiot.com:16361

Subnet: 10.16.0.0/15
Ready: Ready Created: Created Created At
Updated At: 2020-03-18 15:06:50

2020-03-18 15:01:03

Name Q [ Export
Name Email (2 Multiple Virtual IP Account Status Login State Creation Time Action
xuyan-test xuyan@inhand.com.cn 10.16.0.2 valid S 5 months age 2z Morev
(1] 10/ page
Routers o
Name a, [ Export
Name signal Serial Number Subnet virtual IP/Logm State Current Version Action
# Office Router Unit RP3151735030005 10.16.4.0/24 Logged in 15 hours ago 1.0.0.r10406

If the address can be pinged, the current user is interconnected to the remote router, as
shown in the following figure:

| B C:\WINDOWS\system32\cmd.exe

4.2. Install and Use OpenVPN in Android Systems

1. Scan the QR code in InConnect to download the OpenVPN client of the Android edition:

InConnect Config Firmware Administration

Server

. xuyan-test @

Group: default

Address: ap.ics.inhandiot.com:16361 Subnet: 1
Ready

Created: Created

Created At: 202!
Updated At: 2020-03-18 15:06:50

2. Install the client. The running page is as follows:



Sl Sl © 10t =" 09:02

= Import Profile

URL FILE

URL
https:/|

3. Download the OpenVPN configuration file from InConnect and send the file to your mobile

phone.

4. Click FILE, select a configuration file, and then choose IMPORT >> ADD.

m,
@

= Import Profile

URL Please, select .ovpn profile to import
https:#/| Location: /storage/emulated/0

R 3 thanos
fit portedE N [ tieba
|-:| tv.danmaku.bili
3 txrtmp

[ umeng_cache

|-:| unicom_cache_image
I:| websites

|:| wesee_interaction_sdk
[ wisePlayer_logs

[:] ycmedia

3 zhihu

| xuyan@inhand.com.cn.ovpn v |

T

10



g: &l all © 101 . 09:06 g: &l Eall © 10t - 09:06

¢ Imported Profile ADD = Profiles 1=

DISCONNECTED

profile harye D ap.icsinhandnetworks.com
[xuyan@inhand.com.cnl

1dnetworks.com [xuyan@inhand.com.cnl

O connect after import

5. After OpenVPN is connected, use the ping tool of the mobile phone, enter the router’s virtual
IP address, and test whether the address can be pinged. If the address can be pinged, the

current user is interconnected to the remote router.

@, _ P o _.
m: = o [ 10t 01 09:26 o @08

= Profiles =

IP: 10.16.0.9 10..

CONNECTED

Stop

‘\ @) ap.icsinhandnetworks.com

Ixuyan@inhand.com.cnl 64 bytes from 10.16.0.9: icmp_seq=1 ttl=64

time=79.8 ms

64 bytes from 10.16.0.9: icmp_seq=1 ttl=64

CONNECTION STATS time=78.8 ms

64 bytes from 10.16.0.9: icmp_seq=1 ttl=64
time=112 ms

A
oKB/S " 78/s
00:00:24 20 sec ago
You

1n1RN>

5. Remotely Access the Router’s Downstream
Devices(like PLCs, HMIs, etc.)

11



Add downstream devices(like your PLCs, HMIs, Camera, and so on.) of a router to InConnect

so that the user can access and control them from workstation.

When a downstream device is added, InConnect automatically delivers the running

configuration to create a secure network connection.
The procedure is described below:

1. On the Services page, click Device Management.

InConnect Config Firmware  Administration .xu\,'an'tezt ®

Updated At: 2020-03-18 15:06:50

Name Q [ Export
Name Email @ Multiple Virtual 1P Account Status Login State Creation Time Action
xuyan-test xuyan@inhand.com.cn 10.16.02 valid Logged out 15 hours ago 5 months ago Z - More’

EJ 10 / page
Name Q [# Export
Name Signal Serial Number Subnet Virtual IP Login State Current Version Action
& Office Router Unit RP2151735030005 10.16.4.0/24 10.16.09 Logged in 16 hours ago 1.0.0r10406 = o =
El 10 / page

2. Enter the IP address of the downstream device. InConnect automatically maps a virtual IP
address for the downstream device. You can add a maximum of 254 downstream devices for

each router.

As shown in the following figure, the real IP address of the downstream device is 192.168.2.1,

and the mapped virtual IP address is 10.16.4.1.

Office Router Unit ¥
P MName Virtual IP Action
192.168.2.1 PLC-1 10.16.4.1 £l
E

12



3. Ping the virtual IP address of the downstream device and check whether the device can be

accessed remotely.

BER CAWINDOWS system32icmd.exe - [m] x

6. Management Function
6.1. User Management

1. Add a User

On the home page, click Create User to create an account for another system user.

R <

Mame Q @ Export

Name Email ) Multiple Virtual IP Account Status Login State Creation Time Action

s

xuyan-test xuyan@inhand.com.cn 10,1602 valid Logged in 2 minutes ago 5 months ago o Morev

2. Role Description

InConnect supports two user roles and each role has different permissions on system

functions:
Organization administrator: has all permissions.
Device administrator: only has permissions of basic operations on the devices.

3. Multi-terminal Description

13



If Multiple is enabled for a user, the user can access remote devices on multiple terminals in

a secure manner.

6.2. Router Management

6.2.1. Router Details

Choose Service >> Routers >> Name and check the router details.

InConnect Config Firmware  Administration .Mainnrv&ga ®

Updated At: 2020-03-18 15:06:50

Name Q [# Export
Name Email & Multiple Virtual IP Account Status Login State Creation Time Action
xuyan-test xuyan@inhand.com.cn 10.16.0.2 valid Logged out an hour ago 5months ago ra o & Morev

[I] 10/ page

Routers o Create Router

Name Q [ Export

Name Signal Serial Number Subnet Virtual IP Login State Current Version Action

® Office Router Unit RP3151735030005 10.16.40/24 10.16.0.9 Logged out an hour ago 1.0.0r10406 = o = B

You can perform operations on online routers, such as remote web management, remote

configuration, forced offline, and firmware upgrade.

Config  Firmware  Administration .Mamcr\lega @

< Office Router Unit [ = web m £ Remote
\
Serial Number: RP9151735030005 Device Models: IR900 Firmware Version: 1.0.0.r1 [)-106 \
Creation Time: 2020-03-25 17:44:14 Update Time: 2020-03-26 10:52:54 Online Time: 32 minutes ago d
Lpgrace forced offline
Detailed Information
IP: 182.150.21.232 Phone Addlress:
RSSI: e IMSI Configure synchronization state: SYNC succeeded
Login Protocol: mgtt IMEI: ICCiD:
Flow Status 2020-03 Connection Status = Chart 2020-03-25 2020-03-26
108 Abrormal
08
Online
06
04 Offline
L
02 00:00 0 00:00 10:54 2:
13- 2 n2-2a 2-24

6.2.2. Remote Web Management

14



You can access the router's web management page remotely through InConnect.

Click = . The router's web management page is displayed, on which you can remotely manage

the router.

InConnect

Firmware Administration

. Mainor Vega (@

Name

xuyan-test

Routers

Name

Name

® Office Router Unit

Updated At: 2020-03-18 15:06:50

Q
Email @ Multiple virtual P Account Status Login State Creation Time
xuyan@inhand.com.cn 10.16.0.2 valid Logged out an hour aga 5months ago

a
Signal Serial Number Subnet Virtual 1P Login State Current Version
RP9151735030005 10.16.4.0/24 10.16.09 Logged out an hour ago 1.0.0.r10406

Administration > > System

P

o e

> Export

Action

£ 0O 4 Morev

[I] 10/ page

B Create Router

[ Export
Action
E AL AL
E] 10 / page
English | g3 Username: adm
[%iLogout

Administration
Network
Services

Link Backup
Routing
Firewall

VPN

APP

Industrial
Tools

Wizards

Save Configuration

Copyright £2001-2012
InHand Networks Co, Ltd.
All rights reserved.

System Status

Name
Model
Serial Number
MAC Address

Firmware Version
Bootloader Version

Device Time

PC Time

Up time

CPU Load (1/5/15 mins)

Memory consumption
Total/Free

Network Status

Cellular 1 [Settings]
Status
Signal Level

Your password has security risk, please click here to change!

Router-9910
IR915P
RPS151735030005
0018.0507.2d00
0018.0507.2d01
1.0.0.r10406
2011.09.r7903

2020-03-26 10:52:11

2020-03-26 10:52:12|  Sync Time
9 days, 20:59:39

0.00/0.03/0.11

120.15MB / 40.34MB (33.57%)

Disconnected
. (0 asu-113 dBm)

= -

Total Alarms: 0

Alarm Summary

2 [3s

Stop

6.2.3. Manually Deliver Configuration

After a router or a downstream device is added, InConnect automatically delivers the running

configuration to create a secure network connection.

When a router is online but is in logout state, you can click the running configuration delivery

button to create a connection again.

15



Urers o

Name a B Export
Name Email (@ Multiple  Virtual P Account Status Login State Creation Time Action
zhangning@inhand.comen [EEED zhangning@inhand com.cn [ o) valid Latest logged in 2 months ago 5 months ago 2 & Morev

@ 10/ page

Routers (o] Create Router

Name Q B Export
Name Signal Serial Number Subnet Virtual IP Login State Current Version Action
&1 atll 15 6938 10.16.2.0/24 10.16.0.3 Logged out a month ago 1.0.0.r0(test)-2019-12-13-00-54-52 ju} 8

1§ 351 10.16.6.0/24 101606 Logged out 2 months ago 1.0.0r10406 o @

SR R L 4l 10.16.3.0/24 10.16.04 Never logged in 1.0.0.,9919 iu} o

RT9 133240 10.16.4.0/24 10.16.0.5 Never logged in 1.0.0.r10034 {u] g

@ 10/ page

6.2.4. Update the Router Configurations in Batches

You can use this function to update the configurations of routers connected to InConnect in

batches.
1. Add a Configuration Template

On page Config, and then click +. Select a configuration file or enter the configuration. On
the local management page of the router, you can download the original configuration file, modify
the configuration file, and then upload the modified configuration file to InConnect to update the

router configurations in batches.

Create Configuration Template

* Template name:

Device Models:

Import config file: L Select a file

# running-config.cnf

!
#Fzystem config

language Chinese

hostname Router-9910

ip domain-name router.com.cn
clock timezone UTC-

# Configuration content:

Description:

2. Click Batch Config and select the routers to which you want to deliver the configuration.

Then, the configurations can be updated in batches.
16



After receiving the configuration command, online devices update their configurations

immediately, while offline devices will update their configurations after they are online again.

Select Routers

Router Name Serial Number Current Version

® Office Router Unit RPS151735030005 1.0.0.r10406

1item selected  Clear @ 10 / page

Cancel OK |

3. On the Config page, you can view the update progress and status of all the routers to which

this configuration is applied.

InConnect Server Firmware Administration

& config-1

Q

Model: [R900 Version description:

!
#system config

language Chinese

hostname Router-3910

ip domain-name router.com.cn
clock timezone UTC-8

service passward-encryption

'

#log config -

'

' 7

T Pending Executing Completed Failed
———=
Selected routers Batch config
Router Name Serial Number Current Version Status
Office Router Unit RP9151735030005 1.0.0.r10406 Completed

4. Inthe Configuration List section, you can view or delete a configuration or update

configurations in batches.

17



InConnect Server Firmware Administration

Home / Config

Configuration List o

Q All Models
e
Template name SVICE  reation Time Description Status Action
Models
config-1 IRS00  2020-03-26 10:22:01 o (View detzils  Batch config O

10/ page

Copyright @ 2019 InHand Networks. A Global Leader in Industrial [oT. All Rights Reserved

6.2.5. Upgrade Router Firmware in Batches

You can use this function to upgrade the firmware for routers connected to InConnect in
batches.

1. Add Firmware

On page Firmware and then click +. Select the firmware you want to upgrade and then click
OK. The firmware is uploaded to InConnect.

Create Firmware

Select the firmwarg: 4, Sselect a file

# IR9-V1,0.0.111700.bin

Firmware Name:  1R9-V1.0.0.r11700.bin

Firmware Version:  V1.0.0.r11700

Device Models:

Timeout:

Version description:

=

2. In the Firmware List section, click Batch Upgrade, and then select routers of which you
want to upgrade the firmware. Then, the firmware is upgraded in batches. After receiving the
upgrade command, online devices execute the upgrade task immediately, while offline

devices will execute the upgrade task after they are online again.

18



Select Routers

Name

Router Name

o Office Router Unit

1item selected  Clear

Serial Number

RPS151735030005

Current Version

1.0.0.r10406

@ 10/ page

3. Onthe Firmware page, you can view the upgrade progress and status of routers to which the

firmware is applied.

< IRS-V1.0.0.r11700.bin

4.

19

Model: IR900 Firmware Version: V1.0.0.r11700
Selected routers Fending Executing

Q

Version description:

0

Failed

Selected routers

Router Name Serial Number

® Office Router Unit RP9151735030005

Current Version

1.0.0.r10406

Batch upgrade

Status

Completed

[I] 10 / page

Copyright ® 2019 InHand Networks, A Glabal Leaderin Industrial [oT. All Rights Reserved.

In the Firmware List section, you can view or delete a firmware or upgrade the firmware in

batches.



InConnect

Server

. Xuyan-test

Home / Firmware

Firmware List

D
Firmware Name Meovt‘ljs Firmware Version Creation Time Description Progress Action
IRG-Y1.0.0.r11700.bin IR200  ¥1.0.0011700 2020-03-26 10:00:57 o View details  Batch upgrade O
IR9-Y1.0.0.r9919.bin IRS00 V1.0.0.r9819 2019-11-27 10:43:15 no device added View details  Batch upgrade o

All Models

6.3. System Management

6.3.1. Task

When viewing the tasks delivered by InConnect to routers, you can redeliver or cancel these

tasks:

InConnect

Config

Firmware ministration

[4]

10 / page

@ s

Administration

Task

o — Al Executing o Pending 3 Failed Completed o
Billing All types Q
Audit log 5 <
Router Name Type Status Progress Created By Creation Time Start Time Update Time  Action
K3 Company Info S:tce Rauter run config apply COMPLETED oo @ System 3 minutes ago 3 minutes ago 3 minutes ago
ff [ " 2 2 5
Office Router mport Firmware COMPLETED & system 6 minutes 6 minutes 26 minutes c
Unit Package aga ago ago
£ 29 28 min 9
Office Router il GG HDEY COMPLETED © System 29 minutes 29 minutes 29 minutes c
Unit aga aga ago
SF:':E RAMIE config apply COMPLETED  eoms—— @  System anhourago anhourago anhourago (3
AEEE run config apply PENDING System 17 hours ago S
1555 run config apply CANCELED © System 17 hours ago c
b= run config apply PENDING System 17 hours age S
Office Routs 36 minuts 36 minut
,IKE A fetch running config COMPLETED e @ System 17 hours age ntlEs e e
Unit aga ago
Office Route
« IpRlis run config apply CANCELED ——— @ System 17 hoursage 17 hours ago  an hour ago e 2

6.3.2. Usage

Unit

You can use this function to record the traffic used for the router or the user to create the

secure connections.

The total connection duration and total traffic are updated once every hour, and the detailed

usage of routers and users is updated once every minute:
20



InConnect Server Config Firmware . Xuyan-test

Cansumption
Administration

Task

Total Duration Total Flow
© Consumption |
Billing
| Audit log 1 6 49 308.10
Company Info g J 18154 ® 12656
Detailed Usage of Router (1) Detailed User Quantity (1)
2020-03-26
Name Used Traffic Usage Time
Office Router Unit 13429 KB Sh 54min 5s

[3 10/ page

6.3.3. Settlement/Billing

InConnect is billed based on the traffic that is used to create the secure connections between
all clients and users.

On the Billing page, you can recharge the account for the networking services provided by

InConnect. Before payment, you must agree with the Payment Terms:

Settlement
Administration
Task
(& Consumption B I ] | I n g i " :
Biling | @:: : $0.49 20070mMB  $-2.96 8.82 GB
Audit log
i Company Info Payment Charges Consumption Details Manthly Bill

Account Name mvega@mci-water.com

§ 50 $100 $ 200 $300

Payment Method Credit-card

[ The payment terms have been read and agreed, Payment Terms

ANote
To ensure normal service connection, InConnect provides a 10-GB traffic credit. If you do not
recharge your account after the 10-GB traffic credit is used up, your InConnect service is

suspended. After you recharge your account to the traffic credit, your service is restored
immediately.

21



After recharging, you can view your charges details on the Charges tab page or download
the recipient to view your order details. InConnect updates your usage logs periodically on the
Billing page based on your usage. It sends a monthly bill through email on the first day of each

month, indicating your traffic usage and billing information of the previous month:

InConnect erver n irmware ministration . Mainor vega @

Settlement
Administration

7] Task

T Consumption B I ] | I n g
Biling | 0o : $049 20070 MB  $-2.96 8.82 GB
| Audit log
Company Info Payment Charges Consumption Details Monthly Bill
Order Mumber Order Account Time Amount Pay Handle
1C520191231003 xuyan@inhand.com.cn 2019-12-31 08:40:30 §300 Credit-card Download
1520191031012 xuyan@inhand.com.cn 2019-10-31 11:25:43 $100 Credit-card Download
(1) > [0zpese

«

6.3.4. Company Information

On the Company Info page, you can maintain the background information of the current

account’s owner.

6.3.5. Log

You can view login and operations records of InConnect on the page of Audit Log.

7. FAQ

Q1: How many user accounts and routers can | add to one InConnect account?

A1: You can add a maximum of 4,000 user accounts and routers. You can connect a

maximum of 254 downstream devices to each router.
Q2: Is it billed by bandwidth or by traffic?
A2: It is billed by traffic at a unit price of USD 2.5/GB.

Q3: What is the minimum monthly traffic for a router when it does not generate any traffic data and

the network is normal?
A3: About 30-40 MB.

Q4: Where is the InConnect server deployed? Amazon in the U.S. or Amazon in China?
22



A4: For users inside China, the server is deployed in Amazon in China. For users outside

China, the server is deployed in Amazon in the U.S.

8. Appendix Router Networking

The following takes IR915 as an example. For details about networking of other devices, see

the hardware user manual or visit https://www.inhandnetworks.com/.

Disable the "cellular interface" when accessing the network without the SIM card; otherwise

repeated dial-up is performed, interfering the network connection.

MNetwork > > Cellular
et

Enable

| Apply & Save | Cancel

8.1. Method 1: Access the network through
dial-up or SIM card

1. Insert the SIM card to the slot 1 and tighten the 4G LTE antenna to the ANT terminal.

Press the
button next to
the SIM card

ANT
antenna

Connect
to the PC

23


https://www.inhandnetworks.com/

ANote

When inserting or removing the SIM card, you must disconnect the device from the

power supply to avoid data loss or damage to the device.

2.

24

Open the browser and log in to the device. (See Method 2: Ethernet).

Choose Network >> Cellular >> Enable. Wait until the network connection status is

Connected and an IP address is allocated. Then, the network is connected through the SIM

card. If a private network card is still used, fill in the dial-up parameter set.

inhand
Administration
Network
Services
Link Backup
Routing
Firewall
VPN
APP
Industrial
Tools

Wizards

Save Configuration

Network > > Cellular

ICMP Detection Strict
Show Advanced Options

Profile
Index  MNetwerk APN
Type
1 GSM 3Ignet
GSM v
Apply & Save Cancel

Auth

Access Number Method Username
“ggrrel2 Auto gprs
Auto ¥

Your password has security risk, please click here to change! *

Enable

SIM1 SIM2
Profile auto ¥ |laute v
Roaming Cd T
PIN Code
Network Type Auta v
Static IP
Connection Mode Always Online v
Redial Interval 10 s
ICMP Detection Server
ICMP Detection Interval 30 s
ICMP Detection Timeout 5 s
ICMP Detection Max Retries 5

Password

Addr1/10]



RO~
inhand

Administration
Network
Services

Link Backup

Routing

Firewall

Network >> Cellular

(] ]

Your password has security risk, please click here to change! =

Modem

Active SIM
IMEI Code
IMSI Code
ICCID Code
Signal Level
Register Status

SIM 1

0x8095B6FE
460031025281133
89861119040282613390
« (16 asu -81 dBm)
registered

Operator China Telecom
Network Type 2G (CDMA)
LAC
Cell ID
Network
I Status Connected I
|P Address 10.164.84.169
Netmask 255.255.255.255
Gateway 172.22.209.124
DNS 218.6.200.139 61.139.2.69
MTU 1500

Connection time

Conne:

connect

0 day, 00:01:51

4. When two SIM cards are inserted to the device, select Dual SIM Enable.

Copyrini C2001-2015

febon Netwarks Ca.
e

L

Your password has securily fisk. please click here to changet

Usernaree;adm

Redial Interval
1CMP Datection Servar

ICMP Detection [nterval
ICMP Detection Timeout
ICMIP Detection Max Retries
JCMP Detection Strict

Initial Commands
RSSI PoN Intervl

Dial Timeout

MRy

MAY

Use defoutt asymcmap
Use Peer BN

LP Interval

LCP Max Retries
Infinitely Dia retry

Main S

Max Number af Dial
Min Connected Time
€50 Thwashold

€50 Detect Interval

£
s
s

Show Advaocad Options (2]

m

«

=

5

8
Dyl SIW Enable =1

Sz

st isabie)
3

o0 cisavie)

0;cisable)
0

(0: dsable}
(0: aisable)

Total Alarms: 0
Al summary

8.2. Method 2:

25

1.

Ethernet

Connect the LAN (FE 1/1 or GE1/1) port to a PC and the WAN port to the Internet.



Connect to
the Internet

Connect
to the PC

2. Set the IP addresses of the PC and router to be in the same network segment.

Method 1: Automatically get the IP address (recommended)

Method 2: Use a fixed IP address. Set the EF/GF ports of the PC and router to be in the same
network segment. Set the initial IP address of the router to 192.168.2.1 and the subnet mask to
255.255.255.0. Select Use the following IP address. Enter an IP address ranging from

192.168.2.2 to 192.168.2.254, a subnet mask 255.255.255.0, and the default gateway
192.168.2.1, and then click OK.

General  Alternate Configuration General

You can get IP settings assigned automatically if your network supports You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings. for the appropriate IF settings.

() Obtain an IP address automatically
(®) Uge the following IP address:

IP address: 192 168 . 2 . 10
Subnet mask: 255,255 .255 . 0
Default gateway: 192 168 . 2 . 1

(®) Obtain DMS server address automatically

Obtain DS server address automatically
() Use the following DS server addresses:

(®) Use the following DNS server addresses:

Erefe I:I Preferred DMS server: 8 .8 .8 .4
Alcernate DMS server: I:I Alternate DNS server: l:l
Validate settings upon exit Advanced. .. [validate settings upon exit e
Automatically get the IP address Use a fixed IP address

3. Inthe address bar of the browser, enter the default gateway address 192.168.2.1 to enter
the gateway web login page.
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- C @]192.168.21

4. Enter the username and password and then click Sign In.

Sign in
http://192.168.2.1

Your connection to this site is not private

Username adm

Password | seesss

username : adm

password

: 123456

Sign in Cancel

5. Choose Network >> New WAN. Configure an IP address for the WAN port to connect

the router to Internet.

Save Configuration

Mew LAN

Mew WAN

New Cellular

New IPsec Tunnel

IPsec Expert Config

Mew L2TPv2

Tunnel

MNew Port Mapping

6. We recommend that you select Dynamic Address (DHCP). If you select Static IP

Address, manually configure the network parameters and then save the configuration.

Wizards >> New WAN

New WAN

Interface
Type
NAT

Apply & Save

‘Your password has security risk, please click here to changel =

fastethernet 01 *
Dynamic Address (DHCP) ¥
L

Cancel

Dynamically allocate the IP address

27

Wizards >> New WAN

New WAN

Interface
Type

Your password has security risk

fastethernet 0/1 ¥

Static IP

Primary IP
Netmask

Gateway

Primary DNS

10.5.16.156
255.255.255.0
10.5.16.1

8888

NAT

Apply & Save | Cancel

F

Configure parameters of the static IP address



7. Choose Tools >> Ping. In the Host field, enter a common Chinese website to test
whether the router can connect to the Internet. If the following figure is displayed, the

router can connect to the Internet.

Foals 5/ping English | 137 Username: adm

inhand e oot

Administration 4 Your password has security risk, please click here to changel =
Network k B
Alarm| =

Services L&

Host baidu.com Pin
Link Backup . L8 Total Alarms: 0
Routing | Eeocomnt u Alarm Summary
Firewall i Packet Size 32 Bytes
VBN » | Exper Options 38

Stoj

APP > P
Industrial b | [PING baidu.com ¢220.181.38.148): 32 dsta bytes
e , | 49 bytes from 220.181.38.148: seq=@ ttl-53 time-49.986 ms
o 46 bytes from 220.181.38.148: seq=1 ttl=53 time=48.465 ms
\hzaris » | 40 bytes from 220.181.38.148:

46 bytes from 220.181.38.148: seq=3 ttl=53 time=40.912 ms

--- statist

4 pac ed, 4 packets received, 6% packet loss

round-trip min/avg/max = 32.263/40.406/40.986 ms

Save Configuration
4

8.3. Method 3: Wi-Fi

1. Use a network cable to connect the PC to the gateway LAN port, and connect the Wi-Fi
antenna to the WLAN1/2 port.

Wi-Fi
antenna

Connect
to the PC

2. Set the IP addresses of the PC and the router to be in the same network segment. (See
Method 2: Ethernet).

3. Access the device web management page. (See Method 2: Ethernet).
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4. Choose Network >> WLAN, select Client from Interface Type, enter the Wi-Fi
parameters, and then click Apply & Save. Click the Status tab. The network connection

status is Connected.

inhand
Administration
Network
Services
Link Backup
Routing
Firewall
VPN
APP
Industrial
Tools

Wizards

inhand
Administration
Network
Services
Link Backup
Routing
Firewall
VPN
AFPP
Industrial
Tools

Wizards

Network >> Wi-Fi

] ] I
Your password has security risk, please click here to change! =
Enable L
Station Role Client ¥
Default Route Ld
SSID inhand1-5G
| Scan
Auth Method WPA2-PSK ¥ |
Encrypt Mode AES ¥
WPA/WPAZ PSK Key nas
Apply & Save | Cancel
Network >> Wi-Fi
[smtus]| [ £
Your password has security risk, please click here to change! =
Wi-Fi Status
Station Role Client
fstatus Connected |
SSID inhand1-5G
MAC Address 04:7f:0e:01:98:37
Auth Method WPA2-PSK
Encrypt Mode AES
IP Address 192.168.200.78
Netmask 255.255.255.0
Gateway 192.168.200.1
DNS 61.139.2.69 202.98.96.68

Connection time

0 day, 00:00:06

5. Choose Wizards >> New WAN, and configure the parameters as follows:

inhand
Administration
Network
Services
Link Backup
Routing
Firewall
VPN
APP
Industrial
Tools

‘Wizards

Wizards >> New WAN
' New WAN

» | fInterface | dot11radio 1 v
v | [Type [ Dynamic Address (DHCP) ¥ |
. NAT v
3
Apply & Save Cancel

Your pass\



6. Choose Firewall >> Network Address Translation (NAT). If a connection named
dot11radio 1 is displayed, Wi-Fi is connected.

‘)

i:]?}n'u Firewall > > NAT
Administration L Your password has security risk, please click here to change! =
Network 5

. i Network Address Translation(NAT) Rules
Services
Link Backu v . Source Match Translated .

E, Action  \etwork  Conditions Address Hexctiphon
Routing ' SNAT Inside ACL100 cellular 1
Firewall ’ I SNAT Inside ACL:179 dot11radio 1
o , Add || Modify || Delete
APP 7
e » | Inside Network Interfaces
Industrial
Tool » D Interface
L 1 gigabitethernst 0/1
- 2 il 7]
Add{1/100]

Qutside Network Interfaces

D Interface
1 dot11radio 1
2 cellular 1

IE] | | gigabitethemet 012 v

Add[2/100]
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