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About the Oxford Cyber Security 
for Business Leaders Programme

In the last two decades, as digital adoption has spread across the world and radically transformed how 

organisations, governments and citizens interact, securing cyberspace has become a global, multi-billion dollar 

challenge. Cyber attacks have grown exponentially in frequency, complexity and sophistication, disrupting 

business, costing billions in damage, and sowing deep distrust. The problem continues to accelerate. As more 

business is conducted online and processes are automated, the more vulnerable organisations are to attack.  

The Oxford Cyber Security for Business Leaders Programme prepares leaders from all industries for the 

increasingly complex future of cyber security to look beyond fear to create a competitive cyber strategy. 

Participants will gain a full understanding of the challenges and potential of cyber, along with the frameworks 

and vocabulary to enable strategic decision making to help secure their organisation’s cyber-resilient future. 

Over six modules, participants will access key principles, frameworks and research from thought leaders and 

faculty from  across the University of Oxford. Participants will learn how to build a cyber security strategy 

based on growth and trust, creating competitive advantage for their organisation. 

Designed specifically for working executives, the programme design incorporates cognitive and neuroscience 

research to help busy professionals learn faster and more efficiently, and uses next-generation artificial 

intelligence (AI) technologies to enhance the collaborative learning experience and build rapport among 

programme participants. 

REGISTER HERE NOW

https://esmelearning.com/pages/oxford-cyber-security


The programme examines cyber security from a proactive viewpoint, educating participants on cyber 

security’s risks and benefits. The modules explore cyber from the basics of cyber hygiene to advanced 

concepts and applications. 
In particular, the programme will cover:

• The foundations of cyber security, digital privacy, net neutrality, data governance, AI and digital ethics  
and how they alter and impact the way society and businesses operate

• Multiparty computation (MPC), personal privacy using distributed ledger, biometrics and other  
cutting-edge topics

• New software architecture to gather insights without exposing data

• New business opportunities and models that are emerging in the cyber future and how to apply them

• Ways to harness cyber security as a growth strategy

• Utilising cyber security in a positive way that builds trust in the system and gives consumers confidence

• How new channels can be designed and built with security and privacy as a competitive differentiator 

Participants will form teams to discuss and reflect on class material and engage in cyber defence simulations 

to better understand practical application of theoretical concepts. They will obtain guidance from programme 

instructors and tutors, including discussions and webinars outside of core videos and exercises.

“Understanding how to manage cyber-risk whilst embracing digital 
opportunity is crucial if we are to remain resilient in the face of growing 
cyber-attacks. This programme is designed to help current and future business 
leaders develop awareness of core aspects of cybersecurity, contextualise 
reports on new threats, and make informed decisions on how to react to 
emerging tech trends. It will assist leaders to become more awake to the  
socio-technical challenge of cybersecurity, to be more effective in taking a lead 
role in ensuring it is embedded into the DNA of business, and to be able to 
create and innovate new digital solutions responsibly.”

—  Sadie Creese, Professor of Cyber Security, Department of Computer Science,  
University of Oxford

02 | OXFORD CYBER SECURITY FOR BUSINESS LEADERS

What you will learn

REGISTER HERE NOW
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Is the Programme right for you?

You will benefit from the programme if you:  

• Are a business leader, executive, or director in a private or public sector organisation who wants deeper 
insight and practical knowledge to employ cyber security for both short and long-term business strategies

• Interact with consumer data, and/or are responsible for compliance with data privacy regulations such as 
the General Data Protection Regulation (GDPR) or the California Consumer Privacy Act (CCPA)

• Are transitioning to a new job, or are considering a career move in which strong cyber strategy skills 
would be useful

• Want to learn alongside and build a professional network with like-minded executives whose  
titles include:

- Chief Executive Officer

- Chief Information Officer

- Chief Security Officer

- Programme Manager 

- Managing Director

-  Digital Innovation Officer 

- Senior Manager

- Financial Analyst 

- Vice President

- Project Manager

- Digital Product Director

- Compliance Officer

Key programme objectives

Gain an ability to evaluate and understand the cyber security context and needs of a business.

Collaborate with their peer cohorts to manage risk and ensure their “security teams” 

build cyber security into organisational culture.

Understand threat intelligence and develop appropriate responses to threats, including in 

emergencies.

Develop techniques for successfully communicating cyber security issues, and potential harm, 

with executives and boards-- including how to demonstrate Return On Investment (ROI) for 

cyber security.

Build a tangible plan that they can apply to their work based on an experiential learning 

capstone project.
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Participants will:



• Cyber Fitness and user responsibility

• Digital disruption and transformation

• Resilience

• Analysing threats and vulnerabilities

• Risk Management

• Corporate social responsibility, responsible innovation, ethical AI

• Mentorship of senior professionals
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Programme themes

REGISTER HERE NOW

• AI-enabled eLearning technology for 
efficient and effective collaborative learning 

• 3,000% improvement on completion rates 
compared to other online programmes

• Immediate applicability to your career 

Success you can count on

https://esmelearning.com/pages/oxford-cyber-security


Module 1: 

Core Cyber Security 
Concepts

Gain an ability to evaluate and understand cyber security context within the 
needs of a business. Learners will understand what it means to be Cyber Fit, 
how to manage “smart” vs. “careless” risk, and to ensure that cyber security 
is integrated into the culture of their organisations. Primary subjects include:

• Cyber Risk    

• Types of Cyber Harm    

• Cyber Fitness   

• Cyber Security and Digital Disruption

Module 2:

Threats and 
Vulnerabilities

Deepen your understanding of the threats to your organisation -- from insiders, 
hackers and cyber criminal organisations to nation states. Learn how to use 
threat intelligence to analyse cyber risks, and a leading framework to better 
prepare your organisation. Primary subjects include:

• Cyber Crime

• Insider Threats

• Types of Cyber Attacks

• Ransomware

• Threat Intelligence

• Threat | Vulnerability | Risk | Harm Framework

Module 3:

Globalisation and 
Supply Chain Cyber 
Security

Confront the cyber risks of globalisation and integrated supply chains through 
deep exploration of emerging challenges of AI and quantum computing. 
Primary subjects include:

• Nation State Actors

• Supply Chain Security

• Emerging Threats

Module 4:

Cyber Security 

Controls and 
Operations

Build skills to implement and strengthen cyber operations and architectures.  
Learn about incident response and practice responding to a major attack in 
a simulation. Explore the cyber maturity model and gain an understanding 
of what you need to do to take your organisation to the next level. Primary 
subjects include:

• Building Blocks of Cyber Operations

• Incident Response

• Cyber Maturity Model

• Cyber Architectures - Quantum

Programme curriculum
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Module 5: 

Responsible 

Innovation and

Digital Opportunity 

Explore the ethical dimensions of the new cyber world, and how to innovate 
responsibly for the benefit of all. Exercise persuasive skills to position your 
cyber venture for positive future impact, and  confront cyber issues with 
complex technical and social implications. Primary subjects include:

• Ethical Issues of AI    

• Responsible Innovation    

• Privacy   

• Cyber Security and Digital Disruption

• Board Room Responsibilities

Module 6:

Resilience and 

Strategic Responses

Develop the skills to take smart risks and to make your organisations more 
resilient against ever-evolving cyber threats. Explore the cyber implications of 
corporate M/A and rapid growth, and complete an experiential learning team 
capstone project. Primary subjects include:

• Smart Risks                     

• Software Acquisition       

• Corporate M/A

• Future Scenarios

Programme curriculum
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“How can disruptive technologies like AI, biometrics, big data 

and blockchain establish themselves positively? Along the way, 

what can be done to ensure that we carry consumers with us 

on our journey and advance trust in innovation? We need to 

address not only the risks, but also the potential for good.” 

— David Shrier, Associate Fellow, Saïd Business School, 
University of Oxford

https://esmelearning.com/pages/oxford-cyber-security


• The foundations of cyber security, digital privacy, net neutrality, data governance, AI and digital 

ethics and how they alter and impact the way society and businesses operate

• Multiparty computation (MPC), personal privacy using distributed ledger, biometrics and other 

cutting-edge topics

• New software architecture to gather insights without exposing data

• New business opportunities and models that are emerging in the cyber future and how to 

apply them

• Ways to harness cyber security as a growth strategy

• Utilising cyber security in a positive way that builds trust in the system and gives  
consumers confidence

• How new channels can be designed and built with security and privacy as a competitive 
differentiator

What you will learn
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The programme examines cyber security from a proactive viewpoint, educating participants on cyber 

security’s risks and benefits. The modules explore cyber from the basics of cyber hygiene to advanced 

concepts and applications.

In particular, the programme will cover:

Programme perspectives

• Resilience
• Strategy
• Regulation
• Human/Geopolitical

Participants will form teams to discuss and reflect on class material, and engage in cyber defence 

simulations to better understand practical application of theoretical concepts. They will obtain guidance 

from programme instructors and tutors, including discussions and webinars outside of core videos  

and exercises.

REGISTER HERE NOW
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Each week you will engage in a mixture of:   

• Digital videos or audio content, augmented by material which you can download in full to review as you 

have time

• Quizzes and exercises designed specifically to help you understand and retain new information

• Dialogue with expert instructors and your peers via discussion forums and small group sessions

• Real-life examples that help you understand how concepts delivered in the programme material can be 

applied to your work environment

• AI-assisted coaching to improve your and your team’s collaboration

Key benefits of the Oxford Cyber Security for Business Leaders Programme include:  

• Career advancement: The certificate of attendance from Saïd Business School, University of Oxford, 

adds immediate value to your professional profile 

• Elite network: Our programme will significantly expand your professional community

• Top credentials: Our curriculum is designed and delivered by leading academics and innovators 

• Efficient learning journey: Accelerated learning outcomes are supported by next-generational digital 

platforms and support from personal success coaches

• Success you can count on: Our programme combines AI-enabled technologies, research and a 

collaborative peer-based environment to achieve a programme completion rate that exceeds industry 

average by over 90%*

• Investment flexibility: We offer multiple payment options to help ensure our programme is affordable 

and accessible

The learning journey

Why invest in this Programme
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Sadie Creese 

Professor of Cyber Security, Department of Computer Science,  

University of Oxford

Sadie Creese is Professor of Cyber Security in the Department of Computer Science and 

a globally recognised expert on operational aspects of cyber security. She is the founding 

Director of the Global Cyber Security Capacity Centre at the Oxford Martin School, and 

a governing body Fellow of Worcester College, Oxford. At Saïd Business School, she 

contributes to the Oxford MBA and executive education programmes. 

Sadie’s extensive research includes threat modelling and detection, resilience strategies 

for business, security architectures, and national cyber security capacity. She was part of 

the strategic advisory board for the World Economic Forum’s Cyber Security Centre, and 

has acted as an advisor to many governments and businesses. In 2020 she led Oxford’s 

contribution to a Foresight Review of cyber security for the Industrial Internet of Things, 

and the WEF Future Series Insight Report on Cybersecurity, emerging technology and 

systemic risk.
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Who you will learn from

Our programme faculty brings together thought leaders from Saïd Business School and the wider 

University of Oxford, with industry experts and successful entrepreneurs, to facilitate rapid application of 

theory to practice.

Programme Director

REGISTER HERE NOW

Guest Speakers

More than 30 experts from around the world provide a window into the change and potential opportunities 

in AI and Open Banking.

https://esmelearning.com/pages/oxford-cyber-security


Using live interactive tools and AI, Esme Learning is transforming the experience of group collaboration  

through its proprietary, breakthrough technology platform.  

The most effective learning experiences occur in small groups who are engaged in problem solving, 

creative tasks, or complex decision making. In an online work environment, when people lack 

conversational cues, it’s hard for teams to build rapport and be successful. 

Esme Learning’s platform changes the way team members interact in real-time, while video calls are  

happening. It uses AI to analyse online conversation dynamics and provide real-time personalised feedback  

to each participant to ensure that the exchange of ideas is not dominated by a single person, and that the  

conversation is as inclusive as possible.  

Simple on-screen cues guide participants to more effective team interactions. 

      

The Esme Learning Advantage:  
AI-enhanced collaboration for 
superior learning outcomes
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Personalised feedback

The Esme Learning platform analyses interactions to create a confidential, personalised dashboard that 

you can use to assess your own work. This report will not be shared with anyone, but allows you to better 

understand your work, interactions and group dynamic. 

A word on privacy

Esme Learning understands how people interact with each other without monitoring what they say to help 

optimise group performance while preserving personal privacy.
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Saïd Business School, University of Oxford has joined Esme Learning to offer an online learning experience  

that is grounded in cognitive and neuroscientific research, and uses next-generation AI technologies to help  

busy professionals learn faster and more efficiently.

About Saïd Business School, University of Oxford

Saïd Business School at the University of Oxford blends the best of new and old. We are a vibrant and 

innovative business school, but yet deeply embedded in an 800-year-old world-class university. We create 

programmes and ideas that have global impact. We educate people for successful business careers, and as 

a community seek to tackle world-scale problems. We deliver cutting-edge programmes and  

ground-breaking research that transform individuals, organisations, business practice, and society. We seek 

to be a world-class business school community, embedded in a world-class university, tackling  

world scale problems. 

A transformational collaboration
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Esme Learning is helping executives and working professionals reinvent themselves for the AI-enabled 

future, meeting the need to learn new cutting-edge topics and skills at an ever increasing rate as the pace 

of technology change is transforming the nature of work. Having already pioneered the short-programme, 

a tightly engineered model of learning that has revolutionised how tier one universities deliver online  

classes, our founders have formed Esme Learning to reinvent learning once again, bringing advanced tools  

and technologies, including AI tools we are integrating in fall 2020 to enhance the learning experience,  

demonstrating completion rates above 90% while delivering as much as a 3,000% improvement over 

student satisfaction versus other types of digital programmes.1   

Technical requirements     

A modern desktop or laptop computer with the following features:    

• Operating System: Microsoft Windows or MacOS

• Browser: the latest version of Google Chrome, Mozilla Firefox or Microsoft Edge

• A working camera and microphone

• An internet connection with a minimum speed of 3 Mbps for both upload and download  

(10 Mbps is recommended)

Please note, devices other than a desktop or laptop computer are not supported.

ID verification

To be eligible for a certificate of attendance from Saïd Business School, University of Oxford, upon 

successful completion of the programme, you will need to verify your identity from within the online 

platform. Students will need to complete an ISO 27001-certified verification process and will require a 

government-issued ID and a mobile phone or laptop with a camera.

https://esmelearning.com/ 
© Source:  https://arxiv.org/abs/2008.08241

Esme Learning
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