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  Introduction 
 

At Reed Screening, we’ve been advocates for digital 

identity for some time, and believe that post-COVID the UK 

is ready for a flexible, digital approach to hiring both to 

bounce back from the pandemic and to be ready for the 

new world of work that follows it.  

We see huge benefits in convenience and security for 

employers and candidates in moving to digital hiring 

practices. 

Where previously Right to Work (RTW) and some criminal 

record checks required applicants to attend meetings in 

person in order to confirm their identity, the passing of new 

laws surrounding digital ID verification means that these 

checks can be made online.  

Talk of digitising the ID verification process have been 

ongoing for some years. However, the COVID-19 pandemic 

has accelerated the process considerably. During the first 

lockdown, measures needed to be brought in to allow 

employers to comply with social distancing and remote 

working rules. 

Since then, throughout 2021, Reed Screening has worked 

with the All-Party Parliamentary Group (APPG) on Digital 

Identity to secure extensions to the temporary measures, 

asked Parliamentary questions on digital right to work, 

organised roundtables and Parliamentary events, and sent 

briefings to No. 10. 

As a result of this, the temporary measures introduced in 

2020 ended on April 6th, 2022, and employers can now use 

digital verification services permanently. 

These changes bring with them numerous potential benefits 

for employers, new employees, and the recruitment process 

overall, as well as a number of challenges that need to be 

considered.  

In this e-book, we’ll look at digital hiring processes using 

digital ID verification, digital right to work checks, and digital 

criminal record checks. 
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ID Verification 

Technology 
 

Digital identification checks replace the 

requirement for recruiters to handle physical 

identification documents. Instead, digital ID and 

Right to Work verification can be provided via 

custom-built technology platforms.    
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New laws allow the use of digital identity checks for 

Right to Work and DBS checks in the UK.  

Though many business have been using this technology for some time to enhance the 

standard of their existing checks, in some cases Identification Verification Technology 

(IDVT) needs to be carried out by certified service providers to ensure the checks meet 

the required levels of integrity and security. 

 Certified ID service providers (IDSPs) can 
work with employers to carry out digital 
identity checks on new employees, as 
long as they hold a valid British or Irish 
passport (including Irish passport cards). 
For Right to Work checks, the use of a 
certified IDSP is not mandatory, but it is 
highly recommended, as certified 
providers have been shown to meet 
certain standards set out by the Home 
Office.  

DBS checks require the use of certified 
IDSPs. Certified companies need to meet 
certain criteria in order to gain 
certification: 

- Appropriate security management 
systems that meet industry 
standards to ensure personal data is 
kept safe; 

- A service level that meets DBS’ 
standards for identity assurance, as 
certified by UKAS. 

Using IDVT, the process of confirming a 
new employee’s identity for Right to 
Work or DBS checks is accelerated, made 
more efficient, and provides a better 
experience to employees and 
recruitment staff. 

Security and integrity is enhanced, too, 

meaning employers are at a minimised 

risk of falling foul of employment laws. 

 

  

 

 

How does it work? 

With IDVT, identity is verified to a level of 

confidence: low, medium, or high. This is 

worked out using a 5-step process, with 

each step being scored according to how 

confident the IDSP is that the identity is 

genuine. The steps are: 

1. obtain evidence of identity 

2. check the validity and genuineness 

of the evidence 

3. check the identity has existed over 

time 

4. check if the identity is at a high risk 

of identity fraud 

5. check that the person claiming the 

identity matches the evidence 

Once each step is scored, they are 

combined to determine the overall level of 

confidence that the identity is genuine 

and belongs to the person claiming it.  

For more information see: 

https://www.gov.uk/government/publicat

ions/dbs-identity-checking-guidelines/dbs-

digital-identity-verification-guidance  

 

https://www.gov.uk/government/publications/dbs-identity-checking-guidelines/dbs-digital-identity-verification-guidance
https://www.gov.uk/government/publications/dbs-identity-checking-guidelines/dbs-digital-identity-verification-guidance
https://www.gov.uk/government/publications/dbs-identity-checking-guidelines/dbs-digital-identity-verification-guidance
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Digital Right to Work checks 

Checking an employee’s right to work in the UK has been mandatory for employers 

under the Immigration, Asylum and Nationality Act 2006 which came into force on 29 

February 2008. As part of an employer’s responsibility to prevent illegal working, Right 

to Work (RTW) checks are designed to prevent illegal working, which, if left unchecked, 

can clear the way for dishonest businesses to exploit workers and undercut compliant 

employers, as well as impact the wages of lawful workers.  

 

In order to maintain compliance with employment laws, employers need to carry out 

Right to Work checks on every new employee that joins the business under contract as 

an employee or apprentice. 

The manual process 

A manual right to work check requires an employer to physically obtain original 
identification documentation that confirms the employee’s citizenship or right to remain 
in the UK or Ireland. 

The document then must be checked by the employer in the presence of the employee to 
ascertain that the documents are both genuine and belong to the employee in question. 

Once the document has been deemed genuine, the employer must then make a copy of 
the document and retain it for the duration of employment and for 2 years following the 
employee’s departure from the business.  

The digital process 

Instead of the steps above, employers can now work with an IDSP to confirm the identity 

and Right to Work of an employee. It requires that the employee holds a valid British or 

Irish passport (including Irish passport cards).  

New employees can upload an image of their ID documents to the IDVT as well as a live 

video image of themselves, and using Artificial Intelligence and data powered technology 

the IDVT can confirm the identity of the employee to certain degrees of confidence.  
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How will the technology work? 

It’s expected that the new IDVT will use a smartphone app to verify a candidate’s 

identity documents. 

Candidates will be asked to take a photograph of their passport using their smartphone, 

and to scan the chip contained within the passport using their phone’s NFC reader. This 

information will be checked to ensure that the data contained within the chip matches 

the information in the picture of the passport.  

They’ll then be asked to take a photo of themselves, which will be checked against the 

photograph on the passport.  

 

 

 

Eligibility requirements 

Currently, only those who hold in-date UK passports will be eligible to use the digital 

process for identity verification. People who do not hold an in-date UK passport will be 

required to complete manual checks. 

It’s also important to note that a candidate cannot be required to use digital identity 

checks – if they’d prefer to have their identity checked manually, employers must allow 

this.  
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What does this mean for employers? 
Digital right to work checks can be transformational for businesses and how they 
conduct their screening processes. Organisations can expect a range of benefits from 
adopting digital right to work, including: 

 

Improved processes  

Allowing candidates to prove their identity remotely via uploading images of their 
documents via IDVT is a quick, secure process which can take place remotely. This allows 
recruitment processes to align with the increase in remote and hybrid working models, as 
well as speed up the recruitment process as the need to arrange face-to-face meetings is 
no longer necessary.  

 

Reduced fraud risk 

Digital identity checks will be run by certified providers, assessed against a government 
trust framework. It’s expected that this will mean that IDVT is more reliable than an 
untrained employee at spotting falsified documents, and that the process will therefore 
be more robust and less open to fraud. 

 

Improved security  

The certification process allows private sector IDVT service providers to become 
independently certified by organisations selected by the UK Accreditation Service (UKAS), 
and thereby ensures that the technology meets the Government Standards and the 
applicant’s data is protected. This in turn minimises the risk to employers of breaching 
compliance with employment laws, and ensures the personal data of employees is kept 
safe. 

 

Improved candidate experience  

Being able to prove their identity and right to work remotely represents a much easier 
process for candidates, meaning important documents do not need to be posted or 
brought to the place of work. This provides a better overall onboarding experience, and 
opens up the process to working with people based in different countries, or unable to 
visit the workplace due to accessibility requirements.  
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Building a digital 

recruitment process 
Incorporating IDVT into existing recruitment 

processes means taking into account a number 

of different factors to ensure that things 

continue to run smoothly and that the benefits 

of IDVT are maximised.  
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Updating recruitment processes 
Like any new technology, the implementation of IDVT needs careful planning. Potential 
areas organisations will have to consider include: 

Cost 

Digital identity checks will need to be conducted through a certified provider and this will 
come at a cost to employers, who’ll need to weigh the expense against the time savings or 
carrying out manual checks, as well as the wider effect on time-to-hire and candidate 
experience. 

Inclusion  

Since the digital identity verification scheme will only be open to applicants with passports, 
it’s important that employers ensure that their process treats candidates without 
passports, and who will therefore need manual checks, fairly. It’s vital that organisations 
have a strong understanding of the process to avoid creating a two-tier labour market. 

Understanding  

A new system and process will require training for staff. Digital right to work checks 
imposes the need to understand processes involving biometrics, digital identities, and 
knowing which documents can be used for verification. Getting your team up to speed and 
on board with the changes can be time-consuming and training can be costly. 

Changeover  

Managing and orchestrating the changeover from manual to digital checks will incur 
organisational challenges, which can hamper the process and interfere with ongoing 
recruitment and onboarding processes. It’s important to be smart about planning out the 
implementation of the new system. 

Audits  

It’s important to be able to leave a paper trail when conducting right to work and ID 
verification checks, and when this is a digital process, pinpointing how this will be recorded 
is essential. It’s important to analyse the process and build in robust procedures for 
evidence gathering.  

Supplier selection  

Aside from cost, it’s important to select a supplier that can work effectively with your team 
and adapt to your business’s operations. Carrying out thorough research on different 
certified IDSPs and how they work is important to ensure a strong partnership, where it 
can be trusted that checks are carried out correctly, and data is stored securely.  

Process  

Employers will need to decide exactly how and when to implement digital identity 
verification into their hiring processes to ensure a smooth, efficient process. Planning and 
consultation with recruitment and HR teams is essential to capitalise fully on the benefits 
of digital hiring processes.  
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Choosing an IDSP 
 

A key decision for employers looking to adopt 

digital identity checking processes will be the 

choice of Identity Service Provider (IDSP). 

Choosing the right IDSP for a company’s specific 

requirements will be essential to ensure that their 

chosen supplier fits well within their updated 

recruitment process.  
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Choosing an IDSP – 

what to consider 
Beyond the cost of the service, the due diligence 

process for selecting an IDSP should consider the 

following: 

 

Usability and demographics – is the service 
inclusive and accessible for the type of customers 
you have? Some providers are primarily focussed on 
mobile technology, while others may provide in-
person services. 

Supply chain – employers should be comfortable 
with the sub-providers an IDSP uses for things like 
document inspection and biometrics.  

Scale – employers should be confident that an IDSP 
can operate at the appropriate scale for their 
requirements. 

Performance – employers should check that the 
technology used by an IDSP will meet their needs 
and perform to the required standard, 

Testing – has the provider been independently 
tested, and is that testing relevant to the use case in 
which you are working? 

Certification – has the provider been independently 
audited and certified against the UK Digital Identity 
and Attributes Trust Framework? 

Fraud and Security – what are the IDSP’s processes 
for protecting users, and for handling fraud or 
security incidents or threats? 
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Certified or non-certified? 

DCMS has appointed seven certifying bodies authorised to 

assess providers against the Digital Identity and Attributes 

Trust Framework, the set of rules governing the use of 

IDVT.  

While for DBS checks it will be compulsory for employers to 
use a certified IDSP, for Right to Work checks the use of a 
certified provider is highly recommended, but not required. 

 Why choose a certified IDSP? 

While the use of a certified IDSP for Right to Work checks is 
not mandatory, DCMS strongly recommends doing so to 
ensure that the IDSP is operating at a high standard in terms 
of quality and consistency. 

Since a certified IDSP will be required to conduct identity 
verification for DBS checks, it also makes sense for 
employers who carry out both DBS and Right to Work checks 
to select a single certified supplier able to carry out checks 
for both stages of the process.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 



13 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 

 

 

Questions and 
Answers 
 

Hundreds of employers have attended Reed 

Screening’s Digital Hiring events to find out 

more about the new digital identity processes. 

We’ve collected some of the most common questions 

we’ve received during these events, and their 

answers.   
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IDVP Questions and Answers 
 

What will the ongoing process for certification of IDSP’s look like? 

IDSP's are certified against a trust framework, which sets out the requirements and 

standards to be met. This is in alpha version at present, and we’ll be issuing new versions 

of this periodically -  we're doing beta testing this autumn, and we'll issue a new version 

before this and then continue to iterate over time. Bodies certified now will be checked 

in 12 months' time and required to recertify in 24 months' time against the currently 

enforced trust framework at that point in time. 

 

If a check is carried out incorrectly, who is liable – the IDSP or the employer? 

The employer retains the same risk they had in the past, and are responsible for ensuring 

checks are carried out to the required standard. However, as long as they can 

demonstrate that they’ve followed our processes they will have established a statutory 

excuse. 

 

Can digital right to work checks be reused? 

No. Liability remains with the employer so it'd be complicated to make this a portable 

check – if a business relied on a check that was made by a previous employer and this 

was done incorrectly, it'd lead to a very difficult situation. More generally, however, 

we’re anticipating digital identities becoming interoperable, so a candidate could have a 

single digital identity they could use for multiple reasons. It'll take time for this to happen 

as the market evolves, though.  
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Why move away from mandating the certification of IDSP’s for Digital Right to Work 

checks? 

We had hoped to be able to mandate certification for Right to Work but legislation 

currently won't allow it, so for now we have to "strongly recommend" that employers 

use certified IDSP’s. If they want to use a single supplier for both DBS and Right to Work 

checks, that organisation will need to be certified to deliver the DBS element, so it’s likely 

that the vast majority of IDSP’s will be certified anyway.  

 

How is digital identity not an identity card scheme by stealth?  

Digital identity is not the same thing as a government identity card - this would require a 

central database of people’s information, and we’re not creating that. No new data is 

being created for IDVT, it's just the certification of existing documents - a record that 

documents were checked and found to be of the required standard. The government 

isn't issuing this identity or holding data in a central place, and you retain control of all 

your data.  

 

How can employers evidence a defence when using an IDSP to pass Home Office 

audits? 

The output from the IDSP will need to be printed or saved digitally and kept for two 

years. Employers should also carry out day 1 check to satisfy themselves that the person 

who turns up for work is the person they carried out the check on - this can be over video 

call if necessary. The Home Office doesn't prescribe how that's done, and it doesn't have 

to be a formalised process. 
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Can a digital identity output be wrong? 

The DCMS trust framework has established the assessment processes to ensure 

certification boards are capable of certifying that IDSP's are capable of carrying out 

checks. We can’t guarantee it's foolproof, but once an organisation is certified it's likely 

that IDVP will be much more reliable than somebody manually checking a passport who 

might not know how to spot fake documents.  

 

What if candidates don't have a smartphone/in-date passport? 

For now they’d have to use the face to face route which offers a wider range of 

documents e.g. birth certificates. But in future we're considering making other 

documents acceptable for IDVP to make the system more inclusive.  

 

Can candidates still submit physical documents via post?  

Yes, the manual checks where passports are posted are still fine.  
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How can we help? 
 

As passionate advocates of digital hiring practices, at Reed we understand the benefits 

of implementing more technology based solutions into the recruitment process. 

However, as solutions are still being developed and legislation is being continually re-

evaluated, getting it right for your business can be challenging. That’s where we can 

help.  

With over 60 years of experience in recruitment, and over 10 years’ experience as screening 

specialists, and as a major campaigner for the legislation surrounding digital ID being passed, Reed 

Screening is ideally placed to advise your business on the best way to ensure that your recruitment 

processes are beneficial to your company’s performance. 

 

 

If you have any questions, or just fancy a chat about your pre-employment screening needs, 

don’t hesitate to get in touch: 

screening.enquiries@reed.com  

0161 244 9066 

reedscreening.com 

 

 

RECRUITMENT AND 

SCREENING EXPERTS 

We have over 60 years’ 

experience in recruitment, and 

in 2019 we carried out over 1 

million checks. Our service is 

built for scale, no matter how 

many candidates you’ll be 

welcoming on board.  

 

 

THE UK’S FASTEST 

SCREENING, 24/7 

Our 24-hour screening team of 

over 160 employees is proud to 

provide the UK’s fastest pre-

employment screening service, 

offering 8-day turnaround 

across over 500,000 checks. 

 

BUILT AROUND YOUR 

CANDIDATES 

Candidate experience is at the 

heart of what we do. We deliver 

an efficient and flexible 

screening process that reflects 

your employer brand and 

integrates seamlessly with your 

recruitment process. 

 


