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CPH Crypto A/S’s (“Firm”, “CPHC”) Anti-Money 

Laundering and Know Your Customer Policy (“AML / 

KYC Policy”) is designated to prevent and mitigate 

possible risks of CPHC and its affiliates (“CPHC” being 

involved in any kind of money laundry, terrorism 

financing, drug and human trafficking, proliferation of 

weapons of mass destruction, transactions with any 

sanctioned subject and other similar illegal activities 

(the “Targeted Illegal Activities”). 

Both international and local regulations require CPHC 

to implement internal procedures and mechanisms to 

prevent the Targeted Illegal Activities and to take 

actions in case of any form of suspicious Targeted 

Illegal Activity by any of it’s Clients. 

Any capitalized terms shall have the same meaning as 

provided under General Terms of Business published 

by CPHC.  

If a Client want to use CPHC’s products and services, 
then the Client must create an Account first. When 
opening an Account the Client need to provide a valid 
email address and when using CPHC products and 
services provide requested personal information and a 
complete Identity Verification Process which is a part 
of CPHC’s Know Your Customer (KYC) procedure.  

It is important to provide CPHC with a valid email 
address since all future correspondence will be 
exchanged with you through this channel. 

Accounts can be created for both personal and 
business use. However, CPHC does not accept nor 
process payouts to third party accounts (such as 
friends’, spouses’, company accounts or Money 
Transfer Services). Therefore, it is important that the 
CPHC Account owner is the same as the bank account 
owner. In cases where the bank account owner does 
not match the CPHC Account owner, CPHC is unable to 
process the order and will therefore issue a refund to 

the account which initially sent the funds. CPHC 
reserves the right to charge an administration fee for 
such reverse transaction. 

In cases where CPHC notice discrepancies between the 
provided information, CPHC reserves the right to 
perform additional checks and/or issue a refund for the 
placed order. 

CPHC will conduct due diligence on Clients and 

ensuring that all applicable laws and regulations 

necessary to forestall and prevent money laundering. 

These include confirming the identity of the Client by 

means of: 

 Government-issued photo ID; 

 Proof of residential or business address; 

 Tax Identification Document; 

 Any other applicable documentation. 

Furthermore, CPHC reserve the right to conduct 

enhanced due diligence on all Clients given worldwide 

approved risk-based policies. Please note that CPHC 

reserves the right to refuse a transaction or deny 

operation on a Client or Account at any time should 

suspicion arise that it may be connected to money 

laundering, criminal activity or any other predicate 

offense to money laundering.  

CPHC will not enter into any business arrangement 

with anyone or group suspected of or directly involved 

in money laundering, or where funds have been 

sources or ends of an illegal activity. 

In the event that CPHC receives, during its request for 

documentation, deceptive documentation, contact 

details, business description or other false information, 

CPHC will terminate the offending account. CPHC is 

legally bound to report such misdemeanours to the 

relevant authorities, and as such the subject, business 

and its owners may be the subject to a criminal 

investigation. 

Providing false, doctored, or deceptive documents is 

considered as fraud and will be treated as such. Tax 

Evasion and Fraud is a predicate offense to money 

laundering, and therefore, all assets derived from 

fraudulent transactions or suspicious activity may be 

seized and forfeited. 

If a Client wish to trade with the Client’s corporate bank 
account, then the Client need to set up a separate CPHC 
Account for the company. In order to have the Client’s 
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corporate account approved, the Client agree to provide 
the following documents to CPHC: 
 
• Company registration 
• Beneficial ownership documentation 

(shareholder registry) 
• Government issued ID of shareholders owning 

10 % or more of the company shares 
• Utility bill no older than 3 months which 

shows the company’s address 
• Tax Identification Document; 
• Business license 
• Bank statement of the company bank account 
• Source of Funds for Companies  
 
By accepting the Terms, the Client acknowledge that, 
as a physical entity: 

 Are of legal age to agree to these Terms; 

 Have not previously been suspended or   
 removed from using our services; 

 Do not intend to use our services with any 
criminal or fraudulent intent. 

 If approved by the Compliance department, it 
is possible to use CPHC’s products and 
services on behalf of a legal entity, provided 
that: 

 The legal entity is duly organized and validly 
existing under the applicable laws of the 
jurisdiction of its organization; 

 Are duly authorized by such legal entity to act 
on its behalf. 

 

CPHC’s AML/KYC Policy covers the following matters: 

(1) Verification procedures; 

(2) Compliance Department; 

(3) Monitoring Transactions; and 

(4) Risk assessment. 

(5) Counter-Terrorism Financing Statement (CTF) 

 

1. Verification procedures 

One of the international standards for preventing those 

illegal activities is customer due diligence (“CDD”). As 

part of CDD, CPH has established verification 

procedures according to the frameworks of anti-money 

laundry, “Know Your Customer”, sanctions and other 

anti-crime regime. 

CPHC identity verification procedure requires the User 

to provide CPHC with reliable, independent source 

documents, data or information (including but not 

limited to any national ID, international passport, bank 

statement and utility bill). For such purpose, CPHC 

reserves the right to collect the Users identification 

information for the AML/KYC Policy purpose. 

CPHC will take steps to confirm the authenticity of 

documents and information provided by the Users. All 

legal methods for confirming identification information 

will be used and CPHC may investigate certain Users 

who have been determined (by CPHC in its sole 

discretion) to be risky or suspicious. 

CPHC may also verify Client’s identities on an on-going 

basis, especially when their identification information 

changes or their activities seem to be suspicious 

(unusual for a particular User or a particular purpose). 

In addition, CPHC may request up-to-date documents 

from the Client, even though the Client have passed 

the identity verification in the past. 

Client`s identification information will be collected, 

stored, shared and protected strictly in accordance 

with the privacy policy published by CPHC and all 

applicable Laws. 

2. Compliance Department 

The Compliance Department (the "Compliance") is the 

Department, whose duty is to ensure the effective 

implementation and enforcement of the AML/KYC 

Policy. It is the Compliance Department`s responsibility 

to supervise all aspects of CPHC`s efforts against the 

Targeted Illegal Activities, including but not limited to: 

(1) collecting Users` identification information; 

(2) establishing and updating internal policies and 

procedures for the completion, review, submission and 

retention of all reports and records required under the 

applicable Laws; 

(3) monitoring transactions and investigating any 

significant deviations from normal activity; 

(4) implementing a records management system for 

appropriate storage and retrieval of documents, files, 

forms and logs; 

(5) updating risk assessment regularly; 

(6) providing training to the management and relevant 

personnel within CPHC; and 
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(7) providing law enforcement with information as 

required under the applicable Laws. 

The Compliance Department has a legal obligation to 

cooperate with the law enforcement units or 

departments, which are involved in preventing the 

Targeted Illegal Activities. 

3. Monitoring Transactions 

The Clients are known by verifying their identity (who 

they are) and ongoing by analyzing their transactional 

patterns (what they do). Therefore, CPHC relies on data 

analysis as a risk-assessment and suspicion detection 

tool. CPHC performs a variety of compliance-related 

tasks, including capturing data, filtering, record-

keeping, investigation management, and reporting. 

Monitoring aggregates trading volumes per Client on 
the Trading Platform and reserves the right to request 
Proof of Source of Funds (PoSoF) and Enhanced Proof 
of Source of Funds (EPSOF) from the customers who 
reach a certain limit of total aggregated volume. 
Additionally, CPHC reserves the right to conduct 
further checks if deemed necessary. 

System functionalities include: 

(1) checks of Clients against recognized “black lists” 

(including without limitation to the one kept by Office 

of Foreign Assets Control of the United States 

government and the United Nations Sanction list), 

aggregating transfers by multiple data points, placing 

Users on watch and service denial lists, opening cases 

for investigation where needed, sending internal 

communications and filling out statutory reports, if 

applicable; and 

(2) case and document management. 

With regard to the AML/KYC Policy implementation, 

CPHC will monitor all transactions and it may: 

(1) report transactions of suspicious nature to the 

proper law enforcement; 

(2) request the Client to provide any additional 

information and documents in case of any suspicious 

transaction; and 

(3) suspend or terminate Client`s Account or take any 

other necessary action in its sole discretion, when 

CPHC has reasonably suspicion that such Client is 

engaged in any Targeted Illegal Activity. 

The above list is not exhaustive and the Compliance 

Officer will monitor Users` transactions on a day-to-day 

basis in order to find out what transactions are 

suspicious and shall be reported and what transactions 

are bona fide. 

4. Risk Assessment 

CPHC, in line with international requirements, has 

adopted a risk-based approach to combat the Targeted 

Illegal Activities. CPHC is trying everything 

commercially practical to ensure the measures to 

prevent or mitigate its risks of getting involved in any 

Targeted Illegal Activity are commensurate to the 

identified risks. This will require resource allocation in 

the most efficient way. The principle is that resources 

should be allocated in accordance with priorities so 

that greater risks will receive more attention. 

5. Counter-Terrorism Financing Statement (CTF) 

As part of the information that is collected during our 

verification and AML procedures, CPHC conducts 

verification through worldwide databases. At the 

forefront, they will include global sanctions reports and 

government watch lists and rigorous screening 

processes. At any time, due to a requirement to satisfy 

any of the above verification methods, a Client, 

Business entity or any of the business entity owners or 

affiliates may be asked a specific document or piece of 

information to confirm their identity or provide 

additional information regarding any transaction, 

operations or even business dealings with certain 

individuals, institutions and dealings in geographical 

locations. 

Should a situation arise where the nature of the 

business, geographical specific regulations or account 

activity fall in the scope of non-compliance in any 

applicable law or regulation, CPHC will inform the 

client, business unit or any of the business owners or 

affiliates of the event and occurrence. For such 

instances, pre-verification and enhanced due diligence 

will be required prior to regaining active account 

status. In cases, where compliance is not achieved 

pursuing remediation measures, CPHC will see fit to 

terminate the account and may report the event and 

surroundings to the applicable law enforcement and 

regulatory authorities. 


