
1.5 Multiplicative Ciphers

Instead of adding a key-value to our plaintext, we could multiply by a key-value , such that

For example; if then

plaintext: i l i k e t h e p a r k

in numbers: 8 11 8 10 4 19 7 4 15 0 17 10

:

ciphertext:

However, we cannot pick any value for . In the example above, by choosing , the letters and

in the plaintext are both encrypted as the letter . This violates the definition of a monoalphabetic

cipher and would make decryption very hard, or impossible, to do. Which values for work?

In fact we must choose a value that is coprime to , i.e. shares no common factors with . In general,

if the alphabet has size , then must be coprime to .

Here, the value fails because it shares a common divisor with , namely the common divisor .

This will cause more than one letter to be sent to the same value. For example, .

Proposition 1.5.1 Let integers and be coprime, such that for some integers . Then

there exists such that . If is the encryption key for a multiplicative cipher, then

the decryption key is .

Proof. If , then , and

Hence the multiplicative inverse of is .

If is our plaintext letter, and is our cipher letter, then;

as required.

The value is the multiplicative inverse of modulo . This will always exist if the key-value and

the alphabet size are coprime.

There are only 12 valid key-values coprime to , namely .

Example. If then the message ‘cab’ becomes ‘QAV’. To decrypt we need to find the multiplicative

inverse of . Earlier, we saw that and are coprime with . This means the

multiplicative inverse is . So, to decrypt, we multiply by (modulo 26).
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