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USB-C cables look identical but come in four very different types: 
 
1. USB-C 2.0 / Charge cables transmit 60-100w of power and sync phones and small tablets, but do not 

transmit audio, video or data to monitors, hard drives or computers. Apple’s Charge cables provide 
reliable higher levels of power but otherwise sync low-power devices at USB 2.0 speeds. 

2. USB-C 3.0 and 3.1 Gen1 or Gen2 cables transmit HD video, 60-100w of power and move data at 5 
Gbps to 10 Gbps (3.1 Gen2). They can also do Target Disk Mode at slower speeds than Thunderbolt 3.

3. Thunderbolt 3 provides 40Gbps data transmission to external devices or computers (including Target 
Disk Mode), as well as audio, HD video and 100w of bi-directional power. Although Thunderbolt 3 uses 
the USB-C form factor, the ports and cables have special Thunderbolt chipsets, often marked with the 
thunderbolt symbol.

Thunderbolt
Thunderbolt combines PCI Express and Mini DisplayPort into a serial data interface.
1. Thunderbolt 1 implementations have two channels, each with a transfer speed of 10 Gbit/s, resulting in 

an aggregate unidirectional bandwidth of 20 Gbit/s.
2. Thunderbolt 2 uses link aggregation to combine the two 10 Gbit/s channels into one bi-directional 

20 Gbit/s channel.
3. Thunderbolt 3 uses the USB Type-C connector. Thunderbolt 3 has one 40 Gbit/s channel. With the 

older Thunderbolt standards, the cable was active, meaning the cable itself is a device that requires 
power to operate (which is why most Thunderbolt 1 or 2 devices would require an external power 
source in order to function.) This made Thunderbolt a much more expensive solution, as the cable itself 
is some 10 times more expensive than a USB cable of the same length.

Here's how Thunderbolt 3 is different from its predecessors:

• The Mini DisplayPort connection type has changed to a USB-C type connection.

• All Thunderbolt 3 cables will work as USB-C cables.

• Not all USB-C cables will work as Thunderbolt 3 cables.

• Thunderbolt 3 has a top data transfer speed of 40Gbps as long as the cable is ≤0.5m.

• For longer cables, Thunderbolt 3 supports passive mode cables (cheaper) that have a top speed of 
20Gbps, and active mode cables (more expensive) that retain the 40Gbps speed.

• Thunderbolt 3 is backward-compatible with earlier versions of Thunderbolt, but due to the new port 
type, adapters are required to use legacy Thunderbolt devices.

• Any USB-C device plugged into a Thunderbolt 3 port will function normally.

• Thunderbolt devices use discrete Thunderbolt chips to function, and as such they will not function if 
plugged into a USB-C port.

All versions of Thunderbolt allow for daisy-chaining up to six devices together to a host and in addition to 
data, can also carry Hi-Def video and audio signals.

Revision Max 
speed

Super set of Port type Year 
released

Thunderbolt 1 10Gbps Mini DisplayPort Mini DisplayPort 2011

Thunderbolt 2 20Gbps Thunderbolt 1 Mini DisplayPort 2013

Thunderbolt 3 40Gbps Thunderbolt 2, DisplayPort, 
PCIe 3rd Gen, USB 3.1

USB-C 2015
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USB
In the USB world, things are a bit more complicated because there have been more versions and 
types than Thunderbolt. Generally, the versions refer to the speed and functionality of the USB 
cable, while the USB type refers to the physical shape and the wiring of the ports and plugs. Let's 
start with the USB type.

USB Types
USB Type-A - Also known as USB Standard-A, USB Type-A is the original design for the USB 
standard and uses a flat rectangular shape.
On a typical USB cable, the Type A connector, aka the A-male connector, is the end that goes into 
a host, such as a computer. And on a host, the USB port (or receptacle) where the Type A-male is 
inserted, is called an A-female port. Type-A ports are mostly in host devices, including desktop 
computers, laptops, game consoles, media players and so on. There are very few peripheral 
devices that use a Type-A port.
Different USB versions including USB 1.1, USB 2.0 and USB 3.0 (more on differing versions 
below) currently share the same USB Type-A design. That means a Type-A connector is always 
compatible with a Type-A port event if the device and host use different USB versions. For 
example, a USB 3.0 external hard drive also works with a USB 2.0 port, and vice versa.
Similarly, small devices such as a mouse, keyboard or network adapter that have hard-wired USB 
cables always use Type-A connectors. That's true also for gadgets without cables, such as a 
thumb drive.
USB 3.0's connectors and ports have have more pins than USB 2.0. This is in order to deliver 
faster speeds and higher power output. However, these pins are organized in a way that doesn't 
prevent them from physically working with the older version.
Also note that there are smaller Type-A plugs and connectors, including Mini Type-A and Micro 
Type-A, but there are very few devices that use these designs.

USB Type-B - Typically, the Type-B connector is the other end of a standard USB cable that plugs 
into peripheral device (such as a printer, a phone or an external hard drive). It's also known as 
Type B-male. On the peripheral device, the USB port is called Type B-female.
Since the peripheral devices vary a great deal in shape and size, the Type-B connector and its 
respective port also come in many different designs. Up to now there have been five popular 
designs for the USB Type-B's plugs and connectors. And since the Type-A end of a USB cable 
remains the same, the Type-B end is used to determine the name of the cable itself.
• The original standard (Standard-B): This design was first made for USB 1.1 and is also used 

in USB 2.0. It's mostly for connecting large peripheral devices, such as printers or scanners to a 
computer.

• Mini-USB (or Mini-B USB): Significantly smaller, the Mini-USB Type-B ports are found in older 
portable devices, such as digital cameras, phones and older portable drives. This design is now 
close to obsolete.

• Micro-USB (or Micro-B USB): Slightly smaller than Mini-USB, the Micro-USB Type-B port is 
currently being replaced by USB-C as the charging and data port for latest phones and tablets.

• Micro-USB 3.0 (or Micro-B USB 3.0): This is the widest design and mostly used for USB 3.0 
portable drives. Most of the time, the Type-A end of the cable is blue.

• Standard-B USB 3.0: This design is very similar to the Standard-B, however, it's designed to 
handle USB 3.0 speed. Most of the time, both ends of the cable are blue.
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Note that there's also another, less popular, USB 3.0 Powered-B plug and connector. This design 
has two additional pins to provide extra power to the peripheral device. Also, there's a relatively 
rare Micro Type-AB port that allows the device to work as either a host or a peripheral device.
USB Type-C (or USB-C) - Physically, the Type-C port and connector are about the same size as 
those of the Micro-B USB mentioned above. A Type-C port measures just 8.4 by 2.6mm. This 
means it's small enough to work for even the smallest peripheral devices. With Type-C, both ends 
of a USB cable are the same, allowing for reversible plug orientation. You also don't need to worry 
about plugging it in upside down as it will function both ways.
Since 2015, USB-C has been widely adapted and used in many phones and tablets. Many new 
storage devices also use USB-C ports instead of a USB-B port. Almost all devices that support 
USB 3.1 use the USB-C port. USB 3.1 has a top speed of 10Gbps and can deliver a power output 
of up to 20 volts (100 watts) and 5 amps. When you consider most 15-inch laptops require just 
around 60 watts of power, this means in the future they will be charged the way phones are now, 
via their little USB port. 
Type-C USB also allows for bi-directional power, so apart from charging the peripheral device, 
when applicable, a peripheral device could also charge a host device. All this means you can do 
away with an array of proprietary power adapters and USB cables, and move to a single robust 
and tiny solution that works for all devices. Type-C USB will significantly cut down the amount of 
wires currently needed to make devices work.

USB versions
USB 1.1 - the first USB version to be widely adopted. Has a top speed of 12Mbps (though in many 
cases only performs at 1.2Mbps). It's largely obsolete.
USB 2.0 - has a max speed of 480Mbps in Hi-Speed mode, or 12Mbps in Full-Speed mode. It has 
the max power output of 5V, 1.8A, is compatible with USB 1.1.
USB 3.0 - has a top speed of 5Gbps in SuperSpeed mode. A USB 3.0 port -- and its connector -- 
are usually colored blue. USB 3.0 is backward-compatible with USB 2.0 and its port can deliver up 
to 5V, 1.8A of power. Sometimes referred to as USB 3.1 Gen 1.
USB 3.1 (sometimes referred to as USB 3.1 Gen 2.) doubles the speed of USB 3.0 to 10Gbps 
(also called SuperSpeed+ or SuperSpeed USB 10 Gbps), making it as fast as the original 
Thunderbolt standard. USB 3.1 is backward-compatible with USB 3.0 and USB 2.0. USB 3.1 and 
has three power profiles (according to USB Power Delivery Specification), which allows larger 
devices to draw power from a host: up to 2A at 5V (for a power consumption of up to 10W), and 
optionally up to 5A at either 12V (60W) or 20V (100W). USB 3.1 products will mostly use USB 
Type-C design.

Revision Max 
speed

Max power output and 
direction Cable configuration Year 

released

USB 1.1 12Mbps N/A - N/A Type-A to Type-B 1998

USB 2.0 480Mbps 5V, 1.8A - Host to peripheral Type-A to Type-B 2000

USB 3.0 / USB 3.1 gen 1 5Gbps 5V, 1.8A - Host to peripheral Type-A to Type-B 2008

USB 3.1 / USB 3.1 gen 2 10Gbps 20V, 5A - Host to peripheral Type-C both ends, reversible 
plug orientation / Type-A to 
Type-C (compatible)

2013
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Thunderbolt 3
What’s Best for My Needs?

If you’re confused, you’re not alone. The industry has done little to ease the head-scratching that comes 
with deciphering which peripheral you need. If in doubt, look at what you will be using your cable for. Here 
are some ideas:

• Connecting a Thunderbolt display? Buy an active Thunderbolt 3 cable rated for 40Gbps, with 
enough length to position it where you want it. Use it for Thunderbolt peripherals.

• Transferring data to your USB 3.1 gen 2 external drive? Buy a USB 3.1 gen 2 cable rated for 
10Gbps. Most short Thunderbolt cables of around 1.5 feet will also work, but check first.

• Charging your smartphone at 3A? If you’re not using the cable for data transfer, any USB 2.0 
cable with a Type-C connector will do (pick one that won’t fry your devices). 

Don’t mistakenly assume that the USB-C cable that came with your power supply will do data transfer, 
either USB 3.1 or Thunderbolt 3.
There’s also a small issue of adapters. Some early Thunderbolt 3-compliant accessories, like adapters for 
Ethernet or HDMI ports, are not supported by the latest Macs. macOS will block some peripherals if they 
are not explicitly supported.
If you’re buying an adapter specifically for use with a Mac, it’s worth going out of your way to ensure it’s 
compatible with macOS. That means buying Apple’s first party products, buying your peripherals from an 
Apple Store, or searching the web and asking around before you buy.

 Clear enough???

You could just buy Thunderbolt 3 cables that will work with everything.

And now

Thunderbolt 4

What Is Thunderbolt 4? 
The new Thunderbolt interface is less about raw speed than about display connectivity and better device 
charging. Here's a breakdown of what the updated standard will gain you today.
By Matthew Elliott 27 Jan 2021, 7:12 a.m.
For anyone who has used a Mac laptop in recent years, or a top-end Windows notebook, Thunderbolt 3 
has probably been on their radar—and perhaps had them scratching their heads regarding what it can do. 
This port looks like one of the new-style, oval USB Type-C connectors, but it does a bunch more: It can 
carry a video signal using the DisplayPort protocol, charge connected devices, and allow for data transfers 
at speeds beyond what simple USB can manage. (See our explainer, Thunderbolt 3 vs. USB-C: What's the 
Difference?)
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The story of the latest flavor of the Thunderbolt interface—Thunderbolt 4—starts with a change in direction, 
however. Intel opened up the Thunderbolt 3 protocol to USB's controlling consortium (the USB-IF) for 
royalty-free use in the development of next-generation USB4, delivering faster speeds and interoperability 
to USB4 devices. Indeed, the fates and directions of the two new "4" specs are intertwined. (And yes, the 
USB team dropped the space in "USB4." That's not a typo.)
This move toward open source didn’t mean, however, that Intel stopped developing its traditionally 
proprietary Thunderbolt specification. Intel has kept moving Thunderbolt down the tracks and announced 
Thunderbolt 4 a year ago at CES 2020, and new Thunderbolt 4-equipped PCs based on Intel’s 11th 
Generation (“Tiger Lake”) Core processors are just now starting to roll out. These Tiger Lake-based 
computers are also ushering in USB4 connectivity, so there is bound to be some confusion with 
Thunderbolt 4 and USB4 both arriving at the same time...and sometimes, on the same actual ports.

Also muddling up the picture is Thunderbolt 4’s lack of a single headline-grabbing feature—such as a faster 
top-end speed than its predecessor. Thunderbolt 4 isn't a speed play; it is more about minimum 
requirements than maximum speeds. To help you sort out how Thunderbolt 4 differs from Thunderbolt 3, as 
well as from USB4, we've prepared a little primer on the state of play.

Thunderbolt: A Bit of History
Before we get into the specifics of the new Thunderbolt 4 protocol, let’s first back up and explain what 
Thunderbolt is and does, and how we got here.
Introduced by Intel and Apple, Thunderbolt first showed up on a MacBook Pro in 2011. The physical form of 
the port was a mini DisplayPort connector with a little lightning-strike icon next to it. It combined DisplayPort 
and PCI Express technologies in a single cable to drive high-resolution displays and high-speed data 
transfers with a top speed of 10Gbps. Using the same physical port, Thunderbolt 2 doubled the bandwidth 
to 20Gbps and added DisplayPort 1.2 support, giving the interface the ability to drive a video signal to a 4K 
display.
Thunderbolt 3 doubled the data rate—again—to 40Gbps. Another big change: Thunderbolt 3 no longer 
used the mini DisplayPort connector as its physical interface, dropping it in favor of the USB Type-C port, 
with the technology piggybacking on that connector, in the same way that Thunderbolt 1 and 2 piggybacked 
on mini DisplayPort. It also added up to 100 watts of power via USB Power Delivery (USB PD), so you 
could use your PC to charge your phone and other USB devices—or even charge a laptop over the port. 
The Thunderbolt 3 spec also introduced Thunderbolt networking with 10Gbps Ethernet. Thunderbolt 3 
provided enough video bandwidth that it led to a wide array of applications, from single-cable docks that 
could also charge your devices, to external GPUs to supercharge a laptop’s graphics capabilities.

Page  of 5 8

https://www.usb.org/
https://au.pcmag.com/news/67610/whats-new-with-thunderbolt-4-it-wont-be-faster-but-other-specs-scale-up
https://au.pcmag.com/news/67610/whats-new-with-thunderbolt-4-it-wont-be-faster-but-other-specs-scale-up


Thunderbolt - USB-C © Robin Belford, 2021

Thunderbolt 4 vs. Thunderbolt 3: What’s the Difference?
Thunderbolt 4 doesn’t offer any headline-grabbing improvements over Thunderbolt 3. On the surface, the 
two protocols appear very similar. Both use the USB Type-C physical connector. Both offer a maximum 
throughput of 40Gbps. Both offer at least 15 watts and up to 100 watts of charging power. And both offer 
support for that 10Gbps networking. 
Underneath the surface, however, Thunderbolt 4 has a number of significant advantages. For starters, it 
doubles the minimum video and data requirements of Thunderbolt 3. Thunderbolt 4 will support sending a 
video signal to two 4K displays, or to one 8K display, where Thunderbolt 3 is required to support only a 
single 4K display. And where Thunderbolt 3 systems have to support only a 16Gbps data rate via PCI 
Express, Thunderbolt 4 will double that requirement to 32Gbps. That added bandwidth will certainly be put 
to good use by anyone who regularly transfers gigantic files of high-resolution video and other large data 
sets from storage drives to their PC for editing.
Thunderbolt 4 will also lead to more capable peripherals. You’ll see Thunderbolt 4 docks and monitors with 
four Thunderbolt 4 ports, double the two ports, at most, you’ll find on Thunderbolt 3 devices. New thin-and-
light laptops that need less than 100 watts to charge will be required to offer USB Type-C charging on at 
least one of their Thunderbolt 4 ports. And when a Thunderbolt 4 laptop is connected to a Thunderbolt 4 
dock, it must be able to wake from sleep from a connected keyboard or mouse. Thunderbolt 4 cables will 
also support 40Gbps throughput at up to two meters in length, up from the 0.5-meter maximum of a passive 
Thunderbolt 3 cable. 
With the ability to daisy-chain up to six Thunderbolt devices, you have the ability to connect multiple 
devices without each one needing a direct connection to your computer. Combined with Thunderbolt 4’s 
greater charging and wake-from-sleep capabilities and longer cables, you’ll have more flexibility in setting 
up your workspace to make your office less cluttered with wires and your office life a bit easier.

Thunderbolt 4 vs. USB4: The Key Differences
Now, in practical fact, it’s easy to confuse Thunderbolt 4 and USB4. They both use the USB Type-C 
connector. They both offer a maximum bandwidth of 40Gbps. They are both getting introduced with Intel’s 
new 11th Generation “Tiger Lake” Core processors. And Thunderbolt 4 supports USB4, meaning you can 
connect a USB device to your laptop’s Thunderbolt port. Thunderbolt 4 is also backward compatible with 
Thunderbolt 3. In both instances, however, the connection will default to the slower speeds of USB4 or 
Thunderbolt 3.
Thunderbolt 4 is basically a guarantee that you are getting the best version of USB4. While USB4 offers the 
same 40Gbps speed as Thunderbolt 4, there is also a slower 20Gbps version of USB4. Thunderbolt 4 also 
guarantees you can run a pair of 4K displays at minimum and transfer data at up to 32Gbps. With USB4, 
you are guaranteed only the minimums of running a single display and a 16Gbps data rate. A USB4 hub 
also lacks the mandatory charging and wake-from-sleep requirements of Thunderbolt 4, as well as 10Gbps 
networking. 
USB4 does have one advantage over Thunderbolt 4: logos that are more informative. With USB4, you 
should see "USB 20Gbps" and "USB 40Gbps" logos next to USB Type-C ports that will tell which flavor of 
USB4 you are dealing with. Unfortunately, Intel does not offer such specifics with its Thunderbolt logos. A 
Thunderbolt logo is a Thunderbolt logo is a lightning bolt, with no way to tell just by glancing at the side of 
your laptop or your desktop PC's I/O panel whether a port is version 1, 2, 3, or 4 of Thunderbolt. (The 
connector will tell you if it is Thunderbolt 1 or 2 versus Thunderbolt 3 or 4, but that's all you can assume on 
sight.) You’ll need to consult your user manual or spec sheet to know which version of Thunderbolt a device 
offers. (Some Thunderbolt 4 cables might include a “4” next to the Thunderbolt 4 logo, but such specificity 
is not usually offered on laptops.)

Page  of 6 8

https://au.pcmag.com/news/65180/intels-tiger-lake-laptop-cpu-brings-thunderbolt-4-ai-graphics-processing
https://au.pcmag.com/news/65180/intels-tiger-lake-laptop-cpu-brings-thunderbolt-4-ai-graphics-processing


Thunderbolt - USB-C © Robin Belford, 2021




Security Against Thunderspy
One last advantage that Thunderbolt 4 offers over Thunderbolt 3 is better security against Thunderspy 
attacks. In such a potential attack, a hacker can steal your data via vulnerabilities of a Thunderbolt port. 
Such an attack requires physical access to your device, but it takes all of five minutes and is effective even 
when your laptop is locked or sleeping, or your hard drive is encrypted.
A Thunderspy attack is able to work by taking advantage of the PCI Express portion of Thunderbolt and its 
direct memory access (DMA), which bypasses the CPU to enable fast access to system memory. 
Thunderbolt 4 requires Intel’s Virtualization Technology for Directed I/O (VT-d), which protects against DMA 
attacks.

How this works: VT-d offers DMA remapping, which isolates a portion of system memory for a connected 
device, so that the device cannot read or write to other areas of your memory. It basically walls off a portion 
of system memory for a Thunderbolt device, so it can’t access other places in the memory to overwrite, say, 
your device’s password protection.
To be sure, this vulnerability is a very remote threat for most folks. It's mainly a concern for corporate 
laptops that may travel a lot, get left in unsecured locations, and contain extremely sensitive financial or 
other business data.

Thunderbolt 4's Arrival: Rolling Thunder
Thunderbolt 4 laptops based on Intel’s 11th Generation “Tiger Lake” Core processors are only now starting 
to roll out. More are sure to follow, but not every Tiger Lake laptop with USB-C ports will offer Thunderbolt 4 
support. Look at the spec sheets carefully, as well as for the Thunderbolt logo, because without it you are 
likely staring at a vanilla USB4 port, which offers previous-generation Thunderbolt 3 capabilities.
Apple’s new M1 MacBook Air, MacBook Pro, and Mac mini were released near the end of 2020, and while 
these new systems feature USB4 ports, they do not offer formal Thunderbolt 4 support (just Thunderbolt 3). 
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It remains to be seen when the first Mac with Thunderbolt 4 will arrive, and whether it’ll show up on a Mac 
with Apple’s own M1 silicon or a Mac based on Intel Tiger Lake CPUs.
On the peripheral side of the fence, the very first Thunderbolt 4 docks were starting to hit the market with 
announcements at CES 2021, while hubs, external drives, external GPUs, and displays seem imminent. 
You can be certain they will start rolling out later this year as more PCs and laptops with Thunderbolt 4 are 
released. One of the great advantages of Thunderbolt 4 is its ability to offer three powered out ports on 
devices like docking stations. This has been a major issue for power users with USB-C.
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