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A difficult row to hoe: implied terms and 

 confidentiality in Trailfinders  

MICHAEL DUGGAN QC 

Trailfinders is a timely reminder of the approach to adopt to 

implied terms, as well as one of the first cases to consider the 

relevance of Directive (EU) 2016/943, implemented in the UK by 

the Trade Secrets (Enforcement etc) Regulations 2018.  

 

 

Claims against former employees normally take one or both of 

two courses: a claim for wrongful solicitation and/ or dealing with 

clients or, alternatively, an allegation of wrongful misuse of 

confidential information that belongs to the former employer. 

The latter claim throws up difficulties where it is argued by the 

former employee that the information consists of the skill and 

experience which can be taken away in the ex-employee’s mind. 

What is the position where the ex-employee has copied 

information but argues that such information is in the ex-

employee’s own mind anyway, or in the public domain?  

The facts in Trailfinders 

Trailfinders is a travel agency with 37 branches in the UK and  

Ireland, and more than 700 sales consultants. Defendants 2-5 

were former sales consultants (the consultants) who left to join 

D1, TCL, with some 40 others. TCL operated on a franchise 

model and the consultants were ostensibly self-employed, 

although there was an issue over status and the vicarious 

liability of TCL (which the court ultimately considered to be 

neither here nor there). 

It was alleged that the consultants took names, contact 

information and other details of clients when they left, and that, 

after leaving, they accessed Trailfinders’s customer data base, 

Viewpoint, to obtain further information. This was said to be a 

breach of the implied terms of the contracts of employment 

and/or a breach of the equitable duty of confidence. TCL was 

alleged to be in breach of confidence by receiving customer 

confidential information and allowing the consultants to use the 

information for their and TCL’s benefit. It was alleged that TCL 

was vicariously liable or that the consultants had acted as agents 

of TCL. 

 

 

 

The actions of D2 and D5, Mr La Gette and Mr Bishop, were 

considered at trial. It is to be noted that there were no express 

terms that were relied upon. HH Judge Hacon therefore 

considered the law of implied terms and the equitable duty of 

confidence in some detail.  

Implied terms 

At paras 11 to 38, HH Judge Hacon set out the approach to take 

with implied terms: 

• the duty of fidelity includes an obligation on the employee 

during employment to use information that is confidential 

to the employer solely for the purpose of the employment 

relationship and not for any other purpose: Marathon; 

• the three classes of information set out by Goulding J in 

Faccenda were considered. The first class is information that 

was not confidential. The second is confidential information 

acquired during the normal course of employment that 

remains in the ex-employee’s head and becomes part of the 

ex-employee’s skills and experience. The third is confidential 

information in the form of specific trade secrets. The 

definition in the Directive of trade secrets is wider than in 

Faccenda; 

• HH Judge Hacon noted in para 14 that both classes 2 and  

3 are covered by the definition of ‘trade secrets’ in the 

Directive; 

• classes 1 and 2 may not be misused during employment. Once 

the employment has ended, the duty of good faith comes to 

an end so that any restraint on class 2 (and class 1) 

information ends. An implied term not to use or disclose class 

3 information remains; 
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• the Court of Appeal in Faccenda at paras 135-137 noted 

that the implied term which imposes an obligation after 

the determination of employment is more restricted in its 

scope so that, while there is an obligation not to use or 

disclose information which may cover secret processes of  

 

manufacture or designs or special methods of construction 

and other material which is of a sufficiently high degree of 

confidentiality to amount to a trade secret (class 3 

information), the obligation will not extend to information 

which is only confidential (class 2 information), in the 

sense that any unauthorised disclosure during employment 

would be a breach of the duty of good faith (See Duggan 

QC on Contracts of Employment, 4th edn at Q50 for full 

consideration of the case);  

• an important distinction between the approach of 

Goulding J and the Court of Appeal was noted by HH Judge 

Hacon: ‘The Court of Appeal differed with Goulding J’s 

analysis as to where the line was to be drawn between 

classes 2 and 3. Goulding J seems to have started with class 

2, ie information carried in the employee’s head as part of 

his working skill; all other confidential information fell 

within class 3. The Court of Appeal in effect started with 

class 3, setting out a non-exhaustive list of four 

characteristics by which it can be recognised. If confidential 

information is not within class 3, it falls within class 2.’ 

• whether information is class 3 will (according to Neill LJ at 

pages 137-8) be likely to depend on four characteristics: 

(i) the nature of the employment; if confidential 

material is regularly handled this may impose a 

higher obligation as the employee should realise the 

sensitive nature of the material; 

(ii) the nature of the information; a secret process may 

be an obvious example, and the fact that the 

information is limited to certain individuals may 

throw light on the status of the information and 

degree of confidentiality; 

(iii) whether the employer impressed on the employee 

the confidentiality of the information; and 

(iv) whether the relevant information can be easily 

isolated from other information: ‘Though an 

employer cannot prevent the use or disclosure 

merely by telling the employee that certain 

information is confidential, the attitude of the 

employer towards the information may assist in 

determining whether or not the information can 

properly be regarded as within class 3,’ per HH Judge 

Hacon at para 19. It was noted by HH Judge Hacon at 

para 18 that the Court of Appeal in Faccenda 

appeared to contemplate that class 3 information 

could be carried away in the ex-employee’s head  

 

 

 

 

 

(v) and, though not deliberately memorised, will still be 

subject to an implied term restraining its use or 

disclosure  

after the end of employment. The effect of Faccenda is that: ‘If 

the information in issue falls within class 3, an implied term in the 

employee’s contract of employment restrains the use or 

disclosure of the trade secret without the employer’s consent, 

both during and after the period of employment. If the 

information is confidential but is not within class 3, it falls within 

class 2. The general duty of good faith restrains misuse of class 2 

information during the period of employment, such as by 

disclosing it to a competitor of the employer, but that duty 

terminates when the employment ends.’  

Knowledge and experience, public policy and publicly available 

information  

Class 2 information, which is part of the employee’s skill and 

experience, carried in the employee’s head, can normally be used 

after employment. 

However, where it is not carried in the head (or is too 

voluminous) when the employee left, ‘in practice the former 

employee is likely to have retained this information by a means 

such as copying a document while still employed or by 

deliberately memorising the information… The copying or making 

a list of the employer’s customers for use after the end of the 

employment, or deliberately memorising the list for such use, is 

liable to constitute an act in breach of confidence [para 23]’. It 

follows that it is the acts in breach during employment that give 

rise to a claim (copying or deliberately memorising). Where the 

information is or threatens to be used afterwards that may give 

rise to a claim for an injunction or damages.  

The Court of Appeal in Faccenda left open the question 

whether the mere sale of confidential information to a third 

party after employment has ended, as opposed to using the 

body of skill, knowledge and experience to earn a living for the 

ex-employee’s benefit or the benefit of the new employer, 

requires additional protection.  

The right to use confidential information that has become part 

of skill and experience could be viewed as part of public policy, in 

order to maintain a realistic and fair balance between protecting 
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trade secrets and not unreasonably inhibiting competition in the 

marketplace. The law should not discourage former employees 

from benefiting society and advancing themselves by imposing 

unfair potential difficulties on their honest attempts to compete 

with their former employers: Vestergaard per Lord Neuberger 

PSC at para 44.  

 

HHJ Judge Hacon noted that ‘an implied contractual obligation of 

confidence binds the employee only where the employee knew, 

or a reasonable person in his or her position would have known, 

that the information was confidential’. Where the ex-employee 

did not appreciate that the class 2 or 3 information was 

confidential (and it is not the case that the ex-employee ought to 

have appreciated that it was confidential), it would appear that 

the implied term does not apply after employment has ended. 

What of the position where the ex-employee has taken away a 

document but some of the information in the document is within 

the ex-employee’s mind as part of the ex-employee’s skills and 

experience? HH Judge Hacon referred to Roger, in which Nourse 

LJ stated: ‘Having made deliberate and unlawful use of the 

plaintiffs’ property, he cannot complain if he finds that the eye of 

the law is unable to distinguish between those whom, had he so 

chosen, he could have contacted lawfully and those whom he 

could not.’  

However, Nicholls V-C noted in Thermosensors, at paras 372-

3, that it is a question of fact in each case and that an ex-

employee, having used a list, who argues that he already carried 

some of the information in his own head and that looking at the 

list was quite superfluous and unnecessary will ‘have a difficult 

row to hoe’. A former employee cannot complain if he finds that 

the eye of the law is unable to distinguish between the potential 

customers whom, had he so chosen, he could have contacted 

lawfully and those whom he could not. 

Where the information has become or is publicly available so 

that it could have been obtained elsewhere, it will nevertheless 

not be a defence that the ex-employee could have obtained the 

information elsewhere if he in fact did not do this. Where the ex-

employee saves himself a significant amount of trouble by 

obtaining information from documents taken or made during 

employment instead of sourcing the information from public 

sources, there will be a breach of the implied term.  

Directive 2016/943 and the Regulations The explanatory note to 

the Regulations notes that a number of the provisions of the 

Directive have been implemented by the principles of common 

law and equity relating to breach of confidence and confidential 

information, and by statute and the court rules. (See Duggan QC 

on Contracts of Employment, 4th edn at Q135 et seq, for a full 

summary of the Directive and Regulations). As HH Judge Hacon 

noted in para 9 it is to be assumed that the substantive principles  

 

 

  

 

 

 

 

governing the protection of confidential information, including 

that afforded by terms implied into contracts of employment and  

equitable obligations of confidence, are unaffected by the 

Directive. The Directive is set out at para 10 of the judgment. By 

Article 1.1, it is noted that the Directive lays down rules on the 

protection against the ‘unlawful acquisition, use and disclosure of 

trade secrets’ (as opposed to the reference being to ‘confidential 

information’). Article 2(1) (Regulation 2) refers to trade secrets as 

meeting the following requirements: 

• it is secret in that it is not, as a body or in the precise 

configurations and assembly of its components, generally 

known among or readily accessible to persons within the 

circles that normally deal with the kind of information in 

question; 

• it has commercial value because it is secret; and 

• it has been subject to reasonable steps by the person lawfully 

in control of the information to keep it secret. An infringer will 

be someone who has unlawfully acquired, used or disclosed a 

trade secret (Article 2(3)). However, by Article 3.1, the 

acquisition of a trade secret will be considered lawful where it 

is obtained by: 

• independent discovery or creation; 

• observation, study, disassembly or testing of a product or 

object that has been made available to the public or that is 

lawfully in the possession of the acquirer of the information 

who is free from any legally valid duty to limit the acquisition of 

the trade secret; 

• exercise of the right of workers or workers’ representatives to 

information and consultation in accordance with Union law 

and national laws and practices; and 

• any other practice which, under the circumstances, is in 

conformity with honest commercial practices. By Article 3.2, 

the acquisition use or disclosure of a trade secret shall be 

considered lawful to the extent that such acquisition, use or 

disclosure is required or allowed by EU or national law.  

By Article 4.2, the acquisition of a trade secret without 

the consent of the trade secret holder shall be considered 

unlawful, whenever carried out by: 
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• unauthorised access to, appropriation of, or copying of any 

documents, objects, materials, substances or electronic files, 

lawfully under the control of the trade secret holder, 

containing the trade secret or from which the trade secret can 

be deduced; or by 

• any other conduct which, under the circumstances, is 

considered contrary to honest commercial practices. It is 

therefore clear that the combined effect of Articles 2(1) and 

4.2(a) is that class 2 confidential information (not being a trade 

secret under class 3) is covered by the Directive where the 

information has been appropriated or copied and Article 3.2 

may be regarded as allowing the employee to utilise 

information within the skill and knowledge or the ex-employee, 

since the latter is in accordance with national law.  

By Article 4.3, the use or disclosure of a trade secret shall 

be considered unlawful whenever carried out, without the 

consent of the trade secret holder, by a person who is found 

to meet any of the following conditions: 

• having acquired the trade secret unlawfully; 

• being in breach of a confidentiality agreement or any other 

duty not to disclose the trade secret; or 

• being in breach of a contractual or any other duty to limit the 

use of the trade secret. 

Thus a breakdown of implied restraints in relation to 

confidentiality, taking into account the Directive, is as 

follows. 

Summary of the principles 

HH Judge Hacon stated that: ‘The best guide to the 

distinction between information which is confidential and 

that which is not is now to be found in the definition of 

“trade secret” in Article 2(1) of Directive 2016/943 (always 

bearing in mind the broad interpretation of “trade secret” in 

the Directive)’: 

• the employee cannot make use of trade secrets within 

class 3 whether before or after employment;  

• the employee cannot make use of class 2 confidential 

information during employment; 

• the ex-employee can make use of class 2 confidential 

information after employment ends, which is in the 

exemployee’s head and part of acquired skill and 

knowledge, where that information has not been 

deliberately memorised or copied during employment; 

• the ex-employee cannot make use of class 2 confidential 

information where it has been deliberately memorised or 

copied, even if it would otherwise normally be regarded 

as part of the ex-employee’s skill and knowledge to take 

away;  

 

 

• query whether the ex-employee can sell information after 

employment, which is confidential, where that  

• information has not been deliberately memorised or 

copied during employment; 

• the fact that the information may be obtainable from 

public sources is not a defence; 

• where it is argued that the information is within the skill 

and experience of the ex-employee, so that even if 

aspects were taken from copied documents, it will be 

necessary to demonstrate, as a matter of fact, that it was 

only the ex-employee’s skill and knowledge that was 

utilised; 

• the equitable obligation of conscience created a separate 

obligation which applies where the confidential 

information is used inconsistently with its confidential 

nature, where the person received it in circumstances 

where it had been agreed or ought to have been 

appreciated that it was confidential. A person who does 

not appreciate that it is confidential may be liable in 

respect of confidentiality from the moment that the 

person is told or otherwise appreciates that it is in fact 

confidential. The test of whether the person ought to 

have appreciated that is it confidential is objective; and 

• where there is a breach of the implied term, the new 

employer will be vicariously liable even where the 

employer is not aware (and would not reasonably be 

aware) of any confidentiality in the information obtained: 

Lord Neuberger in Vestergaard at para 27.  

Application to the facts of the case 

The information that Trailfinders argued to be confidential 

covered: 

• clients’ names, nationalities and dates of birth, passport 

numbers and frequent flyer numbers; 

• clients’ contact details, including home addresses, telephone 

numbers and email addresses; 

• details of trips that clients have booked with Trailfinders, 

including provisional bookings and past bookings. Such details 

include itineraries, hotel bookings, flight details and prices; 

• booking reference numbers that are assigned to clients’ 

bookings and used by clients to access Viewtrail (an online 

portal); 

• details of clients’ typical budgets, interests, preferences and 

special requirements; and 

• information relating to the time of year clients tend to book 

trips and significant dates such as honeymoons and 

anniversaries. 
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Mr Bishop had kept a contact book, while at Trailfinders, which 

contained names, contact details and booking reference 

numbers of 136 clients. He accessed Viewtrail on 63 occasions 

after he left, in relation to 32 clients, 23 of whom he asserted 

gave permission. The court rejected the argument that the 

clients had given permission. Some six months after he left, he 

prepared a contacts book with information taken from the 

information he had written down and from superfacts. The fact 

that client details were available from public sources was no 

defence.  

Mr La Gette had compiled a list before the commencement of 

the franchise with TCL. This was said to be from his own 

knowledge and skill, his personal accounts and devices, other 

third parties such as friends and family members, publicly 

valuable information and a small number of clients were 

admitted to be on a list within Trailfinders superfacts software 

system for recording clients, which had been copied by Mr LA 

Gette on his last day of employment.  

He gave evidence that he would have been able to collect the 

information without superfacts, but did this for ease of time and 

speed and to fill in some gaps. He had accessed Viewtrail after he 

left on 30 occasions for 10 clients. He had provided about 200 

clients names and emails to TCL. The argument that the 

information was available from public sources was no defence. 

Further, Mr Gette’s argument that the information was part of his 

experience and skills, held within his memory was ‘a difficult row 

to hoe’, given that he went to the trouble of copying information, 

even though he asserted that he need not have bothered 

because it was in his mind. It was held that: 

• the information was confidential under class 2 and came within 

the definition of trade secret within the Directive;  

• the duty ceased after employment ended, save to the extent 

there was a breach of the implied obligation during 

employment; 

• information held in the mind of Mr Bishop and Mr La Gette was 

part their of skill and experience, save to the extent it was 

deliberately memorised or copied; 

• both Mr Bishop and Mr La Gette were in breach for the reasons 

set out above; 

• TCL knew or ought to have known that the information was 

confidential. Potential franchisees were encouraged to bring 

with them details of existing clients and were not warned 

about any risk of breach. There was too much  information to  

 

 

•  

•  

 

 

have been carried in the heads of Mr Bishop and Mr La Gette; 

and  

• the assertion that the individuals were agents or employees of 

TCL added nothing as there was a self standing breach of the 

duty of confidentiality.  

Comment 

The interesting aspect of Trailfinders lies in the finding that 

TCL was independently liable in this case because it knew, or 

ought to have known, that the information was confidential 

so that it was not necessary to consider whether there was 

vicarious liability or whether the defendants were agents of 

TCL. The case also shows that employees who deliberately 

memorise or copy class 2 confidential information will have 

a difficult time in arguing that the information was in their 

mind anyway and that the courts are likely to find that the 

individual must have made some use of the information or, 

importantly, where the court cannot distinguish between 

what was in the ex-employee’s mind and what was copied 

are likely to presume against the ex-employee.  

Michael Duggan QC specialises in restrictive covenant cases 

and has appeared in many of the reported decisions. He is the 

author of Duggan QC on Contracts of Employment, 4th edn 

which can be obtained by ELA members from www. 

dugganpress.com with a 25% discount during the current 

crisis by typing LIKE25. 
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