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A financial institution’s guide to the public cloud

A cultivated 
evolution
New and innovative technologies have 
traditionally had to meet a high burden of 
proof for adoption into the financial services 
family.  Caution is understandable. This is a 
tightly regulated industry, and enterprise-
level organizations must constantly find 
ways to reconcile restrictive compliance 
guidelines with a dynamic global economy 
that demands flexibility and modernity. To 
reach an internal proof of concept stage, 
much less pass its rigor, new technologies 
must prove themselves indisputably reliable, 
secure, and cost-efficient. 

Such conditions are precisely why the public 
cloud, as part of a hybrid infrastructure, 
has evolved into the industry standard. 
Offering stringent data protection systems 
and compliance protocols that can exceed 
regulatory requirements, the cloud has 
transformed the way firms of all sizes do 
business. In this way, the financial services 
industry has moved in parallel with the 
economy at large: Gartner predicts that 
by 2020, 90 percent of organizations will 
adopt hybrid infrastructure management 
capabilities.1  The cloud’s integration into 
the financial services industry has been 
the product of a steady and cultivated 
development process, focused on 
maximizing benefits while adhering to 
regulators’ strict requirements. The result: a 
dynamic, revenue-generating platform that 
is tailored to the industry’s unique demands 
and use cases. 

“Cloud computing presents unrivaled 
opportunities… while simultaneously 
improving efficiency, agility and scalability, 
and reducing total cost of ownership 
(TCO).”2

1 Predicts 2017: Infrastructure Services Become Hybrid Infra 
structure Services, Gartner

2 Cloud Computing: What’s Stopping You?, Accenture
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¹ “Footnote example, Title and release date aligned to the bottom in segoe 
regular

Lorem ipsum dolor sit amet, consectetur 
adipiscing elit. Vivamus efficitur, lacus 
consectetur vestibulum aliquam, justo 
massa volutpat ex, ut bibendum magna 
felis quis sem. Nullam non tincidunt lectus. 
Suspendisse nibh lacus, placerat ut felis nec, 
maximus fringilla dolor. Donec imperdiet, 
dolor eget fermentum fermentum, dui 
risus feugiat ante, a imperdiet turpis velit et 
odio. Cras condimentum libero eget tortor 
ullamcorper dapibus. Class aptent taciti 
sociosqu ad litora torquent per conubia 
nostra, per inceptos himenaeos. Etiam 
ac est elementum, pharetra lacus quis, 
dignissim ligula. 

Donec erat lorem, lobortis eu accumsan 
at, tempor et risus. Duis in sagittis tellus. 
Etiam eleifend lectus nec nibh euismod 
vulputate. Aenean porta nulla ut turpis 
laoreet, eu aliquet leo scelerisque. Fusce 
condimentum, tellus nec sagittis auctor, 
nisl magna convallis nunc, in tempus arcu 
sapien a purus.

Lorem ipsum dolor sit amet, consectetur 
adipiscing elit

February
2018
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The cloud 
transformation
From risk management to data security, 
the public cloud can both modernize and 
streamline existing processes in ways that 
can transform how a firm does business. 
Broadly speaking, these benefits fall into four 
complimentary but distinct camps.

I. Reliable data protection
The safeguarding of business and consumer
data is an increasingly complex endeavor.
External threats are growing more numerous
and sophisticated, and the generous
populace is becoming increasingly vigilant
on how its data is both stored and utilized.

The public cloud answers these challenges 
with advanced security features and granular 
privacy controls — and Microsoft Azure 
offers solutions optimized specifically for the 
financial services industry. 

II. Streamlined compliance
For years, the public cloud has been
carefully scrutinized on its ability to meet
the industry’s stringent compliance needs.
Reliable options like Azure have long since
met that standard.

The primary question is no longer if a 
hybrid public cloud infrastructure is merely
compliant, but rather how a properly 
deployed solution can optimize a firm’s 
entire compliance process. Automated 
audits and self-reporting features streamline 
recurring tasks, while right to audit 
permissions let companies closely monitor
core outputs. 

III.  Insightful AI monitoring
The inherent complexity of global financial
systems — and the processes that keep them
functioning smoothly — is an environment
uniquely suited for artificial intelligence’s
advantages. 

The AI capabilities within a public cloud 
solution can help protect both a firm’s 
overall infrastructure and the business and
consumer data that infrastructure houses. 
They can also mine and process data to help 
companies more accurately identify financial
crime, evaluate risk, and provide more 
tailored services.

3A financial institution’s guide to the public cloud
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IV. Maximized agility
While the digital age is continually upping
the ante of what consumers expect from
their financial institutions, the speed of
today’s economy is also squeezing financial
companies’ risk evaluation capabilities.

A hyperscale offering allows firms to 
smoothly scale resources in order to meet 
extensive short-term demands. The sudden 
need to run millions of calculations in an 
afternoon is easier met through a cloud 
infrastructure, and a hybrid deployment 
means businesses can seamlessly shift 
between on-premise and cloud resources.

—

The ability to institutionalize such benefits 
has become a key differentiator between 
innovative firms that thrive in a rapidly-
advancing industry and those that are 
struggling to keep pace.3 A hybrid cloud 
infrastructure isn’t the solve for every issue 
in this complex industry, but it does provide 
firms with the flexibility to meet those 
challenges better than ever before. 

4

3 Accenture Financial Services Technology Advisory: Cloud …  
What’s Stopping You?”, Accenture
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Creating a well-
orchestrated hybrid 
cloud environment 
should bring 
firms unmatched 
flexibility and the 
greatest value and 
speed to market.4

5

4 Accenture Financial Services Technology Advisory: Cloud …  
What’s Stopping You?”, Accenture
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Reliable data 
protection 

Infrastructure breaches have become a near-
constant threat in today’s age. Data security 
catastrophes at enterprise organizations are 
frequently in the headlines — a concern that 
weighs heavily in an industry tasked with 
protecting particularly sensitive consumer 
and business information. The amount of 
resources firms dedicate to battling identify 
theft, malware, and hacking has been and 
will continue to be extensive. 

But just as technological advancements are 
exponentially accelerating innovations across 
the global economy, so too are they fueling 
an increase in the number of data security 

threats. The sheer volume of malignant 
forces, the sophistication level they employ, 
and the speed at which they adapt to 
defenses are significant pressures for firms to 
manage — and key reasons to migrate to 
the public cloud. 

A purely on-premise infrastructure, by 
nature, is somewhat static. At the very least, 
it lacks the inherent agility of the public 
cloud — as exterior threats shift tactics and 
evolve, a cloud service provider evolves in 
opposition. Infrastructure updates are more 
fluid, helping firms ensure that they are 
consistently and automatically aligned to 
current best practices for protecting data at 
rest, in transit, and in use. Since GDPR now 
saddles firms with the burden of protection 
when passing consumer data to a third 
party, continual updates have become 
critical.

6A financial institution’s guide to the public cloud
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GDPR also reinforces regulations around 
where certain kinds of data must be 
physically stored, which is why the 
public cloud can be nimble in the face of 
exacting and shifting demands. A hybrid 
infrastructure allows for a mix of data 
storage options, and enterprise cloud 
providers with an extensive database 
network can house data almost anywhere 
in the world to fit unique requirements. 
The flexibility of a global network, 
combined with a seamless connection 
to critical on-premise processes, can be 
transformative. 

While part of such flexibility is the 
technological concept of cloud computing 
itself, arguably the more significant factor is 
the expertise and reliability of the provider. 
While financial institutions employ some of 
the world’s most renowned data security 
experts, a cloud provider offers expertise 
in both the granularity of enterprise 
infrastructure and the complexity of the 
global financial landscape. In other words, 
the public cloud is more than just a cloud 
— it’s a team of financial services experts 
that serve as a formative and consultative 
partner in ensuring an organization is safe, 
secure, and alert. 

7A financial institution’s guide to the public cloud
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Lorem ipsum dolor sit amet, consectetur 
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ullamcorper dapibus. Class aptent taciti 
sociosqu ad litora torquent per conubia 
nostra, per inceptos himenaeos. Etiam 
ac est elementum, pharetra lacus quis, 
dignissim ligula. 

Donec erat lorem, lobortis eu accumsan 
at, tempor et risus. Duis in sagittis tellus. 
Etiam eleifend lectus nec nibh euismod 
vulputate. Aenean porta nulla ut turpis 
laoreet, eu aliquet leo scelerisque. Fusce 
condimentum, tellus nec sagittis auctor, 
nisl magna convallis nunc, in tempus arcu 
sapien a purus.

Lorem ipsum dolor sit amet, consectetur 
adipiscing elit

February
2018

8

Streamlined 
compliance
Much like data protection, compliance is 
becoming increasingly complicated for 
the financial services industry. Change is a 
constant, including a number of regulations 
— like MiFID II — that have intensified 
compliance scrutiny. What was already a 
byzantine science is now demanding more 
of a firm’s time, expertise, and resources than 
ever before.  

The long-term answer to such a 
compounding problem isn’t just additional 
personnel or process tweaks — rather, it’s 
about identifying regular tasks and outputs 
that can be completed more efficiently and 
accurately. A hybrid cloud infrastructure 
does exactly that, using scripted audit 
features to run real-time analysis that can 
quickly identify compliance issues in areas 
like Know Your Customer (KYC) and risk 
scoring. This means firms can be proactive 
about eliminating problems, as opposed to 
reactive in the face of regulatory assessment. 

Automated systems also reduce the risk of 
human error, a consistent problem in such 
a granular and complicated field. A boost in 

accuracy can have a profound impact on a
firm’s bottom line: less mistakes mean fewer 
hours burned on fixing them, as well as 
fewer costly fines. Right to audit allowances 
also mean companies can sift through data 
and processes as necessary to run their own
assessments and ensure their infrastructure
is in working order.

Perhaps the most compelling evidence 
that cloud environments are compliance’s
present and future is their increasing internal 
use rate amongst regulators themselves. 
Not only does this show a growing 
acknowledgment of the cloud as a best-
practice solution for such a complex field, 
but it also means regulators are becoming 
more familiar with the platforms as they 
deploy their own applications.5

There’s an inherent synergy at play — 
regulators are now implementing cloud or 
hybrid environments, and financial services
firms are deciding to follow suit. Considering 
the cloud’s unique position in revolutionizing 
the industry’s compliance blueprint, this 
shouldn’t be surprising.

8

5 Cloud Adoption in Financial Services, The Wall Street Journal
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“Many regulators are 
adopting the public cloud 
for their applications, 
increasing their internal 
compliance organizations’ 
comfort with the ability 
of cloud vendors to meet 
U.S. and global jurisdiction 
regulations.”

9A financial institution’s guide to the public cloud
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Lorem ipsum dolor sit amet, consectetur 
adipiscing elit. Vivamus efficitur, lacus 
consectetur vestibulum aliquam, justo 
massa volutpat ex, ut bibendum magna 
felis quis sem. Nullam non tincidunt lectus. 
Suspendisse nibh lacus, placerat ut felis nec, 
maximus fringilla dolor. Donec imperdiet, 
dolor eget fermentum fermentum, dui 
risus feugiat ante, a imperdiet turpis velit et 
odio. Cras condimentum libero eget tortor 
ullamcorper dapibus. Class aptent taciti 
sociosqu ad litora torquent per conubia 
nostra, per inceptos himenaeos. Etiam 
ac est elementum, pharetra lacus quis, 
dignissim ligula. 

Donec erat lorem, lobortis eu accumsan 
at, tempor et risus. Duis in sagittis tellus. 
Etiam eleifend lectus nec nibh euismod 
vulputate. Aenean porta nulla ut turpis 
laoreet, eu aliquet leo scelerisque. Fusce 
condimentum, tellus nec sagittis auctor, 
nisl magna convallis nunc, in tempus arcu 
sapien a purus.

Lorem ipsum dolor sit amet, consectetur 
adipiscing elit

February
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Insightful AI 
monitoring
Artificial intelligence has grown far 
beyond a mere buzzword in the financial 
services ecosystem. Rather, its applicability 
has evolved into a powerful efficiency 
driver, capable of both refining existing 
processes and converting reams of data 
into monetizable assets. Public cloud 
services have been a key player in such 
developments. 

AI processes are inherently vigilant 
protectors of a firm’s database. Along 
with provider monitoring, such systems 
can quickly diagnose and report a wide 
variety of security threats, including 
coordinated offenses (like a DDoS attack) 
that can cripple key services. Uptime has 
always been a critical factor in assessing 
infrastructure methodologies; a hybrid cloud 
setup, protected by sophisticated artificial 
intelligence monitoring, provides best-in-
class assurances. 

Such systems can also assess large sums of 
data to identify key patterns. These analyses 
have a variety of use cases, like identifying 
key markers for financial crime and

10

“Organizations can 
leverage technologies 
like machine learning
to identify patterns 
in their data that 
lead to compliance 
challenges and 
predict and 
remediate issues in 
real time.”6

6 The 3 things you need to know about the intersection of cloud  
                      computing, regulations and financial services - have     

we arrived?, PwC

A financial institution’s guide to the public cloud

www.ITontology.com



¹ “Footnote example, Title and release date aligned to the bottom in segoe 
regular

Lorem ipsum dolor sit amet, consectetur 
adipiscing elit. Vivamus efficitur, lacus 
consectetur vestibulum aliquam, justo 
massa volutpat ex, ut bibendum magna 
felis quis sem. Nullam non tincidunt lectus. 
Suspendisse nibh lacus, placerat ut felis nec, 
maximus fringilla dolor. Donec imperdiet, 
dolor eget fermentum fermentum, dui 
risus feugiat ante, a imperdiet turpis velit et 
odio. Cras condimentum libero eget tortor 
ullamcorper dapibus. Class aptent taciti 
sociosqu ad litora torquent per conubia 
nostra, per inceptos himenaeos. Etiam 
ac est elementum, pharetra lacus quis, 
dignissim ligula. 

Donec erat lorem, lobortis eu accumsan 
at, tempor et risus. Duis in sagittis tellus. 
Etiam eleifend lectus nec nibh euismod 
vulputate. Aenean porta nulla ut turpis 
laoreet, eu aliquet leo scelerisque. Fusce 
condimentum, tellus nec sagittis auctor, 
nisl magna convallis nunc, in tempus arcu 
sapien a purus.

Lorem ipsum dolor sit amet, consectetur 
adipiscing elit

February
2018

11

accelerating risk evaluation processes. But 
just as importantly, they can help compile 
behavioral and procedural insights that lead 
directly to more tailored service. 

The financial industry has become an 
increasingly customer-centric one, driven by 
a consumer base that expects a personalized 
product. AI monitoring can help surface the 
kind of micro and macro user patterns that 
translate to faster and more accurate service, 
and such predictive analytics, when used 
correctly, can directly impact a firm’s bottom 
line.

They can highlight which customers 
are the greatest churn risks before they 
reach red-flag behaviors like negative 
direct feedback, or help identify consumers 
that are most likely to be interested in 
additional products or services. Predictive 
analytics can also refine existing customer 
personas, sharpening a firm’s marketing 
messaging and targeting tactics. In select 
cases, they can even uncover previously 
unexplored revenue opportunities.

The ability to quickly and efficiently make 
such assessments, whether to improve the 
user experience or better understand the 
customer journey, are crucial for industry 
competitiveness. 

11

“Machine learning is 
allowing systems to 
automatically reassess
and refine processes 
in reaction to input 
from users, replacing 
firms’ more complex 
high volume and 
repeatable regulatory 
tasks.”7

7 The 3 things you need to know about the intersection of cloud  
                      computing, regulations and financial services - have     

we arrived?, PwC
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Staying competitive in today’s market 
requires building an infrastructure that’s 
as flexible as possible to compensate 
for rapidly shifting needs. The ability 
to quickly and cost-effectively scale 
resources at will is both a cornerstone of 
the public cloud offering and part of what 
makes a hybrid infrastructure so viable for 
the financial services industry. 

Regulatory burdens are a major driver of 
firms’ increasing need for scale, especially 
when it comes to risk management. 
When firms have to manage millions of 
calculations in a single day, on-premise 
infrastructures can quickly become 
overwhelmed. A hyperscale cloud 
environment, however, can efficiently 
allocate the resources needed to handle a 
sudden influx in demand or market shift.

Such scales can be nearly infinite, meaning 
organizations are rarely faced with a 
situation they can’t handle — even as risk 
models are becoming increasingly complex. 

12

On-demand 
scalability
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That kind of agility can go beyond 
regulatory management: it can also help 
develop client relationships, giving firms 
the opportunity to offer cost-effective 
risk management as a service. At a 
consumer level, this kind of scalability can 
accommodate surges in user demand 
across hosted apps. 

Cloud environments can also scale 
back when less resources are required, 
significantly trimming operating costs. 
Purely on-premise solutions are more 
static, inflating infrastructure spending and 
potentially burdening firms with resources 
that aren’t fully utilized.

A hybrid environment represents the best 
of both worlds: firms can lean on resource 
flexibility while still maintaining the ability 
to seamlessly shift data between cloud 
databases and on-premise servers. With the 
transfer of such data continually protected 
by AI monitoring processes, organizations 
are able to enjoy the full range of 
infrastructure advantages without 
having to worry about security risks. 

13A financial institution’s guide to the public cloud
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Compliant. Secure. Scalable. 

“Public cloud enables 
firms to harness the agility, 
flexibility, and scalability 
needed to compete in 
today’s market while 
keeping pace with FinTech 
innovation.”8

8 The 3 things you need to know about the intersection of cloud  
computing, regulations and financial services - have we  
arrived?, PwC
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Data as a 
business model
Individually, the benefits of a public 
cloud infrastructure — data protection, 
streamlined compliance, AI monitoring, 
and maximized agility — offer persuasive 
arguments for change. But when those 
benefits are jointly realized, firms unlock 
a state that can transform the way they 
do business: the ability to securely 
aggregate, assess, and monetize their 
massive stores of data. 

The exact manifestations of that ability 
differ from firm to firm based on the 
organization’s overarching revenue strategy. 
But there are commonalities that stretch 
across wide swaths of the industry — like 
analyzing macro consumer patterns. The 
immense sum of daily transactions managed 
by banks is a trove of valuable data. With the 
assistance of AI monitoring and predictive 
analytics, firms can potentially use such data 
to surface purchasing trends that triangulate 
opportunities for new products and services. 

The use and protection of such large sums 
of data is also critical to an open banking 
economy. The public cloud enables firms 

to be agile and flexible enough to connect 
various services from different companies
into a seamless customer offering, but it 
also manages the flow and security of that 
data to help firms optimize that experience. 
Smooth and integrated banking interfaces, 
based on a unified and informed view of the 
customer, are a key ingredient for reducing
churn.  

The options for monetizing large sums of 
rich customer and business data are only
limited by the expertise and availability of
a firm's internal resources. An enterprise 
cloud provider can offer both, along with the
secure and compliant environment needed 
to innovate with confidence.

What’s key to acknowledge is that this 
powerful, unified data state isn’t a future 
one — it’s a position that many of the 
industry’s most influential members are 
already in. Fully realizing the advantages of 
the public cloud as a key component of a 
hybrid environment is simply table stakes for 
staying competitive in today’s market. 

15A financial institution’s guide to the public cloud
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Compliant. Secure. Scalable. 

(Banks) will stick 
because they will be 
personal: informed 
by intelligence 
gathered from data 
about consumer 
behaviors, choices, 
and volunteered 
preferences.9

9 Financial Services Technology 2020 and Beyond: Embracing  
Disruption, PwC
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Despite the public cloud’s maturation into 
a compliant and secure financial services 
infrastructure, its implementation — as 
with any enterprise-level deployment — 
requires a detailed and strategic plan. While 
individual firms will have specific needs 
and challenges to account for, nearly all 
deployments will require several broad 
stages of development before a new 
foundation can be laid. Here’s how to get 
started. 

1. Identify use cases
Getting the most out of a public cloud
implementation means a firm must target
the precise areas where it needs to see an
impact. Deployment options — especially
as part of a hybrid infrastructure — are
highly customizable, so firms can better set
themselves up for success by approaching
providers with a list of objectives they’re
looking to achieve.

2. Audit existing systems
Firms must then turn to their current
infrastructure, flagging replacement-ready
components that have grown outdated
or inefficient, while highlighting critical
processes that must be kept on-premise.
While a cloud provider can help perform
such an audit, firms can better select the
right partner if they can start reconciling
their desired use cases against their current
reality.

3. Assess providers
Selecting a cloud service provider is a
critical decision, as the chosen partner will
become deeply integrated across a variety
of crucial internal processes. A fully-utilized
provider needs to showcase multidisciplinary
competence across fields like compliance
and data protection to meet the complex
demands of a financial institution’s desired
use cases.

Getting started 

17A financial institution’s guide to the public cloud
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4. Analyze costs and savings
The public cloud’s near-infinite scalability,
while powerful, will likely mean a
fundamentally new approach to a firm’s
infrastructure cost projections. Institutions
should work closely with prospective
providers to understand where and when to
expect expenses and savings across a wide
combination of scenarios.

Clearly, the success of a financial institution’s 
public cloud implementation depends 
heavily on the quality and involvement of 
the provider. Regulation, data sensitivity, 
and intricate legacy systems all pose unique 
challenges for firms starting their migration 
journey. That’s why institutions should turn 
to the provider with the world’s broadest 
and most reliable financial services industry 
footprint: Microsoft.

18A financial institution’s guide to the public cloud
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The Microsoft 
advantage

The only hyperscale hybrid cloud 
supporting maximum transparency and 
security while enabling seamless shifting 
between on premise and cloud systems.

Uninterrupted service on the largest 
global footprint with leading residency and 
latency.

Artificial intelligence that monitors your 
systems’ operations to provide insights 
and predictive analytics.

An immense ongoing investment into 
cloud facilities, compliance, and security.

A dedicated and comprehensive FSI 
compliance program that streamlines 
compliance workflow with right to audit, 
automated audits, and self-reporting. 

Industry-leading educational work with 
70+ regulators around the globe to meet 
compliance needs.

No public cloud provider understands 
the unique requirements of the financial 
services industry like Microsoft. Through 
years of tailored development, we’ve built 
the world’s most compliant and secure 
cloud — that’s why 75 percent of the 
largest and most complex global 
systemically important financial 
institutions currently plan on or 
are actively deploying to the Azure 
platform. 

A modern hybrid environment, powered by 
Microsoft Azure, gives firms the unmatched 
reliability and scalability that they need 
to be both compliant and competitive. 
Together with our Financial Services 
Compliance Program, Azure is more 
than just a platform: it’s the key to better 
business in today’s age.

The Microsoft advantage

The broadest and deepest compliance 
coverage with dedicated teams designed to 
exceed regulatory requirements.

Automatically deployed security and 
compliance updates, along with advanced 
features like blockchain, AI, IoT, and API 
manager. 
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