—

Hewlett Packard
Enterprise

HPE iLO 6 1.45 User Guide

Part Number: 30-7A345B12-006
Published: June 2023
Edition: 7



HPE iLO 6 1.45 User Guide

Abstract

This guide provides information about configuring, updating, and operating supported HPE ProLiant servers using the HPE iLO 6 firmware.
This document is intended for system administrators, Hewlett Packard Enterprise representatives, and Hewlett Packard Enterprise
Authorized Channel Partners who are involved in configuring and using Hewlett Packard Enterprise servers that include iLO 6.

Part Number: 30-7A345B12-006
Published: June 2023
Edition: 7

© Copyright 2022-2023 Hewlett Packard Enterprise Development LP

Notices

The information contained herein is subject to change without notice. The only warranties for Hewlett Packard Enterprise products and
services are set forth in the express warranty statements accompanying such products and services. Nothing herein should be construed as
constituting an additional warranty. Hewlett Packard Enterprise shall not be liable for technical or editorial errors or omissions contained
herein.

Confidential computer software. Valid license from Hewlett Packard Enterprise required for possession, use, or copying. Consistent with FAR
12.211 and 12.212, Commercial Computer Software, Computer Software Documentation, and Technical Data for Commercial Items are
licensed to the U.S. Government under vendor's standard commercial license.

Links to third-party websites take you outside the Hewlett Packard Enterprise website. Hewlett Packard Enterprise has no control over and is
not responsible for information outside the Hewlett Packard Enterprise website.

Acknowledgments
Ampere® and Altra® are registered trademarks of Ampere Computing.
Arm® is a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.

Microsoft® and Windows® are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other
countries.

Java® and Oracle® are registered trademarks of Oracle and/or its affiliates.

Google™ is a trademark of Google Inc.

Google Chrome™ browser is a trademark of Google Inc.

Linux® is the registered trademark of Linus Torvalds in the U.S. and other countries.

Red Hat® is a registered trademark of Red Hat, Inc. in the United States and other countries.

VMware® is a registered trademark or trademark of VMware, Inc. in the United States and/or other jurisdictions.
Intel® and Intel® Xeon® are trademarks of Intel Corporation in the U.S. and other countries.

SD is a trademark or registered trademark of SD-3C in the United States, other countries or both.

All third-party marks are property of their respective owners.

Revision history



Part Number Publication date Edition Summary of changes

30-7A345B12-006 June 7 iLO 6 1.45 release updates

30-7A345B12-005 May 6 iLO 6 1.40 release updates

30-7A345B12-004 April 5 iLO 6 1.35 is the combined release of iLO 6 for Gen11 Intel, AMD, and
Ampere Platforms.

30-7A345B12-003 March 4 iLO 6 1.30 is the combined release of iLO 6 for Gen11 Intel and AMD
Platforms.

30-7A345B12-002 January 3 iLO 6 1.20 is the initial release of iLO 6 for Gen 11 Intel Platforms.

iLO 6 1.20 supports Gen11l AMD platform also.

30-7A345B12-001a January 2 Updates to the front matter

30-7A345B12-001 December 1 iLO 6 1.10 is the initial release of iLO 6 for Gen11 AMD platforms.




Table of contents

e iLO
o iLO features
o Unsupported features on HPE ProLiant RL3xx Gen 11 (Ampere based) platform
o iLO web interface
o ROM-based configuration utility
o iLO RESTful API
o RESTful Interface Tool
o iLO scripting and command line
o iLO Amplifier Pack
o HPE InfoSight for servers
e Setting up iLO
o Preparing to set up iLO
m iLO network connection options
= NIC teaming with Shared Network Port configurations
e NIC teaming constraints
o Hewlett Packard Enterprise NIC teaming modes
m iLO IP address acquisition
m iLO access security
= iLO configuration tools
m Other iLO configuration tools
o |Initial setup steps
o Connecting iLO to the network
o iLO setup with the iLO 6 Configuration Utility
m Configuring a static IP address (iLO 6 Configuration Utility)
®  Managing local user accounts with the iLO 6 Configuration Utility
e Adding user accounts (iLO 6 Configuration Utility)
e Editing user accounts (iLO 6 Configuration Utility)
® Removing user accounts (iLO 6 Configuration Utility)
o iLO setup with the web interface
o Logging in toiLO for the first time
o iLO default DNS name and user account
o iLO driver support
o Installing the iLO drivers
e Using the iLO web interface
o Supported browsers
o Browser requirements
o Logging in to the iLO web interface
o Cookie sharing between browser instances and iLO

o iLO web interface overview



® iLO control icons

m iLO navigation pane

m iLO navigation pane remote console thumbnail

o Starting a remote management tool from the login page

o Changing the language from the login page

e Viewing iLO information and logs

o Viewing iLO overview information

Server details
iLO details

Status details

o Using the Security Dashboard

Security Dashboard details
Risk details

Causes of security risk status

o Managing iLO sessions

o iLO Event Log

Viewing the event log

e Event log view controls

e Event log details

e Event logicons

e Event log event pane details
Saving the event log to a CSV file

Clearing the event log

o Integrated Management Log

Examples of IML event types
Viewing the IML

e |ML view controls

o |ML details

e |ML icons

e [ML event pane details
Marking an IML entry as repaired
Adding a maintenance note to the IML
Saving the IML to a CSV file

Clearing the IML

o Security Log

o Active Health System

Active Health System data collection

Active Health System Log

Active Health System Log download methods

Downloading the Active Health System Log for a date range

Downloading the entire Active Health System Log



Downloading the Active Health System Log by using cURL
o cURL command usage with iLO

Downloading the Active Health System log (iLOREST)
e iLOREST serverlog command usage

Clearing the Active Health System Log

Using the iLO and system diagnostics

o Viewing iLO self-test results

iLO self-test details

iLO self-test types

o iLO reboot (reset)

iLO reboot (reset) methods

Rebooting (resetting) the iLO processor with the web interface
Rebooting (resetting) iLO with the iLO 6 Configuration Utility
Performing a graceful iLO reboot with the server UID button

Performing a hardware iLO reboot with the server UID button

o Reimaging an appliance

o System diagnostics

Generating an NMI

Booting to system safe mode

Booting to Intelligent Diagnostics mode
Restoring the default manufacturing settings
Restoring the default system settings

Saving UEFI serial debug messages to the Active Health System Log during POST

Viewing general system information

o Viewing health summary information

Redundancy status
Subsystem and device status

Subsystem and device status values

o Viewing processor information

Processor details

o Viewing memory information

Advanced Memory Protection details
Memory Summary
Physical Memory Details
o Memory Details pane (physical memory)
High Bandwidth Memory details
e High Bandwidth Memory modes

o Memory Details pane (High bandwidth memory)

o Viewing network information

Physical Network Adapters

Logical Network Adapters



o Viewing the device inventory
= Device Inventory details
= Slot Details pane
= Device status values
= Configuring MCTP discovery
m [nitiating an MCTP factory reset
o Viewing storage information
m Supported storage components
m Supported storage products
m Storage details
e Controllers
e Volumes
e Drives
e Drive enclosures (Smart Array only)
= Status values and definitions
= Managing drive power
e Drive power button options
Viewing and managing firmware and software
o Firmware updates
= Online firmware update
e In-band firmware update methods
e Out-of-band firmware update methods
= Offline firmware update
e Offline firmware update methods
o iLO firmware and software management features
o Viewing installed firmware information
» Firmware types
= Firmware details
o Replacing the active system ROM with the redundant system ROM
o Updating iLO or server firmware by using the flash firmware feature
= Obtaining the iLO firmware image file
= Obtaining supported server firmware image files
e Server firmware file type details
m Requirements for firmware update to take effect
= Supported firmware types
= Daily firmware flash limit
o Viewing software information
o Maintenance windows
o iLO Repository
o Install sets

o Installation queue



®m Adding a task to the installation queue
e Commands that can be added to the installation queue
e Entering time window details when queuing a task
o How tasks in the installation queue are processed

m Editing a task in the installation queue

® Removing a task from the installation queue

® Removing all tasks from the installation queue

= Viewing the installation queue
e Queued task summary details
o |ndividual task details

Configuring and using iLO Federation
o iLO Federation
o Configuring iLO Federation

m Prerequisites for using the iLO Federation features

m iLO Federation network requirements

m Configuring the iLO Federation multicast options
e Multicast options

m jLO Federation groups
e iLO Federation group characteristics
e iLO Federation group memberships for local iLO systems
e iLO Federation group memberships for a set of iLO systems
e iLO Federation group privileges

® Managing iLO Federation group memberships (local iLO system)

Adding iLO Federation group memberships

Editing iLO Federation group memberships
® Removing a group membership from a local iLO system
e Viewing iLO Federation group memberships (local iLO system)
® Adding iLO Federation group memberships (multiple iLO systems)
e Adding a group based on an existing group
e Creating a group from a filtered list of servers
e Servers affected by a group membership change
o Using the iLO Federation features
m Selected Group list
e Selected Group list filters
e Selected Group list filter criteria
m Exporting iLO Federation information to a CSV file
m iLO Federation Multi-System view
e Viewing server health and model information
o Server health and model details
e Viewing servers with critical and degraded status

o Critical and degraded server status details



= Viewing the iLO Federation multi-system map
e iLO peer details
m jLO Federation group virtual media
e Connecting URL-based virtual media for groups
e Viewing URL-based virtual media status for groups
o URL-based virtual media details
e Ejecting a URL-based virtual media device
e Servers affected by a group virtual media action
m iLO Federation group power
m Configuring group power capping
m iLO Federation group firmware update
o Updating the firmware for multiple servers
e Servers affected by a group firmware update
e Viewing group firmware information
o Firmware details
m Installing license keys (iLO Federation group)
e iLO remote console
o Viewing remote console access settings
m Remote console access setting details
o Starting the integrated remote console
m Starting the HTMLS5 IRC
m Starting the HTMLS5 IRC from the Overview page
m Starting the HTMLS5 standalone remote console
s HTML5 remote console modes
s HTML5 remote console controls
m Starting the .NET IRC
m Starting the .NET IRC from the overview page
m NET IRC requirements
®m Acquiring the remote console
m Joining a shared remote console session (NET IRC only)
e Shared remote console (.NET IRC only)
= Viewing the remote console status bar
e Remote console status bar details
o Integrated remote console features
m Keyboard actions with the IRC
e Sending a keyboard action with the HTMLS5 IRC
e Sending a keyboard action with the .NET IRC
e Sending a remote console hot key
e Changing the keyboard layout in the HTML5 IRC
= Virtual power IRC features

e Using the remote console virtual power switch with the HTML5 IRC



e Using the remote console virtual power switch with the .NET IRC
e Virtual power button options
= Virtual media IRC features
e Using a virtual drive (physical drive on a client PC)
e Using a local IMG or ISO file with the HTML5 IRC
e Using a local IMG or ISO file with the .NET IRC
e Using a virtual drive to install an OS and provide a required driver (NET IRC)
e Using a virtual drive to install an OS and provide a required driver (HTML5 IRC)
e Using a URL-based image file with the HTML5 IRC
e Using a URL-based image file with the .NET IRC
e Using a virtual folder (HTMLS5 IRC)
e Using a virtual folder (NET IRC)
o Virtual folders
= Console capture (.NET IRC)
e Console capture controls
e Viewing server startup and server prefailure sequences
e Saving server startup and server prefailure video files
e Capturing video files with the remote console
e Viewing saved video files with the remote console
= Screen captures with the IRC
e Capturing the HTML5 remote console screen
e Capturing the .NET IRC screen
o Remote console hot keys
= Creating remote console hot keys
= Keys for configuring remote console computer lock keys and hot keys
m Resetting hot keys
o Configuring remote console security settings
= Configuring remote console computer lock settings
e Remote console computer lock options
= Configuring the remote console trust setting (NET IRC)
Using a text-based Remote Console
o iLO Virtual Serial Port
m Using the iLO Virtual Serial Port
= Configuring the iLO Virtual Serial Port in the UEFI System Utilities
= Configuring Linux to use the iLO Virtual Serial Port
e Configuring Red Hat Enterprise Linux 9 to use the iLO Virtual Serial Port
e Configuring Red Hat Enterprise Linux 8 to use the iLO Virtual Serial Port
o Configuring GRUB to use a serial console (Red Hat Enterprise Linux 8)
e Configuring SUSE Linux Enterprise Server to use the iLO Virtual Serial Port

Windows EMS Console with iLO Virtual Serial Port

e Configuring Windows for use with the iLO Virtual Serial Port



m Starting an iLO Virtual Serial Port session
= Viewing the iLO Virtual Serial Port log
= Downloading the Virtual Serial Port log through the iLO web interface
Using iLO on the host
o Prerequisites for using the Virtual NIC
o Operating system support for Virtual NIC
o Configuring the Virtual NIC feature
= Changing the Virtual NIC interface from static to DHCP (Network Manager)
= Changing the Virtual NIC interface from static to DHCP (CLI)
o Using the Virtual NIC to access the iLO web interface
o Using iLOREST on the host
o Using an SSH connection with the Virtual NIC
Using iLO virtual media
o Virtual media considerations
o Virtual media operating system information
= Operating system USB requirement
= Operating system considerations: Virtual floppy/USB key
e Changing diskettes
m Operating system considerations: Virtual CD/DVD-ROM
e Mounting a USB virtual media CD/DVD-ROM (Linux command line)
m Operating system considerations: Virtual folder
o iLO web interface virtual media options
= Viewing virtual media status and port configuration
= Viewing connected local media
e |ocal media details
m  Ejecting a local virtual media device
= Connecting URL-based media
= Viewing connected URL-based media
e URL-based media details
m Ejecting a URL-based virtual media device
o Setting up IIS for scripted virtual media
= Configuring IIS
= Configuring IIS for read/write access
® [nserting virtual media with a helper application
= Sample virtual media helper application
Using the power and thermal features
o Server power-on
o Brownout recovery

o Graceful shutdown

o

Power efficiency

o Power-on protection



o Power allocation (blade servers and compute modules)
o Managing the server power
= Virtual power button options
o Configuring the System Power Restore Settings
= Auto Power-On
= Power-On Delay
o Viewing server power usage
o Power settings
= Configuring the Power Regulator settings
o Power Regulator modes
= Configuring power caps
e Power capping considerations
= Configuring battery backup unit settings
e Battery backup unit options
m  Configuring SNMP alert on breach of power threshold settings
o SNMP Alert on breach of power threshold options
= Configuring the persistent mouse and keyboard setting
e Other Settings option
o Viewing power information
o Configuring and viewing cooling features
o Temperature information
= Viewing the temperature graph
o Temperature graph details
m Viewing temperature sensor data
o Temperature sensor details
® Temperature monitoring
o Configuring user defined threshold using the RESTful Interface Tool
e Using the performance management features
o Performance monitoring
®m Viewing performance data
e Performance data details
e Performance monitoring graph display options
= Configuring performance alerts
e Performance alert settings options
o Workload advisor
m Viewing server workload details
e Server workload details
= Configuring the performance tuning options
e Performance tuning settings
e Configuring iLO network settings

o iLO network settings



o Viewing the network configuration summary
= Network information summary
= |Pv4 Summary details
= |[Pvé6 Summary details
m |Pv6 address list
o General network settings
o Configuring IPv4 settings
o Configuring IPv6 settings
o Configuring iLO SNTP settings
= SNTP options
m jLO clock synchronization
= DHCP NTP address selection
o iLO NIC auto-selection
= NIC auto-selection support
m jLO startup behavior with NIC auto-selection enabled
= Enabling iLO NIC auto-selection
= Configuring NIC failover
o Viewing iLO systems in the Windows Network folder
Managing remote support
o HPE embedded remote support
o Device support
o Data collected by HPE remote support
o Prerequisites for remote support registration
= Supported browsers for HPE embedded remote support
m Setting up a ProLiant server for remote support registration
= Setting up the Insight Remote Support central connect environment
o Registering for Insight Remote Support central connect
o Unregistering from Insight Remote Support central connect
o Remote support service events
= Service event transmission
= Setting maintenance mode
= Editing the maintenance mode expiration time
= Clearing maintenance mode
= Viewing maintenance mode status
= Sending a test service event
e Viewing a test service event by using the Insight RS Console
= Viewing the service event log
e Service event log details
e Supported service event types
= Clearing the service event log

o Remote Support data collection



m Sending data collection information
m Sending Active Health System reporting information
m Viewing data collection status in iLO
e Data Collection details
m Viewing Active Health System reporting status in iLO
e Active Health System reporting details
®m Viewing data collection status in the Insight RS Console (Insight Remote Support central connect only)
o Changing the remote support configuration of a supported device
m Changing a supported device from direct connect to central connect remote support
Using the iLO administration features
o iLO user accounts
m  Adding local user accounts
m Editing local user accounts
m Deleting a user account
m iLO user account options
m jLO user account privileges
m iLO user account roles
m Password guidelines
= |PMI/DCMI users
= Viewing user accounts
o iLO directory groups
o Boot Order
= Configuring the server boot mode
= Configuring the server boot order
m Changing the one-time boot status
e Changing the one-time boot status in UEFI mode
o UEFI mode one-time boot options
m Booting to the ROM-based utility on the next reset
o Installing a license key
= Viewing license information
e License details
m jLO licensing
o Using remote key managers with iLO
m Supported key managers
m  Configuring remote key management
m Configuring key manager servers
e Key manager server options
»  Adding key manager configuration details
e Key manager configuration details
m Testing the key manager configuration

m Viewing key manager events



m Clearing the key manager log

o Language packs

o Firmware verification

o Using Smart Update Manager to create a custom ISO on Windows
Using the iLO security features

o Security guidelines

o Key security features

o Ports used by iLO features

Secure Protocol and Data Model

[e]

m Global component integrity
e Enabling Global Component Integrity
= Component integrity policy
e Supported policies
o Server identity
= iLO IDevID
e iLO IDevID features
= iLO LDevID
e Importing LDevID certificate
e Viewing the imported LDevID certificate
e Deleting the imported LDevID certificate
e Replacing LDevID certificate
m System IDevID certificate
m System IAK certificate
= Platform certificate
o One-button secure erase for DevIDs and System IAK
o System board replacement
o 802.1XandiLO
m Prerequisites for 802.1X authentication
o iLO access settings
m Configuring iLO access settings
= Disabling the iLO functionality
e Methods for enabling iLO Functionality
m Server access settings options
m  Account Service access settings options
m jLO access settings options
m Update Service access settings options
m Network access settings options
e iLO login with an SSH client
o iLO Service Port
o Managing SSH keys

m  Authorizing a new SSH key by using the web interface



Authorizing a new SSH key by using the CLI

Deleting SSH keys

Requirements for authorizing SSH keys from an HPE SIM server
Viewing the SSH host key

Viewing authorized SSH keys

SSH keys

Supported SSH key format examples

o CAC Smartcard Authentication

o Administering SSL certificates

Viewing SSL certificate information

e SSL certificate details
Automatic certificate enrollment
Trusted SSL certificate
Customize certificate
Generate CSR and Import an SSL Certificate
Enabling Automatic certificate enroliment
Updating certificate enrollment settings
Renewing automatically managed SSL certificate
Disabling enroliment service

Removing an SSL certificate

o Directory authentication and authorization settings in iLO

Prerequisites for configuring authentication and directory server settings
Configuring Kerberos authentication settings in iLO
e Kerberos settings
Configuring schema-free directory settings in iLO
e Schema-free directory settings
Configuring HPE Extended Schema directory settings in iLO
e HPE Extended Schema directory settings
Directory user contexts
Directory Server CA Certificate
Deleting a directory server CA certificate
Local user accounts with Kerberos authentication and directory integration
Running directory tests
e Directory test input values
e Directory test status values and controls
e Directory test results

e iLO directory tests

o iLO security states

o iLO encryption settings

Enabling the Production security state

Enabling the High Security security state



Enabling the FIPS and CNSA security states

Connecting to iLO when using higher security states

Configuring a FIPS-validated environment with iLO

Disabling the FIPS security state

Disabling the CNSA security state

iLO security states

SSH cipher, key exchange, and MAC support

SPDM supported algorithms

SSL cipher and MAC support

o HPE SSO

= Configuring iLO for HPE SSO

Single Sign-On Trust Mode options

SSO user privileges

Adding trusted certificates

Extracting the HPE SIM SSO certificate

Importing a direct DNS name

Viewing trusted certificates and records

Trusted certificate and record details

® Removing trusted certificates and records

o Configuring the Login Security Banner

o System maintenance switch

m Reasons to disable iLO security

e Configuring iLO management settings

o Agentless Management and AMS

o Agentless Management Service

= [nstalling AMS

m Verifying AMS installation

Verifying AMS status: iLO web interface

Verifying AMS status: Windows

Verifying AMS status: SUSE Linux Enterprise Server and Red Hat Enterprise Linux
Verifying AMS status: VMware

Verifying AMS status: Ubuntu

m Restarting AMS

» System Management Assistant

Using the System Management Assistant (Windows)
Disabling the System Management Assistant (Windows)
Using the System Management Assistant for VMware
Disabling the System Management Assistant (VMware)

Using the System Management Assistant for Linux

o Configuring SNMP alerts

= SNMP alert settings



Configuring SNMPv3 settings

= SNMPv3 Settings options
Configuring SNMP settings

= SNMP options
Adding SNMP Alert Destinations

= SNMP alert destination options
Editing SNMP Alert Destinations
Deleting an SNMP alert destination
SNMPv3 authentication
Configuring SNMPv3 users

= SNMPv3 user options
Deleting an SNMPv3 user
Using the AMS Control Panel to configure SNMP and SNMP alerts (Windows only)
SNMP traps
REST alerts
IPMI alerts
iLO AlertMail

= Enabling AlertMail

e AlertMail options

= Disabling AlertMail
Remote syslog

= Enabling iLO remote syslog

® Remote syslog options
= Disabling iLO remote syslog

= Remote Syslog alert levels (Linux)

o HPE Compute Ops Management

Using the lifecycle management features

o Always On Intelligent Provisioning

o One-button secure erase

o iLO backup and restore

Using iLO with other software products and tools

o iLO and remote management tools

= Starting a remote management tool from iLO
= Deleting a remote manager configuration
= Using iLO with HPE OneView
e Server signatures (Synergy compute modules only)

= Adding hotfixes to create an HPE OneView custom firmware bundle

o |PMI server management

= Advanced IPMI tool usage on Linux

o Using iLO with HPE SIM

= HPE SIM features



m Establishing SSO with HPE SIM
= iLO identification and association
e Viewing iLO status in HPE SIM
e iLO links in HPE SIM
e Viewing iLO in HPE SIM System lists
m Receiving SNMP alerts in HPE SIM
m iLO and HPE SIM HTTP port matching requirement
m Reviewing iLO license information in HPE SIM
e Setting up Kerberos authentication and directory services
o Kerberos authentication with iLO
= Configuring Kerberos authentication
m Configuring the iLO hostname and domain name for Kerberos authentication
e iLO hostname and domain name requirements for Kerberos authentication
®m Preparing the domain controller for Kerberos support
m Generating a keytab file for iLO in a Windows environment
e Ktpass
e Setspn
= Verifying that your environment meets the Kerberos authentication time requirement
= Configuring supported browsers for single sign-on
e Enabling single sign-on in Mozilla Firefox
e Single-sign on with Google Chrome
e Enabling single sign-on in Microsoft Edge
e Verifying the single sign-on (Zero Sign In) configuration

e Verifying that login by name works

[e]

Directory integration benefits

o Choosing a directory configuration to use with iLO

[e]

Schema-free directory authentication
m Configuring directory integration (schema free configuration)

m Prerequisites for using schema-free directory integration

[e]

HPE Extended Schema directory authentication
m Directory services support
m Configuring directory integration (HPE Extended Schema configuration)
m Prerequisites for configuring Active Directory with the HPE Extended Schema configuration
m [Installing the iLO directory support software
e Directories Support for ProLiant Management Processors install options
® Running the Schema Extender
e Schema Extender required information
m Directory services objects
m Management options added by the HPE Active Directory snap-ins
e Setting a client IP address or DNS name restriction

m Directory-enabled remote management (HPE Extended Schema configuration)



[e]

[e]

[e]

Roles based on organizational structure
e How role access restrictions are enforced
e User access restrictions
® Role access restrictions
Configuring Active Directory and HPE Extended Schema (Example configuration)
e Creating and configuring directory objects for use with iLO in Active Directory
o Creating the iLOs organizational unit and adding LOM objects
o Creating the Roles organizational unit and adding role objects
o Assigning rights to the roles and associating the roles with users and devices

e Configuring iLO and associating it with a Lights-Out Management object

User login using directory services
Tools for configuring multiple iLO systems at a time

Directories Support for ProLiant Management Processors (HPLOMIG)

o Configuring directory authentication with HPLOMIG

Discovering management processors
o HPLOMIG management processor search criteria
o HPLOMIG management processor import list requirements
(Optional) Upgrading firmware on management processors (HPLOMIG)
Selecting directory configuration options
o Management processor selection methods
e Directory access methods and settings
Naming management processors (HPE Extended Schema only)
Configuring directories when HPE Extended Schema is selected
e Configure directory window options
Configuring management processors (Schema-free configuration only)
o Management processor settings
Setting up management processors for directories
Importing an LDAP CA Certificate

(Optional) Running directory tests with HPLOMIG

o Directory services schema

HPE Management Core LDAP OID classes and attributes

Core class definitions

Core attribute definitions

Lights-Out Management specific LDAP OID classes and attributes
Lights-Out Management attributes

Lights-Out Management class definitions

Lights-Out Management attribute definitions

e iLO factory default reset

o Resetting iLO to the factory default settings (iLO 6 Configuration Utility)

o Websites

e Support and other resources



Accessing Hewlett Packard Enterprise Support
Accessing updates

Remote support

Customer self repair

Warranty information

Regulatory information

Documentation feedback



iLO

iLO 6 is a remote server management processor embedded on the system boards of supported HPE servers and compute modules. iLO
enables the monitoring and controlling of servers from remote locations. iLO management is a powerful tool that provides multiple ways to
configure, update, monitor, and repair servers remotely.

Subtopics

iLO features

Unsupported features on HPE ProLiant RL3xx Gen 11 (Ampere based) platform

iLO web interface

ROM-based configuration utility

iLO RESTful API

RESTful Interface Tool

iLO scripting and command line
iLO Amplifier Pack

HPE InfoSight for servers

iLO features

iLO includes the following standard and licensed features. To view the license requirements for these features, see the iLO licensing guide.

e Active Health System Log—You can upload the log to HPE InfoSight for Servers to view the log data or create a support case for
servers under a valid warranty or support contract. For more information, see the HPE InfoSight for Servers documentation at the
following website: https://www.hpe.com/support/infosight-servers-docs.

e Agentless Management—With Agentless Management, the management software (SNMP) operates within the iLO firmware instead of
the host OS. This configuration frees memory and processor resources on the host OS for use by server applications. iLO monitors all
key internal subsystems, and can send SNMP alerts directly to a central management server, even with no host OS installed.

e Deployment and provisioning—Use virtual power and virtual media for tasks such as the automation of deployment and provisioning.
e Embedded remote support—Register a supported server for HPE remote support.

e Firmware management—Manage firmware updates by using the iLO firmware features, including the iLO Repository, install sets, and
the installation queue.

e Firmware verification and recovery —Run scheduled or on-demand firmware verification scans and configure recovery actions to
implement when an issue is detected.

e iLO backup and restore —Back up the iLO configuration and then restore it on a system with the same hardware configuration.
e iLO Federation management —Use the iLO Federation features to discover and manage multiple servers at a time.

e iLO interface controls —For enhanced security, enable or disable selected iLO interfaces and features.

o iLO RESTful API and RESTful Interface Tool (iILOREST)—iLO 6 includes the iLO RESTful API, which is Redfish APl conformant.

e iLO Service Port—Use a supported USB Ethernet adapter to connect a client to the iLO Service Port to access the server directly.
Hewlett Packard Enterprise recommends the HPE USB to Ethernet Adapter (part number Q7Y55A). You can also connect a USB key to
download the Active Health System Log.

| — HPE iLO 6 1.45 User Guide
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Integrated Management Log—View server events and configure notifications through SNMP alerts, remote syslogs, and email alerts.

Integrated remote console—If you have a network connection to the server, you can access a secure high performance console to
manage the server from any location.

IPMI—The iLO firmware provides server management based on the IPMI version 2.0 specification.
Learn more links—Troubleshooting information for supported events is available on the Integrated Management Log page.
One-button secure erase —Securely decommission a server or prepare it for another use.

Power consumption and power settings —Monitor the server power consumption, configure server power settings, and configure power
capping on supported servers.

Power management —Securely and remotely control the power state of the managed server.

Secure recovery—Validates the iLO firmware when power is applied. If the firmware is invalid, the iLO firmware is flashed automatically

(iLO Standard license).

Validates the system ROM during server startup. If valid system ROM is not detected, the server is prevented from booting. Recovery
options include: Swapping the active and redundant ROM, and initiating a firmware verification scan and recovery action. The iLO
Advanced license is required for scheduled firmware verification scans and automated recovery.

Security log—View a record of the security events recorded by the iLO firmware.

Security dashboard—View the status of important security features and evaluate your configuration for potential risks. When a risk is
detected, you can view details and advice for how to improve system security.

Security states—Configure a security state that fits your environment. iLO supports the Production security state (default) and higher
security states such as High Security, FIPS, and CNSA.

Server health monitoring—iLO monitors temperatures in the server and sends corrective signals to the fans to maintain proper server
cooling. It also monitors installed firmware and software versions and the status of other monitored subsystems and devices.

System diagnostics—Diagnose a system by booting to safe mode or Intelligent Diagnostics mode. You can restore the default
manufacturing settings or the default system settings.

Two-factor authentication—Two-factor authentication is supported with Kerberos and CAC smart card authentication.

User access —Use local or directory-based user accounts to log in to iLO. You can use CAC smart card authentication with local or
directory-based accounts.

Virtual NIC—Access iLO securely from the host operating system.
Virtual media—Remotely mount high performance Virtual Media devices to the server.

Workload advisor—View selected server workload characteristics. You can view and configure recommended performance tuning
settings based on the monitored data.

Workload matching—Enables the use of preconfigured workload profiles to fine-tune server resources.

Unsupported features on HPE ProLiant RL3xx Gen 11 (Ampere based) platform

iLO 6 v1.05 is supported on Ampere (RL300) based platform. (iLO 6 v1.10, v.1.20, and v1.30 based firmware is not compatible with Ampere

(RL300) based platforms).

iLO 6 v1.35 or later versions are single firmware images applicable across Intel, AMD, and Ampere based platforms.
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@ NOTE:

On HPE ProLiant RL300 Gen 11 platforms, for upgrading iLO 6 v1.05 1o iLO 6 v1.35 or later, follow the below steps:
1. Update System ROM from v 1.12 to v1.20 or later from iLO 6 user interface.

2. UpdateilLO 6 1.05 to iLO 6 v1.35 or later

In case System ROM is not updated as mentioned in Stepl and if the iLO version is v1.35 or later, the system will not boot.

In such case of system halt at boot with System ROM v1.12, the recovery mechanism is either to downgrade System ROM to
v1.10 or upgrade to v1.20 from iLO 6 user interface.

The Ampere based platforms (HPE ProLiant RL3xx Gen 11) support most of the iLO 6 firmware features with the following exceptions:

Unsupported OS Unsupported options Products not supporting RL300 Unsupported features
e MS Windows Server e SR and MR Storage e HPE OneView o One Button Secure Erase

Controll e FIPS and CNSA ity stat
e SUSE Linux Enterprise ontrofiers o HPE Infosight for Servers an security states

S Intel VROC iLO Federati
erver e e e iLO Amplifier Pack ° ! ederation
e VMWare e SATA and SAS drives (SSD e ipmitool in-band interface
d HDD) e Compute Ops Management
an . . e Platform Level Data Model (PLDM)
. e |Intelligent Provisioning (IP) .
e Server Platform Services based firmware updates
(SPS) firmware e Service Pack for ProLiant

. (SPP) e Power Capping
e HPE Smart Options

. . e Insight Remote support
(including Smart Array e iLO Scripting and Command 9 PP

Encryption, Software Line Toolkit (RIBCL) e Workload Profiles
RAID, and HPE Smart SIM e Workload Advisor
Memory)

Serial Over LAN Console

e Smart Update Manager (SUM)
and Smart Updated Tool
e Intel PMEM support (SUM)

e TPM1.0
Shared Network Port configuration

e Processor Jitter control
e Power Regulator Mode
o HPE Performance Telemetry

e Secure Protocol and Data Model
(SPDM)

e Insight Remote Support

e Enterprise Secure Key Manager
(ESKM)

e On Demand scan
o WakeOnLAN

o Generating NMI

For more information on getting started and using HPE ProLiant RL3xx Gen 11 platforms, go to: https://www.hpe.com/info/rI300gen11-
docs.

iLO web interface

You can use the iLO web interface to access iLO through a supported browser to monitor and configure managed servers.
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More information

iLO web interface overview

ROM-based configuration utility

You can use the iLO 6 Configuration Utility in the UEFI System Utilities to configure network parameters, global settings, and user accounts.

The iLO 6 Configuration Utility is designed for the initial iLO setup, and is not intended for continued iLO administration. You can start the
utility when the server is booted, and you can run it remotely with the Remote Console.

You can configure iLO to require users to log in when they access the iLO 6 Configuration Utility, or you can disable the utility for all users.
These settings can be configured on the Access Settings page. Disabling the iLO 6 Configuration Utility prevents reconfiguration from the
host unless the system maintenance switch is set to disable iLO security.

To access the iLO 6 Configuration Utility, press F9 during POST to start the UEFI System Utilities. Click System Configuration, and then click
iLO 6 Configuration Utility.

More information

Configuring iLO access settings

iLO RESTful API

iLO includes the iLO RESTful API, which is Redfish API conformant. The iLO RESTful API is a management interface that server management
tools can use to perform configuration, inventory, and monitoring tasks by sending basic HTTPS operations (GET, PUT, POST, DELETE, and
PATCH) to the iLO web server.

To learn more about the iLO RESTful API, see the Hewlett Packard Enterprise website
(https://www.hpe.com/support/restfulinterface/docs).

For specific information about automating tasks using the iLO RESTful API, see libraries and sample code at

https://www.hpe.com/info/redfish.

Eﬂ For more information, watch the Redfish & How it works with HPE Server Management video.

RESTful Interface Tool

The RESTful Interface Tool (iLOREST) is a scripting tool that allows you to automate HPE server management tasks. It provides a set of
simplified commands that take advantage of the iLO RESTful API. You can install the tool on your computer for remote use or install it
locally on a server with a Windows or Linux Operating System. The RESTful Interface Tool offers an interactive mode, a scriptable mode,
and a file-based mode similar o CONREP to help decrease automation times.

For more information, see the following website: https://www.hpe.com/info/resttool.

iLO scripting and command line

You can use the iLO scripting tools to configure multiple servers, to incorporate a standard configuration into the deployment process, and
to control servers and subsystems.

The iLO scripting and CLI guide describes the syntax and tools available for using iLO through a command line or scripted interface.

HPE ProLiant RL3xx Gen 11 platforms do not support iLO Scripting and Command Line Toolkit (RIBCL).
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iLO Amplifier Pack

The iLO Amplifier Pack is an advanced server inventory and firmware and driver update solution. It uses iLO Advanced functionality to
enable rapid discovery, detailed inventory reporting, and firmware and driver updates. The iLO Amplifier Pack performs rapid server
discovery and inventory for thousands of supported servers for the purpose of updating firmware and drivers at scale.

For more information about iLO Amplifier Pack, see the following website: https://www.hpe.com/servers/iloamplifierpack.

iLO Amplifier Pack does not support HPE ProLiant RL3xx Gen 11 platforms.

HPE InfoSight for servers

The HPE InfoSight portal is a secure web interface hosted by HPE that allows you to monitor supported devices through a graphical
interface.

HPE InfoSight for servers:

e Combines the machine learning and predictive analytics of HPE InfoSight with the health and performance monitoring of Active Health

System (AHS) and HPE iLO to optimize performance and predict and prevent problems

e Provides automatic collection and analysis of the sensor and telemetry data from AHS to derive insights from the behaviors of the install

base to provide recommendations to resolve problems and improve performance

For more information on getting started and using HPE InfoSight for Servers, go to: https://www.hpe.com/info/infosight-servers-docs.

HPE InfoSight for Servers do not support HPE ProLiant RL3xx Gen 11 platforms.

Setting up iLO

Subtopics
Preparing to set up iLO
Initial setup steps
Connecting iLO to the network
iLO setup with the iLO 6 Configuration Utility
iLO setup with the web interface
Logging in to iLO for the first time
iLO default DNS name and user account
iLO driver support

Installing the iLO drivers

Preparing to set up iLO

About this task

Before setting up an iLO management processor, you must decide how to handle networking and security. The following questions can help
you set up iLO:
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Procedure

1. How will iLO connect to the network?

2. Will NIC Teaming be used with the Shared Network Port configuration?
3. How will iLO acquire an IP address?
4. What access security is required, and what user accounts and privileges are needed?

5. What tools will you use to configure iLO?

Subtopics
iLO network connection options
NIC teaming with Shared Network Port configurations
iLO IP address acquisition
iLO access security
iLO configuration tools

Other iLO configuration tools

iLO network connection options
You can connect iLO to the network through a dedicated management network or a shared connection on the production network.

Dedicated management network

In this configuration, the iLO port is on a separate network. A separate network improves performance and security because you can
physically control which workstations are connected to the network. A separate network also provides redundant access to the server when
a hardware failure occurs on the production network. In this configuration, iLO cannot be accessed directly from the production network. The
Dedicated management network is the preferred iLO network configuration.

Figure 1. Dedicated management network

HPE Server

Management Network

iLO Dedicated NIC

Hub/Switch

Server NIC Production Network

Hub/Switch
Production Clients

Production network

In this configuration, both the NIC and the iLO port are connected to the production network. In iLO, this type of connection is called the
Shared Network Port configuration. Certain Hewlett Packard Enterprise embedded NICs and add-on cards provide this capability. This
connection enables access 10 iLO from anywhere on the network. Using a Shared Network Port configuration reduces the amount of
networking hardware and infrastructure required to support iLO.
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There are some drawbacks to using this configuration.

e With a shared network connection, traffic can hinder iLO performance.

e During server startup, and when the operating system NIC drivers are loading and unloading, there are brief periods of time (2-8
seconds) when you cannot access iLO from the network. After these short periods, iLO communication is restored and iLO will respond
to network traffic.

When this situation occurs, the Remote Console and connected iLO Virtual Media devices might be disconnected.
o Network controller firmware updates or resets can also cause iLO to be unreachable over the network for a brief period of time.

e The iLO Shared Network Port connection cannot operate at a speed greater than 100 Mbps. Network-intensive tasks such as data
transfer through iLO virtual media might be slower than the same tasks performed in a configuration that uses the iLO Dedicated
Network Port.

Figure 2. Shared network connection

HPE Server

Server NIC/iLO Shared Network Port Management Clients

Hub/Switch

Management/
Production
Network

Production Clients

iLO network enablement module

Some servers require an optional iLO network enablement module to add support for remote management through a dedicated
management network (default) or a shared network connection. If an iLO network enablement module is not installed, iLO access is
supported only through host-based (in-band) access methods. Some examples of the supported host-based access methods include the iLO
RESTful API, UEFI System Utilities, iLO Service Port (if available), and the Virtual NIC.

To review the network connections your server supports, see the server user guide.

NIC teaming with Shared Network Port configurations

NIC teaming is a feature you can use to improve server NIC performance and reliability.

Subtopics
NIC teaming constraints

Hewlett Packard Enterprise NIC teaming modes

NIC teaming constraints

When you select a teaming mode to use when iLO is configured to use the Shared Network Port:
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e iLO network communications will be blocked in the following conditions:

o The selected NIC teaming mode causes the switch that iLO is connected with to ignore traffic from the server NIC/port that iLO is

configured to share.
o The selected NIC teaming mode sends all traffic destined for iLO to a NIC/port other than the one that iLO is configured to share.

e Because iLO and the server transmit and receive on the same switch port, the selected NIC teaming mode must allow the switch to
tolerate traffic with two different MAC addresses on the same switch port. Some implementations of LACP (802.3ad) will not tolerate
multiple MAC addresses on the same link.

Hewlett Packard Enterprise NIC teaming modes

If your server is configured to use Hewlett Packard Enterprise NIC teaming, observe the following guidelines.

Network Fault Tolerance

The server transmits and receives on only one NIC (the primary adapter). The other NICs (secondary adapters) that are part of the
team do not transmit server traffic and they ignore received traffic. This mode allows the iLO Shared Network Port to function

correctly.
Select the NIC/port iLO uses as the Preferred Primary Adapter.
Transmit Load Balancing

The server transmits on multiple adapters but receives only on the primary adapter. This mode allows the iLO Shared Network Port to
function correctly.

Select the NIC/port iLO uses as the Preferred Primary Adapter.
Switch Assisted Load Balancing
This mode type refers to the following:
e HPE ProCurve Port Trunking
e Cisco Fast EtherChannel/Gigabit EtherChannel (Static Mode Only, no PAgP)
e |EEE 802.3ad Link Aggregation (Static Mode only, no LACP)
e Bay Network Multi-Link Trunking

e Extreme Network Load Sharing

In this mode, there is no concept of primary and secondary adapters. All adapters are considered equal for the purposes of sending
and receiving data. This mode is the most problematic for iLO Shared Network Port configurations because traffic destined for iLO
can be received on only one of the server NIC/ports. To determine the constraints that your switch vendor places on their
implementation of switch assisted load balancing, see the switch vendor documentation.

For information about selecting a NIC teaming mode when your server uses another implementation of NIC teaming, see NIC teaming
constraints and the vendor documentation.

iLO IP address acquisition

To enable iLO access after it is connected to the network, the iLO management processor must acquire an IP address and subnet mask. You
can use a dynamic address or a static address.
Dynamic IP address

A dynamic IP address is set by default. iLO obtains the IP address and subnet mask from DNS or DHCP servers. This method is the
simplest.

If you use DHCP:

e The iLO management port must be connected to a network that is connected to a DHCP server, and iLO must be on the network
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before power is applied. DHCP sends a request soon after power is applied. If the DHCP request is not answered when iLO first

boots, it will reissue the request at 90-second intervals.
e The DHCP server must be configured to provide DNS and WINS name resolution.

Static IP address

If DNS or DHCP servers are not available on the network, a static IP address is used. A static IP address can be configured by using the
iLO 6 Configuration Utility.

If you plan to use a static IP address, you must have the IP address before starting the iLO setup process.

iLO access security

You can use the following methods to manage access to iLO:

Local accounts

Up to 12 user accounts can be stored in iLO. This configuration is ideal for small environments such as labs and small-sized or
medium-sized businesses.

Login security with local accounts is managed through the iLO Access Settings and user privileges.

Directory services

To support more than 12 users, configure iLO to use a directory service to authenticate and authorize access. This configuration
enables an unlimited number of users and easily scales to the number of iLO devices in an enterprise.

If you plan to use directory services, consider enabling at least one local administrator account for alternative access.

A directory provides a central point of administration for iLO devices and users, and the directory can enforce a strong password
policy.
CAC smart card authentication

You can configure common access smart cards together with local accounts and directory services to manage iLO user access.

More information

Directory authentication and authorization settings in iLO
iLO user accounts
CAC Smartcard Authentication

Configuring iLO access settings

iLO configuration tools

iLO supports various interfaces for configuration and operation. The primary interfaces discussed in this guide include the following:

iLO web interface

Use the iLO web interface when you can connect to iLO on the network by using a web browser. You can also use this method to
reconfigure an iLO management processor.

ROM-based setup
Use the iLO 6 Configuration Utility when the system environment does not use DHCP, DNS, or WINS.

Other iLO configuration tools

iLO configuration options discussed in other guides include the following:
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Intelligent Provisioning

To start Intelligent Provisioning, press F10 during POST.

You can also access Always On Intelligent Provisioning through the iLO web interface. For more information, see the Intelligent
Provisioning user guide.

HPE ProLiant RL3xx Gen 11 platforms do not support Intelligent Provisioning.

iLO RESTful API

A management interface that server management tools can use to perform configuration, inventory, and monitoring of a supported

server through iLO. For more information, see the following website: https://www.hpe.com/info/redfish.

HPE OneView

A management tool that interacts with the iLO management processor to configure, monitor, and manage ProLiant servers or Synergy

compute modules. For more information, see the HPE OneView user guide.

HPE OneView does not support HPE ProLiant RL3xx Gen 11 platforms.

HPE Scripting Toolkit

This toolkit is a server deployment product for IT experts that provides unattended automated installation for high-volume server
deployments. For more information, see the Scripting Toolkit user guide for Windows or Linux.

Scripting

You can use scripting to set up multiple iLO management processors. Scripts are XML files written for a scripting language called
RIBCL. You can use RIBCL scripts to configure iLO on the network during initial deployment or from a deployed host.

HPE ProLiant RL3xx Gen 11 platforms do not support RIBCL.

The following methods are available:
e HPQLOCFG—A Windows command-line utility that sends RIBCL scripts over the network to iLO.
e HPONCFG—A local online scripted setup utility that runs on the host and passes RIBCL scripts to the local iLO.

e Custom scripting environments (LOCFG.PL) —The iLO scripting samples include a Perl sample that can be used to send RIBCL
scripts to iLO over the network.

e SMASH CLP —A command-line protocol that can be used when a command line is accessible through SSH or the physical serial
port.

For more information about these methods, see the iLO scripting and command-line guide.

iLO sample scripts are available at the following website: https://www.hpe.com/support/ilo6.

Initial setup steps

About this task

The iLO default settings enable you to use most features without additional configuration. However, the configuration flexibility of iLO
enables customization for multiple enterprise environments. This chapter discusses the initial iLO setup steps.

Procedure

1. Review the General security guidelines for setting up and using iLO.

2. Connect iLO to the network.

3. If you are not using dynamic IP addressing, use the ROM-based setup utilities to configure a static IP address.

4. If you will use the local accounts feature, use the ROM-based setup utilities to Adding user accounts (iLO 6 Configuration Utility) .
5. If necessary, install the iLO drivers.

6. (Optional) Install an iLO license.
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iLO (Standard) is preconfigured on Hewlett Packard Enterprise servers without an additional cost or license. Features that enhance

productivity are licensed. For more information, see the iLO licensing guide at the following website: https://www.hpe.com/support/ilo-
docs.

Connecting iLO to the network

About this task
Connect iLO to the network through a production network or a dedicated management network.

iLO uses standard Ethernet cabling, which includes CAT 5 UTP with RJ-45 connectors. Straight-through cabling is necessary for a hardware
link to a standard Ethernet hub or switch.

For more information about setting up your hardware, see the server user guide.

More information

iLO network connection options

iLO setup with the iLO 6 Configuration Utility

Hewlett Packard Enterprise recommends using the iLO 6 Configuration Utility to set up iLO for the first fime and to configure iLO network
parameters for environments that do not use DHCP, DNS, or WINS.

Subtopics

Configuring a static IP address (iLO 6 Configuration Utilit

Managing local user accounts with the iLO 6 Configuration Utility

Configuring a static IP address GLO 6 Configuration Utility)

About this task

This step is required only if you want to use a static IP address. When you use dynamic IP addressing, the DHCP server automatically
assigns an IP address for iLO.

To simplify installation, Hewlett Packard Enterprise recommends using DNS or DHCP with iLO.
Procedure
1. (Optional) If you access the server remotely, start an iLO remote console session.
2. Restart or power on the server.
3. Press F9in the server POST screen.
The UEFI System Utilities start.
4, Click System Configuration.
5. Click iLO 6 Configuration Utility.
6. Disable DHCP:
a. Click Network Options.

b. Select OFF in the DHCP Enable menu.
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The IP Address, Subnet Mask, and Gateway IP Address boxes become editable. When DHCP Enable is set to ON, you cannot edit
these values.

7. Enter values in the IP Address, Subnet Mask, and Gateway IP Address boxes.
8. To save the changes and exit, press F12.
The iLO 6 Configuration Utility prompts you to confirm that you want o save the pending configuration changes.
9. To save and exit, click Yes - Save Changes.
The iLO 6 Configuration Utility notifies you that iLO must be reset in order for the changes to take effect.
10. Click OK.
iLO resets, and the iLO session is automatically ended. You can reconnect in approximately 30 seconds.
11. Resume the normal boot process:
a. Start the iLO remote console.
The iLO 6 Configuration Utility is still open from the previous session.
b. Press ESC several times to navigate to the System Configuration page.

c. To exit the System Utilities and resume the normal boot process, click Exit and resume system boot.

Managing local user accounts with theiLO 6 Configuration Utility

Subtopics

Adding user accounts (iLO 6 Configuration Utility)

Editing user accounts (iLO 6 Configuration Utili

Removing user accounts (iLO 6 Configuration Utility)

Adding user accounts (iLO 6 Configuration Utility)

Procedure

1. (Optional) If you access the server remotely, start an iLO remote console session.
2. Restart or power on the server.
3. Press F9 in the server POST screen.
The UEFI System Utilities start.
4, Click System Configuration, click iLO 6 Configuration Utility, click User Management, and then click Add User.
5. Select the privileges for the new user.
To assign a privilege, select YES in the menu next to the privilege name. To remove a privilege, select NO.
The Login privilege is assigned to every user by default, so it is not listed in the iLO é Configuration Utility.
You cannot assign the Recovery Set privilege through the iLO 6 Configuration Utility, so it is not available in the list.
6. Enter the user name and login name in the New User Name and Login Name boxes.

7. Enter the password.
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a. Move the cursor to the Password box, and then press Enter.
The Enter your new password box opens.
b. Type the password, and then press Enter.
The Confirm your new password box opens.
c. Type the password again to confirm, and then press Enter.
The iLO 6 Configuration Utility confirms the new account creation.
8. To close the confirmation dialog box, click OK.
9. Create as many user accounts as needed, and then press F12 to save the changes and exit the system utilities.

10. When prompted to confirm the changes, click Yes - Save Changes to exit the utility and resume the boot process.

More information

iLO user account privileges
iLO user account options
Password guidelines

Editing user accounts (iLO 6 Configuration Utility)

About this task

NOTE: When the system is in Power On Self-Test (POST) state, Hewlett Packard Enterprise recommends NOT to perform a
configuration change on iLO that would result in a reset of iLO. Making such a configuration change during POST may lead
iLO to reset the factory defaults settings.

Procedure

1. (Optional) If you access the server remotely, start an iLO remote console session.
2. Restart or power on the server.
3. Press F9in the server POST screen.
The UEFI System Utilities start.
4, Click System Configuration, click iLO 6 Configuration Utility, click User Management, and then click Edit/Remove User.
5. Inthe Action menu for the user you want to edit or remove, select Edit.
The account properties are displayed.
6. Update the Login Name.
7. Update the Password.
a. Move the cursor to the Password box, and then press Enter.
The Enter your new password box opens.
b. Type the password, and then press Enter.
The Confirm your new password box opens.
c. Type the password again to confirm, and then press Enter.
8. Modify the user account privileges.
To assign a privilege, select YES in the menu next to the privilege name. To remove a privilege, select NO.

The Login privilege is assigned to every user by default, so it is not available in the iLO 6 Configuration Utility.
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9.

10.

You cannot assign the Recovery Set privilege through the iLO 6 Configuration Utility, so it is not available in the list.
Update as many user accounts as needed, and then press F12 to save the changes and exit the system utilities.

When prompted to confirm the changes, click Yes - Save Changes to exit the utility and resume the boot process.

Removing user accounts (iLO 6 Configuration Utility)

Procedure
1. (Optional) If you access the server remotely, start an iLO remote console session.
2. Restart or power on the server.
3. Press F9in the server POST screen.
The System Utilities start.
4, Click System Configuration, click iLO 6 Configuration Utility, click User Management, and then click Edit/Remove User.
5. Inthe Action menu for the user you want to remove, select Delete.
The user name is marked to be deleted when you save the changes on this page.
6. If needed, mark other user accounts to delete, and then press F12 to save the changes and exit the system utfilities.
7. When prompted to confirm the changes, click Yes - Save Changes to exit the utility and resume the boot process.

iLO setup with the web interface

If you can connect to iLO on the network by using a web browser, you can use the iLO web interface to configure iLO. You can also use this
method to reconfigure an iLO management processor.

Access iLO from a remote network client by using a supported browser and providing the default DNS name, user name, and password.

More information

Supported browsers
Using the iLO web interface

Logging in to iLO for the first time

Procedure

1.

2.

Enter
https://<ilLO hostname or IP address>

HTTPS (HTTP exchanged over an SSL encrypted session) is required for accessing the iLO web interface.

Enter the default user credentials, and then click Log In.

L] Tie:

After you log in to iLO for the first time, Hewlett Packard Enterprise recommends changing the password for the

default user account.
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More information

Editing local user accounts
Password guidelines

iLO default DNS name and user account

The iLO firmware is configured with a default user name, password, and DNS name. The default information is on the serial label pull tab
attached to the server that contains the iLO management processor. Use these values to access iLO remotely from a network client by using
a web browser.

e User name—Administrator

e Password—A random eight-character string or a common default password. The password type is defined at the factory, and it depends
on the SKU numbers included in the server order.

The common default password SKU number is P08040-B21. For more information, see the iLO QuickSpec document at the following

website: https://www.hpe.com/info/gs.

e DNS name—ILOXXXXXXXXXXXX, where the X characters represent the server serial number.

() IMPORTANT:
Hewlett Packard Enterprise recommends changing the default password after you log in to iLO for the first fime.

If you reset iLO to the factory default settings, use the default iLO user credentials (on the serial label pull tab) to log in
after the reset.

iLO driver support

iLO is an independent microprocessor running an embedded operating system. The architecture ensures that most iLO functionality is
available, regardless of the host operating system. The iLO drivers enable software such as HPONCFG and the Agentless Management
Service to communicate with iLO. The installed OS and system configuration determine the installation requirements.

Windows

When you use Windows with iLO, the following drivers are available:

e iLO 6 Channel Interface Driver for Windows—This driver is required for the Agentless Management Service, HPONCFG, firmware flash
components, and other utilities to communicate with iLO. SUM uses this driver to inventory the firmware on a system. Install this driver
in all configurations.

e iLO 6 Automatic Server Recovery Driver—This driver manages the ASR hardware timer, which will reset the server in the event of an
operating system crash or lockup.

Linux

When you use Linux with iLO, the following driver is available: hpilo 1.5.0 and later.

This driver manages agent and tool application access to iLO.

hpilo is part of the Linux kernel for all the server operating systems supported by this version of the iLO firmware.

hpilo isloaded automatically at startup.

VMware

When you use VMware with iLO, the following driver is available: ilo.

This driver manages Agentless Management Service, WBEM provider, and tool application access to iLO. It is included in the customized
Hewlett Packard Enterprise VMware images. For raw VMware images, the driver must be installed manually.

HPE ProLiant RL3xx Gen 11 platforms do not support Windows, SUSE Linux Enterprise Server, or VMware.
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Installing the iLO drivers

Procedure

1. Obtain the iLO drivers for your OS.

o For Windows—Download the SPP or download the drivers from the Hewlett Packard Enterprise Support Center:
https://www.hpe.com/support/iloé.

e For VMware—Download the SPP or download the driver from the vibsdepot section of the Hewlett Packard Enterprise Software
Delivery Repository website: https://www.hpe.com/support/SDR-Linux.

E note:

The iLO driver is included in the Linux distribution for both Red Hat Enterprise Linux and SUSE Linux Enterprise Server.

2. Install the drivers.

e If you downloaded the drivers from the Hewlett Packard Enterprise Support Center, follow the installation instructions provided
with the software.

e If you downloaded the SPP, follow the instructions in the SPP documentation: https://www.hpe.com/info/spp/documentation.

Service Pack for ProLiant (SPP) does not support HPE ProLiant RL3xx Gen 11 platforms.

Using the iLO web interface

Subtopics

Supported browsers

Browser requirements

Logging in to the iLO web interface

Cookie sharing between browser instances and iLO

iLO web interface overview

Starting a remote management tool from the login page

Changing the language from the login page

Supported browsers

HPE iLO 6 supports the latest versions of the following browsers:
Preferred browsers

e Google Chrome mobile and desktop versions

e Mozilla Firefox

e Microsoft Edge

Chrome, Firefox, and Edge provide the best performance with HPE iLO 6.
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Browser requirements

e JavaScript—iLO uses client-side JavaScript extensively.

Cookies—Cookies must be enabled for certain features to function correctly.

e Pop-up windows—Pop-up windows must be enabled for certain features to function correctly. Verify that pop-up blockers are disabled.

TLS—To access iLO through a web browser, you must enable TLS 1.2 or later in the browser.

Logging in to the iLO web interface

Procedure

1. Enfter
https://<ilLO host name or IP address>

When you access the iLO web interface, you must use HTTPS (HTTP exchanged over an SSL encrypted session).
The iLO login page opens.

e If alogin security banner is configured, the banner text is displayed in the NOTICE section.

e |If the Health LED status is Degraded or Critical, the Health LED icon is displayed next to the iLO host name.

o |If the iLO health status is Degraded, and the Anonymous Data access option is enabled, iLO displays the health status and a
description of the issue on the login page. Self-test failures that could compromise security are not displayed in the description.

2. Enter a directory or local account login name and password, and then click Log In.

If iLO is configured for Kerberos network authentication, the Zero Sign In button is displayed below the Log In button. You can use the
Zero Sign In button to log in without entering a user name and password.

If iLO is configured for CAC Smartcard Authentication, the Log in with Smartcard button is displayed below the Log In button. You can
connect a smart card, and then click the Log in with Smartcard button. Do not enter a login name and password when you use CAC
Smartcard Authentication.

More information

iLO default DNS name and user account
CAC Smartcard Authentication
Configuring the Login Security Banner

Cookie sharing between browser instances andiLO

When you browse to iLO and log in, one session cookie is shared with all open browser windows that share the iLO URL in the browser
address bar. As a consequence, all open browser windows share one user session. Logging out in one window ends the user session in all the
open windows. Logging in as a different user in a new window replaces the session in the other windows.

This behavior is typical of browsers. iLO does not support multiple users logged in from two different browser windows in the same browser
on the same client.

Shared instances

When the iLO web interface opens another browser window or tab (for example, a help file), this window shares the connection to iLO and
the session cookie.
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When you are logged into the iLO web interface, and you open a new browser window manually, a duplicate instance of the original browser
window opens. If the domain name in the address bar matches the original browser session, the new instance shares a session cookie with
the original browser window.

Cookie order

During login, the login page builds a browser session cookie that links the window to the appropriate session in the iLO firmware. The
firmware tracks browser logins as separate sessions listed on the Session List page.

For example, when Userl logs in, the web server builds the initial frames view, with User1 listed as the active user, menu items in the
navigation pane, and page data in the right pane. When User1 clicks from link to link, only the menu items and page data are updated.

While Userl is logged in, if User2 opens a browser window on the same client and logs in, the second login overwrites the cookie generated
in the User1 session. Assuming that User2 is a different user account, a different current frame is built, and a new session is granted. The
second session appears on the Session List page as User2.

The second login has effectively orphaned the first session by overriding the cookie generated during the User1 login. This behavior is the
same as closing the User1 browser without logging out. The Userl orphaned session is reclaimed when the session timeout expires.

Because the current user frame is not refreshed unless the browser is forced to refresh the entire page, Userl can continue navigating by
using the browser window. However, the browser is now operating by using the User2 session cookie settings, even though it might not be
readily apparent.

If Userl continues to navigate in this mode (Userl and User2 sharing a process because User2 logged in and reset the session cookie), the
following might occur:

e Userl session behaves consistently with the privileges assigned to User2.
e Userl activity keeps User2 session alive, but Userl session can time out unexpectedly.

e Logging out of either window causes both sessions to end. The next activity in the other window can redirect the user to the login page
as if a session timeout or premature timeout occurred.

e Logging out of the second session (User2) results in the following warning message:

Logging out: unknown page to display before redirecting the user to the login page.

e If User2 logs out and then logs back in as User3, Userl assumes the User3 session.

e If Userlis at login, and User2 is logged in, User1 can alter the URL to redirect to the index page. It appears as if Userl has accessed iLO
without logging in.

These behaviors continue as long as the duplicate windows are open. All activities are attributed to the same user, using the last session
cookie set.

Displaying the current session cookie

After logging in, you can force the browser to display the current session cookie by entering the following in the URL navigation bar:

javascript:alert (document.cookie)

The first field visible is the session ID. If the session ID is the same among the different browser windows, these windows are sharingan iLO
session.

You can force the browser to refresh and reveal your true identity by pressing F5, selecting View > Refresh, or clicking the Refresh button.

Best practices for preventing cookie-related issues

e Start a new browser for each login by double-clicking the browser icon or shortcut.

e Log out of an iLO session before you close the browser window.

iLO web interface overview

The iLO web interface groups similar tasks for easy navigation and workflow. The interface is organized with a navigation tree. To use the
web interface, click an item in the navigation tree, and then click the name of the tab you want to view.
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The following options are available in the navigation tree only if your server type or configuration supports them:

e  When a remote management tool is used with iLO, the <Remote Management Tool Name> option is included.

Subtopics

iLO control icons
iLO navigation pane

iLO navigation pane remote console thumbnail

iLO control icons

When you log in to the iLO web interface, the iLO controls are available from any iLO page. You can click the iLO control icons to access
product features or information.

° (D Power icon—Use this icon to access the virtual power button features.
The color of this icon varies based on the current power status.
° @ UID icon—Use this icon to turn the UID LED on and off.
The color of this icon varies based on the current UID LED status.
° @ Language—Use this icon to select a language for the current iLO web interface session.
Use the Settings option to view or modify the language settings.
This icon is available only if one or more language packs are installed.
o % Health LED icon—Indicates the system LED status. The color of this icon varies based on the current system LED status.

o @ server Health icon—Use this icon to view the server health status summary. You can click the icon to view the health status for the
server fans, temperature sensors, and other monitored subsystems.

For most health status values in the list, you can click the status to view more information.
This icon varies depending on the summarized server health status.

o  ® L0 Health icon—Use this icon to view the iLO health status. The possible values are OK or Warning.

° . Security icon—This icon shows the iLO security status, which is based on the combined results from the Security Dashboard page.

The possible values are OK, Ignored, and Risk.
You can click this icon to navigate to the Security Dashboard page.
The color of this icon varies based on the security status.
° Iﬂ‘l User icon—This icon supports the following actions:
o Use the Logout option to log out of the current iLO web interface session.
o Use the Sessions option to view the active iLO sessions.
o Use the Settings option to view or modify iLO user accounts on the User Administration page.
You can also click the name of the current session user to navigate to the User Administration page.

° Q Help icon—Use this icon to view online help for the current iLO web interface page.
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L] me:

To navigate back or forward in the online help, press Alt+Left Arrow or Alt+Right Arrow.

® ..a Moreicon—This icon is displayed on the Firmware & OS Software page when the browser window is too small to show the full page.

Use this icon to access the Update Firmware option, Upload to iLO Repository option, and the Add to Queue option.

iLO navigation pane

iLO has a collapsible navigation pane that you can show or hide.
e To hide the navigation pane, click X
When you hide the navigation pane, your preference is saved in a cookie, and it remains persistent when you:
o View different pages.
o Resize or refresh the browser window.
o Loginand out.

e To show the navigation pane when it is hidden, click @ .

iLO navigation pane remote console thumbnail

The navigation pane shows a thumbnail of the remote console.
e To start a remote console, click the thumbnail and select a console option from the menu.

e When you run the HTML5 IRC in docked mode, the static remote console thumbnail changes to display the active remote console
session.

e For servers with monitors: You can wake up a monitor that is in sleep mode by clicking the remote console thumbnail, and then selecting
Wake-Up Monitor.

Starting a remote management tool from the login page
Prerequisites

iLO is under the control of a remote management tool.

Procedure

1. Navigate to the iLO login page.

When iLO is under the control of a remote management tool, the iLO web interface displays a message similar to the following:

This system is being managed by <remote management tool name>. Changes made

locally in iLO will be out of sync with the centralized settings.

The name of the remote management tool is a link.

2. Click the remote management tool link.
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More information

iLO and remote management tools

Changing the language from the login page

Prerequisites

A language pack is installed.

About this task

If a language pack is installed, use the language menu on the login screen to select the language for the iLO session. This selection is saved
in a browser cookie for future use.

Procedure

1. Navigate to the iLO Login page.

2. Select a language from the language menu.

More information

Language packs

Viewing iLO information and logs

Subtopics
Viewing iLO overview information
Using the Security Dashboard
Managing iLO sessions
iLO Event Log
Integrated Management Log
Security Log

Active Health System

Viewing iLO overview information

Procedure

Click Information in the navigation tree.

The iLO Overview page displays high-level details about the server and the iLO subsystem, as well as links to commonly used features.

Subtopics
Server details
iLO details

Status details
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Server details

Product Name

The product with which this iLO processor is integrated.
Server Name

The server name defined by the host OS.

To navigate to the Access Settings page, click the Server Name link.
Operating System

The server OS and version.

OS information is displayed when the Agentless Management Service (AMS) is installed and running and the OS is available. It is not
displayed when the server is powered off.

System ROM

The version of the active system ROM.
System ROM Date

The date of the active system ROM.
Redundant System ROM

The version of the redundant system ROM. If a system ROM update fails or is rolled back, the redundant system ROM is used. This
value is displayed only if the system supports redundant system ROM.

HPE ProLiant RL3xx Gen 11 platforms do not support Redundant System ROM.
Server Serial Number

The server serial number, which is assigned when the system is manufactured. You can change this value by using the ROM-based
system utilities during POST.

Serial Number (Logical)

The system serial number that is presented to host applications. This value is displayed only when set by other software. This value
might affect OS and application licensing. The Serial Number (Logical) value is set as part of the logical server profile that is assigned
to the system. If the logical server profile is removed, the serial number value reverts from the Serial Number (Logical) value to the
Server Serial Number value. If no Serial Number (Logical) value is set, this item is not displayed.

Product ID

This value distinguishes between different systems with similar serial numbers. The product ID is assigned when the system is
manufactured. You can change this value by using the ROM-based system utilities during POST.

UuID
The universally unique identifier that software uses to identify this host. This value is assigned when the system is manufactured.
UUID (Logical)

The system UUID that is presented to host applications. This value is displayed only when set by other software. This value might
affect OS and application licensing. The UUID (Logical) value is set as part of the logical server profile that is assigned to the system.
If the logical server profile is removed, the system UUID value reverts from the UUID (Logical) value to the UUID value. If no UUID
(Logical) value is set, this item is not displayed.

Remote Console
Allows you to start a remote console for remote, out-of-band communication with the server console.
If the Remote Console option is disabled on the Access Settings page, the value Disabled is displayed.
If the current user is not assigned the Remote Console privilege, the value Unavailable is displayed.

To navigate to the iLO Integrated Remote Console page, click the Remote Console link.

More information
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Starting the HTMLS5 IRC from the Overview page
Starting the .NET IRC from the overview page

iLO details

IP Address
The network IP address of the iLO subsystem.
Link-Local IPvé Address

The SLAAC link-local address of the iLO subsystem. To navigate to the Network Summary page, click the Link-Local IPvé6 Address
link.

iLO Hostname

The fully qualified network name assigned to the iLO subsystem. By default, the hostname is ILO, followed by the system serial
number and the current domain name. This value is used for the network name and must be unique.

To navigate to the Network General Settings page, click the iLO Hostname link.
iLO Dedicated Network Port
The network interface status (enabled or disabled). If the server does not support this option, this value is not displayed.
To navigate to the Network Summary page, click the network interface name link.
iLO Shared Network Port
The network interface status (enabled or disabled). If the server does not support this option, this value is not displayed.
To navigate to the Network Summary page, click the network interface name link.
iLO Virtual NIC
The iLO Virtual NIC section displays the IP address to use when you connect to iLO through the Virtual NIC.
To navigate to the Access Settings page, where you can configure this feature, click iLO Virtual NIC.
License Type
The level of licensed iLO firmware functionality.
To navigate to the Licensing page, click the License Type link.
iLO Firmware Version
The version and date of the installed iLO firmware.
To navigate to the Installed Firmware page, click the iLO Firmware Version link.
iLO Date/Time
The internal clock of the iLO subsystem.

To navigate to the SNTP Settings page, click the iLO Date/Time link.

Status details

Server Health

The server health indicator. This value summarizes the condition of the monitored subsystems, including overall status and
redundancy (ability to handle a failure). Lack of redundancy in any subsystem at startup will not degrade the server health status.
The possible values are OK, Degraded, and Critical.

The server health is a roll up of individual subsystems. The subsystems are:
e Processor

e Memory
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e BIOS or hardware health

e Network

e Storage

e Power supply

e Power supply redundancy
e Fans

e Fanredundancy

e Liquid cooling

e Liquid cooling redundancy
e Temperature

e Smart storage battery
Server health is the aggregate health of the subsystems. The highest severity of the subsystems is indicated as server health.
If the redundancy factor is Failed, the severity considered for calculation of server health will be Warning for the redundancy factor.
To navigate to the Health Summary page, click the Server Health link.
Health LED
Indicates the system LED status. It is the operational status of the server. The possible values are OK, Degraded, and Critical.
To navigate to the Integrated Management Log page, click the Health LED link.
iLO Health

The iLO health status, which is based on the combined results of the iLO diagnostic self-tests. The possible values are OK and
Degraded.

To navigate to the Diagnostics page, click the iLO Health link.
iLO Security

The iLO security status, which is based on the combined results from the Security Dashboard page. The possible values are OK,
Ignored, and Risk.

To navigate to the Security Dashboard page, click the iLO Security link.
Server Power
The server power state (ON or OFF).
To access the virtual power button features, click the Server Power icon.
To navigate to the Server Power page, click the Server Power link.
UID Indicator

The state of the UID LED. The UID LED helps you identify and locate a server, especially in high-density rack environments. The
possible states are UID ON, UID OFF, and UID BLINK.

If the iLO Service Port is in use, the UID BLINK status includes the Service Port status. The possible values are UID BLINK (Service
Port Busy), UID BLINK (Service Port Error), and UID BLINK (Service Port Finished).

To turn the UID LED on or off, click the UID Indicator icon, click the UID control at the top of the iLO web interface.

When the UID is blinking, and then it stops blinking, the status reverts to the previous value ( UID ON or UID OFF). If a new state is
selected when the UID LED is blinking, that state takes effect when the UID LED stops blinking.

/\ CAUTION:

The UID LED blinks automatically to indicate that a critical operation is underway on the host, such as remote console
access or a firmware update. Do not remove power from a server when the UID LED is blinking.

Platform RAS Policy
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The configured platform Resiliency and Serviceability (RAS) policy.

The possible values follow:

e Firmware First (default)—The BIOS monitors corrected errors and logs an event when action is required for a corrected error. In
this configuration, the OS does not monitor and log corrected errors.

e OS First—Corrected errors are unmasked to the OS and the OS controls the logging policy.

@ NOTE:

Corrected errors are an expected and natural occurrence. No action is required based on the logging of corrected
errors unless the BIOS has also logged an event.

You can configure this setting by navigating to System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options in
the UEFI System Utilities. Hewlett Packard Enterprise recommends using the default setting.

HPE ProLiant RL3xx Gen 11 platforms do not support Platform RAS Policy.
Trusted Platform Module or Trusted Module

The status of the TPM or TM socket or module.

The possible values are Not Supported, Not Present, or Present-Enabled.

Trusted Platform Modules and Trusted Modules are computer chips that securely store artifacts used to authenticate the platform.
These artifacts can include passwords, certificates, or encryption keys. You can also use a TPM or TM to store platform measurements
to make sure that the platform remains trustworthy.

On a supported system, ROM decodes the TPM or TM record and passes the configuration status to iLO.
Module Type

The TPM or TM type and specification version. The possible values are TPM 1.2, TPM 2.0, TM 1.0, Not Specified, and Not Supported.
This value is displayed when a TPM or TM is present on a server.

microSD Flash Memory Card

The status of the internal SD card. If present, the SD card capacity is displayed.
Access Panel Status

The state of the access panel. The possible states are OK (the access panel is installed) and Intrusion (the access panel is open).
Connection to HPE

This section shows the remote support registration status for supported servers.

The possible status values follow:

e Registered to Remote Support—The server is registered.

e Not registered—The server is not registered.

e Unable to retrieve the HPE Remote Support information—The registration status could not be determined.

o Remote Support Registration Error—A remote support connection error occurred.
You can click the status value to navigate to the remote support registration page.
AMS

Agentless Management feature runs on the iLO hardware, independent of the operating system and processor. With Agentless
Management, health monitoring and alerting is built into the system and begins working the moment a power cord is connected to the
server.

To collect information from devices and components that cannot communicate directly with iLO, install the Agentless Management
Service (AMS). This section shows the status of AMS.

More information is not available for the Agentless Management Service (AMS).
The possible values are OK or Not available.
Managed By

This section shows the external manager which is used to manage the system. The possible values are:
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e HPE OneView—Indicates the system is managed by HPE OneView.

e HPE GreenLake for Compute Ops Management —Indicates the system is managed by Compute Ops Management.

[ note:

o The system can be managed by either HPE OneView or Compute Ops Management.

o Managed By information is displayed only if the system is managed by any of the external managers.

More information

HPE embedded remote support

Using the Security Dashboard

Prerequisites

Configure iLO Settings privilege for configuring the Ignore option.

About this task

The Security Dashboard page displays the status of important security features, the Overall Security Status for the system, and the current
configuration for the Security State and Server Configuration Lock features. Use the dashboard to evaluate your configuration for potential
risks. When a risk is detected, you can view details and advice for how to improve system security.

Procedure
1. Click Information in the navigation tree, and then click the Security Dashboard tab.
2. (Optional) To sort by a table column, click the column heading.
To change the sort order to ascending or descending, click the column heading again or click the arrow icon next to the column heading.
3. Review the Security Dashboard table for detected risks.

If a security feature is listed with Risk status, click the status value to view additional information. The additional information includes
details about the risk and possible solutions.

4, (Optional) Configure the Ignore option for security features.
e The Ignore option is disabled by default.

e When you enable the Ignore option for a security feature, the status for that feature is ignored when iLO determines the Overall
Security Status. Ignoring a security feature status does not change the Status value in the Security Dashboard table.

When you change the Ignore value for a security feature, iLO recalculates the Overall Security Status.

Subtopics

Security Dashboard details

Risk details

Causes of security risk status

Security Dashboard details

Overall Security Status

° ' OK—iLO did not detect any security risks associated with the monitored security features.

 — HPEiLO 6 1.45 User Guide 47



° ' Risk—iLO detected a potential security risk associated with one or more monitored security features.

° $ Ignored—iLO detected a potential security risk associated with one or more monitored security features. All of the affected
features are set to be excluded from the Overall Security Status.

This status is also displayed on the Overview page and in the iLO controls.

Security State

The configured security state. The possible values are:

e Production

e High Security

e FIPS

e CNSA

e Synergy Security Mode

HPE ProLiant RL3xx Gen 11 platforms do not support FIPS and CNSA security states.

Server Configuration Lock

The configured Server Configuration Lock setting. This feature alerts the administrator to activities such as device substitution or
addition, hardware removal, Secure Boot changes, and firmware installations. You can configure this feature in the UEFI System
Utilities or by using the iLO RESTful API.

To view Server Configuration Lock information on the Security Dashboard page, your environment must meet the following
requirements:

e The server was rebooted after the security state was changed from Production to a higher security state.
e Alicense that includes Server Configuration Lock is installed.

Security Dashboard table
e Security Parameter—The name of the monitored security feature.

For features that you can configure in the iLO web interface, click the link in this column to navigate to the related web interface
page.

e Status—The security status of the monitored security feature.
o ' OK—iLO did not detect a security risk associated with this feature.
o ' Risk—iLO detected a potential security risk associated with this feature.

e State—The current state of the monitored security feature. The possible values are:
o Enabled—The feature is enabled.

Disabled—The feature is disabled.

o

o Insufficient—The feature is enabled but the recommended configuration is not used.
o Off—The feature is set to Off.

o On—The feature is set to On.

o OK—The feature complies with the iLO security recommendations.

o Failed—The feature reported a failure.

o Repaired—The feature reported a failure that was repaired.

o True—The feature is in use.

o False—The feature is not in use.

e Ignore—This column displays a switch that allows you to set a feature to be ignored. When you enable the Ignore setting, the
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monitored feature is not included in the Overall Security Status value.

Ignoring a feature does not change the Status value displayed in the Security Dashboard table.

More information

iLO security states

Risk details

When you view the risk details for a security feature on the Security Dashboard page, the following information is available:
e Description—An explanation of why the security feature is in Risk status.
o Recommended Action—A recommended solution.
This value is not displayed when the Ignore option is enabled.
e Ignored—The date and time that the Ignore option was enabled.

e Ignored by—The name of the user who enabled the Ignore option.

Causes of security risk status

The following security features are monitored on the Security Dashboard page. If a server does not support a feature, it is not listed.
Access Panel Status

The chassis intrusion detection connector reported that the access panel status is Intrusion.

This feature is available only on servers that are configured for chassis intrusion detection.

Hewlett Packard Enterprise recommends auditing the events recorded in the IML and iLO Event log, and checking surveillance video
for any physical intrusion activity on the server.

Authentication Failure Logging
iLO is not configured to log authentication failures.
Hewlett Packard Enterprise recommends enabling this feature on the Access Settings page.
Default SSL Certificate In Use
The iLO default self-signed certificate is in use.
Hewlett Packard Enterprise recommends configuring a trusted certificate on the SSL Certificate Customization page.
IPMI/DCMI Over LAN
The IPMI/DCMI over LAN feature is enabled, which exposes the server to known IPMI security vulnerabilities.
Hewlett Packard Enterprise recommends disabling this feature on the Access Settings page.
Last Firmware Scan Result
The last firmware verification test failed. A firmware component is corrupted or its integrity is compromised.
Hewlett Packard Enterprise recommends updating the affected firmware component to a verified image.

To use this feature, you must install a license. For information about the available license types and the features they support, see the
licensing documentation at the following website: https://www.hpe.com/support/ilo-docs.

Minimum Password Length
The minimum password length is less than the recommended length, which makes the server vulnerable to dictionary attacks.

Hewlett Packard Enterprise recommends setting this value to 8 (default) or greater on the Access Settings page.
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Password Complexity
iLO is not configured to enforce the password complexity guidelines, which makes the server vulnerable to dictionary attacks.
You can enable this feature on the Access Settings page.

Require Host Authentication

The Require Host Authentication feature is disabled and iLO is configured to use the High Security security state. When this feature is
disabled, iLO credentials are not required when you use host-based configuration utilities to access the management processor.

Hewlett Packard Enterprise recommends enabling this feature on the Access Settings page.
Require Login for iLO RBSU

iLO is not configured to require login credentials to access the iLO configuration options in the UEFI System Utilities. This
configuration allows unauthenticated access to the iLO configuration during system boot.

Hewlett Packard Enterprise recommends enabling this feature on the Access Settings page.
Secure Boot

The UEFI Secure Boot option is disabled. In this configuration, the UEFI system firmware skips validation for the boot loader, Option
ROM firmware, and other system software executables for trusted signatures. It breaks the chain of trust established by iLO from
power-on.

Hewlett Packard Enterprise recommends enabling this feature.
For more information, see the UEFI System Utilities documentation.
Security Override Switch

The server Security Override Switch (also called the System Maintenance Switch) is enabled. This configuration is a risk because login
authentication is not required when the Security Override Switch is enabled.

Hewlett Packard Enterprise recommends disabling this feature.
SNMPv1 Request

SNMPv1 Request is enabled. This configuration allows iLO to receive SNMPv1 requests. Enabling SNMPv1 Request increases the
system vulnerability to attack.

Hewlett Packard Enterprise recommends disabling this feature on the SNMP Settings page.
Global Component Integrity

SPDM authentication is enabled. This configuration allows iLO to authenticate all applicable components in the server using SPDM.
Disabling Global Component Integrity in the Access Settings page will change the iLO security status to risk.

If the Global Component Integrity is disabled, iLO does not validate the components for SPDM authentication and even the SPDM
supported cards will be reported as
Not Supported

You can enable this feature on the Access Settings page.

More information

Configuring iLO access settings
Reasons to disable iLO security
Firmware verification

Managing iLO sessions

Prerequisites

Administer User Accounts privilege

Procedure

1. Navigate to the Information page, and then click the Session List tab.
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The Session List page displays information about the active iLO sessions.
2. (Optional) To disconnect a session, click the check box next to it, and then click Disconnect session.
iLO prompts you to confirm that you want to disconnect the selected session.

3. Click Yes, disconnect.

Session list details

iLO displays the following details in the Current Session and Session List ( Total number of active sessions) tables:
e User—The iLO user account name.

Regular user accounts are displayed in the format User: user account name. Service accounts are displayed in the format Service User:
user account name.

e |P—The IP address of the computer used to log in to iLO.

e Login Time—The date and time that the iLO session started.

e Access Time—The date and time that iLO was last active in the session.

e Expires—The date and time that the session will end automatically.

e Source—The session source (for example, remote console, web interface, ROM-based setup utility, iLO RESTful API, or SSH).

e Privilege icons (current user only)—The privileges assigned to the current user account. A checkmark icon indicates that a privilege is
enabled. An X icon indicates that a privilege is disabled.

More information

iLO user accounts

iLO Event Log

The event log provides a record of significant events recorded by the iLO firmware.

Examples of the logged events include server events such as a server power outage or a server reset. Other logged events include logins,
virtual power events, clearing the log, and some configuration changes.

iLO provides secure password encryption, tracking all login attempts and maintaining a record of all login failures. The Authentication
Failure Logging setting allows you to configure logging criteria for failed authentications. The event log captures the client name for each
logged entry to improve auditing capabilities in DHCP environments, and records the account name, computer name, and IP address.

When the event log is full, each new event overwrites the oldest event in the log.

For a list of the errors that might appear in the event log, see the error messages guide for your server.
Subtopics
Viewing the event log

Saving the event log to a CSV file

Clearing the event log

Viewing the event log

Procedure

1. Click Information in the navigation tree, and then click the iLO Event Log tab.
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2.

3.

(Optional) Use the sort, search, and filter features to customize the log view.

(Optional) To refresh the event list, click G .

4. (Optional) To view the event details pane, click an event.

Subtopics

Event log view controls

Event log details

Event log icons

Event log event pane details

Event log view controls

Sorting events

To sort the log table by a column, click the column heading.

To change the display to ascending or descending order, click the column heading again or click the arrow icon next to the column.

Refreshing the event list

To refresh the list of log entries, click C .

Searching for an event

To search for events based on dates, event ID, or description text, click O\ , and then enter text in the search box.

Event filters

To access the log filters, click ? .

To filter by severity, select a severity level from the Severity menu.

To filter by category, select a value in the Category menu.

To change the displayed date and time for events, select a value in the Time menu. Choose from the following:

o Show Default—Display UTC time.

o Show Local Time—Display the iLO web interface client time.

o Show ISO Time —Display UTC time in ISO 8601 format.

To filter by the last update date, select a value in the Last Update menu.

To set the filters back to the default values, click Reset filters.

Event log details

When you view the event log, the total number of recorded events is displayed above the Filter Logs icon.

When log filters are applied, the number of events that meet the filter criteria is displayed below the filter icon.

The following details are displayed for each event:

—

ID—The event ID number. Events are numbered in the order in which they are generated.
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By default, the log is sorted by the ID, with the most recent event at the top. A factory reset will reset the counter.
e Severity—The importance of the detected event.
e Description—The description provides the characteristics of the recorded event.

If the iLO firmware is rolled back to an earlier version, the description UNKNOWN EVENT TYPE might be displayed for events
recorded by the newer firmware. You can resolve this issue by updating the firmware to the latest supported version, or by clearing the
log.

e Last Update—The date and time when the latest event of this type occurred. This value is based on the date and time stored by the iLO
firmware.

If the iLO firmware did not recognize the date and time when an event was updated, the value [NOT SET] is displayed.
e Count—The number of times this event has occurred (if supported).
In general, important events generate a log entry each time they occur. They are not consolidated into one log entry.
When less important events are repeated, they are consolidated into one log entry, and iLO updates the Count and Last Update values.
Each event type has a defined interval that determines whether repeated events are consolidated or a new event is logged.

e Category—The event category. For example, Administration, Configuration, or Security.

Event log icons

o ) Critical—The event indicates a service loss or imminent service loss. Inmediate attention is needed.
° Caution—The event is significant but does not indicate performance degradation.

e (D Informational—The event provides background information.

Event log event pane details

e |nitial Update—The date and time when the first event of this type occurred. This value is based on the date and time stored by the iLO
firmware.

If iLO did not recognize the date and time when the event was first created, [NOT SET] is displayed.
e Event Class—A unique identifier for the event class.

This value is displayed in hexadecimal format.
e Event Code—A unique identifier for an event in an event class.

This value is displayed in hexadecimal format.
e Recommended Action—A short description of the recommended action for a failure condition.

[ note:

The Recommended Action text is static. It is not removed or updated when the event status changes. If corrective

action is complete, you can ignore the recommended action.
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Procedure

1. Click Information in the navigation tree, and then click the iLO Event Log tab.
2. Click &,
The CSV Output window is displayed.

3. Click Save, and then follow the browser prompts to save or open the file.

Clearing the event log
Prerequisites
Configure iLO Settings privilege

Procedure

1. Click Information in the navigation tree, and then click the iLO Event Log tab.
2. Click I |

iLO prompts you to confirm the request.
3. Click Yes, clear.

The log is cleared of all previously logged information. This action is recorded in the event log.

Integrated Management Log

The IML provides a record of historical events that have occurred on the server. Events are generated by the system ROM and by services
such as the iLO drivers. Logged events include server-specific information such as health and status information, firmware updates,
operating system information, and ROM-based POST codes.

Entries in the IML can help you diagnose issues or identify potential issues. Preventative action might help to avoid disruption of service.

iLO manages the IML, which you can access through a supported browser, even when the server is off. The ability to view the log when the
server is off can be helpful when you troubleshoot remote host server issues.

When the IML is full, each new event overwrites the oldest event in the log.

Subtopics
Examples of IML event types
Viewing the IML
Marking an IML entry as repaired
Adding a maintenance note to the IML
Saving the IML to a CSV file

Clearing the IML

Examples of IML event types
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e Fan actions and status

e Power supply actions and status

e Temperature status and automatic shutdown actions
e Drive failure

e Firmware flash actions

e Smart Storage Energy Pack status

e Network actions and status

Viewing the IML

Procedure

1. Click Information in the navigation tree, and then click the Integrated Management Log tab.
2. (Optional) Use the sort, search, and filter features to customize the log view.
3. (Optional) To refresh the event list, click O .

4. (Optional) To view the event details pane, click an event.

Subtopics
IML view controls
IML details

IML icons

IML event pane details

IML view controls

Sorting events
To sort the log table by a column, click the column heading.

To change the display to ascending or descending order, click the column heading again or click the arrow icon next to the column.

Refreshing the event list

To refresh the list of log entries, click O .

Searching for an event

To search for events based on dates, event IDs, or description text, click 0\ , and then enter text in the search box.
Event filters

To access the log filters, click ? .

o Tofilter by severity, select a severity level from the Severity list.

o Tofilter by class, select a class from the Class list.

e To filter by category, select a value in the Category list.
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e To change the displayed date and time for events, select a value in the Time menu. Choose from the following:
o Show Default—Display UTC time.
o Show Local Time—Display the iLO web interface client time.
o Show ISO Time —Display UTC time in ISO 8601 format.

e Tofilter by the Last Update date, select a value in the Last Update menu.

e To set the filters back to the default values, click Reset filters.

IML details

When you view the IML, the total number of recorded events is displayed above the Filter Logs icon.
When log filters are applied, the number of events that meet the filter criteria is displayed below the filter icon.

The following details are displayed for each event:

e Repairable events—The first column on the left side of the web interface displays an active check box next to each event with Critical or
Caution status. This check box is used to select an event to mark as repaired.

e ID—The event ID number. Events are numbered in the order in which they are generated.
By default, the log is sorted by the ID, with the most recent event at the top. A factory reset will reset the counter.
e Severity—The importance of the detected event.
e Class—Identifies the type of event that occurred, for example, UEFI, environment, or system revision.
e Description—The description provides the characteristics of the recorded event.

If the iLO firmware is rolled back, the description UNKNOWN EVENT TYPE might be displayed for events recorded by the newer

firmware. You can resolve this issue by updating the firmware to the latest supported version, or by clearing the log.

e Last Update—The date and time when the latest event of this type occurred. This value is based on the date and time stored by the iLO
firmware.

If iLO did not recognize the date and time when an event was updated, the value [NOT SET] is displayed.
e Count—The number of times this event has occurred (if supported).
In general, important events generate a log entry each time they occur. They are not consolidated into one log entry.
When less important events are repeated, they are consolidated into one log entry, and iLO updates the Count and Last Update values.
Each event type has a defined interval that determines whether repeated events are consolidated or a new event is logged.

e Category—The event category. For example, Hardware, Firmware, or Administration.

IML icons

o 9 Critical—The event indicates a service loss or an imminent service loss. Inmediate attention is needed.
° Caution—The event is significant but does not indicate performance degradation.
e (@ Informational—The event provides background information.

] Repaired—An event has undergone corrective action.
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IML event pane details

e Initial Update—The date and time when the first event of this type occurred. This value is based on the date and time stored by the
firmware.

If iLO did not recognize the date and time when the event was first created, [NOT SET] is displayed.
e Event Class—A unique identifier for the event class.
This value is displayed in hexadecimal format.
e Event Code—A unique identifier for an event within an event class.
This value is displayed in hexadecimal format.
e Learn More— Click the link displayed here to access troubleshooting information for supported events.
e Recommended Action—A short description of the recommended action for a failure condition.

ERNE

The Recommended Action text is static. It is not removed or updated when the event status changes. If corrective

action is complete or an event shows Repaired status, you can ignore the recommended action.

Marking an IML entry as repaired

Prerequisites

Configure iLO Settings privilege

About this task
Use this feature to change the status of an IML entry from Critical or Caution to Repaired.

@ NOTE:

An IML entry marked as Repaired only sets the severity of the specified IML event to Repaired. This process does not
generate any corresponding Repaired severity SNMP traps or Redfish Events.

For example, if Critical severity of an event is overridden and manually set to Repaired, iLO cannot determine if the failure
is Repaired or is manually modified for the specific server environment. Hence, whenever an event is manually marked as
Repaired, iLO changes the IML to a Repaired state but does not prompt for any further alerts.

Procedure

1. Investigate and repair the issue.
2. Click Information in the navigation tree, and then click the Integrated Management Log tab.
3. Select the log entry.

To select an IML entry, click the check box next to the entry in the first column of the IML table. If a check box is not displayed next to
an IML entry, that entry cannot be marked as repaired.

4 Click &2,

The iLO web interface refreshes, and the selected log entry status changes to Repaired.
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Adding a maintenance note to the IML

Prerequisites

Configure iLO Settings privilege

About this task

Use maintenance notes to create log entries about activities such as:

Upgrades
System backups
Periodic system maintenance

Software installations

Procedure
1. Click Information in the navigation tree, and then click the Integrated Management Log tab.
2. click[F.
The Enter Maintenance Note window opens.
3. Enter the text that you want to add as a log entry, and then click OK.

You can enter up to 227 bytes of text. You cannot submit a maintenance note without entering some text.

An Informational log entry with the class Maintenance is added to the IML.

Saving the IML to a CSV file

Procedure

1.

Click Information in the navigation tree, and then click the Integrated Management Log tab.

Click &V .

2.

The CSV Output window is displayed.
3. Click Save, and then follow the browser prompts to save or open the file.
Clearing the IML

Prerequisites

Configure iLO Settings privilege

Procedure
1. Click Information in the navigation tree, and then click the Integrated Management Log tab.
2. Click I ,
iLO prompts you to confirm the request.
3. Click Yes, clear.

The log is cleared of all previously logged information. This action is recorded in the IML.

—
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Security Log

The security log provides a record of the security events recorded by the iLO firmware.

Examples of the logged events include changes to the security configuration and security compliance issues. Other logged events include
hardware intrusion, maintenance, and denial of service.

The security log provides a focused view of all recorded security events. Some of the same events are also included in the iLO event log or
IML.

When the security log is full, each new event overwrites the oldest event in the log.

Viewing the security log
Procedure

1. Click Information in the navigation tree, and then click the Security Log tab.
2. (Optional) Use the sort, search, and filter features to customiz